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Improved Application of Intelligence to the Battlefield
A Defense Science Board Study
May - July 1996

1.0 Executive Summary

The 1996 Defense Science Board (DSB) Task Force on “Improved Application of Intelligence to
the Batlefidd’ submits this report to document its work, findings and recommendations, which
extends and refines the prior year’s study on the same subject. The Task Force was asked to: (1)
review and evauate the progress made in implementing the recommendations made lagt year; (2)
identify further actions that could be quickly implemented to improve the safety and
effectiveness of the codition forces in Bosnia prior to and during their redeployment; and (3)
recommend longer term actions to prepare for future contingencies. This report documents
detailed recommendations for each one of the three parts of the assgnment.

While the 1995 study focused on contributions that the recommended technology and equipment
additions would have on operations in Bosnia Herzegovina and other Theater dtes, this year's
report highlights the need for changes in operations as wel as joint, Service and codition
doctrine to leverage the deployed technology and equipment infrastructure.  However, the 'non-
technological’ changes are a least as important to make as the ‘technologica’ changes and will
require strong commitment and leadership a dl leves for effective implementation.

The Task Force found numerous systemic barriers to achieving information dominance. With
the potentia for deployment of ground forces and the resulting increased operationd dress, the
shortcomings and unnecessary risks would be expected to increase unless dgnificant changes
were made.

The 1995 recommendations addressed policy, organizationd, equipment, and technologica
changes to make a dramatic improvement in force effectiveness and protection. Many of those

recommendations were gpproved for implementation as part of an expedited Bosnia Command
and Control Augmentation (BC2A) Inititive. Less than a year later, the Task Force finds

impressve achievements in the fidd and the capabilities for dramaticdly improved force
effectiveness and increased protection.  The Task Force recommends building on the
accomplishments by continuing the BC2A  program and increasing the development focus on
emerging information management challenges. The Task Force continues to believe its
recommendations are compatible with exploring the approaches and reconfigurations necessary
to achieve a longer term architecture of interoperable and integrated information systems

designed for the post Cold War era.

The Task Force conducted extensve mestings, in the continentad United States (CONUS) and in
the fidd, paying paticular attention to the needs of wafighters in lower level echdons
Information dominance remains a dedrable and feasble god. The Task Force found that the
BC2A Initigtive dready has made a red contribution to improving the flow of information and



subsequent  effectiveness of the warfighter, but more remains to be done to fidd high bandwidth
connectivity to additional sStes. As the communications infrastructure improves, the need
increases for improved information management tools and techniques. Experimentation under
the redigtic conditions of the Bosnian operations is a vauable proving ground for evauaing new
warfighting concepts and approaches.

Not al recommendations approved in 1995 have been implemented, but are 4ill vaid. The new
recommendations address specific needs of ground forces, not addressed in 1995. Some
recommendations can and should be implemented quickly to assst our forces during the
September, 1996 dections in BosniaHerzegovina and during the anticipated redeployment of
our forces. Three broad areas require a specid sense of urgency: (1) continuing the process of
getting information and tools down to the bettdion leve; (2) executing a paradigm shift where
higher level Intelligence Centers become more proactive and push talored products to lower
level users via improved techniques for smart pull; and (3) organizing collection management
teams to integrate information from Nationd, Theeater, and Organic intdligence, survellance and
reconnaissance assats and provide the warfighter with needed information. Specific activities
deemed necessary by the Task Force prior to redeployment of the forces should be planned and
completed now.

In the longer term, the Task Force beieves that information management deserves grester
atention and recommends continuing the development process, usng the information system
deployed in Bosnia as the point of departure, to exploit the high bandwidth communications
channes. Redidic evdudion of information management tools and techniques rddive to
warfighter needs will hdp to creste the paradigm hift required to achieve information
dominance.

There are common themes in both reports gain information dominance for the warfighter by
removing the barriers to communications content, bandwidth, and connectivity; by coordinating
and targeting collection, production and dissemination activities directly a the misson
requirements of the war-fighter; by addressing and funding the O&M and equipment
requirements down to the lowest echelon; by integrating sysems and fusng data; by developing
and gpplying information management tools and techniques, and by being a good partner in joint
and codition operations.

As before, the Task Force recommends and is prepared to support an inter-organizationa
working group led by operaions personne to develop an integrated implementation plan, which
addresses the recommendations, and begins its execution.

We have made good progress thus far in implementing the 1995 recommendations. We can be
proud of the remarkable, timely acquistion and deployment of the recommended systems and the
skill that has been developed in using them to date -- it reflects upon the extraordinary capability
of our people. As we continue to implement the new recommendetions, we can look forward to
even more effectiveness and use of information towards achieving the god of information
dominance.
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At the request of the Under Secretary of Defense for Acquistion and Technology, a Defense
Science Board (DSB) Task Force was convened to continue a study known as the “Improved
Application of Intdligence to the Batlefidd’. The Task Force met from May through July,
1996. The study was led by Mr. Charles Gandy, Chairman, and Gen. James McCarthy, USAF
(ret), Vice Chairman, and extends the work of the 1995 DSB Task Force on the same topic. (The
report, Defense Science Board Task Force on Improved Application of Intelligence to the
Battlefield dated September 1995, is classfied and available under separate cover). This is the
unclassfied verson of this report, the classfied verson is under separate cover.



At the time of this report being drafted, the dections in Bosnia were fast gpproaching. The Task
Force bedieved that some of its recommendations made as a result of the study would need to be
implemented by mid-August if they were to be effective in supporting the eection process. It
appeared that the immediate god of our forces, outsde of force protection, was to support a
pesceful eection process in the region which was, hopefully, preceded by peaceful eection
campaigns and, subsequently, followed by the peaceful formation of a new government within
the Bosiian region. At the same time, the United States (US) would continue to protect our
forces, those of our codition partners, and any observers or others in the area. Force protection
may become even more criticd when the find decison is made to redeploy forces.

The Task Force recommends a specid sense of urgency for implementation of recommendations
in three broad areas. (1) continuing the process of getting information and tools down to the
battdion level (and its equivdent for the other Services); (2) executing a paradigm shift where
the higher leve Intelligence Centers become more proactive and push talored products to lower
level users, and (3) organizing collection management teams that can integrate the use of
Nationd, Theater, and Organic assets to provide the warfighter with needed information in a
timdy fashion.

The Bosnia Command and Control Augmentation Initistive (BC2A) tha resulted from the 1995
Task Force recommendations aready has made a red operationa difference to the warfighter
and deserves continued support. The 1996 Task Force recommends continuing BC2A and its
related Joint Broadcast System (JBS) by deploying additiond systems, assuring sustained
funding from DISA for operationd systems, expanding the effort on critica information
management  capabilities and retaining the successful BC2A  program team. A continued
program would provide greater information support to war-fighters, particularly those in lower
leve land, sea, and air units.

In addition, the Task Force recommends creating a focused team to coordinate, integrate, and
fuse dl intdligence, survellance and reconnaissance (ISR) capabilities, including  nationd,
theater, organic, and commercid eements to improve intdligence support during the Bosnian
elections and prepare for the redeployment of forces. The team, organized and functioning in the
mode of a Bosnian C4 (Command, Control, Communications and Computers) ISR “anchor
desk,” mugt virtuadly integrate the resources of al our supporting units and agencies and focus
them on saving the needs of lower-level deployed units The Task Force recommends taking
seps prior to redeployment that would maximize our CAISR capabilities This might incdlude

deploying additiond arcraft and/or systems, especidly those providing red-time video as well
as additiona surveillance capabilities, '
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Chat 2 presents the Task Force membership and supporting personngl. Mr. Charles L. Gandy,
Chairman, and Gen. James P. McCarthy, USAF (ret), Vice Chairman, led the 1996 Task Force,
as well as the previous one in 1995. The 1996 Task Force dso includes Maj. Gen. Robert A.
Rosenberg, USAF (ret) and Mr. Lewis R. Franklin, both members of the 1995 group, as well as

Mr. John P. Stenbit, a new Task Force member. The team was ably asssted by an Executive
Secretary, a DSB Secretariat representative, government advisors, executive saff, and DSB
reviewers. The 1996 Task Force is especidly pleased to recognize'the assstance provided by the
Hon. Arthur L. Money, currently the Assstant Secretary of the Air Force for Acquistion, and Lt.

Gen. (S) John Gordon, nominated to become Associate Director of Centrd Intelligence (DCI) for
Military Support, who served as Government Advisors.




Chart 3. 1996 DSB Task Force Terms of Reference

Terms of Reference

. Determine the optimum posture for the employment & use of intelligence &
other information derived from national & theater assets, & the timely delivery
& fusion of same to coalition forces

. Emphasis:
Evaluate ongoing implementation of previous recommendations

Determine other C41 improvements to be quickly applied to support coalition air,
naval & ground forces

. Future operations
After restructuring/redeployment in Dec 96
* Other contingencies

. Terms of Reference

The Under Secretary of Defense for Acquisition and Technology directed the 1996 Task Force to
review the progress towards the implementation of recommendations made the previous year and
to determine any other improvements which would enhance the flow of inteligence and other
information for Operation JOINT ENDEAVOR. Note that the Terms of Reference (see Chart 3)
explicitly state “intelligence and other information”. The Task Force conducted its review of the
flow of intdligence in the context of how it is used in conjunction with other types of
information to support the operational commander. Implementation of the resulting
recommendations will require the active support of the operations and doctrind communities in
addition to the Inteligence Community.

One of the concerns initidly expressed by the Secretary of Defense as an area of focus for this
sudy was the introduction of ground forces into Bosnia and their use of inteligence and other
information; there had been no US forces on the ground a the time of the previous study in 1995.
The focus of the recommendations became more specific as the BosniaHerzegovina dections,
scheduled for September 14, 1996, moved closer. The impetus was to evaduate the employment
and use of inteligence and other information by the ground forces and whether sufficient
Command, Control, Communications, Computers, and Intelligence Surveillance and




Reconnaissance (C4ISR) capabilities existed and could be utilized to help the codition forces
assure peaceful pre-dection campaigns, a pesceful dection polling process, and a pesceful
implementation of eection decisons. The Task Force was asked to also consider CASR
information system improvements that ought to be developed and deployed to support the
redeployment of forces scheduled for December, 1996. And, findly, the Task Force was to
identify lessons learned to be applied to other contingencies.

A little over a year ago, the Secretary of Defense was not satisfied with the answers he was
getting from the Inteligence community about the shoot-down and rescue of our USAF Pilot
Scott O'Grady: could the shoot down have been avoided and could the rescue have occurred
sooner? The Secretary had asked the 1995 Task Force to focus on air defense and targeting
issues and to look for opportunities to make dramatic improvements in the safety of our forces
and in our chances for success should a peacekeeping or ground operation be conducted.

The 1995 Task Force gathered information from numerous units, organizations and sources in
addition to observing actual combat operations. From that came numerous recommendations in
1995 to address what were consdered policy, technologicd and organizationd deficiencies. The
Task Force recommended the credtion of an ACTD to fidd, demongrate and evauate various
advanced devdopment systems in the redidic “laboratory” environment of Bosnia The vison
was to include a Direct Broadcast System (DBS) capahility, previoudy demondrated as part of
the Joint Warior Interoperability Demondration (JWID) ‘95 exercise, to better disseminate
imagery and other large data format informaion to dl levels of units within the codition.
Suggestions were dso made to improve use of the LOCE (Linked OperationsIntelligence
Centers Europe) system, a US-developed system utilized by close to 200 NATO locations but
with limited bandwidth capability. ,

The 1995 Task Force made its recommendations to the Secretary of Defense and to the Director
of Centrd Intelligence (DCI); al were accepted. What resulted was the cregtion of a Joint
Department of Defense (DoD)/Central Intelligence Agency (CIA) Implementation Planning
Working Group monitored by the DSB Task Force through December, 1995. A commitment of
goproximately  $150 million followed to begin meking rapid improvements centered primarily
around Air Force and Navy missons.

The 1996 Task Force now reports on what has been achieved through the first sx months of the
active program, what remans to complete implementation of the 1995 recommendations, and
what new tasks should be initiated.



Chart 4. Background Briefings for 1996 DSB Task Force
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. Background Briefings

The Task Force spent several weeks vidting more than twenty-five different Nationd as wel as
DoD Agencies and Organizations in the continental United States (CONUS)to develop
background and prepare for vists to deployed units in the European thester, some of which the
Task Force had seen the prior year. The Task Force thanks al of the organizations and
individuds for their cooperation and support. The Task Force found improvements are being
made and that continued benefits can be achieved by continuing the BC2A program and other
focused efforts to enhance the timeiness and flow of information.
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Chart 5. Sites Visited by DSB Task Force
Observing Deployed Units & Operations in Theater
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JAC Molesworth
RAF Mildenhall

Lasalle

o Observing Deployed Units and Operations in Theater Enhanced Our Understanding

During a fourteen day trip, the 1996 Task Force vidted land, naval, and ar units a Seventeen
gtes in Europe. It was a IFOR (Implementation Force) and EUCOM (European Command)
headquarters. It saw French and British Divisons and a Russan Brigade. It visted with US
units down to the battdion leve dong with a Carier Battle Group (CVBG) centered -around the
USS George Washington (that has the finest C4l integrated suite and best organization for its
exploitation yet seen), and with the USS LaSdle Command and Control ship. The 1996. Task
Force dso went back to some places vidted the previous year, such as the Combined Air
Operation Center (CAOC) in Vicenza, Ity and the Air Wings & Aviano. The Task Force saw a
proliferation of Nationa Intdligence Support Teams (NISTS), Nationd Intelligence Centers
(NICs) and Joint Intelligence Centers (JCs) al desgned to facilitate direct communication with
supporting agencies and organizations and provide information flow up-echelon. But the hub of
intelligence information resides a the Joint Andysis Center that is responsble for integrating
and providing intelligence information to commanders in the European thegter.
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Chart 6 1996 DSB Task Force Key Ohservations

Key Observations

. Most previous Task Force findings are being effectively implemented
. Major improvements in information

. Several major impediments to improving information dominance

. Post-withdrawal intelligence planning needs to be initiated

30 KEY FINDINGS AND RECOMMENDATIONS

Like lagt year, the DSB Task Force is focused on congructive criticisms that can lead to vauable

improvements. However, it should be postively noted that the Task Force is very encouraged by
the progress made to date, both as a result of implementation of 1995 recommendations and as a
result of independent innovation and initiative by our forces. There were many, many wonderful
ideas and innovations observed during the trip, dl designed to help improve the process by

which commanders are supported in the field.

To sum up the 1996 Task Force's key observations:

Most of the previous year's findings and recommendations have been effectively
implemented. The 1996 Task Force saw a dramatic improvement, not just a mgjor, but a
dramatic improvement in information availability to the forces that were visted last year
and that were addressed by 1995 Task Force's recommendations. The Task Force
grongly urges that the appropriate intdligence planning and actions for the post-
withdrava or deployment phases be implemented immediately. Opportunities  will
vanish with time and must be ssized now.

12



Emerging as a key issue is the chdlenge of effective information management. A DSB Task
Force documented, in a report known as the “Information Architecture for the Battlefidd’
(October, 1994), its concerns about this subject and recommended a focused research and
devdopment initiative into various techniques and tools for information management. More
concepts and supporting technology, government and commercid, are now becoming avaladle
for evaduaion and should be pursued in concert with BC2A. The good news is that we have
mede the information flow down to the forces much more robust. The related bad news is that
we need to make sure that “we don't saturate the warrior with data while starving him of useful
information.”  For information getting down to lower echdon and mobile forces, the “last dirt

mile is ill that -- the lagt dirt mile”
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Chat 7. Mgor Issues for Matching Information Cgpability with Misson Requirements

Matching Information Capability With Mission Requirements

Bosnia is dynamically changing operational environment
Information needs change as operational phases change
Information capability must change to match operational phases
Mission success is being achieved by combat power & information power
Combat power played key role in entry & separation phases
Information power is playing key role in compliance verification phase
. Integrating the two remains a challenge

Coalition operation with 33 partners adds additional complexity

3.1 INFORMATION INTEGRATION MAJOR RECOMMENDATION
AREA

Fird, a brief review of some higory may be ussful. Operations in Bosnia began with an enforced
entry phase after Operation Deny Hight and subsequent agreements were reached as a result of
the Dayton Peace Accord. Next came the separation of forces among the former warring parties
followed by the establishment of zones of separation and having people disssm and place ther
weapons in recognized storage containment areas. Now Bosnia is in the economic recongtruction
and rebuilding phase.

Each phase of the operation has been different, and the information needs change as each one of
the operational phases change. Conducting an enforced entry is much different from normal
“palicg” activities, which could range from having to dedl with a drug supplier to a politician; or

from watching smugglers to determining who are the less thregtening Mafia to identifying
potentid  terrorists. The Task Force believes that flexible equipment and information
management approaches (with scaesble and expandable/contractible plug-and-play subsystems)
are necessary to meet the various information needs to support the forces as the missions change.

The Task Force found that our forces are not effectively organized to address the chalenge of
matching information capability to misson requirements. The ‘Corporate Information Officer’
function does not exit a most units, with the posshle exception of the Navy a some levels.

This function is necessary if we are to begin reducing incompatible hardware and software
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gysems in favor of creding fused, synchronized information sysems leading to information
dominance for our forces.

The United States progressed from executing a military entry operation to conducting a
peacekeeping and civil policing operation, focused on national and ethnic extremism, terrorism
and gang wafae that threstened successful nation-building. This change in misson requires a
corresponding change in policy and doctrine in many arees training; intelligence collection and
andyds cregtion of talored intdligence products dong with timely dissemination and easy
retrievd by warfighters, a better process for providing operationd feedback, for example, when
drategic assets are tasked; the ability to create a synchronized and recognized common picture of
the battlespace; a better process to deconflict the frequency spectrum; and a systematic approach
to underdanding and resolving problems associated with legacy systems and cultures. For
example, it was learned that the Bosnians strongly supported checkpoints during the entry phase;
thus we ingtituted such checkpoints and they were respected. Those same checkpoints were less
effective when the misson changed to rebuilding the new nation.

Sad another way, the Task Force found signs of a least five different behavior cycles, each with
individud time condants but operating Smultaneoudy with insufficent coordination. The
misson gppeared to change on, approximately, a Sx month cycle -- from no forces involvement

in Bosnia to Operation Deny Hight to forces on the ground charged with separation of the

warring factions and establishment of cantonment areas to a police enforcement/peacekeeping
role to whatever the next phase. However, the organizationd responshbilities and resources
changed on, approximately, a one year cycle - firg from the United Nations (UN) being in
charge, then switching to NATO Air for DENY FLIGHT, until IFOR took command with the

insartion of ground troops in Bosnia to whatever comes next.  Informetion availability. may aso
change about yearly resulting from changes in command to policy changes such as the US
downgrading policy. Adding complexity to the coordination process is the personnd rotation
policy among different nations in the dliance. In addition, new systems based on commercid
equipment may arrive every two months and leave after a Sx month trid period.

The Task Force found that misson success was being achieved by combining combat power and
information power. Combat power played a primary role in the entry and separation phases,
while information power is the key during the compliance and- verification phase. But the most
difficult chalenge is integrating both combat power and information together. The truth is tha
linking combat power with the information power of timdy undassfied video from a drone
meade a sgnificant difference during the enforcement phase.

The French provided us this example of integrating combat and information power during the
rebuilding phase. The Sunday after the Task Force had met with French commanders in Modtar,
local eections were scheduled. The French Commander in was concerned about potentid riots
and fighting at the polling places, which could disrupt the eection process. Not wanting to send
his patrols throughout the city in smdl units, where they could potentidly be overcome by loca
‘toughs’ he asked for video support to monitor the polling places in red-time. This alowed the
French to mass severd large units around the perimeter of the city so in the event something
went wrong, the Commander could send his forces in sufficient mass s0 as to contan the
problem without jeopardizing troop safety.

15



Despite these successes, there is dill a critical need to better integrate combat and information
power. Chat 8 (Recommendations) addresses potential solutions to this evolving issue.

Caodition wafare is surfacing issues with respect to unity of command, the role of bilaterd
agreements and the darity of accountability and respongbility. If inteligence is shared with a
lowest common denominator gpproach, the information quadity will be diluted. The doctrine
with respect to unit hierarchy in a codition environment needs to be defined for the corps,
divison, and brigade leves.
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Chat 8. Recommendations

Matching Information Capability With Mission Requirements

« RECOMMENDATION

Establish information management as an evolving functional support area
supporting combat operations

Requires focus, expertise, resources

Create information staff function at appropriate command levels to support Bosnian
& beyond operations

Led by operators

Include intelligence, communications, civil affairs, logistics personnel & other
expertise as needed

Continue to infuse new information concepts for Bosnia & future operations

o Recommendations
The three mgor recommendations from Chart 8 are discussed below:

The Task Force recommendation to match information capabilities with misson reguirements
requires edablishing and filling a postion now missng from our dructure A corporate
information officer/chief information officer (CIO) function is needed to focus expertise for
immediate gpplication in the Bosnian theater. It is important to create this information Saff
function a the various command levels, led by operations, with active participation from the
intelligence, communications, civil  afars  logigics, and other communities as needed.
Knowledge requires integrating information contributions from the J2, J3, 4 J5, and J6 functions
in a way tha transcends ‘ownership’ of the information needed to support the warfighter. As
misson requirements change, the relative contributions from the various domans of expertise
aso may be expected to change, but dways with the operations community in the lead.

The Task Force notes that an independent action by the US Congress, the Information
Technology Reform Act of 1996, requires Departments and Agencies to establish a CIO position
(a the Executive IV levd). In this case, the essence of what makes sense a high levels dso
makes sense a lower leves in the organization.
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Modern technology may make it possible to didribute the participants physicaly as long as the
ClO activdly manages the process and the information. The ‘anchor desk concept’ is one
mechanism by which to assemble the resources, achieve the integration of information, provide
focus on misson needs, and promote a proactive stance. Deveoping the required skill and
experience to quickly integrate ‘plug and play’ systems targeted a specific misson needs will
provide mgor payoffs. The closest thing to resemble the information staff function was aboard
the Carrier Battle Group, where the Navy had edtablished an integrated C3l information warfare
function. The command and control functions were combined with the Navy's Joint Maritime
Command Information System (IMCIS) and the Globa Command and Control System (GCCS)
to provide focused misson information. Although it was an entry leve effort, it surpasses what
the Task Force saw elsawhere.

The CIO function will hdp to focus the efforts of NICs, JCs and the JAC on satisfying the

operationd needs of the warfighter and will help to address an observation made to the Task
Force by a Navd Inteligence Officer and found elsewhere as well -- “that, in practice, JCs (and
other intdligence activities) look up the chain of command rather than down,” i.e., they respond
to ther rater. Inteligence providers must move from the reactive mode (waiting for Requests for
Information (RFI) to trigger activity) to the proactive mode of anticipating warfighters needs for
a paticular dtuation and pushing those specific products to the field.

The Task Force did not see integrated Nationd, thester and organic tasking in response to
paticular needs expressed by three different senior Commanders. The Task Force thinks the
CIO function will be an important part of the solution of this problem and observes tha the
battlespace is not a8 EUCOM headquarters. Information assets should be managed at the lower
levels. where the warfighters are.

Techniques for planning and replanning to support a Bosnia redeployment phase and other
contingencies deserve immediate atention.  Modding and smulaion (M&S) should help
explore red-time, distributed collaborative planning concepts to include video/audio
teleconferencing and whiteboarding as wedl as support misson preview and rehearsd,
asessment, and ‘what-if’ evauations for subsequent missionphases.

Capability is needed and could be provided for a precison targeting tool kit with gpplications
matched to the CAOC, wing, divison, and brigade levels. Defense Mapping Agency (DMA)
should rapidly become a data provider of mensurated points to users rather than a data producer.

Very accurate Digital Elevation Modes could be produced from new data sources if innovation
occurs.

18



Chart 9. Changes in Security and Information Management with Beneficid Results

More Information & Better Connectivity

« Dramatic changes in security releasability policy have given NATO & IFOR
valuable combat information

» Significant improvements in C3l & information processing are enhancing
Bosnia operations
Joint Analysis Center (JAC) & Combined Air Operations Center (CAOC) are
evolving new models of support for contingency operations
Reachback to Contingency Airborne Reconnaissance System (CARS) at Beale AFB

makes U-2 ASARS a timely asset for supporting ground commanders with minimum
in-theater footprint

o More Information & Better Connectivity

Last year, the Secretary of Defense and Director, Centra Intelligence Agency agreed the time
had come to bresk down some of the leftover Cold War security barriers and go from a ‘System
High' environment to a ‘Sysem Low' one. Ther objective was to ensure that information was
put into the hands of those who needed it in a timedy fashion without reveding sources and
methods, but dringently protecting highly sengtive information.

LOCE darted as a US system and was adopted by our alies because it was further dong in
development and offered better cgpability than what was avalable to them a the time. The
expangon in the number of LOCE gtes in the course of one year is truly impressve. While our

codition patners now ae fully usng LOCE and shaing information among themsdves the
Task Force noted many cases where US forces are not teking full advantage of the information in

LOCE. One resson is inadequate training. Another reason is the éttitude “I've got my own
system; | don’t need to use that one.”

The JAC and the CAOC ae evolving new models designed to better support contingency
operations by being flexible and dynamicdly changing to meet misson requirements. Both
organizations are experimenting with new ways of conducting operations and using sysems to
help them in their jobs The Task Force found numerous examples of informa innovation in the
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fidd to partidly fuse information from legacy ‘Sovepipe systems in order to solve immediate
problems. Many of these informd systems should stop when supportable and better designed
subdtitutes, conforming to the Defense Information Infrastructure (DIl) requirements are
avalable. Until then, the informa sysems are heping the warfighter perform his misson.

The Task Force discovered that ‘reachback’ as a capability was being effectively used and
accepted in the fidd. There had been some concern about whether Cornmanders would be
comfortable with this gpproach, but it gppears to be working wdl. Previoudy, support to the
commanders would be collocated in the theater and, for example, have direct downlink capability
from collection assets. However, this presents force protections and logistics problems in that
there are loca footprint vulnerabilities, supportability issues, and andyst daffing and housing
requirements to be met. Utilizing facilities remote from the bettlefield receive the data, prepare
products and transmit them to wax-fighters over large bandwidth communications systems is an
ided way to overcome these obstacles. Elements of this gpproach long have worked for the
Navy (where shipboard space is a a premium) and should be extended to al Services and for
more intdligence sysgems. The Task Force recommends a systematic approach to spread the
process, with pardlel development and refinement of the Concept of Operations (CONOPS).
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Chat 10. Summary Recommendations for Information Management

More Information & Better Connectivity

. RECOMMENDATION

Adopt JAC & CAOC's flexibility & adaptability for future contingency
operations

Pursue “reachback” as fundamental support concept for existing & future
systems

Recognize Boshia remains the most realistic laboratory for developing new
concepts for Operations Other Than War (OOTW)

« Recommendations

The Task Force makes three gpecific recommendations for more information and better
connectivity.

Adopt the JAC and CAOC's flexibility and adaptability for the future contingency operations
discussed earlier.

In addition, the Task Force believes that the concept of ‘reachback’ is a fundamenta support
concept for exising and future systems.

The Task Force dso notes that Operations Other Than War (OOTW) military activities, such as
those in Bosnia, ae occurring with greater frequency than the Mgor Regiona Contingencies
(MRC) upon which our force dructure and doctrine are primarily based. The Task Force
recommends continued operational and doctrind experimentation in the Bosnian aea of
operations to take advantage of the reatively benign circumstances now avalable to us. Many
people would disagree with the concept of using a red ‘battlefidd’ as a battle laboratory; in fact,
many of the Task Force membes sarved in active militay operations and indinctively
questioned the wisdom of that type of effort. The Task Force concluded, however, thet it is
important for the DoD leadership to understand and recognize the vaue this type of battlefield

laboratory environment has in testing new systems, doctrine and concepts for both OOTW and
MRC operations.
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Chart 11. Findings for the JBS Experience to Date

Joint Broadcast System “ACTD”

Bosnia Command and Control Augmentation (BC2A)

BC2A resulted in significant operational capability in coalition environment
within a very short of time
Forces learning to use expanded bandwidth

Continued development of experience with the procedures required to exploit full
potential

Foundation developed for Global Broadcast System
Information processing & distribution improvements provide more robust

capability at headquarters levels for division, wing, & battle group, but not
below

Still improving
Common information is enhancing jointness
As missions change, dynamic reconfigurability is required

3.2 JOINT BROADCAST SYSTEM “ACTD" MAJOR
RECOMMENDATION AREA

The Bosnia Command and Control Augmentetion initisctive (BC2A) has resulted in Sgnificant
improved operationd capability in an extremely short period of time however, it has not yet
redized its full potentid. Pumping ‘CNN’ (Cable News Network) and watching bal games
through extremely large communications pipes is not the primary objective of the Joint
Broadcast System (JBS). BC2A was dedgned to provide rdevant, timey information
(specificaly large data format information such as imagery and video) to operators, both US and
codition, as a remedy to the problem of insufficient bandwidth and poor imagery qudity found
last year. BC2A provides not only a 30 Mbps one-way broadcast capability (JBS), but aso
includes a two-way tactica inter-net cgpability for collaboration among Commanders. Because
BC2A is funded with Operations and Maintenance (O&M) dollars resulting from the
supplementa budget request authorized by the Congress in support of US efforts in Bosnia, -the
BC2A program is being conducted like an Advanced Concept Technology Demondration
(ACTD) even though it is not one officidly. Neverthdess, the Task Force believes strongly that
the BC2A program should continue beyond the end of the firs year in Bosnia and should be
consdered for deployment to other theaters such as in Korea. Criticd work remains to be done
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in developing new concepts and procedures for exploiting the expanded communications
infrastructure, both localy and globdly (in advance of the Globa Broadcast System).

As noted earlier, the Task Force finds that great improvement has been made in getting
information processng, didribution, and dissemination down to the divison, wing and bettle
group level through the use of JBS. It is so much better than last August that ‘improvement’ is .
not even the right word, but the dramatic change does not yet occur below those-levels. Nineteen
of the origind 29 requested JBS sites have been fielded in support of Operation Joint Endeavor,
but 51 locations are needed according to Commanders. JBS is providing great connectivity
where it is deployed, but should be further deployed immediatdy to lower echeons where
bandwidth is greatly limited. The Task Force bdieves it is important to continue the process of
bringing JBS up to its full potentid as a foundation for the Globd Broadcest System (GBS)
recommended by the DSB previoudy and endorsed in other studies. JBS should be seen as a low
cod, low risk opportunity to explore technology and operaiond implications prior to making
mgor GBS commitments.

Common information to/from lower force dement levels is needed to make ‘jointness even
more effective. The DSB has said before that the JTF Commander needs the right collection of
tanks, ships, planes and warriors to accomplish the OOTW misson objectives. In Bosnig,
because the misson phases change, the requirements and capabilities mix aso changes over
time. In the world of C4ISR, information cgpability is the ability to hook together the right
hardware, software, information systems, databases, communications pipes and sensors to
support that ad hoc collection of shooters. This is what ‘dynamic reconfigurability’ means in the
last bullet of Chart 11 -- the flexible reengineering of CAISR systems and processes to be able to

‘plug and play.’
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Chart 12. IBS/BC2A Recommendations

Joint Broadcast System “ACTD”

Bosnia Command and Control Augmentation (BC2A)

RECOMMENDATION

Continue BC2A system deployment under EUCOM direction
Expand success in Bosnia implementation

Keep BC2A team in place

Integrate into DII/GCCS architecture to facilitate full support

Provide DISA additional FY97 funding to operate & maintain system during
redeployment or reshaping of forces

Recommendations

The Task Force made four programmatic recommendations to Secretary Perry.

@)

@

The Task Force recommends continuing the BC2A deployment of JBS assets and supporting
equipment even though it was only funded for fiscad year (FY) 1996 and the first quarter of
FY97. While the program is not an ACTD, it should continue to be pursued outsde the
routine sysem. The Task Force believes that deploying additiond BC2A cgpabilities is
critical for achieving the god of ‘near zero loss of lifeé during US participation in IFOR and
that the acquistion delays often found in more routine programs should not be acceptable.
EUCOM fully supports BC2A and wants to continue the deployment under their direction.
The Task Force strongly endorses this postion.  While the US is prevented from giving
BC2A equipment to other countries, one route to further codition. activities could be other
countries buying receiver suites that would dlow them to get the JBS broadcasts.

The experience to date in Bosnia has been successful, and the Task Force recommends
keeping the BC2A team in place to continue the program while we have forces in Bosnia and
then beyond. However there must be some assurance that this will not be another
‘stovepipe,’ noninteroperable system; we must ensure tha BC2A is integrated into the
Defense Information Infragtructure (DII) Architecture.  The DSB has been condgent in its
support for DII. With agppropriate direction and review, the integration should be achievable,
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(3) The Task Force drongly urges providing DISA additiona next year funding to assure
operations and maintenance support, especialy during critical dection and redeployment
phases to which the Task Force has paid particular attention.

(4) To expand beyond current Bosnian applications, the Task Force recommends testing of
BC2A capabilities in another theeter in addition to evauating their use in response to the next
contingency with a view towards pushing the capabilities down to serving that ‘last dirt mile
to the war-fighter. The capabilities should not be copied from Bosnia for other theaters, but
the concepts should be consdered. Focused development and taloring for each theater will
be neaded to maximize the utility of the sysem.
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Chart 13. Improved Information Support is Needed & Lower Organizational Levels

Greater Information Support
For Brigade & Battalion Headquarters Is Required & Possible

. Land combat forces are trained & equipped for great mobility & lethality
. Present mission phase places units in more static situation
. Mission objectives require different information support
. Commanders report information needs not being met
Limited communications & information systems support
Lack understanding of what information is available
Lack information tools & technical support to keep them operating
Lack analysis capability to use information made available
Tactics, training & procedures don't cover flexibility needs

The Tak Force has identified a number of factors requiring atention if warfighters are to
become more effective, particularly in executing non-traditiona missons.

The land combat forces that the Task Force visted are very lethd with great mobility and fire
power, but ill have only ther gandard narrow bandwidth communications pipes. Even
SINCGARS in the vehicles is not enough.

The second bullet on Chart 13 dates that the Task Force found units in a more ‘datic Stuation;’
meaning that athough the units are deployed - mobile, so to speak - they operate more as if they
were in a garison/headquarters environment. The Task Force found during its visits a dynamic
gtuation, where the daly job might entall anything from being a ‘King Solomon’ to being a
Peacemaker to being a Warlord to identifying which roads, bridges and buildings are in need of
recondruction to negotiating funding from non-government organizations (NGO) to keep the
otherwise unemployed former soldiers busy a work rebuilding their country.

Currently, the misson has shifted from combat power as key to information power as key,
concepts discussed earlier; thus the misson objectives now require more information support.
Fixing the broken communications pipe between the brigade and higher levels is as important to .
facilitate the flow of information up and down echdons as it is to direct more effectivdy the
attention of the JCsor NICsdown to the brigade leve. Unfortunatdly, there is no easy way to

26



indantaneoudy inject that information into a red-time operationd sysem. It would seem
operationdly advantageous to have the technology to utilize this type of red-time information in
order to task Predator to follow the Mujahadeen car in order to locate their covert headquarters.
In addition, if products are pushed to lower level organizations, more effective tools are needed
for them to make use of the products without increasing the demand for more expert support
qaff.

The Task Force emphasizes that this finding is not a critician of any organization in particular,
because this dtuation did not exis before. These changes have resulted from communications
and other technology/systems advances which permit more of this information to be
diseminaed a lower levds thus information management is the emerging chdlenge. Not
unexpected, the Task Force found a lack of information tools and analyss capability and, as we
learned mogt importantly from US Army Europe (USAREUR) Forward, training procedures do
not exis to help manage the information.

The Task Force bdieves that for dl the different kinds of contingencies we must develop new
plans and indtitutionalize the gppropriate training to prove ther utility. The Task Force observes
that the training techniques developed and improved for traditiond warfighting activities may
not be well-suited to the demands of training for peacekeeping missons. Keeping war-fighting
kills current while performing non-war-fighting missons for extended periods of time will be a
chdlenge and desarves gpecid atention. The Task Force believes that effort should be made to
experiment with training for the Bosnian operations and to capture and gpply the lessons learned.

For one planning example, USAREUR Forward shared their complete entry plan with the Task
Force. They redized that their exising structure would not work in Bosnia for the anticipated
enforced entry and separation of forces phases. They needed to move Corps capability down to
the Divison levd and Divison capability down to the Brigade levd. They conducted much
planning and replanning, ultimatdy changing ther TOE (Table of Organization and Equipment)
essentidly for the entry phase by fidding a Trojan Spirit syssem at brigade level. Currently, the
large demands of conducting operations in Bosnia have prevented the needed replanning and
reconfiguration to support the current rebuilding phase as effectively as posshble. And, of course,
the Task Force observes that we should move ahead with planning and training for changes and
reconfigure in advance to make the redeployment phase a success. Better tools would speed the
planning and training process and emerging equipment complying with DIl standards would ease
reconfiguration of information systems

Other factors exacerbated the information need found by the Task Force down at the battalion
levd. The Task Force found many examples of reduced effectiveness due to the condraints of
narrow bandwidth in communications systems and equipment that didn't work. The Task Force
found a 15 AT&T antenna inddled right outsde a Battdion Headquarters providing 3 Mbps
connectivity for telephone cals home from the troops, that is providing they had an AT&T credit
cad. We could have bought some of that bandwidth to get SECRET REL NATO operationd
data to the warfighters at the battaion level. But to do so in the future requires we reevauae the

doctrine of how we conduct OOTW and other types of conflict.
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It is posshle to provide greater information support for the brigade and battalion headquarters.
Wider deployment of JBS to combat brigades and battaions would dlow pushed/pulled
information to reach warfighters more quickly, especidly if the tools and applications were
deployed as wdl to ensure meaningful use of the data, again a doctrind issue. Most importantly,
however, better operations and logistics support, supplies and contract maintenance needs to be
provided to keep commercid communications, computers, fax, and copiers operationd.
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Chat 14. Summary Recommendations for Lower Level Echedon Information Support

Greater Information Support
For Brigade & Battalion Headquarters Is Required & Possible

« RECOMMENDATION
Deploy JBS to combat brigades & battalions

Support mobile activity with Lightweight Visual Reconnaissance System
for imagery & overlays transmission

Provide computers, fax, copying capabilities & commercial
communications where required

Contract for maintenance & support capability

Adapt concept of “smart push” from higher echelons -- “smart pull” from
lower echelons

« Recommendations

The Task Force made five specific recommendations based on the short comings observed a the
Brigade and Batdion levels.

(1) The Task Force recommends deploying JBS down to the brigade and battdion levels and
providing the requiste training. This should be done quickly and in conjunction with deploying
the tools and support systems needed to exploit the JBS feeds. Obtaining the kind of flexibility
seen a the CAOC should be an objective.

(2) The Task Force recommends deploying the Light Weght Visud Reconnaissance System
(LWVRS), which was demondrated to the Task Force and would be very usgful in the fidd. The
sysem operates uing SINCGARS (Single Channd Ground to Air Radio). Achieving this near
red-time performance is critical for many operationa reasons. This sort of sysem should be
acquired in reasonable quantities and used in the redist environment now available to our forces.

(3) The Task Force recommends deploying additional information support equipment
infrastructure, such as computers, copiers and fax machines at the brigade and battaion levels,
the end of that criticd ‘last dirt mile’ This year the Task Force was concerned with how wdll
commercid equipment was operating in a comba environment Snce it was a recommendation
from lagt year. What was found is that it is working well. For example, the Task Force heard that
Sony digplays are rdiable and work wdl. In one ingance, the Task Force found commercid
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connectors, exposed to rain and unprotected, providing interconnect ADP capability between
tents. While the connectors were functioning a the time, large quantities of rubberized tape
should be supplied for commercid equipment and military equipment as wel. The Task Force
recognizes dtention in required to care for items like those and believes that additiond focus will
alow our forces to get even more use from commercid equipment.

(4 The Task Force recommends contracting commercidly for mantenance and support
cgpability. While commercid equipment is proving to be more robust than some had expected, it
dill requires a maintenance drategy and items, like consumable supplies, need to be planned for
and supplied in adequate quantities. Licenses need to be monitored and renewed as needed to
prevent (temporary) loss of agpplications. Just because the equipment is commercid does not
mean that the ‘maintenance and supportability tail’ can be neglected. It does mean that there are
opportunities to experiment and find the most effective means to ddiver the services.

(5) Mogt importantly, the Task Force proposes adapting and exploiting the concept of smart
push, smart pull (see agan Chat 8). Down a the battdion and the brigade levels, commanders
cannot afford the extra support staff it would take to have an inherent, robust anayticad capability
to exploit the information now avalable from higher echdons. However, lower levels run the
risk of becoming saturated with data and information unless the process is changed and they are
provided the right tools.

We need to get away from the current concept of the NICs and other units waiting to be asked for
information through the RF1 process, and then responding to the request. Instead, NICsand JCs
must use their knowledge of availlable products and ones that can be produced, i.e, custom
products, as they anticipate what is needed a lower levels and do a smart push of it through the
expanded communications pipes. The Task Force found examples of this type behavior a the
JAC. The informa sydem of persond relaionships ‘backchannds and liaison deffing is
inefficient, but shows that the information usualy is there or can be produced if one knows how
to go after it. The Task Force is confident that a forma system can beas effective and achieve
higher  effidency.

Information Officers should be dedicated to serving a unit and act without waiting to be asked.
The ‘anchor desk’ concept would seem to be an effective way to integrate information sources
and support Information Officers. We should have an officer or enlised person assigned a the
higher level echelons dedicated to supporting the lower level units, thinking about the needs of
the 1st Brigade, for example -- what to push down to them via JBS or suggesting to them what
information to pull from where as they respond to emerging circumstances and loca information.

Experimentation should lead to development of an effective CONOPS to guide the process.
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Chart 15. Lnformation Management Findings for Lower Echelon Users

Managing All That Information

Inadequate information management concepts & tools limit access to information
located somewhere else in the system
No quick way to search for available information for specific objectives
Database incompatibilities aggravate search process
Multiple source video archiving not possible yet
HUMINT not available to war-fighter in a timely fashion
Intelligence from lower echelons does not flow easily up the chain of command
to theater level
HUMINT currently reviewed/delayed at each echelon
Little or no automation, analysis tools
Limited bandwidth
Ground Order of Battle is example
I ARRC policy restricts release to higher echelons

Bandwidth reallocation still not adequate to support operational needs

The Task Force identified a number of problem aess for managing dl the information now
becoming avalable Users do not have an adequate web browser to search for available
information. Archiving of the immense amounts of video being collected intheater from many
sources is not possible because the metadata with time-tagged coordinates and subject cataloging
information ae missing or nonstandard. As a result, data is recollected and not usable for
effective change detection. There is a tremendous amount of information that never gets to users,
because they don’'t know where to find it and don’t have effective tools.

The Task Force believes that a comprehensive, current and shared Ground Order of Battle (GOB)
is needed to reduce the threat of fratricide as wel as improve the executions of joint operations
agang misson objectives,

Right now a GOB database is only being updated once every 24 hours and users don't see the
peacetime operations in that database because it addresses war fighting operations. And even
more importantly than that, there is no recognized GOB. What comes out of Augsburg is Red
force only or Red and Gray. The communicaions channds no longer are the mgor impediment
to producing and digtributing a more useful GOB.

The Task Force went aboard the USS George Washington where they are generating task sorties
everyday in support of US Brigades and Battdions on the ground - show of flag, show of force,
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cover for operations, and related missons. They have a beautiful display sysem ready for the
data, but no data yet. The Task Force is concerned over the potential fratricide implications of

that gap.

That communications deficiency can and should be fixed. And the resources should be devoted
to improving our PATROLINT collection and exploitation.

The 1995 Task Force made the recommendation last year to get Blue data into the databases so
that our intelligence operations people could better support the operaions by knowing where our
forces were and their intentions. The Task Force members al thought that wouldn't be that hard
to do and the payoff would make it worthwhile. However, this year's Task Force has found
Commanders Hill rductant to put the Blue data into the databases. There could be many reasons
including concerns that micromanagement might occur if more vishility is avaldble to seniors.
It is possble that dlies are reluctant to contribute Blue data because of concerns tha the data
might go back to their countries through new or uncontrolled channels. The Task Force has no
easy answers to these concern, but believes that the benefits from using Blue data are so great
that solutions will be found.

Findly, the Task Force found that sufficient bandwidth gill is not being assigned to direct

support of operational needs. Redlocation avay from Intelligence systems is one remedid action
that could make a difference and should be considered until more bandwidth is deployed.
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Chart 16. Summary Recommendations for BC2A Information Management

Managing All That Information

+  RECOMMENDATION

Focus BC2A “ACTD” on information management processes & tools
Rapidly mature Joint Information Management Center (JIMC) & broadcast
management concepts/capabilities
Field military analog of CNN with distributed anchor desks & assigned
production responsibilities

Establish JIMC, JICs & theater NICs as proactive providers of anchor desk

products to other echelons using common geospatial reference, time-tagged &
pedigreed -- start now in Bosnian theater

DISA & Army resources should provide HUMINT database management system
with modern analysis tools to support brigade needs ASAP

« Annotate all significant information with geospatial, temporal & source codes
required for database management to meet users’ needs for rapid access

Improve & integrate HUMINT into more frequently updated GOB databases with
easy access & distribution

Develop information/video databases with cataloging, storage & retrieval capabilities

« Recommendations

The Task Force made a number of recommendations to address the information management
group of chalenges that is taking on more importance as communications bandwidth is increased
for al echdons. The Tak Force emphasizes that its assessments and recommendations address
‘information’, a broader term then traditiond ‘inteligence. Managing  information  effectively
will require changes in operationa practices, organization, and doctrine. The recently deployed
technology makes it possble to bypass the traditional chain of command. Capturing the benefits
of near red-time information may not be possble without changes in organizationd Structure,
Concerns and issues over control and authority can be expected to arise. Continued commitment
and experimentation will be needed to determine the best solutions. '

To address the potentid for saturating the warrior with data when he redly needs useful
information, the Task Force thinks that the BC2A ‘ACTD’ mugt be continued beyond the first
funded year into a sugtaining phase and needs to focus on information Management processes
and tools. BC2A is not aforma ACTD, so the ACTD term is in quotes and is meant to convey
the necessity of operating the BC2A program outside of routine program procedures and taking
advantage of the Bosnian operations while they continue and of subsequent operaions as they
aise. The DARPA Baitlefidd Awareness and Data Dissemination (BADD) program will have
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much the same focus but lag the exploratory BC2A program and it should benefit from the
continuing experience of the BC2A program.

The Task Force recommends rapidly maturing the Joint Information Management Center (JMC)
and broadcast management concepts and capabilities to fidd the military andog of CNN with
anchor desks and force assigned production responsibilities. Continuing to rely on Nationd
Intelligence Support Teams (NISTs) long after theeter requirements dtabilize is one way to get
around the broken current system, but that way relies on persona contacts and the buddy system
and anchor desks are a better way to use the resources.

The report of October 1994 by the Defense Science Board Summer Study Task Force on
Information for the Battlefidd and the 1996 Tactics and Technology DSB Summer Study

recommend that the warfighter be given dynamic control over the form and flow of information
to him in support of his paticular misson requirements. As a mode, the warfighter would

specify the types of information, the level of detal, the update frequency, the access contrals, the
fused products, and the display formats. His Information Officer would assst. Anchor desks
would coordinate satisfying the requirements from available information sources or from new

products or from aranging new collections. As needs change, the focus of the anchor desk or
collection of anchor desks will change. Anchor desks need not be permanent. The anchor desk
concept and the broadcast digtribution mechanism should be more thoroughly explored and
developed prior to making the large investments in a Globa Broadcast System (GBS).

The Task Force bdieves that any lingering questions about the utility and vadue of red-time
video data have been answered: video is here to stay. The Task Force is pleased that assgning
Predator to the operations groups has been successful.

Vidts to our NICs and our IFOR and NATO intdligence centers found widdy varying ddily
numbers of Requests For Information (RFI) and a sense that there needed to be a change in the
current gpproach. Ingead of having intdligence center daff gtting a the Centers and waiting to
be asked for information by operators who don't know what they can ask for, the Task Force
believes we need to move to the anchor desk concept and learn to produce and digtribute the right
gpecific products to support focused operationa needs. This is a totaly different role for the
resources. By usng common dandards for metadata descriptors and ensuring data is
geospatidly referenced, timetagged, and pedigreed, adl providers can work more effectively and
integrated products will be possble. Rationalized databases can be specified and implemented.

The Task Force recommended looking at an anchor desk concept focused drictly on Middle East
Force Protection. An anchor dek is a group of people who are charged with a particular
production responsibility, so a separate anchor desk or group of related anchor desks would be
needed.

The Task Force recommended that DISA and the Army agree to put off-the-shef commercia
database management systems in place as soon as possible for a HUMINT database. Making the
database available a the brigade levd and providing andyss tools for its use would be very
positive steps and useful steps.



The Task Force bdieves that not just the IMC and the JAC but other JCs and Theater NICs

should be proactive providers usng common geospatia reference time tags and pedigreed
information. This will address the problems that prevent us now from pulling up data because
we can't find it and then, if it is found, not being able to use it fully because we can't get it
overlaid on top of each other. Solving the problems that prevent us from retrieving data must be.

a high priority.

The GOB database needs more frequent updates, easier access, and wider distribution so that our
forces can be more effective and so0 that codition activities can be effective. Smple support and
andysis tools are criticd to the use of data

The Task Force particularly recommends better developing and deploying video information
databases on an expedited schedule. All the video collected in support of earlier locad eections in
Modtar is not retrievable now.

The Task Force bdieves that the changes in missons supporting sysems, releasability of
information, and communications bandwidth combine to require an goproach of dynamic
resource alocation. Support systems, especidly systems based on commercid products, change
rgpidly. Information now is being developed in a ‘library’ context and prepared for information
pull. Even people become more or less avalable for experimenting as the operation changes.
Resources include the critical people - analysts, cleared linguists, computer system
adminigtrators, and web page creators. Better browser tools are needed to facilitate product
location and retrievd.
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Chart 17.

Leave Behind Programs

[Not available in this report]

3.3 LEAVE BEHIND PROGRAMS MAJOR RECOMMENDATION AREA

(Remarks on findings and recommendations for Leave Behind Programs are classfied. The DSB
Task Force believes that Leave Behind Programs offer a mgor opportunity, but one that is time
perishable and that deserves immediate attention.)
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Chart 18. Recommendations for Leave Behind Programs

Leave Behind Programs

. RECOMMENDATION

Establish interagency Task Force to identify opportunities, develop specific items &
assist in deployment before redeployment phase

« Recommendations

We recommend an inter-agency task force be established as soon as possible to address the leave
behind problem and to take advantage of the fact that we are on the groundthere-now in numbers
of approximately 20,000 and are accompanied by approximately 40,000 additiona forces from
other coalition members. The inter-agency task force should have a broad charter to explore these
and other possbilities.

37



Chart 19. Fifteen Major Recommendation Areas of the 1996 DSB Task Force

Major Recommendation Areas

* Joint Broadcast Sysem ACTD o Tacticad SIGINT

e Information Integration e Commercid Equipment

» Leave Behind Programs e JSTARS

e C4ISR Dynamic Tasking Cgpability o Commercid Sadlite Imagery

« HUMINT Information » Information Warfae Vulnerability

e Counterming/Demining e Totd Asxt Vighility

« LOCE e Other Previous Recommendations Still
* Airborne Video Surveillance vdid

40 OTHER MAJOR RECOMMENDATION AREAS

The Task Force has grouped its recommendations into fifteen mgor areas as shown on Chart 19.
This report has dready covered the first three aress in some detail:  The Joint Broadcast System
ACTD, Information Integration, and leave behind Programs.

These three recommendation areas should not be interpreted as higher priority than the others but
crete a framework for motivating other recommendations. Also, while &l recommendation
aress are important, unless the chalenge of information integration and management is addressed
effectivdy and urgently, implementing the other recommendations will lead to margind gans a
best. The report will follow the order of the charts in the briefing, each chart will be followed by
supporting  text.
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Chart 20. Five Mgor Recommendation Areas with Top Level Recommendations

Other Major Recommendation Areas

. C4ISR Dynamic Tasking Capability

Provide tools to dynamically integrate tasking of national/theater
RECCE/surveillance in C2 systems with timely feedback

. HUMINT Information Management

Integrate database management system to improve brigade-collected
HUMINT/Patrolint dissemination & access

. Countermine/Demining

Accelerate efforts to substantially enhance rapid surveying, reporting, building,
updating and publishing of mine field databases essential for economic
reconstruction

. LOCE
Install electronic gateways to/from US databases & apply DIl standards

. Airborne Video Surveillance
Deploy additional video surveillance assets and video exploitation capabilities

Chart 20 provides summary statements for five of the remaining mgor recommendation aress.
Each one is addressed in separate remarks following the chart.
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Chart 21. Improved and Coordinated Dynamic Tasking Capability Would Have a L arge Payoff

C4ISR Dynamic Tasking Capability

. Substantial benefit reaped from dynamic interaction of theater reconnaissance
& surveillance assets -- further improvements can be made by integration of
national assets

. CAOC integration of ISR assets tasking into ISR Cell a great idea

Optimizes theater assets
Beginning to develop integrated operations concepts

« National asset integration limited
Very limited understanding of asset allocation/availability
No timely feedback on task accomplishment

Unable to optimize integrated/synergistic use of national/theater assets together,
e.g., cannot use theater assets for uncovered national targets

« RECOMMENDATION

Secret level tools to provide JTF commander capability to integrate national/theater
operations including direct feedback on target coverage to permit dynamic tasking
capability in C2 systems

4.1 C4ISR Dynamic Tasking Capability.

The Task Force continues to recommend tools and processes to integrate tasking of Nationa and
Theater and Organic RECCEaurvellance assets to satisfy misson requirements. The C4
functions should be integrated with ISR information to satisfy baitlespace requirements.  The
focus should be the synergy between collection assets more than on deconfliction, with strong

emphass given to satisfying the needs of the warfighter baanced- againgt the need for dSrategic

intelligence.

The Task Force found a good start towards that goa a the CAOC compared to last year, when
the process was fragmented, but gill found a limited understanding of what assetsinformation
was avalable from various sources. After severd hours with the collection management teams
from both the CAOC and EUCOM, the observation of the Task Force was tha “dynamic
integrated tasking” is conducted primarily with thester assets and theeter operation plans. There
were numerous examples of missed opportunities, which could be utilized to develop a process
for improving current systems performance.

The Task Force reported to the Secretary that there is little understanding at the Nationd leve of

the details and capabilities inherent in organic and theater assets and vice versa. From organic to
theater and theater to nationd, al levels complained that there was little feedback provided by
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the higher echedons and often there was no knowledge as to whether they were even being
supported. The understanding of assets, resources and capabilities is far too limited. up or down
the chain. And there is a continuing deconfliction mentdity tha misses opportunities for
condructive  collaboration.

The deployed force is dedicated in trying to enhance the process. In one example, there was a
Nationa asset image showing a Predator UAV flying through it. The Nationa Coallection
Manager in DIA commented that “we redly should not have done this. We should have known
enough about what they were doing with Predator to make sure that both were not operating in
the same area” The Task Force's response was.... “No, you should be doing synergistic
interaction between them. These decisions should not be made in Washington. Operations of al
ISR systems in the Bosnian battlespace should be controlled by operators in the thester, who
should be looking at the Nationd system image and saying, ‘Hey Predator, you are three clicks
off to the right, move over there, that is what you want to se€.” That is an example of why the
Task Force believes the time has come to provide the-tools to dynamicaly integrate the tasking
of nationa, theater, and organic reconnaissance cgpabilities into a true C4ISR dynamic tasking
and feedback system.

The Task Force finds that a falure to coordinate and integrate the use of superb ISR assets in

direct support of the warfighter is a remaning barier to achieving and exploiting information
dominance. Solving the problem at the Theater levd is insufficient. Nationd assets must be
more responsive to Theater needs when priorities permit. The best ISR capabilities will be
formed by dlowing teams dedicated to the Theater to plan ISR with effective tools and using dl

avalable assts. The timdines of Thester concans mean that dynamic asset tasking will be
required. The Task Force bdieves that exploring combinations of National and Thesater assets
will uncover vduable and efficent ways to get information now unavalable to ether dass of
asst done. The recommendation is to proceed with the experiment by providing the Joint Task

Force commander with the tools and support to explore the benefits of integrated C4/ISR and

dynamic tasking of 1SR assats including those normdly not responsive to him.
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Chart 22. The HUMINT Area Requires More Attention

HUMINT Information Management

e Despite augmentation of HUMINT resources, ground forces uniformly
expressed need for even more support

» Brigades augmented with HUMINT resources but feel inadequately supported
in present phase of operations
Reporting follows chain of command
« RECOMMENDATION

DISA & Army resources provide database management system to support brigade
needs ASAP

4.2 HUMINT Information Management.

The Task Force found a number of areas regarding HUMINT that need improvement and

condder it a mgor weekness. In addition, redrictions in the movement of information by the
chain of command hamper its fuson with other types of intdligence up echdon. The Task Force
recommends that a database sysem with robust search engine capabilities dong with the
requisite communications cgpabilities to disseminate dl forms of HUMINT to include video, dill
camera, etc. be provided to the forces immediately by DISA and the Army.

Fe
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Chart 23. Managing Legacy Minefidds Requires Severa Advances

Countermine/Demining

- Minefield detection, classification, location & rapid development & maintenance
of mine databases essential to:

. Force protection
Economic reconstruction -- global issue as well as Bosnia
e Current programs limited in scope to critically important force protection mission
« Countermine/demining programs essential to future of Dayton accords to support
economic development of region hampered by lack of priority
e Many current minefield mapping products are restricted to IFOR distribution only
« RECOMMENDATION

Accelerate program to substantially enhance rapid surveying, reporting, building,
updating & unclassified publishing of minefield databases

Proposed DARPA program is good start point

Follow-up with development of improved sensors, removal mechanisms &
inexpensive demining techniques

4.3 Counter mining/Demining.

There ae two missons with regpect to Countermining and Demining - force protection and
economic  recondruction. Day-to-day force protection is different from the other misson of
economic recondruction, which is key to the longterm drategic objectives outlined in the
Dayton Peace Agreement. Countermining is a military action, rgpid and forceful; demining is a
civil action occurring post-conflict and conducted over a period of time. Consderable effort has
been made relative to Force Protection, but there are gill improvements which could enhance the
urveying, reporting, updating, declassfying, and publishing of minefidd databases High
technology and a mechanized approach can help to support the god of removing 70-80% of the
mines in a specified aea regardless of which misson. The research and development
community, i.e, DARPA and the Army, should evauate the status and development of improved
sensors in conjunction with GPS, removal mechanisms and chesper demining techniques. The
Task Force believes we should accelerate efforts in this area.  In Bosnia, one to three million
mines have been deployed for both unconventional and defensive use for force protection. Much
of this information is Hill held in classfied channes despite having been provided by Bosnian
Serbs, Croats and Mudims. It needs to be made unclassified and given to those responsible for
€conomic — reconstruction.



Chart 24. LOCE is Vauable Now and Can Be Made Even More Useful

LOCE

. Continued LOCE deployment & use -- at division & higher & coalition partner
units -- is evident

. Dramatic changes in security releasability policy have resulted in information
widely available at IFOR & NATO via LOCE

. Coalition partners are sharing more of their information

. US forces not taking full advantage of LOCE -- electronic transfer of LOCE
information to US systems, e.g., Warlord, not available
. LOCE utility still limited in many locations because of severely constricted
bandwidth &/or air gaps
. RECOMMENDATION
US to LOCE electronic gateway needs to be implemented immediately
DIA has several under consideration; pick best one today
Need to accelerate incorporation of 5D & Netscape into LOCE now to enhance
exploitation utility
Accelerate JBS - LOCE integration/interoperability programs
Accelerate LOCE migration into DISN (Internet-like) architecture, e.g., Intelink

44 LOCE.

Tremendous progress has been made relative to LOCE dnce last year but a mgor problem

remains. Previoudy in 1995, the Task Force made a strong recommendation that there needed to
be an dectronic interface between our US systems and LOCE to help accelerate the information

cyde Previoudy, information entered into LOCE was “fat-fingered in,” meaning tha an
operator phydscdly typed the reevant information into the LOCE system which crested an
opportunity for error in trandations. The current process is to copy the US information to disk or
some other media and then trandfer it to LOCE, which ill requires manud intervention but with

less errors and risk.

It is the opinion of the Task Force that use of an eectronic gateway with the gppropriate “ guard’
technology as recommended last year would not sgnificantly increase the risk over today’s
methodology and may even improve it. Word casg, it would remain the same. However, the
cycle time for trandfer would be faster because less effort is required on the pat of the
operator(s), who would smply “send” it to LOCE rather then first copying it, etc. The net benefit
to the warfighter would come from being able to better operate ingde the enemy’s information

cycle.



‘We mugt mantan an ar gao' is not the right solution to security concerns in this environment.
The Task Force found tha DIA has severd less than perfect, multilevel security solutions
available now. The Task Force recommends that DIA pick one, inddl it a the Joint Anayss
Center (JAC) as wdl as other locations operating to the same condraints and not wait for the
100% solution - that the benefits of doing so gppear to outweigh the risk in this circumstance.

While dgnificant progress has been made in srengthening the LOCE sysem by extending the
range of information that can be caried on it and encouraging dlies and codition partners to
make their own contributions of information, the Task Force finds our forces are not exploiting
LOCE as they should. Continuing limitetions with the LOCE sysem that contribute to its
underutilization by US forces include: LOCE bandwidth is far too low a maor nodes (only 19.2
kbps and often is less than that depending on how a ste is configured) and does not dlow for
effective information push to the brigade leve; US forces canot easly move between LOCE
and US databases; the ACE s reacting rather than pushing information; and there is no eectronic
connectivity between the Army’s Warlord sysem and LOCE.

The Task Force observes the obvious point that integrating LOCE with the JBS ddivery system
would dlow LOCE users much faster access to larger product files on a routine basis and free up
some of its very limited bandwidth for other important uses. At the same time, the LOCE
concept should be migrated into the DISN architecture to provide a seamless flow of information
into and out of LOCE and US sysems consgtent with the security guiddines and the previous
discusson relaive to dectronic interfaces. In addition, LOCE utility would be increased if it
were made compatible with 5D and Netscape, thereby alowing the use of standard web browsers
for access to information and accderaiing LOCE's compliance with the standard architecture for
Intelink.
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Chart 25. Video Surveillance is Accepted as a Critical Capability Now and Can Be Improved

Airborne Video Surveillance

+ UAVs & airborne video surveillance systems dramatically improving the battlefield understanding
Predator, Gnat 750, Pioneer, ARL, & P3 video providing extensive support to all command levels
Demand for greater coverage by both intelligence & operational elements
Information being used as weapon to discourage violations of Peace Accord
Unique capability providing real-time God's eye view of unfolding operations directly to commanders
BC2A video distribution & new video exploitation tools expanding innovative applications of real-time video
RECOMMENDATION
Continue to provide technical improvements to deployed UAVs to improve availability & overall video quality
Consider deploying additional airborne video collection assets from available inventory to a forward position
Provide capability for distribution of gun camera & other theater video

45 Airborne Video Surveillance.

The Task Force finds a need for more video and freeze-frame capability in the Theater based
upon how Predator UAV information is being used in what is an “Operations Other Than War”
(OOTW) environment. The peacekeeping attributes of arborne video surveillance have been
found to be equdly important to the IFOR peacekeeping misson in 1996 as they were to the
NATO ar war in 1995. Innovative tasking of real-time video assets by loca IFOR commanders
and its digribution to theater commanders a many levels (and ther gaffs) is providing a new
type of “dtuaiond inteligence and should be evduated for its potentid utility in MRC
scenarios. Video dlips and single freeze-frame pictures are being used as “information wegpons’
to discourage activities in violaion of the Peace Accord, much of this information previoudy
was avalable only from ground patrols and forward observers a much greater risk to forward
forces. Other uses are to document (and show to loca Bosnian authorities when appropriate)
suspicious activities of concern; to monitor the status of stored wegpons in cantonment areas and
activities around suspect burid dtes; and to improve security of IFOR forces by monitoring base
perimeters and other items of interest. For example, planning for the Mostar local eections
included placing the polling locations under video survellance for red-time indication of
disurbances, while French parols remained & a smdl number of locations away from the
polling areas but with a sufficient number of forces to respond quickly and quell any disturbance.
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The proliferation of video collection systems provides the capability to cover multiple and
widdy separated targets concurrently over much of Bosnia, each asset retaskable in red time as
the threst dtuation develops. Current video collection assets include Predator, Gnat 750,
Pioneer, ARL, and P3. In addition there are large humbers of video cameras mounted as part of
wegpons systems (such as gun cameras) for Target Locdization and ldentification and Battle
Damage Assessment; many of these have video recorders and are increasingly being used for
intelligence gpplications. Chart 28 summarizes the findings and recommendations.

While the Task Force supports the use of these assets and recommends that more drones be
deployed, it is as important to make them more useful. That is why the recommendation
addresses ‘video exploitation capability’. The Task Force found little capability to catalogue and
retrieve video imagery. The Task Force recommends using the same approach used to archive
video from gun cameras and other video sources including hand-held data attach metadata from
the beginning, preserve the video, and use indexing and retrieva systems to ad in its
exploitation. Video archives which adlow a user to “punch in xyz coordinates’ days after its
collection and retrieve the latest imagery or a tempord sequence of imagery is important to the
concept of gdtuaiond awareness and for operational planning. Commercid tools and techniques,
specificaly developed for the entertainment market, are available now to achieve this god.

Red-time movement detection is a unique aitribute of video sysems and adlows andyss and
commanders to observe locd events unfolding while under surveillance. It is being exploited by
andydts both as an indicator of potential threat activity and to optimize sensor re-targeting.

Ovedl, the surveillance and inteligence ‘teke from this new class of arborne sensor is
impressve. Many of the observed difficulties are typica of the introductory phase of new
military capabilities when the existing docirine does not prescribe operationa procedures well,
and experimenta innovation is needed a a high leve to develop solutions. The Bosnian
laboratory is contributing the essentid experience to determining the most effective procedures
and gpplications of video sensors. The coupling of video sensors and BC2A is permitting a
much larger group of diverse military and civilian experts and customers to participate and
contribute to this experiment, while providing essentid intelligence to support the IFOR
commanders  needs.
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Chart 26. Six Additional Major Recommendation Areas with Top Level Recommendations

Other Major Recommendation Areas (cont.)

. Tactical SIGINT

. Commercial Equipment
Future requires new concepts for in-field spares, commercial support &
hardware/software training

. JSTARS

. Commercial Satellite Imagery

Direct procurement & use of commercial/international imagery to fill gaps in theater
surveillance needs

. Information Warfare Vulnerability

. Total Asset Visibility
Fix TAV in Hungary to support redeployment phase
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Chart 27. Tacticd SIGINT Findings and Recommendations

Tactical SIGINT

[Not available in this version of the report.]

4.6 Tactical SIGINT.

The Task Force feds strongly that it is important to build a standard background sgnd database
and recommends ensuring an active, aggressive, and coordinated signals program supported by
integrated tasking of al appropriate collection assets.

The tacticd SIGINT picture has changed dramaticaly from that observed by the 1995 Task
Force vidt made during the NATO ar war phase. Since that time, the mgor wegpons using
signds have been deactivated and placed in cantons. And with the cessation of Bosnian military
activities, the use of tacticd radio communications has aso decressed dramaticaly. A
developing problem is the increese in crimind activity, such as car-jacking or ‘turf’ battles
between riva gangs, in which weapons are used and, as a result, represent a danger to IFOR
forces in the vidnity. In this complex and potentidly dangerous Stuaion, even though the
sgnds picture is currently ‘quiet’, the Task Force recommends that an appropriate organization
such as NSA or JAC-Molesworth review the tasking of Bosnia SIGINT capabilities, coverage
schedules and collection results to ensure that al SIGINT assets are effectively tasked, deployed
and operated, independent of their reporting level.
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Chart 28. Commercia Equipment is Proving Itself

Commercial Equipment

. Most theater information improvements dependent upon application of commercial
equipment/software & will be in the future

. Software surprisingly robust
. New systems arrive about every two months, some taken away after about six months
JSTARS, Predator, Binocular, ICARUS....
BC2A has potential to go same route
. Many systems unsupported --copy & fax machines not fixed for months
. Successes are short-lived unless :
Training is institutionalized or integrated (embedded tutor) -- personnel rotation

New/upgraded releases to include a self-training capabilty (video or computer program before
installation in theater)

Maximize use of training packages which normally come with commercial hardware or software

Configuration support is continuous -- handover of responsibility to support systems produces
gaps in funding

Spares & maintenance are provided -- funds available to buy people/parts available to sell &
acceptable transfer mechanism

Proprietary rights and licenses are consistent with period of use
. In-theater contractor support recognized as very effective

477 Commercial Equipment.

Achieving technicd superiority is possble through superior integration (faster and chegper) of
commercidly avalable items supplemented with a few didinctly military technologies. During
its trip, the Task Force found that commercid equipment is proving to be quite suitable for .
military use provided that adequate supplies of consumables are procured and effective
maintenance is conducted.

An increase in utilization of commercid equipment (with thelr shorter product lifecycle times) is
required if obsolescence is to be avoided. However, a couple of issues surfaced during the trip.
For example, not al commercia equipment has been procured with an O&M (Operations and
Maintenance) support ‘tall’ unlike the standard process for acquigtion of military systems, which
must include O&M equipment supportability in the contract. In addition, acquisition personnel
must be sengtive to commercid licensng requirements to preclude the expiration of a software
license while a system is operationd. The reault is that, regardiess of where the system is
employed and under what battlefield conditions, the software/system will shut down when its
license expires. Inddlaion of commercid equipment smply requires a different thought
process, however, we should not expect commerciad equipment to operate with less
environmenta protection and maintenance than standard military equipment. Its vaue may rest
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in the fact that it is cheaper to replace when it fails. The Task Force recommends attention be
given to developing and proving new concepts for integrating commercid technology into
operations and its supportability with respect to spares, commercid logistics support, and
embedded hardware/software training. In addition, consderation should adso be given to the
rotation of trained personnd as a matter of TDY policy and the process by which configuration
changes are made to deployed systems.

The BC2A progran has effectivdly integraled commercid equipment and demondrated
impressve speed in testing and deploying a communications and information  infrastructure
within the European theater. The Task Force believes the BC2A program has deivered
meaningful benefits dready, but the achievements of al programs, induding BC2A, ae a risk if
effective support is not planned and provided.
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Chat 29. JSTARS Findings and Recommendations

JSTARS

. Ground commanders universal in praise for JSTARS during entry phase
Gave high confidence that entry routes were clear
Monitored “blue” forces as well as “red”
. Lower echelons’ requests not met because of limited access & prioritization
. JSTARS not required during separation & transition to peace phases
Helicopter detection would be valuable
. Ground commanders want JSTARS support for withdrawal phase
. RECOMMENDATION
Plan JSTARS deployment for force withdrawal

4.8 JSTARS.

The Task Force found that JSTARS was a vaduable asset during the entry phase in Bosnia
Monitoring both the ‘Blue and the ‘Red’ forces was important. JSTARS has not been active
during the separation of forces and rebuilding phases even though some capabilities might have
contributed a the margin. Warfighters want JSTARS support during the redeployment phase
and the Task Force agrees. Helicopter detection and tracking canbe frudtrating when adversary
pilots employ optima tactics. Relying on adversary pilots to deviate from optimal tactics and on
our teams to detect these deviations in the midst of monitoring and tracking many other
platforms is an inferior solution to the problem.
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Chart 30. Findings and Recommendations for Use of Commerciad Satellite Imagery

Commercial Satellite Imagery

+ Use of unclassified video/imagery has demonstrated a whole new dimension of information power
Demand for visualization of the battlespace far exceeds ability of limited DOD/national assets

Required for modeling and simulation, wargaming, mission planning, surveillance/reconnaissance,
operations
Large number of commercialfinternational EO, SAR & MSI sensors are operational on orhit today
Many more new systems will be flying in near future
RECOMMENDATION

Direct procurement & use of commercial/international imagery

Focused CIO/DARPA initiative promptly to effectively exploit all available imagery sources to
support theater surveillance

4.9 Commercial Satellite Imagery.

The greaily expanded avalability of high-quaity commercid imagery in the next few years
poses important chalenges and opportunities for US military forces.

The Task Force recommends that the Secretary direct the procurement and use of commercia
sadlite imagery. This was recommended last year by the Defense Science Board Task Force
September 1995 report on Defense Mapping for Future Operations and aso by this Task Force.
It has not happened.

During the dection phase in Bosnia, we are going to be focusng our RECCE and surveillance
assats on polling places for the nationd eections. During the withdrawal phase we are going to
be focusng on many other criticd areas. We don't need precise weapon identification and
tracking while wegpons are in containment areas, we only need indications of change resulting
from movement out/in of the areas. Commercia resources should be sought.

Commercid sysems do have limitations for example, a sngle SPOT only flies over Bosnia
every 17 days But then SPOT has three contiguous revolutions that can see Bosnia A customer
can task them on day 16.9 with cash in his hand; multiple SPOTS and other commercid systems
have amog continuad daylight, and some night and al weether, coverage of the area. They are
very responsve to customers who pay for it and such customers get very rapid response.

53




For the fird time ever, sadlite imagery of |-meter ground resolution will be avalable to
countries, organizations, groups, or individuads anywhere who are prepared to purchase the
materiad. Technologies and operating doctrine must be examined for ways to deny the advantages
that potentid adversaries might gain from the new commercid satdlite imagery.

On the other hand, the avalability of high-qudity commercid products will gregtly enhance the
use of information derived from sadlite imagery within our forces.

The key chdlenges in today’s world are (@) to identify the unique contributions of US nationd
imegery that will not be avalable from commercid sources, then (b) carefully protect that subset
while easing redrictions on the officid use of dl the ret. We encourage the SecDef to propose
such a review to the DCI so that a new policy can be in place before the firs high-qudity
commercid imagery is avalable worldwide.



Chat 31. Findings and Recommendations for Information Warfare Vulnerability

Information Warfare Vulnerability

. Growing dependence on information systems increases vulnerability to W
. Insufficient theater program to respond to vulnerability
Training & assets needed to maintain information systems
. NSA'’s Information Warfare Center initiative a good idea
Integrates offense & defensive capabilities
Develops tools for operating command’s use
. RECOMMEND
. Initial stop-gap effort
Assemble IPT to support Bosnia theater IW defense development
Field secure digital cellular telephones
Leverage NSA's information warfare concept

4.10 Information Warfare Vulnerability.

The Task Force did not do a robust examination of Informaion Warfare vulnerabilities. The
Task Force recommends immediate formation of an Integrated Product Team (IPT) to assess the
Bosnian Stuation and develop preventative and corrective actions.

Computer viruses were widespread. We have codition partners shoving data back and forth at
esch other. We aso carried equipment over there with viruses in it. Weve got to clean up the

viruses and get them out of our networks. The Task Force recommends deploying a team to go
computer by computer and network by network and clean out the viruses. Then we should put
up guards and do training and get ourselves into a safer pogtion in preparation for the tougher
phases when vulnerabilities might lead to greater operationa impacts and when vulnerabilities
might be actively exploited. Close-in emissons could be a red problem because the protective

zones are very short with no control outside our wire.

Information systems should can be cleaned up to remove viruses. Vulnerabilities can be reduced
through training and discipline asssted by specid software and equipment. We should take
serioudy the capabilities of other forces and discipline oursdves to make it harder for other
forces to know or anticipate our intentions and plans and to atack our systems. At the very leadt,
we should expedite the deployment of secure cdl phones for our forces in the fild. At the same
time we need to understand more thoroughly the communications networks avalable to potentia
adversaries and determine how best to shape ther use.
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The IPT mechanism appears appropriate for focusng the attention of a number of aress and
disciplines on information warfare vulnerabilities The Bosnian Theater may provide a good test
environment for tools and procedures emerging from NSA's  Information Warfare Center.
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Chart 32. Findings and Recommendations for the Totd Assat Vighilitv Svstem

Total Asset Visibility (TAV)

. TAV observed in Hungary

. Tags & hand-held readers at Taszar Airfield very effective
Personnel well-trained
Excellent hardware & software reliability (Savi)

. Army program being revised

. RECOMMENDATION

Expedite fielding of replacement TAV management system to support Boshian
redeployment

4.11 Total Asset Visbility.

The Task Force looked at the Total Asset Vishility Program supporting forces in Bosnia and the
Task Force judged the overal program with respect to procedural, and hardware and software
perspectives.

The Task Force is concerned about Total Asst Vishility (TAV). The logidics information
sysem located in Taszar that should support the redeployment and withdrawa phases is not
operationd and needs to be fixed. The objective is to move forces and equipment so that
immediate redeployment to another Theater or for another contingency is possible without a
lengthy reconditution process. TAV will dlow us to do that when it is functioning. Not
everything is going to come out of Bosnia, but the things that do come back out need to come

back out in a coherent way that commanders can monitor. We need to fix TAV.
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Chart 33 1995 Task Force Recommendations Requiring Renewed Attention

1995 Task Force Recommendations Not Fully Implemented

. [Not available in this version of the report.]

. Controlled Imagery Base (CIB) needs to be unclassified for photomaps &
simulators over B-H

. UHF airborne SATCOM support still a problem
. Need additional high quality & large format printers in addition to soft copy
. [Not available in this version of the report.]

. Communications landing rights were only addressed for B-H
Needs to be incorporated in all Status Of Forces Agreements

5.0 1995 Recommendations Requiring Renewed Attention

The Task Force has noted the effective implementation of many of the 1995 recommendations
accepted by the Secretary of Defense and the Director of Central Intelligence and commends
those responsible for the impressve progress achieved in a short period of time. Nevertheless,
the 1996 Task Force found a series of recommended actions from last year that were not fully
implemented or where the progress made was unacceptable to the Task Force (see Chart 33). Six
in particular condtitute a 1996 mgor recommendation area and deserve atention and renewed
atempts at effective implementation.
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5.1 Bosnia Theater Radar/Infrared (IR) Imagery.

One action that the 1995 Task Force recommended was to put our Bosnia theater radar, as well

as eectro-opticd and infrared imagery, in the hands of NATO combat crews. The Task Force
knows that the current policy is that there must be exceptional circumstances for radar and IR
data to be released to NATO combat crews. The 1996 Task Force continues to fed that al the

imagery should be routindy released to the NATO combat crews. If there are stressed
operations during redeployment where effective support is needed and you do release dl the
imagery only then, it just won't be used because you didn't train with it; you fight the way that

you tran.

5.2 Controlled Imagery Base.

The 1995 Task Force recommended immediate declassfication of the Controlled Imagery Base
(CIB) to provide gridded photo maps to our land forces. There was great evidence of a need for

that on the ground. The Task Force believes that a sufficiently rich mixture of sources (Nationd,

Theeter, Organic, commercid) is achievable to hide the ultimate cgpabilities of our sysems
while providing the highly current materids needed for effective use of tools such as
PowerScene and EagleVison.

5.3 UHF SATCOM.

The UHF SATCOM link margin closure problem that the Task Force reported last year has not
been fixed a dl. The Task Force underdands the difficulties of communicating with arborne
platforms in the Theater, but believes additiona attention is warranted .

54 Hard Copy.

The 1996 Task Force ill saw a need for generating high quality hard copy in Theater. In
Washington, DC we have moved more to the world of soft copy, but many warriors can't use
soft copy effectively and must get it printed. Some progress has been made, but more remains to
be done. It is frudrating to the support officers to have high qudity soft copies a ther fingertips
but when they need to print a hardcopy for the warfighter, it prints a a lower qudity. High
quaity and large format printers are ill in short supply and their maintenance and consumable
supplies remain concerns.

5,5 Linguists.

[Not available in this version of the report.]

5.6 Communications Landing Rights.

The 1995 Task Force recommended that when commerciad communications sysems are used for

military purposes they be trested as pat of the Defense Communications System infrastructure .
for Landing Rights purposes. The Dayton Peace Accords handled this appropriately for Bosnia-

Herzegovina. However, the 1996 Task Force found that certain of our alies (especidly Itay)
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persst in levying usurious fees for Landing Rights. The Task Force recommends that the DoD
emphasize to the Department of State the importance of resolving this issue fairly and quickly.
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Chat 34. Individud Innovations are Addressng Criticd Chalenges

Great Ideas Uncovered

o« DOD & miltary adaptation to changing environment
Army plan to deploy nondoctrine force structure to optimize constraints on numbers of in-country soldiers
NSA initiative for linguist training in Germany before deployment
Fighter Management Program, Army program to train and provide R&R to forces
o Important information  applications
Binocular, integrated NSA inteligence data system integrating nine separate transmissions
Integrate into GCCS/DII
Adversary, communications relay analysis tool
F16 RECCE pods, for RECCE or BDA
French RPV, for supplemental photo coverage
e Integration of information

Navy’s integration of C2 Warfare Officer & JMCIS Opslintel, interoperable with GCCS (USS Lasalle, USS
George  Washington)

Video switch for display 5 different information sources monitored on a single display (Bubba, Wingtip, etc.)
+ Innovated applications of information

1st Brigade “person” & “City” books, preparing brigade commander for effective interface with local Bosnian
authorities

Gold Strike, Sure Strike: new capabilities to provide npilot real-time target identification

6.0 GREAT IDEAS UNCOVERED

The assignments to the 1996 Task Force were to make evauations and assessments. and to offer
congructive criticism and suggestions to make things better. Some may read the lengthy list of
deficiencies the Task Force found and forget the good news. The Task Force found red
improvements made from last year. We saw a many more good things than deficiencies. The
Task Force is pleased to highlight a few of these numerous good things that were found.

The adgptation of our forces to the changing Bosnian environment was phenomend. After
vigting French Units British Units, and Russan Units, the Americans - young men and women
in uniform and dvilian dothes - dl stood ten feet tal in comparison to everybody else. The Task
Force notes with particular gpprova the innovative adjusments made to comply with in-country
militay force limits Pre-deployment linguist training initistives were a good idea The Army
program using R&R time for forces to recover combeat proficiencies not exercised in the OOTW
is one way to keep critica skills sharp.

The Task Force saw tremendous information applications with BINOCULAR, the integrated
NSA source system, providing data ADVERSARY is being used by the Carrier Baitle Group to
do network andysis with very good results. Information from the F-16 RECCE pods can aso .
support battle damage assessments.  Some steps were being taken to acquire needed
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supplemental photo coverage from non-traditiona sources. The Task Force felt that the Russan
Brigade was getting better intelligence down a the brigade level than we were because we had
one of our sharpest US Army Mgor S2's there with a group of twenty young people skilled in
communications. The Task Force asked the Army Mgor, “Do the Russans let you into their
intelligence center the way you let them into yours?' The Mgor replied, “I am their intelligence
center”. And the Task Force was very proud of what we heard.

The Task Force saw integration of information everywhere. Noted earlier in this report, the
Navy has taken deps toward an effective Information Officer function and data systems being
integrated into the carrier battle group’s information database. This is an important mode for
others to understand and borrow from. We aso saw young people who were overcoming the
dove pipe sysems tha we 4ill deploy by innovating. They didn't ask for some acquisition
manager in the Pentagon to approve it. They were just doing it. The Task Force even saw one
impressve sysem cdled “BUBBA,” and there were many others. Better and interoperable
systems eventudly must replace these locd efforts, but until then these efforts help get the job

done for our warfighters.

Finaly, the Task Force wants to highlight a few examples of innovative uses of information. We
found brigade commanders being more effective when deding with locad authorities because the
brigade commanders could review specid briefing books focused on the city and persondity
involved. We found the Gold Strike and Sure Strike systems asssting a pilot in red-time target
identification.
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Chart 35. Summary Comments of 1996 DSB Task Force

Summary

. SECDEF initiative for initial DSB Task Force review produced significant
improvements
EUCOM greatly facilitated implementation of the recommendations
Monitoring progress of implementation was important to project success

. SECDEFs approval of 20 DSB Task Force recommendations & continuing
monitoring system will further improve intelligence support to the warfighter

. Near-term improvements can enhance Force Protection & Mission
Accomplishment

. Tremendous improvement has been made in the past year, thanks to many
innovative, hard-working people

7.0 SUMMARY

The four mgor points above summarize the DSB Task Force's assessment of good progress
made to date and the many remaning opportunities for improvement and repeat a sncere
recognition of the contribution made by hard-working individuad innovators. '

The 1996 Task Force found that the actions following the 1995 review conducted under
Secretary Perry’s initiative have already produced significant improvements.  These
improvements could not have been achieved without EUCOM wanting to help the information
revolution take place. Active monitoring of the implementation probably contributed to the rapid
progress. What's happened over the past ten months is redly a dramatic change.

The 1996 Task Force made additional recommendations for Secretary Pery’s approva that
would extend the progress dready achieved. These recommendations respond to the Secretary’s
concerns over the Bosnian dection phase, the redeployment and withdrawa phases, what comes
after that, and future contingencies. Information support to the warfighter can and should be
improved and will dlow our forces to act with greater effectiveness and with greater safety.

The Task Force notes that little time is avalable before the Bosnian eections to develop, ted,

and reduce to practice additiond capabilities that will hep codition forces assure an effective
and far eection.
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The Tak Force made a number of criticd recommendations for improved information
management o that users can exploit the increased availability of information without becoming
ovewhelmed. If redized, these actions will not only support our Bosnia warfighters but will
support our 218 Century warfighters. Urgent tasks requiring continued and focused attention
include proliferating the communications infragructure and tools to get useful information down
to the battdion levd, forcing a paradigm shift where higher levd Intdligence Centers become
proactive providers of targeted information to the lower level users, and forming collection

management teams able to coordinate tasking of Nationa, Theater, and Organic assets in support
of misson objectives.



