One Way to Prevent Identity Theft

Instructions for Clearing Temporary Storage to Protect
Your Personal Information:

To ensure the confidentiality of data viewed within any web-based application(s), we
strongly advise users who access any system that contains personal or confidential data
(e.g., eOPF, E-Induction, EHRP, HRIBS, etc.) to access them on a secured HHS
network computer (that is not shared), by logging into the NIH or HHS network.

However, if you use a shared NIH or HHS network computer to access one of these
systems or a computer located outside of HHS (e.g., computer located in a telework
center, public library) it is possible that the documents viewed with personal information
on the shared or public computer may remain on the hard drive of the computer in
temporary storage (hidden cache directory) and can be viewed by others who use that
computer.

In order to ensure that your personal and/or confidential information is not available to
others, we strongly recommend you clear the contents of the computer’s cache
(temporary storage space) just prior to logging off. To clear the contents, after logging
out of any web-based application you were using, follow the instructions below:
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Mail and Mewes
Swnchronize..
Windows Update

Internet Explorer 6:

From the Tools Menu select “Internet Options” Windows Messenger
Show Related Links
Sun Java Console

The Internet Options pop-up window appears.

Internet Options. ..

The Temporary Internet Files section is about halfway down this window.

Select the Delete Files button.

Temporary Internet files

o Pages you view on the Intermet are stored in a special folder
@ Y for quick viewing later.

Delete Cookies... |I Delete Files... I Settings...

From the Delete Files pop-up make sure the Delete all offline content checkbox is
checked.

Delete Files ['5_(|

"'_., Delete all files in the Temporary Inkernet Files

‘fou can also delete all wour offline content stored

|DEEW
Delete all offline content

[ O, l [ Cancel

Click OK then OK again to exit.
Internet Explorer 7

In Internet Explorer 7, the option to delete temporary files has been streamlined. “Delete
browsing history” is the first option under the Tools menu.

NIH/OHR/SPD 6/14/2007



-

‘€ NIH Office of Human Resources: Strategic Partners in Science - Windows Inter... E]@

—— —

@ _.:"' & | http:jthr.od.nib, gosf V 5| XK o I

. File Edit \Miew Favorites Tools  Help
A [ | 3 L - »
Y Jhf | @ NIH Office of Human Reso... [ : f':h M N\ - - ;_;/l)” Page - f

S0 Tools -

A
OHR National Institutes of Health |@|%e|p -
;@/ Office of Human Resources G Research

Strategic Partners in Science : ;b‘ Messenger
]

00 Toals =
You can find the tools menu by clicking on the Tools button in your browser

toolbar. If you do not see the Tools button you may need to select the double-headed
arrow at the far right of the tabs toolbar to expand the toolbar selection.

After clicking on the Tools button a sub-menu expands. Select the first option: “Delete
browsing history”

From the Deleting Browsing History window click the first button Delete files....

Temporary Internet Files

Copies of webpages, images, and media that ’ Delete files, .. ]
are saved For Faster wiewing.

Cookies
Files skared an wour camputer by w
save preferences such as login inf

’ Delete cookies. .. ]

History
List af websites vou haw

’ Delete hiskary., ., ]

Form data

Saved information that vou have byped into ’ Delete Forms. .. ]
Forms.

Passwords
Passwords that are automatically Filled in when ’ Delete passwords. .. ]
vou log on bo a website you've previously
wisited,

Abiouk deleting browsing history ’ Delete all... ] ’ Close ]

Select Yes from the warning box and wait while your temporary internet files are deleted.
Once this process is completed click Close to close the Deleting Browsing History
window.
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Netscape 7.2:

From the Edit menu select “ Preferences.”

The Preferences pop-up window opens. In the
Category box along the left side of the window double-
click Advanced or click once on the cross next to
Advanced.

Category
Appearance
Mavigatar

[ Compaser

Mail & Mewsgroups
Instant Messenger
jals)

Privacy & Security

%ﬂ.dvanced
Scripts & Plug-ins

Kevboard Mavigation

Proxizs
HTTP Nekwor
Software Inst@ation
Mouss Wheel
Swskem

From the sub-menu that opens select Cache.

Edit  Wiew Go  Bookmarks  Tools W

Jelect Al Chel+8
Zind in This Page. .. Chel4+F
=ind Again Chrl4+G
“ind Previous Chel+3HfE+G

“ind Texk As You Twvpe |

The Cache preferences open to the right of the window. Under Set Cache Options

select Clear Cache.

Set Cache Options

The cache keeps copies of Frequently visited web pages on wour hard disk.,
(Clicking Reload always shows wou the latest version of a page,)

Select OK to close.
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Netscape 8

In Netscape 8 you can delete your temporary internet files by
selecting Tools > Options from the menu bar.

From the Options menu select Privacy

Tools  Help

-

Options

Browser Options

Security and Privacy

(“, General
#F  Customize basic browser settings

7 Profiles
S0 Give users their own controlled space

Qj_' Screen Mame
7= Stay lagged in to Metscape sites

| Downloads
.7 Setup how downloads are handled

5_} Tabbed Browsing
Tweak the way tabs open and close

Advanced
Get under the brawser's by

;ff' 53

N

| site Controls
Manage wour site security settings

%

ID Theft Protection
Suspicious site natification settings

e,
_.—'l

M B

Spyware Protection
Keep vour system free of spyware

Browser Update
Adjust wour softweare update settings

Sl

E Privacy
i | View and clear stored browser info

7 AutoFill
Manage and protect wour saved data

| ok

] [ Cancel ]

‘Web Search ChelHK
Desktop Search Chrl4+Shift+E

Downloads Chrl+1
Extensions
Themes

Javascripk Console
DoOM Inspector  Chrl4+Shift+T
Page Info

Tab Histary

Security Center
options. ..

Under Privacy, click the Clear button next to Cache.

Page History

Search History

Datacard Manager
Passcard Manager
Download Manager History
Cookies

Cache

Clear

Clear

Clear

Clear
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In Firefox 1.x:

Tools sl
- —F From the Tools menu select “Options”. The Options pop-up

Web Search CEFlHE . .
window will open.
Fead Mail {0 new)
Hew Message... CtrkH From along the left side select the Privacy icon. [ =
Downlozds Ckrl+1 w
Extensicns This will display the Privacy settings on the right General
Themes of the window. The option for deleting the Cache .
Javascripk Console is at the bottom of the list. :%
Page Info Privacy
M Expand the options by selecting the box next to :
Cache.

. . web Feat
Click Clear to delete the Temporary Internet Files. i ;a e
A

li
= Cache | Du:u‘:.-'-.l-r-d-:-;rds

Pages wou view are stored in the cache For quicker wiewing later on, f’p

se up to; (5000 KB of disk space For the cache.

Advanced

Select OK to exit.

Firefox 2.x

Select Tools > Clear Private Data from the menu.

Tools  Help
Sane alk+7
Web Search ChrlHE
Dovnloads Ckrl+3
Add-n

Firebug
Error Console

Page Info

Clear Private Data Ctrl+Shift+Del %

Qpkions. ..
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