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Why GAO Did This Study

After the events of September 11,
2001, the Transportation Security
Administration (TSA) assumed the
function of passenger prescreening
—or the matching of passenger
information against terrorist watch
lists to identify persons who should
undergo additional security
scrutiny—for domestic flights,
which is currently performed by
the air carriers. To do so, TSA has
been developing Secure Flight. This
testimony covers TSA’s progress
and challenges in (1) developing,
managing, and overseeing Secure
Flight; (2) coordinating with key
stakeholders critical to program
operations; (3) addressing key
factors that will impact system
effectiveness; and (4) minimizing
impacts on passenger privacy and
protecting passenger rights.

What GAO Recommends

A prior GAO report recommended
that the Department of Homeland
Security (DHS) direct TSA to take
several actions to manage risks
associated with Secure Flight’s
development, including finalizing
system requirements, test plans,
privacy and redress requirements,
and program cost estimates, and
establishing plans to obtain data
needed to operate the system. DHS
generally concurred with GAO’s
recommendations, but has not yet
completed the actions it planned to
take. TSA’s rebaselining effort is
reassessing program goals,
requirements, and capabilities.

www.gao.gov/cgi-bin/getrpt? GAO-06-864T.

To view the full product, including the scope
and methodology, click on the link above.
For more information, contact Cathleen
Berrick at (202) 512-3404 or
berrickc@gao.gov.

AVIATION SECURITY

Management Challenges Remain for the
Transportation Security Administration’s
Secure Flight Program

What GAO Found

For over 3 years, TSA has faced challenges in developing and implementing
the Secure Flight program, and in early 2006, it suspended Secure Flight’s
development to reassess, or rebaseline, the program. TSA’s rebaselining
effort is currently under way, and final decisions regarding the future
direction of the program have not been made. In our most recent report and
testimony, we noted that TSA had made some progress in developing and
testing the Secure Flight program, but had not followed a disciplined life
cycle approach to manage systems development or fully defined system
requirements. We also reported that TSA was proceeding to develop Secure
Flight without a program management plan containing program schedule
and cost estimates. Oversight reviews of the program had also raised
questions about program management. Secure Flight officials stated that as
they move forward with the rebaselined program, they will be following a
more rigorous and disciplined life cycle process for Secure Flight. We
support TSA’s rebaselining effort, and believe that the agency should not
move forward with the program until it has demonstrated that a disciplined
life cycle process is being followed.

We also reported that TSA had taken steps to collaborate with Secure
Flight stakeholders whose participation is essential to ensuring that
passenger and terrorist watch list data are collected and transmitted to
support Secure Flight. However, key program stakeholders—including
the U.S. Customs and Border Protection, the Terrorist Screening Center,
and air carriers—stated that they needed more definitive information
about system requirements from TSA to plan for their support of the
program.

In addition, we reported that several activities that will affect Secure
Flight’s effectiveness were under way or had not yet been decided. For
example, TSA conducted name-matching tests that compared passenger
and terrorist screening database information to determine what type of
passenger data would be needed for Secure Flight's purposes. However,
TSA had not yet made key policy decisions that could significantly
impact program operations, including what passenger data it would
require air carriers to provide and the name-matching technologies it
would use.

Further, Secure Flight’s system development documentation did not fully
identify how passenger privacy protections were to be met, and TSA had
not issued the privacy notices that described how it would protect
passenger data once Secure Flight became operational. As a result, it was
not possible to assess how TSA is addressing privacy concerns. Secure
Flight officials stated that they plan to address privacy issues and finalize
its redress polices in conjunction with rebaselining the program.

United States Government Accountability Office


http://www.gao.gov/cgi-bin/getrpt?GAO-06-864T
http://www.gao.gov/cgi-bin/getrpt?GAO-06-864T


<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /PageByPage
  /Binding /Left
  /CalGrayProfile (None)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.3
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /SyntheticBoldness 1.00
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveEPSInfo true
  /PreserveHalftoneInfo false
  /PreserveOPIComments true
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Preserve
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasGrayImages false
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasMonoImages false
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputCondition ()
  /PDFXRegistryName (http://www.color.org)
  /PDFXTrapped /False

  /Description <<
    /JPN <FEFF3053306e8a2d5b9a306f300130d330b830cd30b9658766f8306e8868793a304a3088307353705237306b90693057305f00200050004400460020658766f830924f5c62103059308b3068304d306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103057305f00200050004400460020658766f8306f0020004100630072006f0062006100740020304a30883073002000520065006100640065007200200035002e003000204ee5964d30678868793a3067304d307e30593002>
    /DEU <>
    /FRA <>
    /PTB <>
    /DAN <>
    /NLD <>
    /ESP <>
    /SUO <>
    /ITA <>
    /NOR <>
    /SVE <>
    /ENU <>
  >>
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


