DoDEA COMPUTER AND INTERNET ACCESS AGREEMENT FOR STUDENTS

PRIVACY ACT STATEMENT

AUTHORITY: 10 U.S.C. 2164 and 20 U.S.C. 921-932, authorizing DoD Directive 1342.20, "DoD Education
Activity" (1992), authorizing DoD Education Activity Administrative Instruction 6600.1 (2004).

PRINCIPAL PURPOSE(S): The information on this form is used to authorize an individual student to use
government-owned computer resources in accordance with, and subject to enforcement provisions of, DoD and
DoDEA policies governing computer and Internet usage.

ROUTINE USE(S): Disclosure of germane information contained in this form within the Department of Defense is
authorized upon a demonstrated "need to know" to perform an official duty. Routine disclosure of relevant and
necessary information is authorized to agencies outside of the DoD by DoD Privacy Act Systems Notices, which
may be found at http://www.defenselink.mil/privacy/notices/osd/. Records are maintained at the school level in

student records for the duration of the student's enroliment.

DISCLOSURE: Voluntary; however, no individual is permitted to use DoDEA-controlled computer resources until
they have signed this statement indicating agreement to use such equipment only in accordance with the DoDEA
Appropriate Use of DoDEA Information Technology Resources - Terms and Conditions for DoDEA Students.

1. STUDENT INFORMATION (please print or type)

a. NAME (Last, first, middle initial) b. PARENT/GUARDIAN

c. SCHOOL d. TEACHER/GRADE

2. STUDENT AGREEMENT

|, (print name) , have received instruction in the appropriate use of

DoDEA information technology resources; | have read and understood the Appropriate Use of DoDEA Information
Technology Resources - Terms and Conditions for DoDEA Students (attachment 1) and | agree to abide by them.
If | violate the Terms and Conditions, | understand that | may lose all access privileges on the DoDEA network,

and, furthermore, may be subject to school disciplinary and/or appropriate legal actions.

a. STUDENT SIGNATURE b. DATE (YYYYMMDD)

3. PARENT OR GUARDIAN (/f student is under the age of 18, a parent or guardian must also read and sign this
agreement.)

|, (print name) , have read the Appropriate Use of DoDEA Information

Technology Resources - Terms and Conditions for DoDEA Students (attachment 1). | understand that my child
must abide by these Terms and Conditions. | understand that if my child violates these standards, he/she may
lose all access privileges on the DoDEA network and may be subject to school disciplinary and/or appropriate

legal actions. | understand that computer and network access is being provided for educational purposes.

a. PARENT OR GUARDIAN SIGNATURE b. DATE (YYYYMMDD)
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Terms and Conditions

I. Acceptable Use

A. | agreeto use DoDEA’s computer services only in support of my education and research consistent with the
educational objectives of the DoDEA. | will not download files or subscribe to bulletin boards that are not related to
my educational activities. If | have questions about my computer use, | will ask my teacher.

B. 1 will respect and adhere to all of the rules governing access to DoDEA computing resources and the rules of any other

network or computing resource to which | have access through the DoDEA equipment.

C. | understand transmission (sent or received) of any material in violation of any U.S. or state regulation is strictly
prohibited and may violate criminal law. | will not transmit obscene, sexually suggestive or offensive, lascivious,
harassing, or abusive messages, copyrighted material, or material protected by trademark or as a trade secret.

D. 1 will not publish the name, photograph, home address or telephone number of myself, ancther student, faculty, or any
other person.
E. | understand using the DoDEA computer equipment for commercial, product advertisement or political lobbying is
prohibited and may beillegal.
Il.  Privileges
A. | understand that the use of the network is a privilege, not aright, and use inconsistent with these Terms and Conditions
may result in a cancellation of those privileges. (Each student will receive instruction regarding the terms and
protocols referenced in this document before network accessis provided.)

B. 1 will bedisciplined if | send messages or download filesinconsistent with these Tems and Conditions. At the
discretion of the principal and teacher, | may lose the privilege of using the Internet permanently and face suspension or
expulsion. Copies of the inappropriate materials will be reported to the building administration and kept on file.

I11. Internet Etiquette
A. 1 will bepalite. 1 will not use sexua or abusive language in my messages to others.

B. 1 will use courteous, respectful language. | will not swear, use vulgarities, sexual, harsh, or disrespectful language.
Illegal activities are strictly forbidden.

C. | understand any transmission, including electronic mail, is not private and that my communications and access will be
monitored.
D. 1 will evaluate information carefully. Aswith any research material, | must review it for accuracy and bias.

E. 1 will not use the network in such away asto disrupt the use of the network by other users. This can be avoided by not
sending "chain letters," or "broadcast" messages to lists or individuals.

IV. NoWarranties

A. | understand DoDEA makes no warranties of any kind, whether expressed or implied, for the service it is providing.
DoDEA is not responsible for any damages | may suffer. Thisincludesloss of data, delays, non-deliveries, mis-
deliveries, or service interuptions caused by its own negligence or my errors or omissions.

B. | understand the use of any information obtained via DODEA is at my own risk. DoDEA specifically denies any
responsibility for the accuracy or quality of information obtained through its services.
C. | understand DoDEA has no obligation or authority to defend me against any legal actions brought against me by
anyone arising from my misuse of DoDEA computer resources or violations of any U.S. or foreign laws.
V. Security

A. | understand security on any computer system is a high priority, especially when the system involves many users. | will
notify my teacher if | notice a security problem. | will not demonstrate the problem to other users.

B. 1 will not give my user password to ot her individuals. Any activity associated with my account will be considered my
activity. Itismy responsibility to protect my account and password.

C. | may be denied access to the network if | am identified as a security risk.
VI. Vandalism

A. | understand vandalism will result in cancellation of privileges.
B. 1 will not maliciously attempt to harm or destroy data of another user, Internet, or any other network. Thisincludes, but
is not limited to, the uploading or creation of computer viruses.
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E2.A1. ENCLOSURE 2 (ATTACHMENTT1)

APPROPRIATE USE OF DODEA INFORMATION TECHNOLOGY RESOURCES
TERMS AND CONDITIONS FOR DODEA STUDENTS

E2.A1.1. USE OF INFORMATION TECHNOLOGY RESOURCES

E2.A1.1.1. Students will use DoODEA’s IT resources, including computers, electronic mail,
and Internet access, only in support of education and for research consistent with the educational
objectives of DoDEA.

E2.A1.1.2. Students will respect and adhere to all of the rules governing access to and use of
DoDEA’s IT resources.

E2.A1.1.3. Students will be polite in all electronic communication. Students will use
courteous and respectful language in their messages to others. Students will not swear, use
vulgarities, or use harsh, abusive, sexual, or disrespectful language.

E2.A1.1.4. Students will not use DoDEA’s IT resources:

E2.A1.1.4.1. To deliberately disrupt network use by others. Therefore, students will not
send “chain letters” or “broadcast” messages to individuals or to lists of individuals.

E2.A1.1.4.2. To gain or attempt to gain unauthorized access to other computer systems.

E2.A1.1.4.3. To attempt to harm or destroy data of another user, the Internet, or any
other network. This includes creating or knowingly transmitting a computer virus or worm or
attempting unauthorized access to files, computers, or networks (i.e., “hacking”).

E2.A1.1.4.4. To attempt to disable any IT security or auditing system.

E2.A1.1.4.5. To pursue private commercial business activities, including those
conducted on Internet sites such as eBay.

E2.A1.1.4.6. To create, access, download, view, store, copy, send, or knowingly receive
material that is illegal or offensive to others, such as hate speech or any material that ridicules

others based on race, creed, religion, color, sex, disability, national origin, or sexual orientation.

E2.A1.1.4.7. To create, access, download, view, store, copy, send, or knowingly receive
material that is obscene, pornographic, or sexually suggestive.

E2.A1.1.4.8. To participate in illegal or prohibited activities, such as those related to
gambling, illegal weapons, or terrorist activities.
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E2.A1.2. SECURITY OF DODEA IT RESOURCES

E2.A1.2.1. Security on any computer system is a high priority. Students will notify a
teacher if they notice a security problem.

E2.A1.2.2. Students will only use the computer accounts issued to them and will log off the
system promptly when finished. Actions performed using a student’s account will be considered
to have been done by that student. It is the student’s responsibility to protect their account and
password. Students will not give their user passwords to other individuals.

E2.A1.3. PRIVILEGE OF USING IT RESOURCES

E2.A1.3.1. The use of the network is a privilege, not a right, and use which is inconsistent
with these Terms and Conditions may result in the cancellation of student privileges.

E2.A1.3.2. Electronic transmissions, including electronic mail, are not private and individual
communications and system access will be monitored.

E2.A1.3.3. Students who misuse DoDEA IT resources are subject to disciplinary measures
such as those prescribed in DoDEA Regulation 2051.1, “Department of Defense Education
Activity Disciplinary Rules and Procedures,” August 16, 1996. At the discretion of the principal,
the student may lose the privilege of using DoDEA IT resources permanently and may be
suspended or expelled from school.

E2.A1.4. OTHER

If students have any questions about appropriate computer use, they will ask their teacher.
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