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A Complex and Dynamic Nuclear Landscape

and dynamic nuclear landscape presents us with challenges along

at least four axes: regional nuclear proliferation, nuclear terrorism,
great power nuclear relations, and the security implications of increased
interest in nuclear energy. These problems are interrelated in ways that
the national security community does not fully understand. Strategy and
policy frameworks do not address them in sufficiently integrated fashion.
New conceptual thinking is required to develop a more unified under-
standing of and approach to managing the risks and opportunities posed
by these 21*-century nuclear challenges.

Today, more than at any other time in the nuclear era, nuclear capacity
and potential (knowledge, technology, and materials) are accessible to a grow-
ing number of actors with more ambitious goals. The result is a high degree
of nuclear latency that challenges traditional thinking about nuclear threats.
Whereas 30 or 40 years ago, only a handful of countries were assumed to
know how to acquire nuclear weapons, as many as 35 or 40 nations currently
are believed to be in the know, and many more could become so based on
their participation in civilian nuclear energy programs.

In a world characterized by high nuclear latency, a number of risks
stand out. One is simply that there may be multiple ways for states to be
considered nuclear-capable. While robust nuclear weapons programs
remain the most serious proliferation danger, a range of possibilities
below this threshold or level of capability must be of concern as well. So
must be models of weapons development enabled by technologies and
processes that might be easier to conceal and harder to detect (for exam-
ple, laser enrichment). A nuclear-latent world also challenges our think-
ing about warning, suggesting the possibility of a significant mismatch
between lead times and reaction times. Finally, careful attention must
be paid to the catalytic or transformative events that could push a latent
nuclear actor toward a more active or accelerated posture. Japan often
is cited as a possibility in this regard, but also of concern are so-called
rollback states that could, with varying degrees of ease, reconstitute their
nuclear weapons programs in response to changed conditions.

These considerations have significant implications for political and
technical intelligence, not least of which is the need for a sharper focus on
intentions. More broadly, there needs to be a way to measure latency that
is meaningful to decisionmakers and planners. Metrics may be qualitative
and/or quantitative and should strive to enable policies that can influence

In important ways, the world is at a nuclear crossroads. The complex
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both intentions (for example, through incentives) and capabilities (for
example, through barriers).

The latency challenge will grow as more states gain access to either
basic or more advanced levels of nuclear technology. Consider the coun-
tries that recently have expressed interest in or intent to initiate or expand
nuclear energy activities, including in some cases developing an indig-
enous capability to enrich uranium: Algeria, Argentina, Australia, Brazil,
Egypt, Morocco, South Africa, Turkey, Ukraine, and Venezuela.> Driv-
ing these decisions is a dynamic mix of motivations shaped by security,
energy, and science. Anxiety about North Korea and Iran likely is fueling
proliferation pressures in East Asia and the Middle East as threat percep-
tions evolve and concerns grow about the fraying of the international
nonproliferation regime. Others may look at these cases and conclude
that possessing or seeking nuclear weapons results in enhanced lever-
age and influence. Energy security is an increasingly salient factor in the
appeal of nuclear technology, given the economics of oil and what may
become increasing pressures to find alternatives to fossil fuels in light of
global warming. Additionally, many countries associate nuclear not just
with security or energy, but with modernity as well. That is, access to
nuclear science and technology is seen by those who consider themselves
behind as a powerful means to join the community of advanced nations.

The problem is not limited to states. Small groups or individu-
als operating outside traditional political boundaries may be capable of
assisting states or terror groups in developing or acquiring nuclear capa-
bility. In this sense, the A.Q. Khan clandestine nuclear procurement net-
work—to cite only the most prominent nuclear black market activity—is
a concrete manifestation of globalization in the security arena. In the
future, we may look back at the Khan phenomenon not as an anomaly but
as the harbinger of a period in which literally anything could be bought
or sold. Certainly, this is a problem that the framers of the Nuclear Non-
Proliferation Treaty (NPT), 40 years ago, could not have anticipated.

It is no surprise, then, that the nuclear nonproliferation regime is
under great stress. The regime overall has been effective in containing the
spread of nuclear weapons, not least by giving governments confidence
that restraint is in their self-interest. But the progress of determined, hos-
tile proliferators poses a major threat to the integrity of the regime and
the norms that it embodies. Failure to resolve these challenges and dele-
gitimize various models of creeping proliferation could lead to a broad-
based loss of faith in the regime and its effectiveness as a security alterna-
tive to possessing nuclear weapons. Increasing global energy demand is
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a complicating factor not only because nuclear energy is becoming more
appealing but also because of the geopolitics of oil. In a time of higher oil
prices, it will be difficult to impose the type of hard sanctions that may
be necessary to induce states such as Iran—a major oil exporter that also
has the capability to interfere with other exporters’ oil shipments—to
limit their nuclear ambitions. China’s rapidly growing need for imported
energy is of particular concern here, as Beijing seeks to establish strategic
relationships with major oil exporters such as Iran.

Indeed, it is not possible to separate regional nuclear proliferation
challenges fully from the dynamics of great power strategic relations.
While the United States has been highly proactive in developing innova-
tive approaches to the weapons of mass destruction (WMD) problem,
it needs the help of Russia and China to work the hardest cases, such as
North Korea and Iran. Washington, Moscow, and Beijing clearly have
some common interest in managing these problems, but there are also
pressures working against cooperation, including differing assessments
of the importance and urgency of the North Korean and Iranian nuclear
challenges and uncertainty in each capital about where the others are
headed in terms of nuclear and other strategic force capabilities. Strategic
dialogue to address these uncertainties and forge a more common per-
spective on the nuclear future may make it easier to bridge some of the
differences evident in addressing the WMD challenge. Exploring linkages
across these dimensions of security may yield new opportunities for great
power cooperation.

Potential “Game Changers”

An Openly Nuclear North Korea

North Korea’s nuclear test of October 9, 2006, ended any doubt as to
whether Pyongyang has developed nuclear weapons. The test was a logi-
cal progression of the North’s nuclear policy, the overall thrust of which in
recent years has been to convince the world—and the United States in
particular—of its nuclear capability. While the technical aspects of the test
suggest North Korea has only a rudimentary weapons capability, there is no
longer any uncertainty about the North’s ability to achieve a nuclear yield.
North Korea must now be considered a de facto nuclear weapons state.’

In response to the test, the United States was successful in craft-
ing a sanctions resolution that was approved unanimously by the United
Nations (UN) Security Council. The sanctions are less than comprehensive,
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however, and there are indications that China interprets its obligations under
the sanctions resolution differently than does the United States. Moreover,
South Korea has expressed reluctance to jeopardize a number of high-profile
bilateral economic development projects with the North. These fault lines in
the sanctions regime notwithstanding, diplomacy appears to have been given
a fresh impetus in the immediate post-test period. Three-way talks brokered
by Beijing involving U.S., North Korean, and Chinese officials resulted in an
agreement to resume the six-party disarmament talks. According to press
accounts, U.S. willingness to shift its stance on direct talks with North Korea
and to discuss financial penalties imposed in 2005 on Asian banks accused
of aiding North Korean counterfeiting operations were important factors in
bringing Pyongyang back to the negotiating table.*

Whether the six-party talks have any realistic prospect of suc-
cess is now openly debated. After taking actions—missile and nuclear
tests—publicly deemed unacceptable to the United States and escaping
the harshest penalties, North Korea may believe it can bargain from a
position of strength. The United States hopes the opposite is true: that
the UN sanctions will motivate Pyongyang and enhance Washington’s
leverage. Even as diplomacy continues, however, the practical focus has
already begun to shift toward containing a nuclear-armed North Korea,
particularly preventing and deterring nuclear use and nuclear transfers to
third parties, and reassuring anxious regional allies. As the region begins
adjusting to life with an openly nuclear North Korea, what are the pos-
sible repercussions?

One possibility is that having gained membership in what remains
a fairly exclusive international club, Kim Jong-Il will feel more secure
and perhaps become easier to deal with. More likely is that the increased
confidence derived from possessing a demonstrated nuclear capability
will embolden Kim to continue aggressive and risk-taking behavior. A
number of significant dangers stand out: increased pressure on South
Korea and Japan for purposes of extracting concessions and aid; acceler-
ated efforts to build nuclear weapons capable of being delivered on long-
range missiles; and, as nuclear fuel and weapons production increase,
possible sales to terror groups or states seeking nuclear capability, both
for financial gain and as a means to heighten the risks facing the United
States. This last danger may lead the United States to consider additional
and more explicit actions designed to limit North Korea’s ability to trans-
fer nuclear materials (for example, a blockade of goods leaving the North,
or a tailored declaratory policy), as suggested by the sanctions resolution
tabled by Washington shortly after the nuclear test.
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Additionally, the United States and South Korea must consider the
possibility that North Korea, if it develops more than a token arsenal, will
integrate nuclear weapons into its war planning. It may be that Pyongyang
views these weapons principally as instruments of extortion, coercion,
and regime survival, but some analysts and planners believe that early
North Korean use of nuclear weapons in a major war is plausible. Such
early use conceivably could advance a number of possible objectives: raise
the stakes of U.S. and Japanese involvement, deter attacks directly on the
regime, avoid a “use it or lose it” situation, and galvanize loyalty among
its own people. If it is possible that war on the peninsula could go nuclear
early, there is no separating deterrence of North Korean nuclear use from
deterrence or prevention of conflict altogether. This will require a deter-
rence strategy that combines threats of severe punishment with credible
denial capabilities.

But whether a sustained effort to enhance deterrence will even be
possible is unclear. Much will depend on whether the U.S.-South Korean
alliance emerges stronger or weaker in the post-test period. While Seoul
shows no sign of abandoning its efforts at forging closer ties to the North,
some South Korean officials have pressed the United States to reaffirm,
and even strengthen, existing security guarantees. China’s diplomatic
stature and its ambition to be seen as a responsible global power could
suffer depending on the outcome of the six-party talks. While Beijing has
facilitated the resumption of talks following North Korea’s nuclear test, it
has also been unable—or unwilling—to dissuade Pyongyang from taking
the provocative actions that have created a crisis atmosphere in Northeast
Asia. As talks resume with perhaps one last chance to achieve success, the
stakes for China in encouraging restraint in North Korea’s behavior and
compromise at the negotiating table would appear to be high. Not least,
failure in the six-party talks, followed by further steps on Pyongyang’s
part to strengthen its nuclear status, could create significant strains in
U.S.-China relations.

The stakes may be even greater for the United States. Its stature
and credibility would suffer in the wake of a major nonproliferation fail-
ure, especially one likely to result in intensified proliferation pressures
throughout the region. The reverberations would be felt beyond the
region as well. Iran, in particular, will be watching how the United States,
other regional powers, and the international community respond to an
openly nuclear North Korea. So will other states—both those contem-
plating the nuclear option and those who see their security as tied to the
strength of the international nonproliferation regime. U.S. policymakers
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must formulate a comprehensive strategy today in order to put in place
political and military firewalls to contain the proliferation pressures that
could be unleashed by an openly nuclear North Korea and to prevent or
deter Pyongyang from using nuclear weapons and transferring nuclear
capabilities to other states or terrorists.

A Nuclear Iran

Iran’s pursuit of a nuclear capability is already a complex challenge for
the United States and its allies, even though many Western analysts believe
Iran is 5 to 10—and perhaps as many as 15—years away from being able to
produce a weapon.® Iran remains on a sharp learning curve in its uranium
enrichment efforts and may be experiencing technical difficulties that will
slow the pace of producing bombmaking materials.® This means that sig-
nificant time may remain both to pursue diplomatic solutions under which
Iran would forego nuclear weapons and to impose delays on Iran’s program
in the hope that the current domestic consensus supporting it will weaken
or collapse. Whether extra time can make a difference remains to be seen,
but some government officials and experts outside government believe that
Iran is intent on achieving some type of nuclear weapons capability and that
negotiations or even coercive measures are unlikely to prevent that outcome.
In this view, Tehran will accept isolation rather than concede on the nuclear
issue, but it probably believes it can become a nuclear power at an acceptable
price and leverage its nuclear status for enhanced power and influence.

A number of recent developments underscore a pessimistic outlook:
the ascendance of Iranian rulers, including President Mahmoud Ahma-
dinejad, with possible messianic convictions; the strengthened position in
Iran of the pro-nuclear Iranian Revolutionary Guard Corps (IRGC); the
significant spike in global oil prices; and efforts by the Iranian government
to make the regime more resistant to economic sanctions.” These develop-
ments are reinforced by fundamental Iranian mistrust of American inten-
tions, a weakened U.S. position in the region, perceived divisions among the
major powers, and, in all likelihood, a sense in Tehran that the “correlation
of forces” is in its favor. Taken together, in the words of one analyst, “the
thrust of these developments is that Iran appears to have committed itself
fully—in terms of absolutist regime rhetoric, the investment of ‘face’ and
material resources, and anticipation of penalties—to the completion of an
indigenous nuclear fuel cycle as the basis for a nuclear weapons capability.”®

Others argue that this kind of proliferation fatalism is dangerous in
light of where Iran stands in the weapons development process, the very
significant risks posed by a nuclear Iran, and uncertainty about whether
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deterrence strategies can work.” But how might a nuclear Iran behave,
and what are the implications? In the event that Iran goes nuclear, will
everything in the region change at once, or will the effects unfold slowly
and incrementally?

Answers to these questions are inherently speculative, and there is no
consensus among experts. Some believe a nuclear Iran—whether overtly
nuclear or capable of assembling weapons rapidly—will present an even
greater challenge to Western interests and regional stability, more openly
asserting its hegemonic ambitions, intimidating its neighbors, exporting
its brand of Islamic revolution, and leveraging its position in the global oil
economy. Nuclear capability will lead Iran to take more risks, much as Paki-
stan was emboldened by its 1998 nuclear tests to confront India in Khargil,
and much as Saddam Hussein’s adventurism appears to have been fueled
by progress in chemical and biological weapons in the late 1980s. Others
wonder whether Iranian nuclear weapons would remain under centralized
control, or who would control the details of nuclear operations. The pos-
sible role of the IRGC is especially problematic here, given its contacts with
known terror groups. Iran could also decide to become a supplier of nuclear
technology to other problem states.

An alternative view posits that a nuclear Iran will feel more secure
and pursue a more moderate course in the region, adopt a deterrence
strategy, and rather than brandish its nuclear weapons, treat them as
weapons of last resort and regime survival. But even if nuclear weapons
do not moderate Tehran’s behavior, some analysts believe that Iran can
be deterred and contained, even from transferring nuclear capabilities
to terrorists.”” Is there a basis for deterrence optimism in the case of Iran
other than a general belief that states are rational actors and perforce con-
strained by fear of retaliation? Deterrence remains a guessing game to a
significant degree, but some analysts suggest that the United States faces
an enormous challenge making deterrence threats credible to Iran’s lead-
ers—and convincing them that we will not act on these threats if Tehran
conciliates. Fundamentally, the Iranian leadership views the United States
as inherently hostile, and there is little basis to assume how they would
respond to U.S. threats or pledges of restraint. The emergence of national
leaders with possible messianic convictions who may seek confrontation
is a potentially significant complicating factor. Still, elements of the lead-
ership, while perhaps overestimating U.S. hostility, seem to understand
the substance of U.S. declarations and appear capable of conciliating if
compelled. Thus, deterrence appears viable in principle, but it will require
gaining a far greater degree of situational awareness than we currently
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possess, and a very careful calibration of the variables that would shape
deterrence dynamics in an actual crisis.

How would others in the region react to a nuclear Iran? Will Arab
states that have learned to live with a nuclear-armed Israel (particularly
Egypt and Syria) find themselves unable to live with a nuclear-armed
Iran? Not necessarily. Neither of these states reacted in kind to Irag’s pur-
suit of nuclear weapons. These states might choose instead to improve
selected conventional or chemical capabilities. States such as Turkey,
Saudi Arabia, and a future Iraq may feel compelled to react in some way,
though it may be possible to influence their responses through their
security ties to the United States and others. The groundswell of anxiety
emerging in the region as a result of Iran’s growing power and influence
conceivably could lead to stronger collective security arrangements in the
Gulf. Alternatively, it could lead to greatly heightened proliferation pres-
sures in response to which countries such as Egypt, Turkey, and Saudi
Arabia decide to pursue an independent nuclear capability. The first two
have recently announced plans to expand nuclear energy activities; the
latter two have ties to nuclear powers that could provide assistance (Israel
and Pakistan, respectively).!' None of them may wait until Iran crosses
the finish line. How Egypt and Saudi Arabia react may also be shaped
in part by Israel’s actions. In an effort to buttress deterrence of Iran and
reassure its own public, Israel might choose to declare its nuclear status
openly, while exploring further options to enhance the survivability of
its forces and protection of its cities. Such a development could reinforce
Cairos and Riyadhss interest in the nuclear option.

Finally, the United States, confronted with a nuclear-armed Iran,
will need to consider a broad range of actions to manage a new and com-
plex set of risks and challenges. Even as political and coercive strategies to
prevent Iran from going nuclear continue to unfold, it is not too early to
consider contingency planning focused on:

m reassuring regional friends and allies and trying to contain prolifera-
tion pressures through enhanced security cooperation

m assessing the prospects for coercive disarmament through political or
military means

m enhancing U.S. military capabilities in the region, including those for
power projection, missile defense, and nuclear, biological, and chem-
ical protection for forces and populations

m developing a tailored deterrence strategy
m preventing Iran from transferring nuclear capabilities to terrorists.
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Fallout from the U.S.-India Deal

In July 2005, the United States and India announced the creation
of a global partnership that would include civil nuclear cooperation,
ending a nearly 30-year embargo on U.S. nuclear trade with India. In
March 2006, the two governments reached agreement on the details of
the U.S.-India Civil Nuclear Cooperation Initiative, under which India
will separate its civilian and military nuclear facilities, and place some
of the civilian sites under International Atomic Energy Agency (IAEA)
safeguards. Additionally, India has committed to adhere to the IAEA’
Additional Protocol, continue its unilateral nuclear test moratorium,
not transfer enrichment or reprocessing technologies to states that do
not have them, adopt national export control laws in harmony with the
Nuclear Suppliers Group and Missile Technology Control Regime, and
work with the United States to conclude a Fissile Material Cutoff Treaty.'?
The George W. Bush administration has committed to seek changes to
U.S. nonproliferation laws and international nuclear commerce rules in
order to accommodate the agreement, supply nuclear fuel to India, and
enable Indian participation in international research activities exploring
advanced nuclear energy concepts.”

For the United States, the impetus for reversing almost three decades
of nonproliferation policy is fundamentally political: to transform the
relationship with India by ushering in a new era of cooperation that will
strengthen India’s position and thereby promote a more stable order in
Asia. US. and Indian interests are converging, and a democratic, eco-
nomically dynamic, and politically moderate India is seen as a natural
ally of the United States in a strategically important region. Not least, an
India with enhanced international legitimacy, growing power, and energy
security can serve as a de facto counterweight to an increasingly power-
ful China, although administration officials insist this is not the principal
purpose of reconfiguring relations with New Delhi.

Washington sees bilateral nuclear cooperation as enabling this
transformation. This requires remedying India’s anomalous position in
the nuclear nonproliferation regime, bringing it closer to the mainstream
of global nonproliferation efforts. India will no longer be treated as a non-
proliferation outlier or be subject to sanctions for being a nuclear power
outside the NPT. In return, India will bring at least some of its nuclear
activities and national laws into compliance with longstanding rules gov-
erning safeguards and nuclear commerce. Principally, India will place an
additional eight power reactors under safeguards by 2014, and will do
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the same for future reactors it declares to be civilian. Additional facilities
associated with fuel fabrication will also be made available for safeguards.
Excluded from the separation plan are eight operational or planned power
reactors, breeder reactors under construction, heavy water plants, ura-
nium enrichment facilities, spent fuel reprocessing facilities, and selected
research reactors."

The agreement has generated strong criticism among some Mem-
bers of Congress and in the nonproliferation community. The critique of
the agreement falls along the following main lines:

m It excludes too many Indian facilities from safeguards and fails to
place meaningful limits on India’s ability to produce fissile materi-
als for weapons. Indeed, U.S. fuel supplies to India could facilitate ex-
pansion of its nuclear arsenal.”®

m [t undermines the NPT regime by rewarding a nonmember with nu-
clear technology and undermining the standard of full-scope safe-
guards as the criterion for receiving nuclear assistance (affirmed at
the 1995 and 2000 NPT Review Conferences).

m [t creates a double standard and sets a bad precedent at a time when
the international community is struggling to deal with North Korean
and Iranian nuclear activities. In fact, it is not clear how much sup-
port the United States can expect from India on the Iran case, given
the growing strategic relationship between New Delhi and Tehran.

m [t will not bring India into the nonproliferation mainstream because In-
dia remains outside the NPT, has not signed the Comprehensive Test
Ban Treaty, and continues to produce fissile material for weapons.

m It will not lead India to become a counterweight to China. India
may compete with China for regional influence, but there are al-
so important elements of political, economic, and military cooper-
ation in the relationship. Moreover, India has a strong tradition of
foreign policy independence.

Administration officials characterize the agreement, despite its limi-
tations, as advancing nonproliferation objectives by enlisting India more
tully and explicitly in global efforts to limit nuclear proliferation, without
adding to India’s military capabilities. While India remains outside the
NPT, it is viewed by Washington as having a good record on nonprolif-
eration and technology transfer and as a responsible steward of its civil-
ian and nuclear enterprises. The agreement with India may represent a
nonproliferation double standard, but the circumstances are sufficiently
unique that it should not set a harmful precedent. The payoftf is promising
enough to make the benefits outweigh the risks, which can be managed.
In any case, the punitive policies of the past are clearly obsolete.
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Beyond stating the obvious—that the U.S.-India nuclear deal is
a watershed development whose consequences are likely to be signifi-
cant—it is difficult to predict how the agreement will shape proliferation
dynamics or the politics of nonproliferation. The double-standard issue
should not be casually dismissed. In the assessment of one analyst:

In the past 10 years, virtually all states agreed to strengthen the
nonproliferation regime, sacrificing some sovereignty by allowing
additional, intrusive inspections under the Additional Protocol.
In the wake of the revelations in 2004 about Pakistani scientist
A.Q. Khans nuclear black market sales, non-nuclear weapon
states under the NPT are also being asked to consider further
restrictions on their sovereignty by voluntarily restricting their
access to sensitive nuclear technologies like uranium enrichment
and reprocessing. If some states view the U.S.-Indian nuclear
cooperation agreement as a breach of faith in the basic bargain
of the NPT, they might be less inclined to accept additional
sacrifices, to the detriment of the nonproliferation regime.'®

Moreover, nuclear powers whose help we need to deal with Iran, in
particular China and Russia, are quick to point out what they view as double
standards in U.S. nonproliferation policy. This is one type of consequence
to be concerned about. Another is the possibility that the agreement could
contribute to pressures to expand nuclear arsenals in the region. The agree-
ment may or may not lead India to enlarge its stockpile, but it is likely to fuel
Pakistani anxiety about its own capability to produce sufficient fissile materi-
als and weapons and about the implications of greater U.S.-India cooperation
for the conventional balance on the subcontinent as well. Chinese opposition
to the agreement has become more vocal, and from Beijing’s vantage, the
potential for growth in Indian fissile material stocks and weapons production,
especially in the context of developments in longer-range missiles, heightens
the threat facing China. While a major nuclear buildup in the region may not
be inevitable, the risk of an arms race cannot be dismissed. Much will depend
on Indias behavior in the period ahead. The United States should be pay-
ing attention now to the ways in which regional nuclear dynamics could be
reshaped by civil nuclear cooperation with India—dynamics that include the
United States, India, Pakistan, China, and possibly Japan.

Nuclear “Next Use”

The next use of a nuclear weapon will shock the international sys-
tem with potentially far-reaching consequences, especially if it is deemed
successful in achieving the user’s objectives. In considering the prospects
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for nuclear next use, three critical questions present themselves: Is nuclear
use becoming more likely? How will the next use of nuclear weapons
shape attitudes about the utility of nuclear weapons and incentives to pos-
sess them? What are the implications for U.S. policies, forces, and plan-
ning? While exploration of these questions is inherently speculative, it
can nonetheless yield insights useful to policy development.

More Likely? Use of nuclear weapons in the foreseeable future is
conceivable in a number of potential regional conflicts where such use
may appear to one or more actors as the best of a set of bad alternatives.
Highly motivated terrorist groups are another concern. Prudent policy
planning should assume that a next use of nuclear weapons is becoming
more likely. But what could such use look like? Although the specific cir-
cumstances are impossible to know, the key variables surrounding nuclear
use can be defined. These include the user (state or nonstate); timing in
the context of a crisis or war; type of weapon; point of attack; objectives;
effects; and net operational/strategic result. Using these variables, scenar-
ios can be generated to develop and test hypotheses about nuclear use.

Looking at a significant number of illustrative scenarios, state use of
nuclear weapons can be envisioned in all phases of conflict. It is difficult
to define a moment of maximum danger; nuclear use may occur at any
point along a continuum from “out of the blue” through the escalating
phases of a crisis-conflict and even in a postconflict phase. Terrorist use
of a nuclear weapon is likely to be unexpected—although it might not
truly be a surprise, given documented terrorist interest in nuclear capabil-
ity—and from today’s vantage is most plausibly associated with al Qaeda
and its affiliated jihadist organizations.

Characteristics of a nuclear next use also could vary widely. Under
some conditions, a nuclear test could qualify as a next use, undertaken for
political rather than technical reasons. Detonation of a nuclear weapon to
achieve electromagnetic pulse (EMP) effects could be seen as an attractive
option for some nuclear-armed states. Nuclear use could support objectives
ranging from coercion to military operations, war termination, regime pres-
ervation, and revenge. Western analysts often view regional nuclear capabili-
ties as weapons of last resort, or closely tied to regime survival. This may well
be the case in many circumstances. In other circumstances, though, states
may see the use of nuclear weapons as the only viable means to change the
status quo or remedy a deteriorating regional security situation. In contrast to
some Western thinking about nuclear weapons at least since the 1960s, next
nuclear uses could be intended to dominate the battlefield and make possible
a military victory in an ongoing regional conflict. Particularly in the case of
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India and Pakistan, either country also could view nuclear use as a means of
preempting anticipated nuclear use by the other side. Finally, the purpose of
nuclear next use could be to catalyze action by an outside party—that is, to
create pressures for other countries to become involved in a conflict.

For states contemplating use of nuclear weapons, there are two
critical thresholds to be managed: a lower threshold of expected success
in achieving its objectives, and a higher threshold of triggering decisive
counterescalation by the country attacked or its allies. The next user
will want to be above the first threshold and below the second. What is
especially dangerous is that neither threshold is likely to be well defined
or well understood—and both are subject to change as a crisis or war
unfolds. This is but one example of how misperception could contribute
to a nuclear next use.

What Impact? The impact of next nuclear use on the perceived util-
ity of nuclear weapons and incentives to acquire them will hinge most
critically on how successful the use is seen by various leaderships. Success
or failure is likely to be measured in immediate results, near-term conse-
quences, and longer-term spillovers. How other countries, including the
United States, respond after next use could have an important influence
on how perceptions form and take hold.

Any next use will erode the longstanding taboo against nuclear use,
though to what extent will depend on many factors, including the degree
to which the use is seen as justified by the international community.
A failed use, a test, or a use with grave and graphic destruction might
result in less erosion of the nuclear taboo. By contrast, a successful use
that advanced political and military goals and did not result in decisive
counterescalation could result in greater erosion. The impact of terror-
ist nuclear use seems even more uncertain, but if seen not as an isolated
event but as part of a larger campaign or a harbinger of more to come,
it could well serve to erode the nuclear taboo that has heretofore con-
strained state actors.

Any nuclear use is likely to influence state incentives to acquire nuclear
weapons or strengthen their nuclear security in some other way. Here, too,
the perceived success or failure of nuclear use would be the most important
variable. Failed use that led to the virtual destruction of the next user would
graphically demonstrate the dangers of nuclear weapons and probably help
bolster nonproliferation efforts. By contrast, a next use that undermined the
perceived credibility of American nuclear security guarantees could compel
many countries to rethink their posture of nuclear abstinence.
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Implications. While nuclear terrorism understandably remains a
dominant focus of policymakers, it is also important to take seriously the
possibility of next use by a state. Policy, military, and intelligence planning
should focus on gaining an improved understanding of the conditions
under which different nuclear states might employ their weapons, as well
as the full set of U.S. interests that would be engaged by such an event.
Preventing and deterring nuclear next use are clearly the preferred out-
comes, but should these fail, U.S interests will include deterring follow-on
use, reassuring allies and friends, shaping perceptions of nuclear weapons
utility, defusing ill-considered demands for nuclear disarmament, and
crafting responses that will leverage the shock to shape the post-use secu-
rity environment (for example, restoring the nuclear taboo and strength-
ening nonproliferation efforts).

Where U.S. interests are directly targeted or threatened by a nuclear
attack, it will be especially important not only to ensure adequate crisis
and consequence management, but also to take steps to enhance defenses,
restore deterrence, and convey to the adversary the great risks associated
with nuclear use against the United States or its allies. Regardless of U.S.
stakes in a region prior to nuclear use, they are likely to be transformed
by the very act. Above all, the United States should put in place policies,
plans, and capabilities to ensure that any next use against the United
States or an American ally will fail—and to make it known that U.S. pol-
icy is committed to that outcome.

New Approaches to the Nuclear Fuel Cycle

The nuclear proliferation crises of the last decade have compelled pol-
icymakers to consider how to close the most serious loophole in the NPT
bargain: the ability of nuclear aspirants to build the means to manufacture
weapons under the cover of civilian nuclear programs. This is now widely
appreciated as the center of gravity of the proliferation problem. As nuclear
technologies continue to spread, especially to meet energy demands, the
building blocks for a weapons capability will unavoidably spread as well,
and spent fuel stocks could grow significantly. But even without a major
expansion in global nuclear energy, this problem now demands urgent
attention, and serious proposals have been put forth in recent years.

Two basic approaches have been articulated. One emphasizes
enhanced export controls to limit the spread of nuclear technologies.
Speaking at the National Defense University in February 2004, Presi-
dent Bush called on the Nuclear Suppliers Group to deny the transfer of
enrichment and reprocessing technologies to states that do not already
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possess them, even if these states are nonnuclear members of the NPT.
He further asked these states to renounce enrichment and reprocessing in
exchange for reliable access to nuclear fuel at a reasonable price."”

An alternative approach proposed by Dr. Mohamed ElBaradei, IAEA
director general, goes further by challenging the very idea that states
should even possess the most sensitive nuclear technologies. Acknowl-
edging that “the margin of security under the current non-proliferation
regime is becoming too slim for comfort,” ElBaradei proposed to restrict
enrichment and reprocessing exclusively to facilities under multinational
control; adopt nuclear energy systems that by design avoid the use of
materials that may be applied directly to making nuclear weapons or are
otherwise proliferation-resistant; and develop multinational approaches
to manage and dispose of spent fuel and radioactive waste.'®

Both these approaches promise to toughen the nonproliferation
regime, but neither is easy to implement or problem-free. Both are likely
to be viewed by nonweapons states as discriminatory and inconsistent
with their basic right under Article IV of the NPT to acquire nuclear
technology for peaceful purposes. A strategy of denial based on infor-
mal, nonbinding arrangements may provide only a limited or temporary
barrier to the further spread of key technologies, especially if demand
for nuclear energy continues to grow. Furthermore, it may encourage
the emergence of additional clandestine nuclear supply networks."
Multinational approaches to the nuclear fuel cycle are hardly a new idea
and date back to the beginning of the nuclear age and the Baruch Plan
of 1946. Despite many subsequent efforts, little progress has been made,
as nations have been reluctant to give up national control over these
technologies and processes for reasons of sovereignty, concerns about
the assurance of supply, and economics. For these same reasons, near-
term prospects for a multinational solution seem limited.” Nonetheless,
both the Bush and ElBaradei initiatives recognize that the nuclear non-
proliferation regime is at an important historical juncture that requires
new ideas.

There is also a common belief that technology is part of the solution.
ElBaradei speaks explicitly in his proposal about proliferation-resistant fuel
cycle technologies. In the United States, the Department of Energy (DOE)
in February 2006 announced the Global Nuclear Energy Partnership
(GNEP), an initiative to develop new technologies for reprocessing and
recycling spent fuel from nuclear power reactors that minimize waste and
reduce proliferation concerns. If they can be developed, these technolo-
gies, it is argued, will be more proliferation-resistant than current methods
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because they will not separate out pure plutonium as part of the recycling
process; rather, plutonium would be combined with other materials that
render it significantly less dangerous as a proliferation concern.?’ This mate-
rial would be destroyed in accelerators or fast reactors. Uranium and other
elements that are chemically removed from spent fuel would be recycled,
thereby extracting more energy and reducing the volume and heat load of
waste requiring permanent geologic disposal. Based on international and
private sector response, DOE believes there are suitable advanced technolo-
gies available that may be ready for demonstration and possibly commer-
cial scale operation. Under GNEP, the United States also envisions working
with other advanced nuclear nations to develop a fuel services program to
provide fresh fuel and recovery of used fuel to nations that forego the devel-
opment of enrichment and reprocessing technologies.

Questions about GNEP concern both its policy and technical
aspects. Some experts believe that ending the de facto U.S. moratorium on
reprocessing will damage the nonproliferation regime and contribute to
proliferation dangers. In this view, actively promoting reprocessing makes
it attractive to others and makes it more difficult to argue that the tech-
nology should be restricted. Moreover, reprocessing facilities anywhere
are potential sources for terrorists seeking nuclear materials. Others
question whether the technologies being advanced are truly more prolif-
eration-resistant as they would still produce a material that could be used
to make a nuclear weapon and may be only marginally more resistant to
theft than separated plutonium. Still others believe that no advanced fuel
cycle technology can be as cost-effective in minimizing proliferation risks
as storing unreprocessed spent fuel in a geologic depository. Finally, some
observers question the wisdom of moving rapidly toward commercial-
scale reprocessing facilities under GNEP, preferring to see a broad, bal-
anced research and development (R&D) effort to identify new fuel cycle
technologies for the longer term.*

Challenges in Shaping the Nuclear Landscape

Impact of the War in Iraq on U.S. Nonproliferation Efforts

Many governments feel alienated from Washington because the
public rationale for the Iraq war is widely viewed as either illegitimate or
based on a massive intelligence failure. The damage to U.S. credibility has
been serious, making it more difficult to marshal others to confront new
proliferation threats vigorously (or support U.S. objectives more broadly).
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Forging a common approach to Iran within a coalition that divided bitterly
over Iraq has compelled the United States to make significant adjustments
to its strategy. The war also has deepened political divisions at home, mak-
ing the search for bipartisan approaches more difficult. These domestic
political constraints and the strain on U.S. forces resulting from the war are
recognized by Iran and North Korea, whose leaderships likely now see the
United States as less willing or able to pursue coercive strategies that implic-
itly or explicitly threaten military action in response to their proliferation
activities. As a result, these countries are emboldened to resist international
pressure to dismantle their nuclear programs or capabilities.

Limited Help from Russia and China

Moscow and Beijing care about containing the spread of nuclear weap-
ons, just not as deeply or intensely as does Washington. While Russia and
China do not wish to see unchecked proliferation, neither are they prepared
to make major political or economic sacrifices to support a nonprolifera-
tion agenda that is viewed at least by some officials as preserving American
advantage. Strategic economic considerations increasingly reinforce this:
nuclear technology is one of the few technologies that Russia can market
competitively, and China’s aggressive effort to secure energy sources colors its
posture toward proliferation problems, such as that of Iran. Whereas in the
past it may have been possible to treat the proliferation problem as a more or
less stand-alone issue in great power relations, it is no longer possible to sepa-
rate it from broader economic, energy, and regional security considerations.
Any effort by the United States to forge a more common or cooperative great
power approach to managing WMD challenges will require recognizing and
addressing Russian and Chinese equities.

Chinese officials and commentators increasingly suggest that U.S.
nonproliferation policy is self-serving and based on double standards.
Whereas China is pressed on cases such as Pakistan, Iran, and North Korea,
the United States expects others to support preserving the special status of
Israel, rewarding India despite its refusal to join the NPT, and accepting the
creeping nuclearization of Japan. Russia, for its part, has recently issued an
official document on nonproliferation policy that accuses the United States
of politicizing nonproliferation and opposes key elements of U.S. strategy
(although without mentioning the United States).” On the other hand,
neither country likely would allow differences over proliferation to cause a
fundamental breach in their relationships with Washington, and there are
cooperative activities that are potentially significant. The ongoing strategic
dialogue with China provides an opportunity to seek stronger common
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ground on countering WMD. Presidents Bush and Vladimir Putin recently
launched the Global Initiative to Combat Nuclear Terrorism, designed to
expand and accelerate efforts and capacity among like-minded nations to
control nuclear materials, stop illicit trafficking, respond to acts of nuclear
terror, deny safe haven, and strengthen national legal frameworks.*

Gaps in Knowledge and Understanding of Suspect Programs
and Activities

Limitations in WMD intelligence are by now a well-studied prob-
lem. Even before the serious questions raised by the Iraq war, there were
efforts to assess the capabilities of the Intelligence Community with
respect to WMD and identify required reforms.”> The WMD intelligence
track record is mixed. There have been major successes (not always pub-
licly acknowledged), and there are recognized oases of excellence in the
community with respect to WMD intelligence collection and analysis.
There have also been some significant failures and chronic dysfunctions
stemming from a broad range of organizational, operational, and ana-
lytical shortfalls.”® In the aftermath of Iraq and in the face of continuing
uncertainties vis-a-vis the nuclear intentions and capabilities of North
Korea, Iran, al Qaeda, and others, it is not surprising to hear the question
asked: Are our intelligence capabilities good enough to understand this
threat properly and anticipate the range of challenges that may emerge?

While there is vast room for improvement, it is essential to have realis-
tic expectations. Determined, adaptive proliferators skilled at deception and
denial will find ways to conceal at least some of their activities from even a
greatly improved WMD intelligence enterprise. To some degree, therefore,
uncertainty will always outweigh certainty, and policymakers must accept
that there are inherent limits to WMD intelligence. But much can be done
to reduce uncertainty and the ambiguity associated with clandestine WMD
programs. Emphasis should be placed on minimizing the prospects for sig-
nificant strategic surprise and providing decisionmakers with more robust
and timely actionable intelligence. Reforms to enable this must encompass
organization, methodology, and technology. Compensating for inevitable
intelligence gaps also requires the military to emphasize a capabilities-based
approach to planning and investing.

Organizationally, a fundamental problem has been the lack of
aggressive Intelligence Community ownership of all aspects of the com-
bating WMD intelligence mission. Creating the Office of the Director for
National Intelligence (ODNI) and a supporting National Counterprolif-
eration Center (NCPC) is intended to remedy this problem. Among the
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greatest challenges facing the ODNI and NCPC are improving horizontal
integration across the WMD Intelligence Community and coordinat-
ing collection and analysis efforts around specific high-priority targets.”
With respect to methodology and technology, new sources and methods
are required that are less well known to adversaries and more tailored to
discovering concealed WMD activities. These methods overall must focus
more on the earliest stages of the proliferation process, and they require
a sharper focus on intentions, people, transactions, and critical nodes,
enabled by improved human intelligence, information processing, and
exploitation of persistent intrusive sensing technologies.

Cultural and Organizational Obstacles to Effective Responses

Strategy and policy analysts often do not understand science and
technology well. Nuclear functionalists tend to lack in-depth regional
expertise, while regional or country specialists are not always well versed
in strategic force issues (China is a good example). There also is a gap
between nuclear analysts and those working on other military issues.
These cultural problems both reflect and perpetuate divergent vocabular-
ies and frames of reference, and contribute to stovepipes, turf battles, and
weak integration of activities. In the combating WMD arena, stovepiped
organizations and processes have been a persistent problem dating back
many years. There are signs, however, that the community is moving
toward greater unity of effort.

In the last 2 years, the Department of Defense (DOD) has estab-
lished an organizational and planning framework to define and execute
the combating WMD mission. The National Military Strategy to Combat
WMD provides an “ends-ways-means” approach to planning, executing,
and resourcing to guide the activities of combatant commanders, Ser-
vices, and support agencies. It defines core military strategic objectives,
guiding principles for developing concepts of operations and plans, and
eight critical missions for the Armed Forces.?® The designation of U.S.
Strategic Command (USSTRATCOM) as lead command for combating
WMD has laid the foundation for a more integrated, synchronized effort
across the combatant commands and DOD as a whole to implement this
strategy. For the first time, there is a single focal point for the Armed
Forces, an important step toward further institutionalizing combating
WMD in DOD.

To execute on a day-to-day basis, the commander, USSTRATCOM,
has established the USSTRATCOM Center for Combating WMD, a com-
ponent-like organization closely linked to the Defense Threat Reduction
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Agency. The test of these new command and organizational arrangements
will be the degree to which they can assist regional commands to define,
plan and resource for, and execute rigorously all aspects of the combat-
ing WMD mission. One key focus today is the development of Concept
Plan 8099, the global concept for the combating WMD mission that will
provide the planning template for all regional commands. Another is the
set of joint concepts and capabilities-based assessments that are being
conducted to support the definition of warfighter requirements and
enable the USSTRATCOM commander to be an effective advocate in the
requirements process.

In the Department of State, the Office of the Under Secretary for
Arms Control and International Security has reorganized to align its
activities with national combating WMD priorities, to include nuclear
detection activities, nuclear information-sharing, consequence manage-
ment, and the development of country- and region-specific plans that can
be synchronized with DOD plans. In the Intelligence Community, the
aforementioned National Counterproliferation Center will integrate intel-
ligence, coordinate planning, and conduct strategic operational planning
at the national level.

Indicators of greater intra- and interagency jointness are encourag-
ing, as are signs that the WMD terror threat has brought the counterpro-
liferation and counterterrorism communities closer together. But a strong
push is needed to ensure that interagency structures and processes are
capable of effectively managing complex contingencies involving WMD
from start to finish—from policy formulation to coordination and execu-
tion of operations. Policymakers a decade ago recognized that WMD
could be a complicating factor in managing complex contingencies.? This
is no less true today, and indeed has been brought into even sharper relief
by intervening events. So the question remains: How can the government
institutionalize a collaborative process to plan, execute, and assess com-
bating WMD activities and operations, utilizing all the tools of statecraft?
Especially as the combating WMD playing field becomes more crowded,
as the toolkit becomes more diverse and sophisticated, and as mul-
tiple national and international efforts become more interdependent, the
requirement for timely and effective interagency coordination will only
grow. This will require more than refining national strategy and preparing
decisions for the President; it must include putting in place mechanisms
to create and sustain long-term plans for combating WMD that develop
integrated courses of action and enable their execution across multiple
agencies, including DOD. This capability, if it can be achieved, will create
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new opportunities for defeating the threat, in some cases reducing pres-
sures for military action.

Practical steps toward strengthening interagency capabilities for
combating WMD include developing an overarching interagency concept
of operations; clarifying DOD’s relationship to other agencies for both
war plan execution and response to domestic events, and the associated
requirements for interagency support; creating the capacity for rapid
interagency crisis action planning and mission execution; and increasing
capacity in civilian agencies to better support operations.

Progress in Addressing Nuclear Threats

A range of programs is now in place to enhance capabilities to deny
terrorists access to WMD materials, technologies, and expertise. These
include initiatives that target the spectrum of chemical, biological, radio-
logical, and nuclear threats, such as the Proliferation Security Initiative,
and efforts managed by the Department of the Treasury to disrupt ter-
rorist financing. In the nuclear area specifically, additional effort has been
focused on a number of important challenges, such as the security of
nuclear facilities in Russia, detecting the movement of nuclear or radio-
logical materials, attributing nuclear attacks in the United States, and
meeting the information needs of first responders.

Security of Russian Nuclear Facilities

Terrorists may acquire nuclear capability in a number of ways,
including an outright purchase or gift from a nuclear weapons state, or
through the theft of materials that could be used to construct a nuclear or
radiological weapon. Theft, in fact, is our greatest concern with respect
to the security of nuclear facilities in Russia. Efforts to date to improve
nuclear security in Russia have been effective: today, 80 percent of the
sites where materials are stored have been secured, and current programs
are on a pace to complete this process by 2008. There has been some
progress as well in instilling a security culture, a best practices approach,
and an emphasis on emergency management capabilities.

But there are troubling trends as well. The growing influence of the
security services has created obstacles to accessing some sensitive sites,
though Russian authorities have said that they will upgrade security at
these sites on their own. It is also clear that Russian standards for physi-
cal security are less robust. Moreover, a culture of corruption persists in
Russia, underscoring the risks associated with the insider threat. Many
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small-scale incidents demonstrate this, and while it is a problem the Rus-
sian military seems to appreciate, it is less clear that officials of the Federal
Agency on Atomic Energy have a similar appreciation. Of equal or greater
concern are questions about whether the Russian leadership is willing to
commiit the resources needed to sustain security improvements over time.
If they are not, much of the progress that has been made under bilateral
threat reduction programs could be at risk.

Nuclear Detection

The U.S. organizational focal point for this mission is the Domestic
Nuclear Detection Office (DNDO), which is a jointly staffed national
office established to improve capabilities to detect and report unauthor-
ized attempts to import, possess, store, develop, or transport nuclear or
radiological material for use against the United States. Managed by the
Department of Homeland Security (DHS), the DNDO has formulated
a global nuclear detection architecture with multiple geographic layers
and multiple opportunities for detection, including materials protection,
control, and accountability, overseas border security, port of departure
screening, overseas interdiction, Coast Guard inspections, and U.S. bor-
der protection. A systematic assessment has been performed of these lay-
ers and associated capabilities to encounter, detect, identify, and interdict
the threat. Plans to close capability gaps have been put in place.

Currently, two programs provide the majority of detection assets
to foreign ports of departure: the DOE Megaports initiative and the
DHS Container Security Initiative (CSI), which operates at 50 ports
worldwide. In 2005, CSI ports processed 73 percent of all containers
destined for the United States prior to lading.” Secondary screening
measures are executed on containers that trigger existing detectors.
Future emphasis will be placed on increasing the volume of U.S.-bound
cargo scanned for nuclear and radiological material, using both passive
detection and automated radiography, and transmitting all collected
data to appropriate government authorities. An important R&D thrust
is to develop next-generation passive sensors to enable 100 percent
passive coverage of all official ports of entry, with relocatable assets for
other locations. There is also substantial investment in handheld and
portable systems to support the Border Patrol and Coast Guard, com-
mercial vehicle inspection, expanded surveillance for high-risk cities,
and Federal surge capacity.
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Nuclear Attribution

Developing a robust forensics and attribution capability for covert
nuclear attacks presents major technical, organizational, and policy
challenges. The national-level effort in this area, known as the Domes-
tic Nuclear Event Attribution (DNEA) program, has only recently been
acknowledged publicly. Managed by the Defense Threat Reduction
Agency, the DNEA program (as the DNDO) is an interagency activity.
The focus is on post-detonation technical nuclear forensics that can sup-
port a determination of attribution that would also be informed by intelli-
gence and law enforcement findings. An initial operational capability has
been achieved for improvised nuclear devices, and government authori-
ties have expressed a high degree of confidence that this mission can be
accomplished in a timely way.*! Attention has now turned to radiological
dispersal devices, for which many more potential sources exist.

From a technical standpoint, the forensic requirement is to deter-
mine materials and design, and from there identify the source. For the
former, capabilities such as robotic technologies and deployable field
laboratories are being developed. For the latter, there must be a known
source against which to compare debris, and our database of sources
needs to be as comprehensive as possible. Whether the goal is to support
legal prosecution or to respond politically and militarily to an attack (or
both), it is essential to maintain a chain of evidence and to exercise the
decision process with decisionmakers. Ultimately, attribution is a political
process that will require senior leaders to determine how much and what
kind of information to make available to allies, adversaries, the interna-
tional community, and the public. An effective attribution capability con-
tributes importantly to deterrence.

Nuclear Consequence Management

With the increased concern today about the likelihood of nuclear
use, especially by terrorists, greater attention is being paid to the Nation’s
preparedness to respond to the effects of one or more low-yield nuclear
detonations in a major urban area. In a series of workshops, the Center
for the Study of Weapons of Mass Destruction (WMD Center) undertook
to identify the key questions about such effects that responders would
need answered in the immediate aftermath of an event and to determine
whether the answers would be available to them in a timely way.

In identifying the key questions that would need to be answered, the
WMD Center found that one or more low-yield nuclear detonations in a
major U.S. urban area would directly engage to varying degrees almost
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all US. Federal agencies as well as those of affected states, localities, and
private sector entities. These entities would turn to U.S. nuclear experts,
particularly at the Federal level, to provide fast, accurate, and actionable
responses to a large and diverse set of questions about nuclear effects and
response. The most important questions that U.S. nuclear experts would
be looked upon to field in the immediate aftermath of the detonations
would concern:

mimpacts on key infrastructure, especially communications, transpor-
tation, and power

m government capacity for response, especially the availability of response
personnel and medical resources

m who is in charge of the response

m timely guidance on how to respond, especially evacuation versus shel-
ter-in-place, triage, and movement from the hot zone to a clean zone

m rapid delineation of radiation hazard zones, especially their perimeter
and variability, and whether responders can safely enter.

In examining the Nation’s preparedness to answer those ques-
tions in a timely way, the WMD Center concluded that important,
actionable gaps exist in U.S. preparedness. Most gaps arise from a
failure to communicate existing knowledge effectively about nuclear
effects and the most appropriate responses thereto from national
sources of expertise to responders at state and local levels. Responders
need greater education about nuclear weapons effects and response,
especially regarding radiation. National standards for nuclear response
need to be established and/or harmonized across all levels of govern-
ment. Nuclear response standards and guidance need to be made
available to responders in readily accessible, field-useable form. Clos-
ing some gaps may require new knowledge, which may be obtainable
through modeling/simulation, technological R&D, surveys/invento-
ries, and other research.*?

Improving U.S. preparedness to respond to low-yield nuclear deto-
nations in a major urban area does not necessarily require a new, high-
profile government initiative; it should be possible to accomplish via
existing Federal interagency and Federal/state/local government informa-
tion-sharing and cooperation mechanisms. However, it will require sus-
tained, active leadership and oversight by a national entity with the requi-
site mission and authorities, such as the U.S. Homeland Security Council
or Department of Homeland Security.



THE FUTURE NUCLEAR LANDSCAPE 25

Nuclear Modernization in Russia, China, and the
United States

Russia: Modernized Weapons Central to Security

The discussion of nuclear weapons in Russia is vastly different
from what occurs in the West. Political and military leaders in the
United States and Europe generally seek to avoid open discussion of
national or alliance nuclear weapons issues. In part, this is because these
issues are a point of sharp contention among national security elites
and certain segments of public opinion. It also reflects a widespread
belief among military leaders that our nuclear weapons are decreasingly
relevant to the dominant security challenges we now confront. By con-
trast, Russian leaders speak frequently about the central role of nuclear
weapons in national strategy, acknowledge that Russia’s status as a world
power is based largely on its nuclear arsenal, and tout new develop-
ments in Russian nuclear forces.”* This is intended to remind the world
that Russia remains a nuclear superpower and to strengthen deterrence
at a time when conventional forces remain inadequate and potential
adversaries could question Russia’s resolve or capabilities. These imper-
atives are reflected most notably in the continued priority Russia affords
nuclear forces in allocating defense resources.

Strategic nuclear systems are a budgetary priority for the Kremlin,
even at the expense of needed improvements to conventional forces.*
Moscow seems intent on maintaining a full range of weapon types, and
modernization efforts include the silo-based and road-mobile Topol-M
(8S-27); new ballistic missile submarines armed with the Bulava sub-
marine-launched ballistic missiles (SLBMs); new long-range cruise mis-
siles; maneuverable warheads to penetrate missile defenses; and possible
new intercontinental ballistic missile and SLBM systems.*> However, fis-
cal constraints mean that Russia will not be able to field new systems in
large numbers. In his May 10, 2006, state of the nation speech, President
Putin stated:

We must take into account the plans and development vectors
of other countries’ armed forces, and we must keep ourselves
informed on promising developments, but we should not go
after quantity and simply throw our money to the wind. Our
responses must be based on intellectual superiority. They will
be asymmetrical, not as costly, but they will unquestionably
make our nuclear triad more reliable and effective.*
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The reference to asymmetrical responses would appear to apply
most directly to the Igla maneuverable warhead, which has been tested
at least twice since November 2005, and to a reported hypersonic deliv-
ery vehicle, both of which are intended to penetrate U.S. ballistic missile
defenses. It also reflects the need to do more with less in order to maintain
a nuclear balance with the United States. By most accounts, Russian stra-
tegic forces will decrease in the period ahead for budgetary reasons and
aging to a level below that established by the Moscow Treaty (1,700-2,200
operationally deployed strategic nuclear warheads). Some assessments,
it should be noted, contend that by 2020, Russia will be able to deploy at
least 2,000 nuclear warheads on modernized land- and sea-based systems,
and will be able to sustain this level for 30 years or more.”’

Moscow would like to use the arms control process to mitigate
some of the challenges in maintaining a sufficient and affordable strategic
nuclear force. President Putin has made clear his interest in a new treaty
that would supersede the Strategic Arms Reduction Treaty I (START
I), which expires in 2009, and possibly also the Moscow Treaty, which
expires in 2012. His overall objective is to achieve greater flexibility in
managing Russia’s forces while simplifying START I provisions for verifi-
cation and transparency.”® The prospects and possible contours of a new
agreement are one topic of discussion in a high-level U.S.-Russia strategic
dialogue that has been initiated in recent months. It is worth noting as
well that prominent Russian strategic analysts have been proposing far
more ambitious ideas for transforming the U.S.-Russian nuclear relation-
ship into a fundamentally cooperative one. Most notably, Alexei Arbatov
and Vladimir Dvorkin urge the two sides to move “beyond deterrence”
based on deeper agreed reductions (1,000-1,200 warheads), more exten-
sive data exchanges, joint de-alerting of strategic nuclear forces, opera-
tional constraints on deployed forces, integrated missile early warning,
and cooperative missile defense.”

Press accounts and statements by government officials also suggest
that Russia is engaged in R&D on fourth-generation nuclear weapons
capabilities—for example, precision low-yield nuclear weapons (possibly
with yields as low as a few tens of tons), clean nuclear weapons (including
earth penetrators and neutron weapons), and weapons tailored to create
special effects (such as electromagnetic pulse). Press reports also refer
to more advanced or even exotic research into weapons based on pure
fusion and nuclear isomers. The degree of investment and technical prog-
ress in these areas is uncertain, at least based on open sources, although
some analysts suggest such capabilities would be highly consistent with
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official Russian doctrine, which emphasizes the role of nuclear weapons
in deterring and prevailing in a broad range of nuclear and nonnuclear
contingencies. If, as Russian doctrine proclaims, a lower nuclear thresh-
old is required to deter conflict even down to the local level, then acquir-
ing more usable nuclear weapons that could deliver decisive effects with
presumably manageable escalation risk would be a logical development.

Some analysts go further, seeing in Russia’s investigation of tailored
nuclear weapons a response to Moscow’s inability to influence important
developments in what it considers its traditional sphere of influence (for
example, the Balkan wars, the Iraq war, North Atlantic Treaty Organiza-
tion [NATO] expansion). In this view, such weapons confer a capability
to apply “nuclear pressure” as an instrument of policy to achieve Russian
objectives in a way not possible with higher-yield weapons. Exactly how
is not clear, but presumably this logic holds that armed with such weap-
ons, Moscow could credibly threaten to intervene in regional conflicts
involving outside powers and thus protect Russia’s interests and maximize
Russia’s political influence.*

China: Modernized Forces for Deterrence, Not Supremacy

While we are learning more about China’s nuclear capabilities,
plans, and thinking, there is still insufficient transparency on these issues.
In part, China seeks to cast a nuclear shadow over East Asia by develop-
ing usable forms of coercive power to advance its regional security inter-
ests. This is one reason it places great importance on improvements to its
regional missile forces. Short-range missiles in particular appear central
to Beijing’s strategy should war erupt over Taiwan. The force of short-
range missiles now deployed facing Taiwan has grown dramatically over
the last decade to approximately 700. Some reports suggest these missiles
are dual-capable. In a war over Taiwan involving the United States—
which, if not nuclear, would be conducted under a nuclear shadow—this
missile force could be employed to demonstrate resolve and maintain
strategic initiative as a counter to U.S. deterrence and coercion efforts.
Indeed, many Chinese strategists see the burden of nuclear escalation in
a Taiwan conflict as falling on the United States, and believe Washington
can be restrained, given asymmetric interests and asymmetric willingness
to absorb punishment. One question currently being debated in China’s
strategic community is whether there are ways to use nuclear weapons
that fall beneath the threshold of U.S. nuclear retaliation.*!

China is also motivated to maintain a modern nuclear force in order
to avoid nuclear coercion or blackmail by other major powers; this is an
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enduring legacy from the 1950s and, for Beijing, an essential condition
for proper political relations among the major powers. This requires a
viable nuclear deterrent based on longstanding principles of mutual vul-
nerability. Thus, at the strategic level, the current modernization process
was triggered by the 1996 Taiwan Straits episode, from which China
concluded that it needed to close key gaps in its strategic nuclear forces
in order to maintain an assured retaliatory capability. Chinese strategists
couch this in the language of active deterrence, effectiveness, sufficiency,
counterdeterrence, and countercoercion, and these concepts have moti-
vated a modernization effort that has resulted in a more diverse force with
greater range, mobility, and survivability. The number of deployed long-
range missiles has not grown much but likely will in the period ahead.
Likewise, while estimates have not changed of the number of warheads in
its arsenal, China stands at a threshold for potentially significant stockpile
growth. At least publicly, U.S. estimates reflect a great deal of uncertainty
regarding how large the coming buildup may be. It may be quite limited
but could also encompass thousands of new weapons. Judgments that
China reaches about U.S. intentions will be a key factor in the direction
Beijing chooses.

Indeed, developments in U.S. strategic forces have strongly rein-
forced the urgency attached to China’s nuclear modernization. In par-
ticular, Beijing widely viewed itself as the target of the 2001 U.S. Nuclear
Posture Review (NPR), adding a degree of complexity and uncertainty to
China’s nuclear security environment. From Beijing’s vantage, the logic is
clear: the United States dominates “rogue” states and no longer considers
Russia an enemy. The “China threat,” however, is routinely promoted by
elements of the U.S. strategic community. In this light, Beijing’s concern is
that the New Triad, especially placed in the context of the 2002 National
Security Strategy, signals U.S. intent to “escape the nuclear balance” and
the concept of mutual vulnerability in favor of “absolute security” and
preemption. In particular, China fears the United States may tailor the
New Triad, as well as emerging space capabilities, to negate China’s stra-
tegic nuclear deterrent force, increasing the possibility of nuclear coercion
in a crisis.*

China seems to be following a wait-and-see attitude on how much
of a challenge the New Triad presents, and how to respond. From Beijing’s
perspective, the nuclear modernization program presumably needs to
keep pace with developments in the New Triad, in particular missile
defense. But what if it cannot? Might China then turn to operational fixes
such as launch on warning or even preemptive strategies? This is one of a
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number of open questions as China contemplates its emerging strategic
posture. Another major area of debate concerns the continuing validity
of China’s no-first-use (NFU) doctrine, a debate that has been driven to
some degree by concerns generated by the NPR. The question of whether
NFU should be eliminated or made conditional reflects concerns about
new nonnuclear strike capabilities that could hold at risk Chinese nuclear
forces or important centers of gravity. It also reflects a view that U.S.
rejection of NFU is consistent with the NPR and U.S. efforts to lower the
nuclear threshold.* However, it does not appear that any policy change
is forthcoming. The NFU debate may suggest a growing willingness to
allow open discussion of nuclear policy and doctrine questions—and thus
could be seen as evidence of increased openness and transparency—but
the traditional arguments for a no-first-use policy remain compelling
for Beijing. These arguments are political, moral, and strategic and are
believed to yield significant political benefits for China in the interna-
tional community, especially as it seeks to signal its “peaceful rise” as a
major global power.**

To date, China’s nuclear modernization has had no real impact on
the strategic nuclear balance with the United States. Nothing currently
envisioned by the Chinese leadership appears to portend a competition for
supremacy. The key questions then become how to avoid stumbling into a
more intense strategic competition than either side wants, and how to man-
age respective force modernization strategies in a way that does not poison
the larger political relationship. Both official and unofficial dialogue are
essential to achieve greater transparency regarding capabilities, doctrine,
and plans; better understand Chinese debates and perceptions; and explore
policy approaches and the prospects for exchanges, initiatives, and agree-
ments that could contribute to stability and restraint in the U.S.-China stra-
tegic relationship. As part of this process, the United States needs to build
intellectual capacity to address the range of political-military issues shaping
the relationship. This means investing to build a community of specialists
with the requisite functional and regional expertise to contribute in sus-
tained fashion to both focused analysis and enhanced dialogue.*

The United States: Declining Interest and Expertise, Weak
Consensus on Future

While interest in nuclear weapons is rising in the rest of the world,
the United States since the end of the Cold War has experienced an erosion
of institutional interest and expertise in U.S. nuclear capabilities. A smaller,
less diverse nuclear force has had an impact on Service nuclear career paths.
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Senior DOD civilian leaders seem less engaged and informed than their pre-
decessors. In Congress, only a small group of legislators can be considered
expert or well versed in nuclear weapons issues. For some, it appears, nuclear
weapons are a Cold War tax that no longer needs to be paid. One result is that
there is no meaningful political consensus today on the future direction for
U.S. nuclear weapons. The 2001 Nuclear Posture Review outlined a vision for
a transformed strategic posture in which nuclear weapons would continue to
play an important role, albeit one that could be reduced over time. But while
the NPR has generated significant effort in the Departments of Defense and
Energy to take practical steps to advance the New Triad concept, it did not
generate the kind of public debate on the role of nuclear weapons in U.S.
strategy required to develop a sustainable long-term consensus on policy,
R&D, and investment needs. Indeed, 5 years after the NPR was issued, we are
still hearing calls for starting such a debate.*

There is certainly no lack of strong feeling on these matters, but opinion
is generally polarized between those seeking to adapt the nuclear posture to
the emerging security environment and those who believe that innovation
in nuclear capabilities beyond the requirements of reliability and safety is
both unnecessary and damaging to U.S. nonproliferation objectives. One
camp seeks a more flexible range of nuclear capabilities to cope with threat
uncertainty and enhance deterrence credibility. This camp rejects existential
deterrence and believes that the types of weapons in the U.S. arsenal make a
big difference in the ability to deter. Relying on the Cold War arsenal built to
deter the Soviet Union carries a significant risk of self-deterrence in regional
conflicts where there may be an asymmetry of stakes. New capabilities are
required, and underground testing may be needed to validate these capa-
bilities. By contrast, the other camp believes the historical imperative of the
post—Cold War era is to reduce steadily the number of nuclear weapons and
our reliance on them, and to occupy the moral high ground in the battle
against nuclear proliferation by foregoing force modernization and nuclear
testing. It is morally wrong and strategically unwise to produce new weapons
that are more usable and thereby lower the nuclear threshold. The current
stockpile is adequate to the requirements of deterrence, which is not as prone
to failure as is often argued.

In the policy arena, this clash of perspectives has been most pro-
nounced in congressional consideration of funding for nuclear weapons
R&D. Efforts by the Bush administration to obtain funding to study
enhanced nuclear capabilities (Robust Nuclear Earth Penetrator, Advanced
Concepts Initiative) ultimately fell victim to arguments made by both
Democrats and Republicans that these initiatives were provocative, would
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undermine U.S. nonproliferation strategy, and represented too high a bud-
get priority for the administration in relation to threat reduction activities.
For the moment at least, no political consensus exists to introduce new
kinds of military capabilities into the nuclear force.

Achieving such a consensus will require narrowing what today
appears to be an unbridgeable gap. It will probably require a changed
set of circumstances—perhaps the next use of nuclear weapons or a
regional nuclear war; perhaps generational change in the Congress;
perhaps new leadership in the executive branch. Fundamentally, how-
ever, creating a sustainable political consensus on type and quantity will
require a willingness to reexamine first principles and consider with
fresh eyes the role of nuclear weapons in U.S. security. Hard questions
will need to be answered:

m What roles do we want nuclear weapons to play?

m If high-yield legacy weapons are not responsive to the threats we face,
why retain them in high numbers; why not eliminate them?

m What confidence do we have that a new generation of more discrimi-
nate nuclear weapons (with greater accuracy and lower yield) will ac-
tually be a more effective deterrent against the kinds of adversaries
we now confront?

m If new types of nuclear capabilities are essential to deter effectively,
how do we reconcile this with our nonproliferation objectives and
our exhortations to others to forswear the nuclear option?

m Does not morality compel us to provide our leaders with military
options that are more acceptable morally as well as more rational
strategically?

m Do we not need to keep pace with advances in nuclear weapons tech-
nology being pursued by Russia (and perhaps China), with whom our
strategic relationships over the long term remain uncertain?

What, then, is the basis for action today? The little common ground
that exists between the two opposing nuclear camps concerns the impor-
tance of maintaining a nuclear stockpile that can be certified as reliable
and safe, and finding a way to reduce the stockpile over time by making
the DOE production complex more responsive to new requirements that
could emerge. There seems to be agreement that investing in costly life
extensions for most aging weapons does not make much sense and ulti-
mately could be unaffordable. A sounder course is to retire reserve war-
heads, replace others with simpler, more reliable versions, and establish
a “warm” scientific and production infrastructure in the event that future
military requirements demand a new type of capability. This, in essence,
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is what is now being pursued under the banner of responsive infrastruc-
ture (one leg of the New Triad) and stockpile transformation, the central
element of which is the reliable replacement warhead (RRW). This initia-
tive represents the political art of the possible with respect to U.S. nuclear
weapons today.

The RRW program will provide replacement warheads for legacy
U.S. nuclear weapons. By relaxing Cold War-era design constraints,
replacement warheads can be designed that are easier to manufacture,
use fewer hazardous materials, and incorporate enhanced safety, security,
and use control features. These replacement warheads will reduce the
likelihood that nuclear testing will be needed to resolve technical prob-
lems, and thus allow the capabilities of the current nuclear stockpile to be
extended well into the future with a high degree of confidence. Success-
fully implemented, the RRW concept will also help revitalize the nuclear
weapons design community and preserve the critical skills necessary for
the next generation of scientists and engineers to certify the stockpile
without nuclear testing and, if necessary, adapt existing weapons and
develop new ones.

Ambassador Linton Brooks, while Administrator of the National
Nuclear Security Administration, recently offered the following vision for
a responsive infrastructure enabled by the RRW program to be achieved
around 2030:

The deployed stockpile—almost certainly considerably smaller
than today’s plans call for—has largely been transformed. Reliable
Replacement Warheads . . . are more easily manufactured at fewer
facilities with safer and more environmentally benign materials.
These modified warheads have the same military characteristics,
are carried on the same delivery systems, and hold at risk the
same targets as the variants they replaced, but they have been
re-designed for reliability, security, and ease of maintenance.
Because of this, even though there is almost no one left in the
complex who remembers a nuclear test, let alone has conducted
one, confidence in the stockpile is high. . . . The deployed
stockpile is backed up by a much smaller non-deployed stockpile
than today. . . .The elimination of dangerous and environmentally
difficult materials has made this possible and obviated the need
for large numbers of spare warheads to hedge against reliability
problems. . . . We still worry about a hedge against geopolitical
changes and attempts by others to instigate an arms race. But that
hedge is no longer in aging and obsolete spare warheads but in
the Responsive Infrastructure.. . . . Our Responsive Infrastructure
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can also produce weapons with different or modified military
capabilities if required. The weapons design community that was
revitalized by the RRW program can adapt an existing weapon
within 18 months and design, develop, and begin production of
a new design within 3-4 years of a decision to enter engineering
development . . . new, intrinsic features built into the growing
number of Reliable Replacement Warheads have improved both
safety and security.””

Realizing this ambitious vision is a major undertaking for the
Departments of Energy and Defense. Over time, it seems clear that the
program’s success will be measured by the degree to which it yields a
capability to respond to new military requirements should they emerge,
thereby enabling meaningful stockpile reductions. Less clear is when a
political consensus supporting the development of new nuclear capabili-
ties may emerge.

Adapting Declaratory Policy to Evolving Threats
and Capabilities

Despite significant, even dramatic, changes in U.S. strategy and
security policies in response to new concerns about weapons of mass
destruction and terrorism, there has been little debate about or innova-
tion in declaratory policy in recent years. Some senior policymakers have
suggested that declaratory policy is an underutilized tool in the fight
against proliferation and WMD terrorism and requires more systematic
thought—and not simply in terms of managing crises or the run-up to
conflict, but as an integral element of ongoing efforts to dissuade and
deter new kinds of adversaries and reassure allies. Declaratory policy can
be considered at a number of levels. In part, the challenge is to determine
how best, if at all, to leverage U.S. nuclear capabilities to deter extreme
outcomes, such as WMD use. In part, it is to determine how the United
States can marshal all instruments of national power to underwrite
declaratory policies directed at a broader range of problems, from deter-
ring nuclear transfers to communicating attribution capabilities.

Role of Nuclear Threats in Deterring WMD Use

The longstanding U.S. policy of calculated ambiguity has eschewed
explicit statements concerning how the United States would respond to
WMD attacks in order to avoid both limiting the President’s freedom of
action and placing too high a value on nuclear weapons as an instrument
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of policy. In some actual crises (such as the first Gulf War), the United
States sought to lessen the degree of ambiguity perceived by adversar-
ies by making sharper—if still implicit—threats of nuclear retaliation
in response to egregious acts.*® In this way, U.S. declaratory policy has
attempted to maintain a balance between the requirements of deterrence,
on the one hand, and nonproliferation objectives, on the other.

The benefits and risks of this declaratory posture are well under-
stood; less clear is whether new security concerns argue for adaptations or
changes to declaratory policy. Alternative policies would either make the
threat of nuclear response more explicit, or eliminate it entirely through
some type of no-first-use pledge. Specific alternative policies and their
general rationale include but are not limited to the following.

A More Explicit Threat of Nuclear Response. In an era of more salient
WMD threats, it is necessary to communicate more directly the risks
associated with WMD use against American interests. A policy of assured
nuclear response will induce caution and restraint, as WMD-armed
adversaries will be less inclined to believe they could conduct a WMD
attack and escape the most severe U.S. retaliation.

Retain Nuclear Response Option, but Pledge No First Use. Because the
consequences of chemical or, in particular, biological weapons use could
be so devastating, it is unwise to forego the added increment of deter-
rence that even an implicit nuclear threat can provide. But the normative
restraint against WMD could be strengthened were the United States
to pledge not to initiate the use of such weapons. While stopping short
of renouncing any use of nuclear weapons, such a pledge, in combina-
tion with a record of strict U.S. compliance with the Chemical Weapons
Convention and the Biological Weapons Convention, could nonetheless
enhance the moral legitimacy of U.S. policy by making clear that the sole
purpose of U.S. nuclear weapons is to deter and, if necessary, respond to
the use of WMD. A variant on this concept is to establish an enforceable
international consensus, led by the recognized nuclear weapons states,
against the first use of WMD by a state or subnational group.*

A No-Nuclear-First-Use Policy. Such a policy would go further, in
the belief that adopting roles for nuclear weapons beyond deterrence of
nuclear attack enhances their legitimacy and fuels proliferation pressures
while providing no greater degree of deterrence than already assured by
the mere existence of U.S. nuclear capabilities. Moreover, U.S. conven-
tional military power is sufficient to deter nonnuclear WMD threats. A
no-nuclear-first-use policy would allow the United States to seize the
moral high ground while still protecting its interests.
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A careful exploration of the merits of a shift toward any of these alter-
native declaratory policies will need to address a number of considerations:

m Credibility. Will an explicit nuclear threat be credible, or have WMD-
armed adversaries come to believe that the United States lacks the
will to use nuclear weapons in response to nonnuclear attacks? Does
the character of the U.S. nuclear arsenal make a difference? Similarly,
will anyone believe an explicit U.S. pledge not to use nuclear weapons
first in any circumstance?

mFreedom of action. Would alternative declaratory policies undu-
ly constrain Presidential freedom of action in a crisis or conflict, or
could they be formulated in a way that preserves flexibility in pursu-
ing political and military courses of action?

m Nonproliferation. What impact would alternative declaratory pol-
icies have on nuclear proliferation dynamics? For instance, would
an assured nuclear response policy enhance the perceived value and
utility of nuclear weapons and thereby encourage greater prolifer-
ation, or are proliferation incentives largely unaffected by U.S. de-
claratory policy?

m Reassurance. Are policy alternatives likely to enhance or weaken re-
assurance of allies regarding U.S. commitments to their security, to
deterrence generally, and to nonproliferation objectives?

m Nonlethal attacks. Should declaratory policy explicitly make provisions
for the possibility of nuclear attacks against U.S. interests intended to
avoid large-scale casualties—for example, an EMP attack?

m WMD terror attacks. How should declaratory policy treat the threat
posed by WMD terror groups and, by extension, possible state spon-
sors or facilitators of this threat? The President has said that we will
not distinguish between terrorists and their state sponsors, but a more
specific declaratory statement directed at state support for WMD ter-
rorism potentially could influence the calculus of state actors who
might contemplate aiding terrorists” search for WMD or abetting an
actual attack.®

Deterring and Dissuading the Transfer of Nuclear Capabilities

New concerns about the spread of nuclear capabilities raise new
challenges for declaratory policy. To what degree, and how, should U.S.
declaratory policy address the possible transfer by a state of nuclear capa-
bilities (materials, technology, expertise, components, design/weapon-
ization data, warheads) to hostile third parties (states or terror groups)?
One could argue that developments in this arena, including documented
terrorist interest in nuclear weapons and the extensive covert nuclear pro-
curement network operated by A.Q. Khan, point to gaps in declaratory
policy that should be filled as part of a comprehensive combating-WMD
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strategy that also emphasizes prevention and interdiction. Declaratory
policy can help reinforce the risks associated with nuclear transfers, in
part by indicating some of the specific consequences that would follow
exposure of such activities. This is an area where nonnuclear responses
are likely to figure prominently and where focused concept development
should be undertaken.

Communicating U.S. Attribution Capabilities

As the technical means to attribute nuclear attacks improve, policy-
makers will need to decide how to communicate this capability to potential
adversaries in order to maximize its deterrent value. In doing so, it will be
essential to strike a balance between conveying a credible capability to iden-
tify the source of an attack and protecting intelligence and scientific tech-
niques which, if known to adversaries, could provide the means to compli-
cate the process of forensic investigation and possibly escape attribution.

New Triad Capabilities

Finally, it is worth asking whether the anticipated maturation of
nonnuclear capabilities as part of the New Triad raises issues or new
requirements with respect to declaratory policy. In particular, as missile
defenses and conventional strike systems (both kinetic and nonkinetic)
become more advanced and assume a more prominent role as strategic-
level force assets, there may be value in crafting some specific messages
regarding these capabilities (including their relationship to nuclear forces)
for the consumption of both allies and adversaries.
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