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M. Chairman and Menbers of the Subcommittee:

| am pl eased to have this opportunity to discuss Departnent of
Def ense (DoD) vulnerabilities to waste, fraud and abuse, as well
as opportunities for continuing the nonentum devel oped over the
past few years toward managenent refornms and inprovenents. My
testinmony today will cover the ten areas where we believe
further managenent inprovenent is particularly inportant, based
on recent audit and investigative results. As requested in your
invitation letter, ny remarks will parallel nmy office s response
of Decenmber 3, 1998, to a joint request fromthe House Majority
Leader and the Chairman, House Governnent Reform Commttee, to

identify those problem areas.

W estimate that about 98 percent of the audits conducted by ny
of fice and nost of our approximtely 1,700 open crim nal
investigative cases relate directly or indirectly to the 10 high
risk areas. In each of those areas, there are nunerous problens
that are interrelated, conplex and involve a w de range of

organi zations. Many specific problens, such as inaccurate
financial information, are relatively |ong-standing. O hers,
such as |l arge scale conputer intrusion, have energed only
recently. Let nme briefly summarize for you our concerns, and

our efforts, in each of these areas.



Top 10 DoD Probl em Areas

Fi nanci al Managenment. The DoD renai ns unable to conply with the

various laws requiring auditable financial statenents for its
maj or conponent funds and for the Departnent as a whole. For
fiscal year 1997, only the Mlitary Retirenment Trust Fund
financial statenments received a clean audit opinion; we were
unabl e to provide favorabl e opinions on any other major
statenent. W anticipate simlar results when we issue opinions
next week on the DoD statenments for FY 1998. Due to the
underlyi ng system probl ens, we cannot forecast a significant
difference in overall financial statenent audit opinions for
several nore years. The inability of DoD systens to produce
reliable annual financial statenments al so neans that DoD
managers and commanders | ack nuch of the tinely, accurate and
useful financial information that they need for program decision

maki ng on a day to day basis.

| am pleased to be able to report, however, that the past year
has brought considerably inproved focus on the problem The
Secretary of Defense has explicitly directed the increased

i nvol venent of all functional managers. A successful joint

effort by senior OVMB, GAO, and DoD accounting and auditing



per sonnel has resol ved many questions that had inpeded progress
toward conpliance wth the new Federal accounting standards.

For the first time, the Departnent has an agreed-upon action
plan, with explicit mlestones and delineation of
responsibility, to address the new standards and the “show

st oppers” bl ocking conpliance wth those standards and the

financial reporting statutes.

Al t hough progress has been nade, the DoD remains unable to avoid
havi ng several billions of dollars of disbursenents renmain

unmat ched to valid contracts or orders at any given tine.

Recent Senate hearings also raised |legitimte concerns about the
vul nerability of DoD finance operations, especially to fraud in
the vendor pay area. The Defense Crim nal Investigative
Service, the crimnal investigative armof ny office, is working
with the Defense Finance and Accounting Service to decrease that
vul nerability through such neasures as increased fraud awareness
training and we have about 80 open crimnal investigations

related to finance operations.

The recent case of Staff Sergeant Robert MIler illustrates the
threat and vulnerability to fraud in this area. MIller and an
acconplice were the subjects of a joint investigation by ny

office and the Ofice of Special Investigations, US. Ar Force.



MIler was sentenced to 12 years in prison, dishonorable

di scharge, reduction in rank to E-1 and forfeiture of all pay
and al |l owances for stealing or attenpting to steal $938,535 in
Treasury checks froma DoD finance office in Dayton, Chio, where

he supervised a finance branch.

The efforts of the Defense Crimnal |Investigative Service over
the past 5 fiscal years have resulted in 73 convictions and
recoveries of $4.9 mllion fromcases related to DoD finance
operations. Despite those successes, the |l ack of adequate audit
resources to assess finance operation controls on a continual
basi s hanpers efforts to mnimze risk in this area. Al though
we issued 91 financial audit reports since Cctober 1997, the
great majority of those were on required financial statenents,

not the high risk vendor pay area.

On a positive note, the DoD ended several years of indecision
and i npl enmented a new procedure in Cctober 1998 to i nprove
saf eguards for appropriation integrity in the contractor
progress paynent process. Likew se, at our urging, an effort
was made to discourage the MIlitary Departnents and Def ense
agenci es fromunnecessarily creating overly conplex contracts
and accounting requirenents that increase the |ikelihood of

accounting errors. It is not yet evident, however, that those



organi zati ons are aggressively carrying out the Departnent’s

gui dance.

Weapon System Acqui sition. New weapon systens are needed by

all Mlitary Services to avoid bl ock obsol escence, keep pace
wi th technol ogi cal change and reduce life cycle costs. The
Joint Chiefs of Staff, other DoD | eadership, and the Congress
have acknow edged the significant gap between nodernization
requi renents and planned funding. Increasing the weapons
procurenent share of the budget is a high priority DoD budget
goal. In addition, there are conpelling technol ogi cal and
financial reasons to accelerate the acquisition cycle and cut

per unit costs, especially overhead costs.

The Departnent is relying on very substantial near and | ong term
savings fromreengi neered | ogistics practices and civilian
personnel reductions to enable the planned m gration of funds
into the procurenent accounts. Despite the recent increases in
the DoD topline budget, it is by no neans certain that support
costs can be cut enough to sustain a robust nodernization

effort. In addition, despite many positive acquisition reform
initiatives, we have seen no significant across-the-board

i nprovenent yet in cycle tine and unit cost. It is also by no



means cl ear that the ongoing deep cuts in the DoD acquisition

corps will result in better program nmanagenent.

We have issued 29 audit reports on weapon system acquisition
since Cctober 1997. Findings were related to such matters as
the processes used to determ ne the types and quantities of

systens needed, acquisition strategy and upfront planning for

| ogi stical support.

O her Procurenent |ssues. The vast majority of the several

m | lion annual DoD contracting actions involve equi pnment,

amuni tion, supplies and services, rather than major weapon end
itens such as new ships and mssiles. The sheer volunme and
great variety of DoD contracting activity nmake this a high risk
area. Acquisition reforminitiatives such as pronoting

el ectronic commerce and encouragi ng the use of conmerci al
purchasi ng practices are focused on expediting procurenents,
cutting red tape and reduci ng overhead costs. However, nuch
nore needs to be done to ensure that the DoD acquisition work
force is capable of transitioning to new practices and that

t hose new practices include reasonable controls to safeguard
agai nst the continuing threat of procurenent fraud and

m smanagenent .



We have issued 33 audit reports in this area since Cctober 1997,
approximately half of the coverage that we were able to provide
bef ore our resource cutbacks began. W currently have over 800
open crimnal cases on bribery, conflict of interest,

m schar gi ng, product substitution, false clainms and ot her
procurenent matters. Over the past 5 fiscal years, our cases
related to procurenent have resulted in 948 convictions and $1.1

billion in recoveri es.

Three audits during 1998 on prices being paid for DoD aviation
spares under commercial type contracts illustrated the
difficulty of adopting buying and pricing practices that were
not yet well understood by Governnment personnel. The audits

i ndi cated that the DoD was paying up to several tinmes nore per
item when purchasing fromcomercial catal ogs, than when
previously contracting under traditional procedures. The

Def ense Aut horization Act for Fiscal Year 1999 incl uded
provisions requiring the Departnent to address the probl em
identified by the audits and we have worked with DoD acquisition
officials to devel op an extensive training programfor DoD
procurenent personnel. W do not believe that this problemis
sol ved yet, however, and we are doing further audit work on

spares pri cing.



We strongly support further refinenment of the acquisition rules
and practices that are in place, as well as aggressively seeking
new opportunities for genuine reform It is particularly
inportant to put nore enphasis on reducing costs for procuring
servi ces, because the DoD actually spends nore on services,

i ncl udi ng research, than on procuring hardware. However, we
caution that all reforminitiatives nust be carefully crafted

to safeguard the taxpayers’ interest. The DoD adm nisters over
$800 billion in open contracts and plans to award $135 billion
of new contracts in the current fiscal year. This massive and
extrenely diversified programrequires careful oversight. W do
not support broad attacks on such essential safeguards as
contract audits, the Cost Accounting Standards, the False C ains

Act and the Truth in Negotiations Act.

Health Care. The Defense Health Program serves 8.2 mllion

el igible beneficiaries through a conbination of DoD i nhouse and
outsourced care. Most of the latter is purchased through
managed care support contracts under the TRI CARE Program Tot al

health care costs are nearly $16 billion annually.

As in the overall health care sector of the US econony, the
Def ense Health Programis attenpting to quell strong cost growth

pressure wthout conpromsing the quality of care. The DoD



flexibility is constrai ned because its system nust be capabl e of
shifting to a wartinme nobilization node at any tinme. Cbviously
there are major differences in the nedical skills and supplies
needed to treat peacetine patients, who are nostly retirees and
dependents, and wartinme casualties. The Defense Health
Prograni s cost contai nment chall enges al so are exacerbated by
the continued | ack of good cost information and significant

| evel s of fraud, particularly by sone private sector providers.
We have issued 6 audit reports since October 1997 on health care
i ssues, including al cohol and tobacco rel ated DoD health care
costs and DoD reluctance to put mal practice information into the
National Practitioners Data Base. G ven the size and conplexity
of the Defense Health Program this is marginally adequate audit

coverage, but all that available resources all ow

To conbat health care fraud, the Defense Crimnal Investigative
Service has an active partnership with the TRI CARE Program

O fice. This high degree of cooperation and the speci al
priority that we have given to health care fraud have led to a
significant increase in the nunber of crimnal cases in this
area. W currently have about 500 open crimnal investigations
on health care fraud. The efforts of the Defense Crim nal

| nvestigative Service in this area over the last 5 fiscal years

have resulted in 343 convictions and $1.0 billion in recoveri es.



10

Supply I nventory Managenent. The DoD | ogistics community has

al ways been a proactive user of audit support and we have issued
19 audit reports on inventory nmanagenent since Cctober 1997.

The Departnent has reduced whol esal e supply stocks by nearly a
third and is pursuing a nunber of logistics reforminitiatives
to reduce warehousing requirenents, inplenent nore direct vendor
delivery, and reduce the tinme between when a user puts a request
into the logistics pipeline and when the needed itemis
delivered to that user. Processes for recal cul ati ng what
gquantities need to be stocked and for distributing itens nost

efficiently need additional work, however.

Spare parts shortages are being reported nore frequently by
operational units and audits continue to show that war reserves
are overstocked in sone |ocations, but short of critical itens
in others. The Departnent al so has not overcone probl ens
identified by auditors on the inaccurate demlitarization coding
of itenms before disposal. Fraud and inappropriate disposal
practices remain particular problens in the disposal area, where
we have about 70 open crimnal investigations. This is an
intrinsically high risk area, but the working relationship
between ny office and the Defense Logistics Agency is very good.

Over the past five fiscal years, our efforts on property
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di sposal related cases have resulted in 46 convictions and $.7

mllion in recoveri es.

An exanpl e of a successful investigation involving DoD excess
property was QOperation Breechblock, a joint investigation by ny
office and the Federal Bureau of Investigation. A nunber of
obsol ete conbat vehicles and various equi pnent, including
operational TONm ssile |launchers, were stolen from Fort MCoy,
W sconsin. The vehicles were destined to be used as targets on
mlitary firing ranges, but Governnent enpl oyees responsible for
the vehicles accepted bribes and diverted the vehicles to
private individuals. Docunentation was falsified to reflect
that the vehicles were destroyed on the firing range, although
they were never placed on the ranges. The investigation
resulted in the indictnent of seven individuals (2 Governnent
enpl oyees and 5 private citizens), individual prison ternms of up

to 8 years, and fines and penalties totaling over $1.2 mllion.

Year 2000 Conversion. The DoD depends heavily on aut omated

i nformati on processi ng by about 28,000 systens, 2,274 of which
are considered mssion critical. In addition, weapon systens,
facilities and equi pnment have mllions of enbedded

m croprocessor chips. Because of hardware and software

[imtations, many systens and processors whose functions are
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date sensitive wll not work properly when post-Decenber 31,
1999, dates are introduced. |In addition, systens that are
linked to other systens are vulnerable to failures if all data
exchange partners have not nmade their systens “Y2K conpliant”
and preserved interoperability when maki ng those fixes. Data
exchange partners for DoD systens include allies, coalition
partners, states, other Federal agencies, the National Conmand

Aut hority and private sector suppliers.

| dentifying and fixing conmputer code that is not Y2K conpli ant
are generally not difficult fromthe purely technical

per spective; however, DoD faces a $2.5 billion cost and a
nmonunent al managenent chal | enge because of the scale of the
conversion problem a belated start in seriously addressing it,
and the | egacy of past inattention to good information

t echnol ogy managenent principles. As of January 1999,
approximately 77 percent of mssion critical systens have been
certified as Y2K conpliant. The Departnent is intensively
managi ng the renai ni ng non-conpliant systens and other facets of
the problem such as determ ning the readi ness of suppliers and
other countries. During the past few nonths, the pace of the
DoD effort has accelerated significantly and the critical system
end-to-end testing and operational evaluations are now

begi nning. W believe that the nunber and severity of the
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remai ni ng Y2K conversion issues will not be readily apparent
until at |east June 1999, when nore testing results are
available. This is our top discretionary audit priority and we
have i ssued about 50 reports on it over the |last year and a

hal f .

O her Information Technol ogy Issues. As indicated in 21 recent

audit reports, the DoD faces major problens related to the

acqui sition of conputer systens and the security of both old and
new systens. Currently the Departnent is attenpting to devel op
a new generation of better integrated automated systens.
Virtually every business sector--procurenent, supply,
transportation, finance and others--is significantly changing
its processes and relies heavily on the introduction of new
systens to support those new processes. The nunber of system
acqui sition mgration and nodification projects therefore is
huge. This poses a form dabl e managenent chal | enge, because the
DoD track record for automated system devel opnent has not been
good for many years. Projects have tended to overrun budgets,
slip schedul es, evade data standardi zation and interoperability
requi renents, and shortchange user needs. The huge effort
needed to devel op an accurate inventory of DoD information
systens and their interfaces in order to assess vulnerability to

t he year 2000 conmputing probl em has underscored the need to



revanp the | ax managenent controls that led to the runaway

proliferation of systens.

Wth passage of the Cinger/ Cohen Act, the DoD has been
chal I enged, |ike other Governnment agencies, to inprove its
processes for information technol ogy resource investnents. The
Departnent has sought to inplenent both the dinger/ Cohen Act
and ot her acquisition reform nmeasures simultaneously. W have
concerns that a good bal ance has not yet been found to all ow
system program managers enough flexibility to pronote

i nnovation, while maintaining an effective managenent oversi ght
structure to assure that DoD priorities are nmet and the

$10 billion annual DoD information technol ogy budget is w sely
spent. For exanple, audits have indicated that cost, schedule
and performance baselines are not always established for

i nformati on system devel opnent projects.

The conflicting priorities confronting system devel opers and
users, the technol ogy-driven trend toward open systens, and the
still unproven new nmanagenent oversi ght nechani sns appear to be
conplicating the already difficult DoD informati on assurance
problens. Audits continue to show | ax security measures and
i nadequat e focus by program nmanagers on the threat, despite

cl ear awareness at senior levels of the need for a very high

14
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priority for information assurance. Estimates of the nunber of
intrusions attenpted by hackers into DoD systens each year run
as high as 250,000. It is likely that Y2K conversion is

tenporarily distracting both resources and managenent attention

fromsecurity concerns.

Positive developnments in this area include the recent formation
of the Conputer Network Defense Joint Task Force, which is |ed
by the Deputy Director, Defense Information Systens Agency. The
Task Force will coordinate and spearhead DoD efforts to detect
and react effectively to hacking and other attacks on DoD
automat ed systens. The Defense Crimnal Investigative Service
has established a Defense Information Infrastructure Intrusion

| nvestigation Team which works with Mlitary Departnent agents
in what we termthe DoD Law Enforcenent and Counterintelligence
Cell to support the Joint Task Force. Comon crim nal schenes

i nvol ve unaut hori zed individuals or groups gaining access to DoD
systens for purposes of theft of technol ogical information,

def acenment of websites or other vandalism including denial of
service. Due to the global nature of the threat, we coordinate
extensively with the National Infrastructure Protection Center
and ot her Federal |aw enforcenment agencies on significant
conputer intrusions which affect the Defense Information

Infrastructure. Information is also provided to other
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governnmental | aw enforcenent agencies when it is determ ned that
systens under their investigative cognizance have been

conpr om sed.

Q her Infrastructure |ssues. Disagreenents between the DoD and

Congress over additional base closures and the distribution of
wor kl oad bet ween DoD and private sector maintenance facilities
are major inpedinents to driving down the Departnent’s support
costs. As with supply managenent, other key infrastructure
areas such as transportation, maintenance and facilities offer
many opportunities to cut costs; however, many |ogical neasures
are highly controversial and it is inportant not to create

readi ness shortfalls when trinmng infrastructure.

The DoD is attenpting to control overall environnental costs
through a wide variety of neasures, including nore upfront
enphasi s during weapon systemor facility design on avoiding the
use of hazardous materials. At our urging, the Departnent also
began a pilot programat 18 installations to test the
feasibility of using | SO 14001, which is an internationa
standard on environnental managenent systens to inprove their
effectiveness, especially in identifying emerging requirenents.
The pilot programincludes partnerships with environnental

regul ators. Despite these positive actions, however, this
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remai ns an area where cost containnment is difficult and there is
a significant crimnal threat in matters such as hazardous waste
handling. Currently we have about 50 open crim nal
investigations related to environnmental matters. Defense
Crimnal Investigative Service cases in this area over the past
five fiscal years have lead to 56 convictions and $14.2 million

in recoveri es.

Difficulty in collecting reliable cost information with which

to make outsourcing or restructuring decisions is another major

i nfrastructure managenent problem Audits also indicate
continued problens in determning facility requirenents,
especially for housing, where estinmates of the cost of

noderni zing DoD facilities run as high as $30 billion. The
Department al so continues to struggle with finding the correct
sequence between busi ness process reengi neering, outsourcing
deci sions and staff reductions. W have issued 49 audit reports

in the diverse infrastructure area since October 1997.

Readi ness. The difficulties in maintaining sufficient mlitary
readi ness recently have been the subject of congressional

heari ngs, public dialogue and the President’s budget thenmes for
FY 2000. M office has not perfornmed any recent eval uations of

mlitary personnel recruiting or retention. W have, however,
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assessed how readi ness posture is affected by the changi ng
threat environment, which now includes bona fide information
warfare threats and concerns about weapons of mass destruction
in the hands of terrorists. Accurate reporting of unit |evel
readi ness status remains a major concern. In addition, audits
have i ndi cated weaknesses related to chem cal and bi ol ogi cal

def ense preparedness and conmuni cations capability. W have
issued 12 reports on matters directly related to readi ness since
Cctober 1997. CQur audit coverage of readi ness issues has been
severely inpacted by resource constraints and audit requirenents

related to the year 2000 problem

Tur bul ence From Change. For nost of the past decade and for

perhaps the first tinme, all functional areas within the DoD have
been engaged in fundanental reform and process reengi neering
efforts at the sane tine. This is a promsing trend, because
those areas are interlinked and pieceneal reform has generally
failed in the past. The Departnent confronts a huge task,
however, in coordinating and integrating the hundreds of reform
initiatives so that they do not work at cross purposes with each
ot her or overwhel mthe work force. In addition, the turbul ence
creat ed by whol esal e change brings additional difficult

chal | enges.
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Conflicting priorities, downsizing, outsourcing, dependence on
new and unproven systens or processes, deenphasis on managenment
controls and oversi ght, reorgani zation, sustained requirenents
growt h despite resource constraints, and the conti nued,
unexpectedly intensive, need for frequent US mlitary

depl oynents are putting considerable strain on the Departnent’s
human resources. This turbulent period is one of increased

vul nerability to waste, fraud and m smanagenent.

The Departnent can best mtigate that increased risk by paying
careful attention to the need to inprove, not elimnate,

internal controls. One of the best ways to do so is to maintain
a robust DoD audit and investigative effort. Until recently the
trend has been in the wong direction. Severe cutbacks in ny
office’s audit and investigative resources between 1995 and 1999
have reduced coverage in nost of the high risk areas discussed
inthis testinmony. Fortunately, the Departnent recently altered
its plan for further resource reductions in ny office, but we
remain stretched very thin at a tinme of critical change within

t he Depart nent.

Sunmary
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As the largest and nost conpl ex governnent agency in the world,
t he DoD faces huge managenent challenges. 1In all of the areas
that | have discussed, there is a mx of significant recent
progress toward reform and continui ng maj or probl ens.
CGenerally, the Departnent has been very supportive of our
anti-fraud activities and al so responsive to audit advice on
how to i nprove managenent in these risk areas. Managers have
agreed with about 96 percent of our audit recommendati ons and
have conpl eted action on over 5,200 audit reconmmendati ons over
the past five years, realizing estinmated nonetary benefits of

$18.6 billion.

To assist the Congress in its oversight role, we wll continue
to provide copies of all audit and evaluation reports to about a
dozen congressional commttees and subconm ttees, including
yours. Summaries of exanples of our individual audit reports
and closed crimnal cases are attached to this statenent. In
addition, we wll continue highlighting DoD high risk areas in

the sem annual reports fromny office to the Congress.

Thank you again for your interest in and support for our work at

t he Departnent of Defense.

At t achment



Exanpl es of Recent |nspector Ceneral,
Depart ment of Defense, Reports on
Def ense H gh Ri sk Areas and
Cl osed Crimnal Investigations

Report No. 99-069, Sunmary of Audit Results—BoD | nfornmati on
Assurance Chal | enges, January 22, 1999.

The DoD Annual Statenents of Assurance for FYs 1996 t hrough 1998
identified a material managenent control weakness in the area of
informati on systens security. Audits have been an inportant tool
in identifying that weakness. |In February 1997, the General
Accounting O fice designated information security as a high risk
area throughout the Federal CGovernnent, because weaknesses in
information security, in the face of the growing threat, could
cause critical CGovernnent operations to be highly vulnerable to
wast e, fraud, abuse, and m smanagenent. Sonme DoD esti nates of

t he nunber of annual hacker attacks on DoD systens run as high
as 250,000. This report summarizes 79 reports and revi ews
pertaining to DoD organizations or functions and their

i nformati on assurance efforts. The nost common findi ng was poor
internal access control. The results of the audits support the
need for a nore sustained DoD informati on assurance effort.

Report No. 99-061, M1l Protection Assessnent Test System
Capabi I ties, Decenber 24, 1998.

The M4l Protection Assessnent Test Systemis a portable

i nstrunment designed for face-fit-testing nuclear, biological, and
chem cal protective masks. The Arny has procured 5,954 Mil
Protection Assessnent Test Systens for the Arny, Navy, Air Force
Mari ne Corps, and surety sites.

The audit followed up on our previous work concerning the
adequacy of protective equipnent and related test criteria. W
concl uded that, while progress had been nade, several issues
remai ned open. Those issues included the suitability of the M4l
tester as an operational or conbat condition tester, Arny fit-
factor criteria, uncalibrated testers and training for users of
the system

The Ofice of the Secretary of Defense generally concurred with
the report, but the Arny cooments to the draft report were

nonr esponsi ve and we requested reconsideration. W await
additional Arny comments to the final report. |If open issues
remai n, DoD audit followp procedures provide for the Deputy
Secretary of Defense to adjudicate such matters.



Report No. 99-059, Summary of DoD Year 2000 Conversi on—Audit and
I nspection Results, Decenber 24, 1998.

This report sunmmarizes 142 audit and i nspection reports, reviews
and nenoranduns pertaining to DoD organi zations or functions and
their year 2000 conversion progress. The reports were issued
from August 1997 to Decenber 1998. The nost commonly identified
problenms were initial [ack of managenent attention to the
conversion chal |l enge, poor contingency planning, insufficiently
ri gorous assessnent of systemvulnerability, premature
certification of system conpliance, |ack of information on
suppliers and other countries, infrastructure issues,

i nsufficient coordination of test plans and inaccurate status
reports. Managenent concurred with virtually all findings and

t ook numerous corrective actions.

Report No. 99-012, Use of Funds Appropriated for Mjor Defense
Systens, COctober 14, 1998.

Ni ne of ten major programoffices in the audit sanple |acked cost
accounting systens to track and report program costs by
functional categories, such as systens engi neering, program
managenent, | ogistics, departnental assessnents, test and

eval uation, and acquisition of weapon-systens hardware and
software fromprinme contractors. Because the nine prograns that
we reviewed did not have cost accounting systens, we used budget
execution reports to identify functional cost categories within

t he various appropriations and detailed cost activities
associated wth those cost categories.

The program offices for the 10 systens revi ewed used an average
of about 69 percent of their programdollars to fund prinme
contractors for the devel opnment and acqui sition of weapon systens
har dware and software. Those offices also used an average of
about 31 percent of their funds for other than weapon systens
hardware and software acquisition. The other costs involved
managenent tasks prescribed by DoD regul ati ons and m ssion
support. In addition, Congress and various DoD managenent |evels
directed realignnment of programfunds for a wi de range of other
requi renents. Exanples were snmall business innovative research,
wor ki ng capital fund cash shortfalls, Bosnian operations and
anti-terrorisminitiatives. Because the DoD has several
initiatives under way to reduce overhead, inprove cost

accounting, and achieve better acquisition programstability,

we made no additional recommendations. However, the report
illustrates some of the reasons why procurenent funds do not
stretch as far as initially planned for nost prograns.

Managenment concurred with the report.



Report No. 99-009, Coordination of El ectromagnetic Frequency
Spectrum and | nternational Tel ecommuni cations Agreenents,
Oct ober 9, 1998.

At | east 89 weapons and tel econmuni cations systens were depl oyed
wi thin the European, Pacific, and Sout hwest Asian theaters

wi t hout the proper frequency certification and host-nation
approval. In addition, the MIlitary Exchanges were selling
products that were not covered by or conpliant with host-nation
frequency agreenments. As a result, nuch equi pnrent depl oyed

w t hout host-nation approval and frequency assi gnments cannot
be utilized to full capability for training, exercises,

or operations wthout risking damage to host-nation rel ations
and degraded performance. The program costs associated with

15 of the 89 systens, whose use is hanpered in foreign nations,
total ed al nost $39.5 billion.

The DoD did not periodically evaluate the validity of

i nternational telecomrunications agreenents with allied nations,
providing a strategy of coordinating accountability of

i nternational teleconmunications agreenents throughout the
communi cati ons managenent community, or ensure that the unified
commands and Defense Information Systens Agency conplied with
exi sting policies and guidelines governing international

t el ecommuni cati ons agreenents. The nost recent register of

t el ecomruni cati ons agreenents published by the Defense

| nformati on Systens Agency was over 4 years old. As a result,
the ability to plan, manage, and properly allocate scarce

t el ecomruni cati ons resources i s hanpered and tel ecomruni cati ons
support to the two major theater war scenarios may be inpaired.

Managenent generally concurred and corrective actions are being
initiated.

Report No. 98-168, DoD I npl enmentation of the Nati onal
Practitioner Data Bank (NPDB) Cuidelines, June 26, 1998.

At the request of the Assistant Secretary of Defense (Health
Affairs), we reviewed procedures for reporting DoD health care
practitioners associated with mal practi ce paynents or subjected
to adverse privileging actions.

Al t hough DoD reporting of mal practice paynments to the NPDB

was i nconplete, it confornmed to DoD policy, which mandated

only partial reporting. O the 124 mal practice paynent records
reviewed, 87 (70 percent) had not been reported to the NPDB, and
t hose reported had not been submtted in a tinely manner. As a
result, the NPDB had inconplete and untinely information and
health care entities did not have all relevant information
avai l abl e for making credentialing and privil eging deci sions.



We did not believe that the DoD partial reporting policy conforns
to congressional intent or Departnent of Health and Human
Services preference. Managenment comments to the report were
responsi ve and corrective action is being taken.

Report 98-155, Depot Source of Repair Code, June 15, 1998.

The audit was suggested by the Joint Logistics Commanders. The
overal | objective was to evaluate controls over the depot source
of repair (DSOR) coding process. Specifically, we reviewed the
procedures and controls DoD personnel used to ensure accurate
code input and transfer to the Federal Logistics Information
System The intent of DSOR coding is to facilitate efficient

| ogi stics support planning.

O 410, 308 coded nonconsunabl e itens, an estimted 268, 104 (65.3
percent) were inactive. For the remaining active itens, an
estimated 108,973 (26.7 percent of 410,308 total itens) had
erroneous DSCOR codes. Consequently, DoD mai ntenance managers
were not always aware of established depot repair capabilities

i ncl udi ng duplicate maintenance facilities for 38 of 145 active
itens reviewed. This situation contributes to the excess
capacity in the DoD depots and hanpers the efficiency of the

mai nt enance program Managenent concurred.

Report No. 98-072, Defense Business Operations Fund | nventory
Record Accuracy, February 12, 1998.

This was the fourth in a series of reports on Defense Business
QOperations Fund (DBOF) inventory issues. The overall objective
of the audit was to determ ne whether inventory anmobunts on the FY
1996 DBOF consolidated financial statenments were presented fairly
in accordance with the conprehensive basis of accounting
described in OVB Bulletin No. 94-01.

The DBOF inventory records were not accurate. An estimated 15.8
percent, or about one of every six inventory records represented
by our sanpling, was in error. The errors caused inventory
records to be msstated (overstated and understated) by an
estimated $3.9 billion. The net misstatenent resulting from
those errors was an estimted $336.3 million understatenent of
the $89 billion of on-hand inventory used to prepare FY 1996 DBOF
financial statenents. That net anmount of error made the val ue of
DBOF i nventory on the financial statenments appear accurate
because the overstated amounts of fset nost of the understated
amounts. However, the 15.8 percent error rate represented a

mat eri al managenent control weakness. The inaccurate records
greatly limted the reliability of the financial data.

| naccurate inventory records also distorted the reports used by
inventory managers. Additionally, the inaccurate records can



reduce the effectiveness of logistics support when mlitary
custoners urgently need inventory. The DoD Inventory Control
Points and Retail Storage Activities did not inplenment a plan
to conduct an annual statistical sanple of the FY 1996 DBOF
inventory as required by DoD policy.

Managenment concurred wth the report, which illustrates one of
the many inpedi ments to favorable audit of opinions on DoD
financi al statenents.

Report No. 98-063, Defense Logistics Agency Product Quality
Deficiency Program February 5, 1998.

W initiated the audit in response to a request fromthe
Director, Defense Logistics Agency (DLA). W determ ned whet her
defective products were reported by custoners and, if reported,
whet her they were pronptly investigated and corrected. W also
reviewed progress in establishing and inplenenting the DoD w de
Defici ency Reporting System Program

The DLA was correct in assumng there were ways to inprove the
product quality deficiency program Deficiency reports were
initiated when nonconformng materials were identified, and
investigations into the causes of the deficiencies were pronptly
conducted. However, DLA product quality deficiency

i nvestigations did not always adequately identify the cause of
the reported product deficiencies. As a result, the inventory
control points mssed opportunities to identify contractors with
per formance probl ens, and i nprove product quality. Also, the DLA
Aut omat ed Best Val ue System for tracking contractor past
performance did not fully reflect contractor quality problens.
As a result, DLA increased its risk of procuring products from
contractors with poor past performance. WManagenent concurred.

Report No. 98-064, Commercial and Nonconmerci al Sol e- Source |tens
Procured on Contract NO00383-93-G ML11l, February 6, 1998.

This was the first of a series of reports in response to Defense
Hotline conplaints that for sol e-source conmercial itens (spare
parts) DLA paid contractor catalog prices that were severa
hundred percent higher than the cost-based prices DLA previously
paid for the itens. The primary audit objective was to determ ne
whet her there was nerit to the conplaints.

The conpl ai nt was substantiated, although no | aws were broken.
The DLA paid nodestly discounted catal og prices that were
significantly higher than the cost-based prices DoD previously
paid for the itens. For CYs 1994 through 1996, DLA paid about
$4.5 mllion (in 1997 constant dollars) or an average of about
280 percent nore than fair and reasonable prices for the



$6.1 mllion of comrercial itenms procured under this contract.
The DLA contracting officers also did not effectively negotiate
prices for other (noncomrercial) sole-source itenms. Through cost
anal ysis, we determ ned that DLA paid about $1 million (or nore
than 30 percent) above the fair and reasonabl e price.

In response to the audit, DLA awarded an indefinite-delivery
corporate contract for 216 sol e-source comercial itens at prices
DLA considered fair and reasonable. Estimated savings over a 6-
year period are $83.8 mllion. The DLA is seeking a simlar
pricing arrangenent for 1,567 other sol e-source nonconmerci al

i tens.

Report No. 98-025, Managenent and Adm ni stration of |International
Agreenents in the Departnent of Defense, Novenber 19, 1997.

This report was the second in a series addressing the managenent
and adm ni stration of international agreenents in DoD, based on
observations and information available within the Ofice of the
Secretary of Defense, the Joint Staff, the U S. Pacific Conmand,
and the U S. Central Command. The overall audit objective was
to eval uate whet her the managenent and adm ni stration of

i nternational agreenents between the U.S. and the countries in
Sout hwest Asia and the Pacific Region support joint operations.
We al so eval uated whether the international agreenents
effectively net the requirenents of U S. Forces in support of
U.S. national interests.

The DoD is not adequately overseeing the managenent and

adm nistration of its many thousand agreenents wth other
countries. The DoD el enents have not effectively inventoried,
anal yzed, and updated those agreenents and pl anners | ack
sufficient information concerning them Mnagenent concurr ed.

Report No. 98-023, Inplenentation of the DoD Joint Techni cal
Architecture, Novenber 18, 1997.

The objective was to assess progress in inplenmenting information
processi ng standards as a neans of achieving systens
interoperability. Specifically, we reviewed DoD gui dance and

pl ans for inplenentation of the Joint Technical Architecture
(JTA).

The DoD did not have an integrated or coordi nated approach to
i npl enmenting JTA. As aresult, DoD had little assurance that JTA
woul d neet interoperability goals or DoD woul d efficiently use
the over $10 billion invested annually in information technol ogy.

Managenment concurr ed.



Report No. 98-006, DoD Fam |y Housi ng Requirenments Determ nation,

Cct ober 8, 1997.

The House National Security Conmttee Report acconpanying the
Nat i onal Defense Authorization Act for FY 1996, Report No.

104- 131, June 1, 1995, questioned the different nethodol ogies
used by the Services for neasuring avail abl e housing for
mlitary famlies in local housing markets surrounding mlitary
installations. Based on the Report, we perforned a detailed
conparison of the different nethods used by each Service to
eval uate avail abl e housing in |local markets and an anal ysis

of the appropriateness of a Departnent—-w de standard for the
housi ng mar ket anal ysi s.

The Services use different policies, processes and procedures

to incorporate what they perceive as their particular needs into
housi ng planning. Those practices vary significantly in cost and
do not produce conparable results for determning the famly
housi ng requirenments. As a result, OSD and Congress do not have
sufficient assurance that current famly housing construction
budget subm ssions address the actual fam |y housing requirenents
of the Services in a consistent and valid manner. Managenent
concurred.
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OCT 15 1998

MEMORANDUM FOR CORRESPONDENTS

The O fice of Inspector General (O G, Departnment of Defense
(DoD), announced today that on October 13, 1998, Judge H Dale
Cook, U.S. District Court, Tulsa, OK, sentenced the follow ng
i ndividuals for conspiracy to defraud the Federal Governnent:

T. Robert Hughes, an attorney fromFort Collins, CO to 24 nonths
i mprisonnment, 3 years supervised probation, to pay $236,158 in
restitution to the U S. Arny Corps of Engineers (USACCE) and a
$50 speci al assessnent; Stephen L. Schluneger, Scottsdale, AZ, to
12 nonths inprisonnent, 3 years supervised rel ease, to pay
$10,000 restitution and a $50 special assessnent.

Al so indicted and convicted in the-case was Thomas S.
Rhoades, Col orado Springs, CO  Rhoades died of natural causes on
June 21, 1998. ARCO Properties, Limted, and ARCO Busi ness
Services, two business trusts controlled by Hughes, were al so
convicted during the trial in February 1998. ARCO Properties was
pl aced on 3 years probation and ordered to pay restitution of
$236, 115. 03 and a speci al assessnment of $200. The jury convicted
ARCO Busi ness Services during the sane trial but found the entity
had quit the conspiracy. Judge Cook di sm ssed the count based on
a notion by the defense.

Rhoades and Schl uneger were personal sureties on a USACCE
contract to sandbl ast and paint the gates of the | ocks and dans
on the Arkansas River in klahoma. When the contractor
def aul t ed, Rhoades and Schl uneger signed a takeover agreenent to
conplete the work. They, along with Hughes, an attorney and
trustee of ARCO Busi ness Services and ARCO Properties, devised a
schene to defraud the Governnent. After the contractor
defaul ted, there was $1, 642,739.81 renmaining on the contract. As
sureties, Rhoades and Schl uneger were limted to costs and
expenses by the takeover agreenent. They found a subcontractor,
Skyline Painting (Skyline), who agreed to conplete the work for
$1.2 million. Rhoades and Schl uneger never informed the USACOE
about the subcontract agreenent. As progress paynents were nade
by the USACCE to Rhoades and Schl uneger, paynments were nade to
Skyline. However, Skyline was required to pay the ARCO entities
29 percent of the gross as a finder's fee and for engineering
consul ting services, which were bogus charges. The ARCO entities
kept a share of each paynment, then paid a kickback to Rhoades and
Schl uneger. By the time Skyline was forced to discontinue work
on the project, due to |losses as a result of floods, Rhoades,

Schl uneger and Hughes had stol en $236, 000.

The investigation was conducted by the Defense Crim nal
| nvestigative Service (the investigative armof the OG DoD).
The prosecution was handl ed by Assistant U S. Attorney Gordon
Cecil, Tulsa, K

- END-
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AUG 24 1998

MEMORANDUM FOR CORRESPONDENTS

The office of Inspector General (O G, Departnment of Defense
(DoD), announced today that on August 20, 1998, Charter Hospital
Ol ando South (Charter Hospital), Kissimee, FL, reached an
agreenent with the Departnent of Justice (DoJ) to pay $4.7
mllion to settle a civil conplaint. Two former enpl oyees of
Charter Hospital filed the conplaint on Novenber 6, 1994

An investigation, found that Charter Hospital inproperly
admtted and retained patients for psychiatric treatnent who were
actually suffering fromdenentia, organic brain disorders and
synptons of Al zheiner's Disease. The investigation determ ned
that Charter Hospital personnel knew such treatnment was not
medi cally necessary for patients with those conditions. The
patients included individuals covered by TRI CARE, which is the
DoD nedi cal programthat pays the nedical bills of mlitary
retirees, dependents and other specified individuals who receive
medi cal care fromcivilian doctors and facilities. The
i nvestigation further found that Charter Hospital personnel
falsified patient medical records in order to receive Governnent
rei mbur senent .

The investigation was conducted by the Defense Crim nal
| nvestigative Service (the investigative armof the OG DoD).
T. Reed Stephens, Trial Attorney, Cvil D vision, DoJ, handled
t he prosecution.

- End-
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JUL 24 1998
MEMORANDUM FOR CORRESPONDENTS

The O fice of Inspector General (O G, Departnment of Defense
(DoD), announced today that on July 24, 1998, Charles Cagegi a was
sentenced in U S. District Court, Eastern District of New York,
by Judge Arthur Spatt. Cagegia was sentenced to 21 nonths in
prison, followed by 3 years supervised release, a fine of $9, 000
and a $200 speci al assessnent fee.

On January 29, 1998, a Federal grand jury returned a one-
count indictnment agai nst Cagegia charging himw th a conspiracy
to defraud the Internal Revenue Service (IRS) by commtting
corporate incone tax evasion. On April 21, 1998, a one-count
crimnal information was filed agai nst Cagegia charging himw th
a separate conspiracy to defraud the IRS by commtting corporate
tax evasion. On April 24, 1998, Cagegia pled guilty to both the
i ndi ctment and the information.

Cagegi a operated vari ous busi nesses, including nessenger
servi ces operated under the nanes of We-Go Express and CKD
Cor poration and trucki ng conpani es under the nanes of Suffolk
Distributing and Marietta Trucking. The indictnment was the
result of an ongoing investigation into Royce Aerospace Mterials
Cor poration (Royce), Farm ngdale, NY, a fornmer DoD subcontractor
that provided raw materials such as alumnumand titaniumto
prime DoD contractors. Between 1990 and 1996, Robert Berger, as
presi dent of Royce, conspired with Cagegia by devising a
fictitious invoicing schene that was used to generate cash out of
Royce.

As part of the conspiracy, Cagegi a provided the nanmes of
nunmerous fictitious conpanies to Berger. Checks were then
witten and i ssued from Royce to these fictitious conpanies and
delivered back to Cagegia. Cagegia then cashed these checks
t hrough various met hods, including bank accounts held under his
vari ous business nanmes. The cash was then delivered back to
Berger, less a fee kept by Cagegia, and was used to pay kickbacks
to prinme DoD contractors.

The crimnal information charged that between 1989 and 1996,
Cagegi a’ s various businesses received checks fromcustoners for
work perfornmed. These checks were then deposited to the sane
bank accounts held by Cagegia that were used to cash Royce
checks. Cagegia then withdrew this noney by witing checks to
fictitious individuals and/or to hinself and cashing these checks
t hrough various “check cashers.” Cagegia failed to file
corporate tax returns on the inconme he received fromthese
vari ous busi nesses.
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This investigation was conducted jointly by the Defense
Crimnal Investigative Service (the investigative armof the AOG
DoD) and the Internal Revenue Service. Prosecution was handl ed
by Trial Attorneys Barry Jonas and David Bl och, Tax Division,
Departnent of Justice.

- END-
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APR 13 1998

MEMORANDUM FOR CORRESPONDENTS

The office of Inspector General (O G, Departnment of Defense
(DoD), announced today that on April 9, 1998, the Raytheon
Conpany (Raytheon), entered into a civil settlenment agreenent
with the Governnent in which Raytheon agreed to pay $2.7 nmillion.
The agreenent settles allegations that Raytheon charged the
Government for costs that Raytheon had incurred in marketing its
products to forei gn governnents.

Since 1986, Raytheon's cost accounting procedures have
provi ded for separate accounting treatnent of foreign marketing
costs and donestic marketing costs. These procedures, and the
Cost Accounting Standards of the Federal Acquisition Regulations,
require that Raytheon's foreign marketing costs be allocated to
contracts between Raytheon and its foreign custoners and that
donestic marketing costs be allocated to Governnent contracts.
The Governnent has asserted that nost of the activities of the
Rayt heon i nternational devel opnment function were foreign
marketing activities and that Raytheon inproperly classified the
costs as "division adm nistration"” costs allocable to Governnent
contracts, when they were not.

The investigation was conducted by the Defense Crim nal
| nvestigative Service (the investigative armof the OG DoD),
with audit assistance fromthe Defense Contract Audit Agency.
The negotiation of the settlenent agreenment was handl ed by
Assistant U. S. Attorney George B. Henderson, District of
Massachusetts, Boston, MA

- END-



13

NOV 20 1997
MEMORANDUM FOR CORRESPONDENTS

The office of Inspector General (O G, Departnment of Defense
(DoD), announced today that on Novenber 19, 1997, the MDonnel
Dougl as Aerospace/ Dougl as Aircraft Conpany (DAC), Long Beach, CA
entered into a settlenent agreenment with the Governnent in which
DAC agreed to pay $3.1 million to resolve a civil conplaint filed
in US District Court, Central District of California, Los
Angel es, CA. The settlenent resolves issues relating to cost
m scharging on the G17 Mlitary Transport Plane (MIP) program

The suit alleged that DAC accepted defective, nonconform ng
tooling items from subcontractors for the G17 MIP, in order to
mai ntai n t he appearance of neeting production mlestones and to

obtain progress paynents. It was also alleged that DAC reworked
sone of the defective tooling and billed the rework under its
prime contract with the Governnent, thereby double-billing the

Gover nnent for the sane tool

The DAC, without admtting liability, agreed that of the
$3.1 million settlenent they would pay a contract adjustnent on
the C 17, MIP programof $2 million in the formof an i medi ate
paynent to the Government. The remaining $1.1 mllion would
settle the relator's attorney fees and costs.

The investigation was conducted by the Defense Crim nal
| nvestigative Service (the investigative armof the OG DoD).
Civil prosecution was handl ed by Attorney David Cohen, Commerci al
Litigation D vision, U S. Departnment of Justice.

- End-
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OCT 7 1997
MEMORANDUM FOR CORRESPONDENTS

The O fice of Inspector General (O G, Departnment of Defense
(DoD), announced today that on Cctober 6, 1997, Andrew S.
Shankman was sentenced by Judge Anthony A Alainp in U S
District Court, Southern District of Georgia, Brunswick, GA to
87 nonths incarceration, 3 years supervised rel ease, 400 hours
comunity service, while under supervised rel ease, and a $6, 300
speci al assessnent fee.

Shankman was found guilty by a jury trial on June 27, 1997,
of 125 counts of conspiracy, mail fraud, wire fraud, dispensation
of controll ed substances and noney | aundering. An investigation
di scl osed that Shankman and hi s conpany, Shankman/ Davi dson
Psychi atri c Managenent, |ncorporated, enployed unlicensed
t herapi sts to provide nental health services to beneficiaries of
the Cvilian Health and Medical Program of the Uniforned Services
(CHAMPUS), Medicare and Medicaid, then billed the Governnment
progranms as if Shankman provi ded the services. The CHAMPUS (now
called TRICARE) is the DoD programthat pays the nedical bills of
mlitary retirees, dependents and other specified individuals who
receive nedical care fromcivilian doctors and nedi ca
facilities. From 1992 through 1995, Shankman/Davi dson received
over $5.2 mllion fromthe Governnment prograns.

The investigation was conducted by the Defense Crim nal
| nvestigative Service (the investigative armof the OG DoD),
t he Federal Bureau of Investigation, the Internal Revenue
Service, the Ceorgia Departnent of Medical Assistance and the
Georgia Secretary of State Ofice. Prosecution was handl ed by
Assistant U. S. Attorney Jeffrey J. Buerstatte, Southern D strict
of CGeorgia, Savannah, GA

- End-



15

SEP 22 1997
MEMORANDUM FOR CORRESPONDENTS

The office of Inspector General (O G, Departnment of Defense
(DoD), announced today that on Septenber 19, 1997, Teasa Hutchins
Jr., Tenple HIls, MD, was sentenced by Judge Al bert V. Bryan in
U S District Court, Eastern District of Virginia, Al exandria,

VA, to 21 nonths in prison, followed by 3 years supervised
probation, ordered to pay $168,772 in restitution and a $100
speci al assessnent fee. Sentencing was the result of a June 23,
1997, gquilty plea by Hutchins to one count of enbezzl enent and
theft of public noney.

Hut chins was a civilian enployee assigned as a mlitary pay
supervisor in the Finance and Accounting office, Mlitary
District of Washington, Fort Myer, VA From Decenber 1994
t hrough April 1997, Hutchins m sused his supervisory authority
and his specialized know edge of mlitary pay and the operations
of the Defense Finance and Accounting Service (DFAS) to enbezzle
funds. Hutchins was term nated from enpl oynent at DFAS foll ow ng
his guilty plea.

When he pled guilty, Hutchins admtted to defrauding the U S
Government by enbezzling approxi mately $168, 772 and converting
t he nonies for personal use. Hutchins admtted that he carried
out his schene by fabricating a Social Security Nunber and
subsequently created a ghost account in the nane of a fictitious
mlitary nmenber, Carol M Jones, Lieutenant Colonel, US. Arny.
Hut chins admtted he had falsified various docunents, forged
signatures, and input the false information into the DFAS
mlitary pay conputer systemin order to generate and contro
paynments to the "LTC Jones" pay account. Hutchins then used the
ghost pay account to cause the DFAS over a 28-nonth period to
make a total of 57 electronic fund transfers (EFT) of "LTC Jones”
pay and al |l owances to bank accounts owned by Hutchins and his
girlfriend. To initially conceal his receipt of the noney,
Hut chins had the first three EFTs, totalling approxi mately
$8, 500, deposited into his girlfriend' s checking account in
exchange for cash ki ckbacks.

Hut chins had fled to Chio to avoid prosecution. Before he
was arrested, he had spent approxi mately $10, 000 of the
approxi mately $52, 000 under his control that he had previously
agreed to pay back to the Governnent. |In part paynment, Hutchins
has thus far repaid the Governnent approxi mately $46, 460 and has
agreed to apply the proceeds of the sale of his real and personal
property toward full restitution.
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The investigation was conducted by the Defense Crim nal
| nvestigative Service (the investigative armof the OG DoD),
and the U S. Arny Crimnal Investigation Comrand (USACI DC) .
Prosecuti on was handl ed by Assistant U S. Attorney Daniel L. Bell
1, Eastern District of Virginia, A exandria, VA

- BEnd -
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JUL 24 1997
MEMORANDUM FOR CORRESPONDENTS

The O fice of the Inspector General (O G, Departnent of
Def ense (DoD), announced today that on July 23, 1997, Leo Ant hony
Piatz, Jr., was sentenced in U S. District Court, Wstern
District of Wsconsin, Mudison, W, by Judge Barbara B. Crabb.
Piatz was sentenced to 97 nonths confinenment, 36 nonths of
supervi sed probation and a $600 speci al assessnent. Piatz was
found guilty of 11 counts, to include, conspiracy, bribery and
unl awf ul conversi on of Governnent property. A decision on
restitution will be nmade at a | ater date.

On March 11, 1997, Piatz was found guilty after evidence at
trial established that he gave noney and other itens of value to
various individuals, including civilian U S. Arny enpl oyees at
Ft. MCoy, W. In return, Piatz was allowed to renove mlitary
vehi cl es and heavy equi pnent from Ft. MCoy. The equi pnent
illegally renmoved included TONm ssil e |aunchers, M48 cargo
carriers, snow blowers, a Sheridan Tank, a bulldozer, a 20-ton
crane and forklifts. Piatz, and others, sold, traded or provided
as gifts, the property taken fromFt. MCoy.

This investigation was conducted jointly be the Defense
Crimnal Investigative Service (the investigative armof the AOG
DoD) and the Federal Bureau of Investigation. The prosecution
was conducted by Assistant U S. Attorney's Dan Bach and Rita
Kl enp, Madi son, W.

- End-
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MAY 21 1997

MEMORANDUM FOR CORRESPONDENTS

The O fice of Inspector General (O G, Departnment of Defense
(DoD), announced today that on May 20, 1997, United Technol ogi es
Corporation, Pratt & Whitney (P&W, Governnent Engi ne and Space
Propul sion Division, Wst PalmBeach, FL, entered into a
settlenment agreenent with the Governnent in which P&Wagreed to
pay $14.8 million to resolve a civil conplaint filed by the
Departnent of Justice (DoJ) in April 1995. The civil conplaint
charged that P&Wviol ated the False Clains Act by preparing false
purchase orders and by submtting fal se invoices under the
Foreign Mlitary Sales (FM5S) Credit Program adm ni stered by the
Def ense Security Assistance Agency (DSAA). The programinvol ved
the FMS-funded Lavi Fighter Aircraft that had been under
devel opment by the Israeli Ar Force (I|AF).

An investigation disclosed that during the course of
desi gni ng and devel opi ng the PW120 turbojet engine, as part of
the Lavi Program officials of P&Wentered into an agreenment with
Ram Dotan, a former | AF Brigadier General, to submt $10 million
in false clains for projects not authorized or approved by either
the Israeli governnment or the DSAA. On August 31, 1987, the Lavi
Program was cancel ed and the contract was anmended to have P&W
supply, anong other things, upgrade kits for the P&W F100 engi nes
installed in the | AF F15 fleet. The investigation further
di scl osed that upon cancellation of the program P&Wofficials
agreed to set aside the $10 mllion to be used at the direction
of Dotan and fornmer |AF Lieutenant Col onel Nehem ah Oron.
Bet ween 1987 and 1990, over $2 million of the $10 million was
paid to Yrretco, Incorporated (Yrretco), and Airtech
| ncorporated (Airtech), two New Jersey based subcontractors that
were owned by Yoram Ingbir, an Israeli subcontractor and
associ ate of Dotan and Oron. The profits made by Yrretco and
Airtech were diverted to accounts controlled by Ingbir in New
York, Florida and Switzerland. As part of the settlenent, P&W
w Il repay those funds that renai ned on account with the
corporation. Currently, Ingbir is under indictnent in Israel for
bri bery.

The investigation was conducted by the Defense Crim nal
| nvestigative Service (the investigative armof the OG DoD),
with audit assistance provided by the Defense Contract Audit
Agency. Litigation was handled by Trial Attorneys Shelley Sl ade,
M ke Taxay and Benjam n Vernia, Commercial Litigation Branch, DoJ
G vil D vision, Washington, D.C.

- End-



