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9/11 FIVE YEARS LATER:
GAUGING ISLAMIST TERRORISM

THURSDAY, SEPTEMBER 7, 2006

HOUSE OF REPRESENTATIVES,
SUBCOMMITTEE ON INTERNATIONAL TERRORISM
AND NONPROLIFERATION,
COMMITTEE ON INTERNATIONAL RELATIONS,
Washington, DC.

The Subcommittee met, pursuant to notice, at 3:28 p.m., in room
2172, Rayburn House Office Building, Hon. Edward R. Royce
(Chairman of the Subcommittee) presiding.

Mr. RoYCE. This hearing will now come to order. Monday, Sep-
tember 11, 2006, marks the 5-year anniversary of the terrorist at-
tacks launched by Osama bin Laden’s al-Qaeda network against
the World Trade Center and the Pentagon, which killed over 3,000
U.S. citizens. On this day, Americans will appropriately remember
their fallen countrymen. Inevitably, the question will be asked: Are
we safer? Yes, we are, but the unfortunate reality is that the
Islamist terrorist threat to our country will endure, perhaps for
decades. Today’s hearing is meant to gauge progress in the struggle
against Islamist terrorism with a view toward policy and educating
the American public about this threat.

As President Bush stated this week, and as this Subcommittee
has examined, al-Qaeda since 9/11—under the attack by the United
States and others—has had to drastically reconfigure. Recently,
British authorities disrupted a plot to simultaneously explode up to
10 commercial airliners over the Atlantic Ocean en route to the
United States. Although the plot appears to involve several “home-
grown” British jihadists of Pakistani descent, connections to Paki-
stan may suggest firmer command and control by “al-Qaeda cen-
tral” than counterterrorism officials previously understood. As
summed up recently by a top British official, the threat from
Islamist terrorists “is real, it’s here, it’s deadly, and it’s enduring.”

This summer offered a stark reminder of state-sponsored ter-
rorism, as Iran-backed Hezbollah rained rockets on Israel. I was in
Haifa during one of those attacks and I saw the damage. These
rockets can only be fired indiscriminately and are used to terrorize
civilians. I saw a hospital, Rambam, where there were over 500
people injured by these rocket attacks. Hezbollah is formidable.
Prime Minister Olmert suggested to me that the press revelations
of intelligence and security methods have hampered their counter-
terrorism efforts.

Just as the terrorists have evolved, we as a Government and so-
ciety must evolve too.
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Judge Richard Posner wrote last month:

“To the extent that our laws do handicap us in fighting terror-
ists, it is one more sign that we do not take the threat of ter-
rorism seriously enough to be willing to reexamine a commit-
ment to a rather extravagant conception of civil liberties that
was formed in a different and safer era.”

The overreaction to the Administration’s terrorist surveillance pro-
gram, which aims to intercept al-Qaeda communications, tells me
that Judge Posner is on the mark. The desperate need today is to
find out who the terrorists are, and we shouldn’t shy away from
doing so aggressively.

We should learn a few lessons from others who have extensive
experience in dealing with terrorism on their soil. One way to do
this would be to restart the debate over the creation of a domestic
intelligence service without police powers, similar to the British
MI5. Criminal prosecution and intelligence collection are vastly dif-
ferent tasks, and to date, several have given the FBI poor marks
on intelligence collection. We wouldn’t need to consider such steps
if the threat weren’t all too deadly and enduring.

The challenge is grave. Looking across the map, Islamists have
taken control of large swaths of territory in Somalia, and other
parts of Africa remain susceptible to terrorist exploitation; our de-
pendence upon Middle East oil funds schools of hate; Iraq’s future
is at a crossroads; Iran is aggressively pursuing nuclear weapons;
Afghanistan is showing worrying signs of regression; in the world’s
largest Muslim nation, Indonesia, a once tolerant Islam, is being
radicalized; in Europe, a large, mobile, and educated Muslim popu-
lation includes some who are attracted to terrorism, and who hold
passports that do not require a visa to enter the United States; in
the tri-border area of South America, Hezbollah raises funds; the
Caucasus, southern Thailand . . . almost nowhere is immune to
radical Islamist thought, and all parts of this chessboard are equal-
ly urgent. Complacency is another enemy we face, including here
at home, where things as elementary as border security have been
woefully neglected, as the Subcommittee heard in July field hear-
ings.

Moving forward, we won’t have lasting success against Islamist
terrorism until we are able to counter al-Qaeda’s ideological appeal.
Given the large number of people around the world already sympa-
thetic to Osama bin Laden, this will be a monumental effort. But
with proliferating access to WMD knowledge and material, none
more important. All means of national power must be harnessed
for this effort.

I will close by commenting on the tendency of some to ascribe
most every terrorist threat to our Nation. Listening to some would
have you believe that there would be no terrorism were it not for
supposed shortcomings of Administration policy. They have failed
to note that the forces driving terrorism—Islamic radicalism—have
been long in the making. Indeed, our Nation was attacked several
times before 9/11. Constructive criticism is good, but the bottom
line is that we haven’t been hit since 9/11, despite facing a deter-
mined and resourceful enemy. Homeland and national security pol-
icy, while not perfect, deserves credit for this.
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I will now turn to the Ranking Member for any opening com-
ments he may have. Mr. Sherman.

Mr. SHERMAN. Mr. Chairman, thank you for holding these hear-
ings. It is appropriate as we approach the fifth anniversary of Sep-
tember 11 that we look at the last 5 years and we look at the glob-
al war on terror. And I want to echo your comments that this is
not a matter where a change in U.S. foreign policy would do any-
thing more than whet the appetite of those planning every day to
kill as many Americans as possible.

We should point out that when 9/11 was being conceived and
planned was the high point of the Israeli-Arab peace process, a
time at which Israel was making the maximum level of concessions
and when there was minimum violence in the territories. And yet
that was the very time that Osama bin Laden plotted his attacks.
It is very clear that bin Laden would not be satisfied with a change
in the United States/Israel policy. He wishes the destruction of the
Saudi Government, and that would only whet his appetite until the
Iberian Peninsula was once again returned to Islamic rule, et
cetera, et cetera. We cannot appease those who demand one bite of
the apple. We would whet their appetite for more.

We most focus on one thing and that is nuclear weapons in the
hands of the Iranian state. I don’t think anybody in this room
needs me to go through the rendition, but I will point out that nu-
clear weapons in the hands of the Islamic Republic of Iran could
be used against Israel, could be smuggled into the United States,
or could be used against the Iranian people should there ever be
an uprising or an endangerment of this regime.

Now, the Administration has an image in the world as being
super aggressive. The decision not to just confront and threaten
Saddam, but to invade Iraq, is the one thing that the Administra-
tion is known for, and this was an area where they were over ag-
gressive. But with the exception of the invasion of Iraq, this Ad-
ministration has done little or nothing among the many things it
should have done.

Now, we also did invade Afghanistan, but my friend Dennis
Kucinich voted for that. It is hard to say the Administration was
blazing trails of aggressiveness in its decision to invade Afghani-
stan and topple the Taliban. But it is in the area of dealing with
Iran where we have been meekest and most ineffectual, and the
centrifuges turn as we talk.

Now, President Ahmadinejad has told us what we should do. He
says we should bow down and surrender. Mr. Ahmadinejad, we al-
ready have. We have opened our markets to Iranian exports, not
oil, but just the stuff they couldn’t sell anywhere else and that we
don’t need. We refuse to apply the Iran-Libya Sanctions Act, and
while there was a time when foreign oil companies would abstain
from investing in Iran because they feared that perhaps the United
States would actually follow the law, they have learned that this
Administration is willing to—I don’t know whether it is quite a
criminal act, but it is certainly a failure to carry out the law with
regard to investments in the energy sector of Iran. And as a result,
the Iran-Libya Sanctions Act may be extended by this Congress but
will be ignored by this Administration.



4

The Administration acquiesces in well over a billion dollars of
concessionary World Bank loans. So I have to go back to my con-
stituents, some of whom, as all of our constituents do, question
whether we should have an assertive foreign policy or foreign aid
or any involvement. Isolationism has always been a strain in Amer-
ica. And I have to admit to them that while I support foreign aid,
a portion of our foreign aid money is going to Tehran, and the Ad-
ministration let it happen. Of course, the money gets laundered at
the World Bank before it actually goes to Tehran.

And then, finally, the State Department decides to give a visa to
Iranian former President Khatami. So you have an individual who,
for quite a period of years, headed the largest terror organization
in the world—nmamely, the Government of the Islamic Republic of
Iran—who is invited into our country.

But that isn’t enough. Unlike every other Iranian, he is not sub-
ject to fingerprinting. But that isn’t enough. We decide to use tax-
payer dollars to subsidize the terrorism tour, the terrorism pro-
motion tour of President Khatami. Yes, our tax dollars are paying
for his security. You may wonder what kind of security the Islamic
Republic gave to our officials when they were last in Tehran, or
you may wonder who pays the security when the Rolling Stones
tour America, and then you realize the Rolling Stones aren’t pro-
moting terrorism, Khatami is. And you can claim that Khatami
wasn’t the number one official in the Iranian regime when he had
the title of President. Does that matter? Do we invite the number
two or the number three or the number 5 official of al-Qaeda to
tour our country? No.

But there is a certain symmetry to all of this. During Khatami’s
administration in Iran, that government, both before and after
9/11, provided safe harbor and protection to al-Qaeda terrorists and
used Iranian taxpayer dollars to do so.

Today, during the Bush Administration, United States taxpayer
dollars are used to provide safe harbor and protection for Khatami.
So, you see, everything is balanced.

We need an Administration that really places stopping Iran hav-
ing nuclear weapons as its number one priority, not just in word
but in deed. The problem with this Administration is that it has
literally hundreds of first priorities. Oh, sure, getting Russian co-
operation in the Security Council on the Iran issue is a number one
priority. But so is making sure that Russia’s influence over
Moldova is reduced, and so is trying to prevent Russia from having
any influence in Belarus or Chechnya. So we have a circumstance
where we will not link in our discussions with Russia anything
they care about with what we supposedly link as a first priority.

Likewise, in dealing with China, we never link their currency
manipulation and our willingness to turn a blind eye to it with
their support for Iran and the Security Council. The result will be
either no sanctions or ridiculously weak sanctions.

We will not be able to turn to the Iranian people and point out
to them that there is an economic cost and a world relationship
cost to the policy of their government to keep the centrifuges turn-
ing. And the only bright spot for this Administration is that the
Iranian nuclear test will not occur until after it leaves office.
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Ahmadinejad tells us to bow down and surrender. I think a for-
eign policy that refuses linkage in our discussions with Russia and
China, and that admits Khatami for a tour of the United States for
him to support terrorism, indicates that Mr. Ahmadinejad’s advice
is being accepted in the White House. I yield back.

Mr. RoOYCE. I understand that two of our witnesses have travel
plans. I apologize for our late start because we had a series of votes
on the Floor. Perhaps we should go to Mr. Peter Brookes and Mr.
Frank Gaffney first. I will briefly introduce the two of you. If you
summarize to 3 minutes, and then we could ask you some ques-
tions; and then, Dr. Phares, we will go to you and Mr. Sanderson,
and we will be back on schedule.

Peter Brookes is a Senior Fellow for Foreign Policy and National
Security Affairs at the Heritage Foundation. He is the author of
the recently published book, A Devil’s Triangle: Terrorism, Weapons
of Mass Destruction and Rogue States. He was recently appointed
by Congress as a member of the U.S.-China Economic and Security
Review Commission. Among his previous positions he has served as
a Deputy Assistant Secretary of Defense for Asian and Pacific Af-
fairs and as a staff member on this very Committee.

We also have Frank Gaffney, the founder and president of the
Center for Security Policy in Washington, DC. He is the lead au-
thor of War Footing: 10 Steps America Must Take to Prevail in the
War for the Free World. In addition to being a weekly columnist for
the Washington Times, Mr. Gaffney has also contributed to a num-
ber of national publications. Previously he served as the Assistant
Secretary of Defense for International Security policy, as well as
the Deputy Assistant Secretary of Defense for Nuclear Forces and
Arms Control Policy.

Gentlemen, we will start with Mr. Brookes.

STATEMENT OF MR. PETER BROOKES, SENIOR FELLOW,
NATIONAL SECURITY AFFAIRS, THE HERITAGE FOUNDATION

Mr. BROOKES. Thank you very much, Mr. Chairman, Members of
the Committee. It is an honor and privilege to be here with you
today and be back in my old haunts when I served under Chair-
man Ben Gilman.

I also want to commend you for this very timely hearing.

Mr. RoycCE. Thank you. Pull the microphone a little closer.

Mr. BROOKES. Okay. And I also, before I get started here, I also
want to say that these views are my own and don’t represent the
views of my employer, the Heritage Foundation. I will just go
ahead and summarize quickly, Mr. Chairman, so we can try to
move along as quickly as possible.

I remember where I was on September 11. I happened to be on
the taxiway at Dulles Airport while planes were being flown into
the World Trade Center and into the Pentagon, and but for the
grace of God, I was almost on American Airlines Flight 77 when
I was heading out to Hawaii, South Korea, and Japan on official
duties. I chose a later flight, but I was out there on the taxiway.
And that brush with fate tells me that we really have two—makes
me very much in touch with the idea that we have two enemies in
the war on terror; one is terrorism and the other is complacency.
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I am really worried about that today. I disagree with many of
those who say today that the threat is no longer with us. I think
that that is exactly what those who wish to hurt us would like us
to believe. I think we have made progress in fighting terrorism, but
my view is that this long war is far from over. I am concerned
about some recent events such as the stalemate in the war between
Israel and Hezbollah and how it may have buoyed the political
Islamists and Islamist extremists, and that is particularly trou-
bling to me.

Iran and Afghanistan also continue to be significant and highly
symbolic challenges on the terror front. I think a premature with-
drawal from either would only embolden Islamic radicals and ter-
rorist extremists in their efforts, leading to more death and de-
struction for Americans and others. I think we are dealing with a
protean or evolving enemy. A lot of these terrorists, as you know,
are home grown. They are being radicalized by clerics over the
Internet, by terrorist recruiters. Terrorist groups now not only in-
clude males, but there are women; there are even pregnant moth-
ers, as we saw in the U.K. plot, and converts to Islam, too.

My view is that al-Qaeda is no longer a terrorist group, as it was
on 9/11, but it is a terrorist movement. And I think it has become
a worldwide inspiration to terrorist “wannabes” around the world,
and I think this makes terrorism for us today more diverse geo-
graphically. It makes it less predictable overall and more chal-
lenging to defeat.

I do believe also that our first line of defense is good, actionable
intelligence. That definitely includes the most vigorous collection
and analysis of foreign and domestic terrorist-related information
that our domestic laws and American values such as civil liberties
will permit.

I support well-crafted intelligent law enforcement programs like
the National Security Agency’s terrorist surveillance program, the
PATRIOT Act, and the tracking of terrorist-related international fi-
nancial transactions, among others.

International intelligence and law enforcement operations are a
force multiplier in fighting the transnational threat of terrorism.
Al-Qaeda and its acolytes continue to improve and evolve their
operational terrorist techniques and trade craft and are becoming
increasingly sophisticated in their handiwork. They are making
tremendous use of the Internet, as you well know, for passing oper-
ational information, sharing terrorist trade craft information, and
recruiting new members and fundraising.

Moreover, while al-Qaeda is crippled, it is not dead, and its abil-
ity to inspire other would-be terrorists may be greater than ever.
Even more troubling are the growing ties among terrorist groups
and their sponsors and between terrorist state sponsors of ter-
rorism like Iran and Syria.

While some groups may not seem to be natural allies, divided by
sectarian, ethnic, or other cultural divides, they are clearly willing
to cooperate with each other in achieving common objectives.

Another issue that I think needs to be looked at, and you men-
tioned it, Mr. Chairman, in your opening remarks, is safe havens.
I am particularly worried about the agreement between Pakistan
and some groups along the Afghan border. I think that the Com-
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mittee really should look into this issue. It is not quite clear to me
exactly what we are dealing with here, but I have concerns that al-
Qaeda’s presence in the Pakistan territorial areas, and also as we
press the offensive in Afghanistan, that Taliban members might
find refuge or safe haven in Pakistan. So I think that is something
that the Committee should look at.

I am also worried about Indonesia and the Philippines, as you
mentioned, as well as Somalia.

The bottom line: While we have made significant progress in se-
curing the homeland and fighting terrorism overseas, complacency
about this challenge will prove to be deadly, potentially making the
horrors of 9/11 seem minor in comparison.

Our Nation, our citizens, our Nation’s interests, are still squarely
in the terrorists’ cross-hairs. The fact that we haven’t suffered a
terrorist attack in almost 5 years probably has more to do with
their inability to undertake an attack in the post-9/11 environment,
due to homeland security measures and improved intelligence, than
their desire to strike us. Well-intentioned hopes and wishes that Is-
lamic terror is something that happens overseas, such as in Iragq,
Afghanistan, the U.K., or Spain, or is limited to the unspeakable
horrors of 9/11 nearly 5 years ago, are not based in reality in my
view.

We have to continue to be more imaginative and innovative in
fighting terrorism, but especially overseas where counterterrorism
partners and security may not be as vigilant or as effective as it
is here at home. Regrettably, this latest conspiracy in the U.K. may
not be the last of terrorist plots meant to occur on or near the fifth
anniversary of 9/11 by al-Qaeda or al-Qaeda followers. It certainly
won’t be the last major terrorist scheme we face in our life as
Americans. But, Mr. Chairman, equally dangerous is our own com-
placency about the safety and security of this great Nation against
the Islamic terrorist threat.

Thank you very much.

Mr. RoycCE. Thank you Mr. Brookes.

[The prepared statement of Mr. Brookes follows:]

PREPARED STATEMENT OF MR. PETER BROOKES, SENIOR FELLOW, NATIONAL
SECURITY AFFAIRS, THE HERITAGE FOUNDATION

Mr. Chairman, Members of the Committee, it is an honor and privilege to appear
before you today to discuss the issue of Islamist terrorism in the shadow of the fifth
anniversary of the tragedy of 9/11.

I want to commend you for holding this very timely hearing as there are many
queitions being asked that should be addressed in a prestigious, open forum such
as this.

I am testifying here today as an individual, and my views do not necessarily re-
flect the views of my employer, The Heritage Foundation.

With your permission, Mr. Chairman, I will summarize my remarks and submit
my full testimony for the record.

Mr. Chairman, like every other American of a certain age, I'll never forget where
I was on the morning of September 11th, 2001.

While planes were crashing into the World Trade Center, I sat on the taxiway
at Dulles airport on a United Airlines flight 837 bound for San Francisco, just a few
planes behind the ill-fated American Airlines flight 77 that crashed into the Pen-
tagon, where I served as a Deputy Assistant Secretary of Defense.

Just two weeks prior to 9/11, my executive assistant, Judy Stephens, had offered
me the choice of the earlier American Airlines flight—flight 77—as I planned my
trip to meet with defense counterparts at Pacific Command in Hawaii, Japan and
South Korea.
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I chose the later fight, but for the grace of God do I sit here before you today.

That brush with fate—and the continual troubling news from abroad such as the
British foiling of a terrorist plot to bring down airliners over the Atlantic—reinforces
to me that we have two enemies in the War on Terror: the terrorists themselves
and our own complacency.

Just shy of five years since 9/11, even though we have made progress in fighting
extremism, the reality is that the “Long War” against terrorism appears to be far
from over.

The “stalemate” in the recent Israel-Hezbollah war, and how it has buoyed not
only political Islamists and Islamic extremists, but Iran and Syria as well, is par-
ticularly troubling.

Iraq and Afghanistan also continue to be significant—and highly symbolic—chal-
lenges on the terror front. In my view, Iraq and Afghanistan still remain the central
fronts in the War on Terror. A premature withdrawal from either would only em-
bolden Islamic radicals and terrorist extremists in their efforts, leading to more
death and destruction for Americans and others.

But this latest major terrorist conspiracy in the U.K., described by British au-
thorities as an act to commit “mass murder on an unimaginable scale,” calls for us
to pay attention to some new—and enduring—Ilessons as we continue fighting ter-
rorism both at home and abroad.

First: We're dealing with a protean enemy. Today’s terrorists are often “home-
grown,” being radicalized both at home and abroad by terrorist recruiters, clerics
and over the Internet. Terrorist groups now include women, pregnant mothers, and
converts to Islam. The recent U.K. airline plot and last year’s 7/7 London attacks
are evidence of these trends.

Al Qaeda—which was a terrorist group on 9/11—is now a global terrorist move-
ment. Much to his frustration, Osama bin Laden is now more of a worldwide inspi-
ration to his terrorist “disciples” than an active commander, directing day-day ter-
rorist operations.

Unfortunately, Osama bin Laden’s loss of operational control has served al
Qaeda’s purposes, making Islamic terrorism more diverse geographically, less pre-
dictable overall and more challenging to defeat.

Second: Our first line of defense is good, actionable intelligence. That definitely
includes the most vigorous collection and analysis of foreign—and domestic—ter-
rorist-related information that our domestic laws and American values, such as civil
liberties, will permit.

The foiling of the U.K. airline plot and other terrorist plots clearly shows the im-
portance—and wisdom—behind well-crafted intelligence and law enforcement pro-
grams like the National Security Agency’s Terrorist Surveillance Program (TSP), the
Patriot Act and the tracking of terrorist-related international financial transactions,
among others.

Third: International intelligence and law-enforcement cooperation is a force multi-
plier in fighting the transnational threat of terrorism. The U.S./U.K. collaboration
in foiling this terrorist operation is well known, but cooperation with Pakistan
proved to be critical in ending the conspiracy. The recent bombing plot against
trains in Germany was nipped in the bud by a tip from Lebanese intelligence.

International cooperation in intelligence and law enforcement allows authorities
to be proactive, rather than reactive, in fighting the terrorist scourge. Being ahead
of the curve means preventing lives from being taken by terrorists instead of inves-
tigating how terrorists took the lives after the fact.

A note of caution is also warranted in framing counterterrorism cooperation.
When sharing sensitive counterterrorism information, it is critical that the U.S. find
“trusted agents” within foreign government intelligence and law enforcement agen-
cies that in some cases are penetrated by radicals and or extremists, working
against our efforts.

Fourth: Al Qaeda and its acolytes continue to improve and evolve their oper-
ational terrorist techniques and tradecraft, including becoming increasingly sophisti-
cated in their handiwork. They are already making tremendous use of the Internet
for passing operational information, sharing terrorist tradecraft information, recruit-
ing new members and fundraising.

The recent U.K. plot is a good example of their efforts at innovation: These terror-
ists reportedly planned to smuggle undetectable components such as “liquid explo-
sive ingredients and detonating devices disguised as beverages, electronic devices,
and other common objects” aboard the targeted aircraft.

While this looks similar to a mid-90s al Qaeda operation code-named Bojinka
hatched out of the Philippines to bring down 10 or so U.S. planes over the Pacific,
these new techniques were meant to evade post-9/11 security scrutiny.
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You can’t help but wonder whether any airport screeners—in Britain or anywhere
else—would have been able to prevent the execution of this sophisticated plot if it
hadn’t been interrupted before it went into action.

While al Qaeda is crippled, it is not dead—and its ability to inspire other would-
be terrorists may be greater than ever. Even more troubling are the growing ties
among terrorist groups and their state sponsors—and between state sponsors of ter-
rorism like Iran and Syria. While some groups may not seem to be natural allies,
divided by sectarian, ethnic or other cultural divides, they are clearly willing to co-
operate with each other in achieving common objectives.

Another critical issue is the outcome in Iraq. A failure to defeat terrorism in Iraq
will only validate—once again—its use as a deadly, political tool, encouraging others
to embrace the ideology and tactics of terrorism.

Safe havens, more specifically preventing the establishment of terrorist safe ha-
vens, are also an important issue. In this regard, I am particularly worried about
the islands of the Indonesian and Philippine archipelagos, Pakistan’s border with
Afghanistan and Somalia.

The bottom line? While we’ve made significant progress in securing the homeland
and fighting terrorism overseas, complacency about the challenge of Islamist ter-
rorism will prove to be deadly, potentially making the horrors of 9/11 seem minor
in comparison.

Our nation, our citizens and our national interests are still squarely in the terror-
ists’ crosshairs. The fact that we have not suffered a terrorist attack here in the
United States in nearly five years may have more to do with their inability to un-
dertake an attack in the post-9/11 environment due to the homeland security meas-
ures we've taken and improvements in intelligence collection and analysis than their
desire to strike us.

Well-intentioned hopes and wishes that Islamic terrorism is something that now
only happens overseas, such as in Iraq, Afghanistan, the U.K. or Spain, or was lim-
ited to the unspeakable horrors of 9/11, nearly five years ago, are not based in re-
ality—in my view.

This means that we have to be more imaginative and innovative in our defense
of our interests than the terrorists are on offense. We shouldn’t only be looking for
terrorists under the proverbial lamppost because that is where the light is brightest.
We have to continue to be imaginative and innovative in fighting terrorism.

For instance, we need new security procedures, education, technologies and intel-
ligence sources that can detect and prevent terrorist attacks against American inter-
ests and citizens—especially overseas—where counterterrorism or security may not
be as vigilant or effective as it is here at home.

Of course, being on the offense against the terrorists—using all of the “hard”—
and “soft”—instruments of national power, and in cooperation with international
partners on intelligence and law enforcement—is our best defense.

Regrettably, the U.K. airliner conspiracy may not be the last of the terror plots
meant to occur on or near the fifth anniversary of 9/11 by al Qaeda or al Qaeda-
wannabes. It certainly won’t be the last major terrorist scheme we will face in our
lifetimes as Americans.

While the foiled U.K. plot was a clear win in the War on Terror, probably pre-
venting the death of as many—or more than—the number who tragically died on
9/11, equally dangerous to our safety and security at home and abroad is our own
complacency about the safety and security of this great nation against the Islamist
terrorist threat.

Heritage Foundation Senior Fellow Peter Brookes is a former Deputy Assistant Sec-
retary of Defense, Hill staffer, CIA officer and Naval officer, and the author of the
book “A Devil’s Triangle: Terrorism, WMD and Rogue States.” (Rowman &
Littlefield, 2005)

CONNECTING DOTS: NSA NEEDS PHONE RECORDS

New York Post Online Edition
Peter Brookes

May 16, 2006—Gen. Michael Hayden is going to get an early Memorial Day BBQ-
ing on Thursday. The CIA director-nominee will appear before the Senate Select
Committee on Intelligence, and the senators are sure to go ballistic over the Na-
tional Security Agency’s telephone-calling-record database. Yet, despite the nonsense
that the politically motivated mainstream media and the left have been spouting on
the NSA program, this critical counterterrorism effort isn’t intrusive, illegal—or un-
necessary.
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Let’s start by dispelling some of the more prominent myths perpetuated about the
program:

It’s intrusive: Wrong. The billions of telephone-calling records voluntarily provided
to the NSA by AT&T, Verizon and BellSouth are anonymous. This means they’re
just phone numbers—the caller’s names/addresses aren’t identified in the calling
record.

Moreover, these records include nothing on any of the substance of the phone
calls—just the number, the date and duration. This doesn’t mean that your phone
calls are being monitored by the NSA—or anyone else. That requires a court order.

It’s illegal: Wrong. It’s perfectly legal for the government to receive this informa-
tion. These are considered mere business records. In fact, the Supreme Court has
explicitly ruled that the Fourth Amendment (i.e., the right against unreasonable
search and seizure) doesn’t include phone-calling records.

In Smith v. Maryland (1979), the court found that the Fourth Amendment doesn’t
protect calling records because when you voluntarily use the phone, you voluntarily
share that info with every telephone company that handles the call along the way
to its destination.

It’s unnecessary: Wrong. The program is focused on terrorists, especially the al
Qaeda threat. While we’'ve made progress in neutralizing al Qaeda, the terrorist
group remains dangerous and deadly—and has promised to strike here at home
again.

In fact, the decentralization of al Qaeda has made it a more unpredictable G.e.,
challenging) target for homeland security. And the bombings in London last July re-
mind us of the increased threat arising from homegrown terrorists.

The most glaring absence in all the uproar is a good example of how this informa-
tion might be used to prevent a terrorist act right here in the United States.

Suppose the FBI identifies—today—a terrorist suspect (e.g., Terrorist A) located
right here in the United States from information received from a foreign intelligence
service after a raid on an al Qaeda safe house abroad.

Beyond taking immediate steps to prevent a terrorist attack, one of the first ques-
tions that law enforcement is going to want to answer is whether Terrorist A is
working alone, or as part of a cell or larger group operating here.

There are a couple of ways of determining this. One method is by looking at
how—and with whom—Terrorist A communicates. This is often referred to as “com-
munications-network analysis.”

But, while you might be able to identify with whom Terrorist A is communicating
by monitoring his phone calls once you've determined his terrorist ties, you still
don’t know with whom else he communicated with in the past.

That’s why the NSA wanted the calling-record database. With it, law-enforcement
agents can determine the phone numbers of Terrorist A’s previous contacts. Equally
importantly, they can find out with whom else Terrorist A’s contacts have talked
with.

Through analysis of Terrorist A’s (and associates’) calling patterns using NSA’s
database and supercomputers, officials can develop a schematic of the terrorist orga-
nization’s structure, members—even chain of command.

In other words, they can connect the dots.

No telling what a difference such a counterterrorism program might have had in
preventing 9/11, if such network analysis had been done on the communications pat-
terns of the al Qaeda hijackers.

Sad to say, we live in a time when we should no longer be shocked at the lengths
the mainstream media, or other irresponsible leakers of classified information, will
go to advance their anti-Bush political agenda—even if it means harming our na-
tional security.

We need to remind ourselves that it isn’t by chance that we haven’t had a ter-
rorist attack here in the United States in almost five years. It’s because we’ve estab-
lished a significant counterterrorism program both at home and abroad, including
this NSA effort.

Mr. ROYCE. Mr. Gaffney.

STATEMENT OF MR. FRANK J. GAFFNEY, JR., PRESIDENT AND
CHIEF EXECUTIVE OFFICER, THE CENTER FOR SECURITY
POLICY

Mr. GAFFNEY. Mr. Chairman, thank you for including me in your
deliberations on what I think is the single most important issue of
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our time; namely, the nature of the conflict in which we find our-
selves and what it will take for us to prevail in it.

I understand you are going to admit into the record all of our
statements, and I will just very quickly try to summarize key
points in mine.

The first is that we do have to be clear about the nature of the
enemy we are confronting. This war is not about Iraq alone. It is
not even a war on terror. Though we are fighting a war in Iraq,
to be sure, and we certainly are confronting the use of terror as an
asymmetric weapon, it is a grave disservice, it seems to me, to per-
sist in talking to the American people about this as though those
are really what we are up against, when in fact I think it is much
more accurate to describe this as a war for the free world, a global
conflict against, first and foremost, ideological movement.

Peter has talked about al-Qaeda. I would suggest it is not al-
Qaeda’s movement. Al-Qaeda is one manifestation of something
that I think is properly described as Islamofascism. That is an im-
portant way to characterize this because I think it helps describe
this as something political and totalitarian, very much of a piece
with previous movements of a similar kind and different from the
way most Muslims around the world practice their faith. That is
critically important for two reasons to make this distinction: One
is because to do otherwise is to drive all Muslims into the enemy’s
hands, something that they aspire to, the enemy, and something
that would be a strategic disaster for us.

The other reason that we need to understand this as an ideolog-
ical movement is it compels us to adopt ideological tools to counter
it.

In my submitted testimony, Mr. Chairman, I have drawn on
some of the material that we had in the book that you mention:
War Footing. 1 would just very quickly summarize some of those
ideological tools or counter ideological tools, if you would, as born
of very much the same sort of mindset that Ronald Reagan used
to defeat the last terrible totalitarian movement with global ambi-
tions; namely, Soviet communism. They are, in short, a comprehen-
sive strategy using energy, financial, legal and security measures,
and integrating them into what might be called a political warfare
program. Its goals should be to undermine and divide the enemy,
to split apart and peel away the enemy’s base, to deny the enemy
the social support infrastructure and, needless to say, the safe ha-
vens that shelter its forces, fund its operations and provide its
cadre, pitting enemy factions against one another wherever pos-
sible, and most especially, discrediting the ideological belief system
that legitimizes its cause.

I have in my submitted remarks a number of recommendations.
I would only mention a couple very quickly. One is we have got to
stop evading this issue out of a sense of political correctness or a
reluctance to talk about ideology or buy into claims by some in the
Muslim American leadership, about which I will have more to say
in a minute, that you can’t talk about this ideology and Islam in
the same sentence. That is wrong. We need to delegitimize Islamist
extremism, first and foremost, in the eyes of Muslims. And there
are a number of ways to do that, some of which I think can be very
effective indeed.
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There is a role for Congress. I had the privilege of serving under
Senator Scoop Jackson many years ago, and witnessed the effect
that the Jackson-Vanik amendment had in bringing about an end
to Soviet communism, a start made before Ronald Reagan came
and finished the job.

We need to use our strengths. This body is made up of experts
in the business of political warfare. You and your staff, you and
your consultants, you and your campaign managers understand
these tools very well. They need to be vectored at our enemies, not
just at each other. We need to invest in the tools, the instruments
of political warfare.

This Committee, and, Chairman Royce, you in particular, have
taken an interest in some of these instruments. I commend you for
that. We need to redouble the effort to get our messages out in the
variety of media that are available today. We need not least to re-
inforce and strengthen our friends. This is a point that we lose
sight of too much, I am afraid. And one of those, Israel, is in the
front lines of this, and I think we need to look hard at whether we
are providing it and other allies adequate support.

You asked for a status report on all this, Mr. Chairman. I would
just say that I think there have been some steps made in the right
direction. I am encouraged by some of the statements coming out
of the Administration, alas, very lately, about the character of the
enemy and the nature of this ideological movement. But much,
much more needs to be done. Specifically, I would suggest we need
to get this country on a war footing, to mobilize it as we have in
the past when we faced similar kinds of problems. We have to. And
I commend Congressman Sherman for this. We have to bring co-
herence to this effort because whether it is the Khatami visit, or
whether it is the notion that we can’t negotiate with the bin
Ladens of the world, rightly so, but we can negotiate with their
Shiia Islamofascist counterparts in Iran is crazy making and, I
think, discredits our efforts.

Finally, Mr. Chairman, I would just conclude by saying that one
of the things that worries me most, I agree with Peter about the
complacency. I also think we are severely disserved by the efforts
of those inside our own country who are trying to confuse or ob-
scure or otherwise give comfort to our enemies in this ideological
movement. And some of these are people who have been built up
over time as an apparatus inside the United States, as elsewhere,
for precisely these sorts of political influence or political warfare
purposes. And I have mentioned a number of organizations that I
think are of particular concern in this regard, many of them funded
by the Saudis, our putative allies and friends, but doing real dam-
age to the public’s understanding of the nature of the enemy and
our mobilization to fight it.

This is a strategic mistake of the first order, to impute to these
self-appointed Muslim American leadership organizations the
standing that they claim, let alone relying upon them to do such
things as sensitivity training of the FBI and the military about
how to deal with Muslims. I think this is a grievous mistake.

Finally, Mr. Chairman, I would just say that we do indeed face
an increasingly complex and dangerous world. It is a matter of
time before these enemies secure the weapons of mass destruction
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that the Congressman has talked about, and wield them against us
with devastating effect.

I agree with your assessment. I am glad you quoted Judge
Posner who I think is a very thoughtful man on these subjects. We
must become more serious about this war. The steps that I have
outlined here and that are elaborated upon in the book, are, I
think, all going to be adopted. It is a question of whether we do
it as a matter of urgency and seriousness before we are attacked
again, and potentially far worse than we were 5 years ago, or
whether we do it afterwards.

Thank you for your seriousness on the subject, Mr. Chairman,
and I appreciate the opportunity to comment on these points.

[The prepared statement of Mr. Gaffney follows:]

PREPARED STATEMENT OF MR. FRANK J. GAFFNEY, JR., PRESIDENT AND CHIEF
EXECUTIVE OFFICER, THE CENTER FOR SECURITY POLICY

Mr. Chairman, it is a privilege to be afforded the opportunity to contribute to this
Committee’s deliberations about what is, arguably, the most important issues of our
time: the nature of the conflict in which we find ourselves and what it will take for
us to prevail in it.

CLARITY ABOUT THE ENEMY

This war is not just about Iraq, any more than it is simply a “war on terror.” To
be sure, we are fighting in Iraq and we are contending with the use of terror as
an asymmetric weapon. It is, however, a serious misunderstanding of the nature of
this war—and a grave disservice to the American people—to confine our thinking
about it just to the theater or front that is Iraq and what we “do” about it in isola-
tion. The same is true of the characterization that our enemy is “terror” or “terror-
ists.”

Rather, we are in the midst of the latest in a series of death-struggles between,
on the one hand, a totalitarian ideology bent on world domination and the destruc-
tion of all who stand in the way of that goal and, on the other, freedom-loving peo-
ples. I call it the War for the Free World.

As President Bush and his senior subordinates have pointed out in recent days,
contemporary totalitarians have much in common with their predecessors, the Fas-
cists, Nazis and Communists. For example, today’s enemies amount to an ideological
vanguard or cadre that constitute a relatively small percentage of a much larger
population. Like their forerunners, today’s totalitarians seek to dominate the latter
through violence, coercion and indoctrination. As ever, propaganda, repression, fi-
nancial rewards and the prospect of future glory are used to establish and maintain
effective control of the base. Once that has been accomplished, our generation’s to-
talitarians will inevitably attempt to conquer other populations and lands, as well.

There is, of course, an important difference between the current crop of totali-
tarians and their predecessors: Those that threaten us most immediately cloak their
cause, and justify their aggressive behavior, with a patina of religion. For this rea-
son, I believe they are most accurately described as “Islamofascists” (or Islamist, for
short). President Bush has used a variation on the theme, calling them “Islamic fas-
cists.”

WHY THE IDEOLOGICAL ASPECT MATTERS

It is imperative to appreciate the ideological character of our enemy for two rea-
sons:

First, recognizing that we are up against a totalitarian political movement per-
mits a strategically vital distinction to be drawn between the vast majority of Mus-
lims around the world who practice their faith in a tolerant, peaceable manner, con-
sistent with the laws and values of civil societies, and the Islamofascists who do not.
The latter seek to subjugate such Muslims and non-Muslims alike under a Taliban-
style form of repressive religious rule they describe as Shari’a.

Clarity on this point is made more difficult by three factors: 1) the concerted ef-
forts of some to obscure this distinction (about which I will have more to say in a
moment); 2) the fact that Islamofascists find in some passages of the Koran and cer-
tain traditions in Islam justification for their behavior; and 3) by the success the
Islamofascists have had in suppressing public expressions of opposition from Mus-
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lims who do not subscribe to their Islamist creed. For the moment, however, such
a distinction clearly does exist and it behooves us to help Muslim opponents of the
Islamofascists survive and prevail over our common foes.

Secondly, recognizing that we are up against a totalitarian ideology is essential
to the adoption of instruments of warfare appropriate to defeating its adherents.
The U.S. military and our homeland defenders have important roles to play in car-
rying the fight to the enemy and protecting us against their predations here. They
must be equipped with the wherewithal to do so.

For the former, this requires a substantial and sustained ramp-up in defense
spending, sufficient personnel and training and the steady support of the American
people for the troops and their mission. The latter must be given intelligence, law
enforcement and civil defense tools of sufficient quality, utility and flexibility to
meet the dynamic threats of today and tomorrow. I would put in this category meas-
ures like those contained in the Patriot Act, the recently disclosed Terrorism Sur-
veillance Program and bank transaction monitoring effort.

These steps while absolutely necessary, are not likely to be sufficient. In the final
analysis, though, this war will be won or lost at the political and ideological level.

HOW TO WAGE IDEOLOGICAL WAR AGAINST THE ISLAMOFASCISTS

In our recent book entitled War Footing: Ten Steps America Must Take to Prevail
in the War for the Free World (www.WarFooting.com), my colleagues and I described
how President Reagan waged political warfare against the last horrific totalitarian
m(ivement seeking world domination—Soviet Communism. To summarize, these in-
volve:

Marshal[ling] an array of energy, financial, legal, and security measures
[and] “1ntegTat[1ng them] within an overall strategy of political warfare, a form
of war that specifically attacks the ideological and psychological factors that mo-
tivate our enemies.

Political and psychological warfare strategies are designed to undermine and
divide the enemy: splitting apart and peeling away the enemy’s support base;
denying the enemy the social support infrastructure that shelters its forces,
funds its operations, and provides its cadres; pitting enemy factions against one
another; and discrediting the ideological belief system that legitimizes its cause.

In War Footing, we offer a number of specific recommendations about how Amer-
ica could implement such strategies at this juncture. They include the following:

1. Stop evading the issue. No government strategy to date for the so-called “War
on Terror” has included political warfare as an element of the American arsenal.

2. Devise, staff up, and begin executing a political warfare strategy. Countering the
Islamofascist ideology must be its principal focus.

3. De-legitimize Islamist extremism in the eyes of Muslims, and especially its po-
tential supporters. We need to show that, although violent Islamism is certainly a
problem for us in the West, it is a vastly greater problem for the Muslim commu-
nity.

e Challenge the Islamists on religious grounds. Many Muslim leaders teach the
message of civility and tolerance, and their voices need to be amplified. We
can help call attention to contradictions between Islamism and the Koran, on
such matters as prohibitions of violence against Muslims; relations between
Muslims and “people of the book” (Jews and Christians); the ban on compul-
sion in religion; the doctrine of jihad; the rules of war; killing of innocent ci-
vilians, prohibition of suicide, and so forth.

o Expose economic disaster. There is ample evidence that Islamism, and its im-
position of Shari’a law, results in crippling limitations to economic develop-
ment, and thus to the socioeconomic well-being of Muslims. Relevant cases
are Pakistan, Iran, Sudan, and Nigeria.

Celebrate educational opportunity. Radical Islam has a strongly negative ef-
fect on educational standards, due to its narrow emphasis on Koranic instruc-
tion which fails to equip graduates with any practical job skills, destining
them for jihad or unemployment. Where Islamists hold sway, an erosion in
quality similarly afflicts what had been secular educational systems. There is
evidence, moreover, that with the proliferation of madrassa education, func-
tional illiteracy is spreading, and literacy rates for women are stagnating.
Any serious effort at political warfare must emphasize the huge costs to soci-
eties that do not fully use the talents of half of their population.

o Emphasize progress. Shari’a-ruled countries exhibit a strong bias against
science and technology education, to the huge detriment of their economic de-
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velopment. The 2004 UN Report on Arab Human Development shows that the
Arab world has yet to join the Industrial Revolution—let alone the Informa-
tion Revolution—and that it neither produces much scientific literature nor
carries out real research. A successful political warfare strategy must high-
light this key failure by documenting the numerous religious prohibitions and
restrictions on scientific and technological pursuit imposed by Islamist ide-
ology.

o Enshrine human rights. The regular and officially sanctioned abuse of basic
human rights in Shari’a-dominated countries is yet another glaring Islamist
misdeed that needs to be exposed. Such abuse includes the widespread judi-
cial and customary discrimination and outright mistreatment of women, from
uncivilized practices such as forced marriages to truly inhumane treatment
such as genital mutilation and “honor” killings. Virtually all of these extreme
Islamist tenets and practices stand in direct contradiction to the UN Uni-
versal Declaration of Human Rights—an international human rights standard
to which all of the Shari’a-dominated countries nominally adhere.

4. Use legislative vehicles for political warfare. Congress has an important role to
play. The groundbreaking 1972 Jackson-Vanik Amendment made favorable trade re-
lations with the Soviet Union contingent on its permitting free emigration. Under
the leadership of the remarkable Senator Henry M. Jackson, this legislation proved
to be a powerful congressionally created political weapon, one that was used to deci-
sive effect in de-legitimizing totalitarian Soviet Communism. Sanctions legislation
and assistance to democratic opposition movements can serve a similar purpose in
the War for the Free World.

5. Use our strengths. The good news is that Americans are among the world’s ex-
perts at political warfare. The bad news is that we mainly use it against each other:
After all, the strategies and tactics of any hard-fought election campaign are pre-
cisely the stuff of applied political warfare. The talent, creativity, ingenuity, and,
yes, ruthlessness of top-flight political campaign strategists of both parties should
be mustered for the purpose of fighting our enemies and helping our friends rather
than fighting each other.

The model for such an effort is the “dollar-a-year man,” the highly skilled private-
sector leaders who volunteered their services to the government to assist in the
World War II effort. With this kind of help, we could quickly be well on the way
to building a national political warfare capability.

6. Invest in the instruments of political warfare, including public diplomacy. Pub-
lic diplomacy, intended to influence perceptions, attitudes, and actions abroad, must
be viewed as a form of political warfare. We have been dramatically underfunding
an important area of natural American expertise and capability: multimedia com-
munications aimed at foreign audiences. As part of our War Footing strategy, we
must stop nickel-and-diming our international broadcasting operations. All too fre-
quently in recent years, we have increased transmission to one region at the ex-
pense of reducing it to another.

An immediate and sweeping ramp-up of our international broadcasting capabili-
ties is needed to provide high-quality programming:

e Voice of America; “free radios”; new services like Radio Sawa and Al Hurra;
and support for the extremely effective private-sector broadcasts (for example,
those beamed into Iran from Los Angeles and more innovative, sometimes
covertly sponsored forms).

e A range of formats (television, satellite, AM/FM or shortwave radio or both,
and the Internet).

o Operating twenty-four hours a day, seven days a week, where appropriate.
e Serving every country currently or potentially under assault from Islamism.

The cost of such an ambitious undertaking—though appreciably greater than the
stingy investment we are making in international communications today—pales by
comparison with the costs of military warfare. The investment will be well repaid
if it helps us protect and expand the Free World against the Islamists and their
friends, without resorting to further use of military force.

7. Use the Internet as a tool of political warfare. In particular, the power of cre-
ative Web sites,Webcasting, and blogging should be aggressively exploited.

8. Strengthen the CIA clandestine services, and authorize and fund them for long-
term strategic political warfare.

9. Grant the Department of Defense the primary responsibility for political war-
fare. Just as the State Department leads in public diplomacy, the “warfare” side of
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communications is legitimately a Pentagon function and must not be assigned to our
diplomats.

10. Don'’t forget political warfare in non-Islamist areas. The United States must
combat adversarial political warfare wherever it arises, even in countries tradition-
ally considered friendly. Despite their differences, the United States and Germany
continue to have strong political, economic, cultural, and military ties. Yet the So-
cialist/Green coalition ruling Germany during the first years of the war went out
of bounds in its differences with U.S. policy—to the point of deliberately under-
mining American security interests for the sake of political gain in domestic elec-
tions. When politicians cross the line between opposition and sabotage, the United
States must have capabilities to battle them politically.

11. Reinforce and strengthen our friends. By demonstrating that there are not only
consequences for opposing us, but also real and tangible benefits from supporting
us, we can maximize the chances of our success. Critical in this regard is the Amer-
ican commitment to the continued survival of one of the most exposed countries of
the Free World: Israel.

A STATUS REPORT

Mr. Chairman, I am sorry to say that much needs to be done in all of these areas.
I commend President Bush for the courageous way in which he has begun to talk
about the Islamic fascists and the totalitarian ideology they seek to use to justify
the destruction of anti-Islamist Muslims and non-Muslims, alike. This is an abso-
lutely essential precondition to other vital steps.

Yet, as the foregoing list suggests, unless the President’s rhetoric is backed up
with decisive actions—that is, putting the country on a true war footing, involving
among other things, devising the requisite political warfare strategies and applying
proven techniques to execute them—it will neither deserve nor receive the needed
support from the American people, let alone translate into victory.

It is imperative, moreover, that U.S. policy be coherent and that still is not always
the case. For example, it was striking that, in his excellent speech before the Mili-
tary Officers Association of America on September 5th, President Bush forcefully ex-
plained why it is not possible to appease or negotiate with Islamofascists like al
Qaeda and its allies. He then proceeded to show convincingly that the behavior and
ambitions of such Sunni extremists are shared by their Shia counterparts led by
Iran. Yet, his State Department is actively promoting the notion that we can safely
and successfully engage in negotiations with Islamofascists like Mahmoud
Ahmadinejad and the ruling mullahs in Tehran.

Friends and foes alike are affected in ways harmful to our interests by such a
manifest lack of consistency and principle. (One case in point is the recent, increas-
ingly aggressive behavior of Iran, both directly on the nuclear issue and in Iraq and
through its proxy, Hezbollah, in Lebanon. Another is the deal recently struck by our
putative ally, Pakistan with tribal leaders in its western territories, affording what
ainounts to a safe haven there for al Qaeda.) The same applies to the American peo-
ple.

THE ENEMY WITHIN

Finally, Mr. Chairman, we must recognize that America’s current totalitarian foe
enjoys an advantage of which its forerunners could only have dreamt: Thanks in
large measure to an investment by Saudi Arabia going back three decades and cost-
ing many tens of billions of dollars, there is in place in this country an apparatus
that is at best sympathetic to the Islamists, and at worst an incipient Fifth Column.

This apparatus has a substantial organizational footprint all across the United
States. Its elements include: mosques and associated religious schools (madrassas),
by some estimates 80% of which have their financing provided by Saudi Arabia; in-
doctrination efforts on college campuses; recruitment programs run under the guise
of prison and military chaplain programs; and front organizations responsible for po-
litical influence operations aimed at professional, ecumenical, media and govern-
mental targets.

The Bush Administration, the Congress and the press must be alive to the danger
posed by such entities and their activities. This is especially true insofar as these
organizations have realized that, by cloaking themselves as adherents to a religion
rather than an ideological movement, they can exploit civil liberties afforded by tol-
erant liberal democracies to undermine them.

Yet, to an astonishing degree, nearly five years into the active phase of this War
for the Free World, we continue to treat many of these organizations—notably, the
Council on American-Islamic Relations, the Islamic Society of North America, the
Muslim Students Associations and others associated with and/or funded by the
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Saudi-directed Muslim World League—as though they are what they purport to be:
legitimate leaders of the Muslim-American and Arab-American communities and
both necessary and valued interlocutors with those communities.

In my view, such organizations do not represent the majority of this country’s
Muslims or Arabs. It is a strategic mistake of the first order to legitimate their bid
to do so by: having senior U.S. government officials meet with and seek the counsel
of their representatives, allowing such groups to shape—Ilet alone dictate—policy or
entrust to them such tasks as “Muslim sensitivity training” for the FBI, military
or other agencies.

The Islamist footprint in America places a special premium on having robust in-
telligence sources and methods and effective cooperation between the intelligence
and law enforcement communities. Since U.S. soil is also a theater in the War for
the Free World, it behooves us to ensure that the Commander-in-Chief’s inherent
powers to intercept and monitor battlefield communications remains unencumbered,
esven when at least one of the parties to such communications is in the United

tates.

CONCLUSION

In short, Mr. Chairman, we confront a complex, multifaceted and increasingly
dangerous world. Islamofascists are on the march. They benefit from the state-spon-
sorship of oil-rich regimes that subscribe to one strain or another of this totalitarian
ideology. Such wealth and the determination to destroy us that is a central purpose
of our enemies makes it—all other things being equal—just a matter of time before
their attacks on us and/or our allies are inflicted with weapons of mass destruction.

To make matters worse, governments that are not themselves Islamist (such as
that of Vladimir Putin in Russia, the Communist Chinese, Kim Jong II’s regime in
North Korea and Hugo Chavez’s in Venezuela) are aiding and abetting the
Islamofascists.

This combination of factors leaves us no choice but to get far more serious about
this war than we have been to date. Serious in terms of the nature of the enemy.
Serious in terms of what it will take to defeat it—from a vastly larger investment
in our military to the mobilization of our people, resources and energies. And serious
about adopting the policies and programs, including counter-ideological political
warfare-related ones, necessary to ensure that we prevail in this War for the Free
World.

I hope that my observations today will help this Committee and the Congress play
their respective, indispensable roles in achieving that level of seriousness.

Mr. RoYCE. Thank you Mr. Gaffney. We will go to a quick round
of questioning here from our panel, starting with Mr. Sherman and
then going to Mr. Poe and Congresswoman Watson. After that we
will go to Dr. Phares and Mr. Sanderson.

Do you have any questions at this time?

Mr. SHERMAN. Yes. I would point out that one of the big ques-
tions is why we haven’t been hit so far. I would point out that the
Islamic terrorists have learned something. When they carried out
a successful attack against the United States on 9/11, it rallied
America to undertake action, some of it poorly planned, against
them. When they attacked Madrid, it mobilized that country to
withdraw from Iraq and to some extent the war on terrorism in
general. So I wonder, have the terrorists decided that the way to
use terrorism most effectively is to attack Europeans and/or flights
between the United States and Europe on the theory that that, by
picking off our allies one at a time, that that will be an effective
strategy, and/or have they determined that attacks on American
soil are counterproductive to their efforts?

Mr. GAFFNEY. I don’t think any of us know the answer to that
question. My guess is that this movement is sufficiently inchoate,
that there is probably not any direct, you know, command and con-
trol that is saying let’s attack now or let’s not attack now or let’s
attack them or not attack the others. The truth is I think we are
seeing evidence that people are trying to attack us. So I think part
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of this is a function of the law enforcement and intelligence au-
thorities doing their job, having the tools they need to do the job,
thank God, doing it successfully. I think, frankly, part of this is
providence. But I must tell you also, Congressman, I worry that
part of this is, to the extent that there may be deliberation going
on here, that there is a decision that has been made to try to hurt
us in a very substantial way, rather than in piecemeal fashion that
might simply have the effect of reenergizing this country, perhaps
getting the adoption of this war footing that I am talking about.
There are ways that it is clear that a very very catastrophic effect
could be achieved by these people, and I worry that they are work-
ing toward that rather than using more isolated and less con-
sequential attacks to provoke us.

Mr. SHERMAN. I would like both you and the other witness who
were testifying earlier to answer this in the context of Timothy
McVeigh demonstrated that you don’t have to be a rocket scientist
to blow up a building in America. The recent arrests in London
have shown that if you try to carry out an operation of 9/11 propor-
tions, that that is difficult to do, particularly in a post-9/11 world.

Why is al-Qaeda not hitting us one building at a time? Are they
really incapable of blowing up any building anywhere in the United
States, or have they decided that they just don’t want to do some-
thing of a modest scale?

Mr. BROOKES. Mr. Sherman, I think they would do it if they
could. I think we have put up significant barriers to them using in-
telligence, law enforcement, legal mechanisms, taking the fight
overseas. I think they would definitely do it. I think that we have
just gotten in their way as they have seen us as the biggest obsta-
cle to achieving their global ambitions. I think we have done the
same thing here.

Mr. SHERMAN. You think we have got them disempowered in the
United States to the point where they are not as powerful as Tim-
othy McVeigh?

Mr. BROOKES. I would say that that is the case, although I—
gosh, knock on wood, right? But I think that that is the case. I
think we have put a lot of barriers in their way and it is extremely
difficult for them to undertake an act of terrorism here in the U.S.
But that doesn’t undermine their desire to do so.

Mr. SHERMAN. I believe my time has expired. Thank you.

Mr. RoYCE. Mr. Poe.

Mr. PoEk. Thank you, Mr. Chairman. Both of you made comments
about the fact that our Government is evading the issue. We have
complacency. That is kind of the general attitude. I would like to
just be specific about that. What do you mean? Either one of you.

Mr. BROOKES. Well, there have been a number of commentators,
journals, magazines, academics opining about why we have not had
an attack; that this scourge is beyond us, that it happened on 9/11,
it is not going to happen again. And I am very concerned that we
will let down our guard. And if we do, then I think, just as I said
to Mr. Sherman, that we are going to see some sort of terrible
event either happening here, or, what I am really worried about is
overseas where some of our counterterrorism partners and the se-
curity isn’t at the levels that we see here in the United States.
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Mr. GAFFNEY. Congressman, I would say that evidence of com-
placency that worries me is the misunderstanding that we can af-
ford defeatism with respect to any aspect of this conflict. The no-
tion that we can safely withdraw from Iraq, for example, because
it has turned out to be hard and messy, is, I am afraid, evidence
of people who are not approaching this with the appropriate seri-
ousness. It certainly doesn’t equate to an appreciation that we will
find ourselves emboldening these Islamofascists were we to yield to
them anywhere, let alone in a major place like Iraq where we have
tried so hard to have things come out differently.

That is the complacency that I worry about, and we see it in a
lot of polls that people think, oh, this doesn’t have anything to do
with the war on terror, as well as confusion about whether, as
Peter says, there really is a war on terror.

Mr. PoE. What do you see—you said the global mission of terror-
ists. I am from Texas so keep it simple. What is the global mission
that you see of terrorists?

Mr. GAFFNEY. The global ambition, I think, is what I was trying
to get across, that I am referring to, is to create a worldwide
Islamist government; caliphate, some call it. Some have other
names for it. But the idea is to compel all Muslims, as I say, many
of whom do not want to go there, as well as all non-Muslims, to
subject themselves to this form of government. That is the totali-
tarian ambition of a political character, which is really quite remi-
niscent to that of others that preceded it, Nazism, communism, ex-
cept this has got that overlay that it is God’s will to have it be this
way.

Mr. POE. One quick question. The two bombs that were found in
suitcases in Germany in the last 2 weeks that did not detonate, I
think the jury is still out on why they didn’t detonate. Who do you
think is responsible for that?

Mr. BROOKES. It appears to come from Lebanon. And in fact as
I mentioned the importance of international cooperation, the Ger-
mans from my understanding received a tip from Lebanese intel-
ligence about this. And it appears that the would-be terrorists were
somewhat bunglers as well in terms of their trade craft and in
terms of their ability to put these weapons together. But the fact
is that it certainly could have been a tragedy on the scale of what
we saw in Madrid or even in London.

Mr. RoYCE. The answer from the terrorists was that the Danish
cartoonists were responsible because they were responding to the
Danish cartoons and thought that they would take their battle for
some reason to the German civilian population in response. That
was their quote.

Congressman Diane Watson.

Ms. WATSON. Much of what I am going to say I am directing to-
ward Mr. Gaffney. I was listening very intently and reading over
your remarks. I find them very contradictory. You talk about we
must use the tools of ideology, and then you talk about a war on
terrorism. Well, if terrorism is an ideology, who are you pointing
your guns at?

You talk about defeatism. You talk about not pulling our troops
out of Iraq. Who is the enemy in Iraq? I have not been able to iden-
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tify is? it the Sunnis; is it the Shiites; is it the Kurds; is it the Ira-
nians?

Now I hear the Administration trying to say the war on ter-
rorism is on the fields in Iraq. I want to quote something Martin
Luther King said: “An eye for an eye leaves everyone blind. A tooth
for a tooth leaves everyone toothless. A body for a body will leave
everyone dead.”

How have you won the war on terrorism? If it is an ideology,
then what is victory in Iraq? Why do we have to have guns pointed
and ammunition if we are trying to win a movement? I don’t even
think we ought to call it a war. It is a movement against, I think,
terrorism; is it not? You can respond in just a minute.

And then, too, of course, I am antiwar. Do you think we will ever
evolve to the level where we don’t have to use a gun or other weap-
ons to fight terrorism? How do we win the hearts and the minds
of people who want to do us harm and who hate us? Do we actually
go on foreign soil and shoot everyone in sight that we think might
be?

I am very confused. If you say we must use the tools of political
warfare against terrorism, and then we talk about Muslim ide-
ology, they seem to think it is a global war against Islam. And so
how do you separate it out, you know, the shooting war and the
war for the minds and hearts? And how do we show we have won
it in Iraq? When is victory declared? The President says when they
stand up, we will stand down. What does that mean?

And we have had more of our people killed since they declared
mission accomplished. I thought our mission was to go in, find the
weapons of mass destruction, get Saddam Hussein, put him on
trial, and give justice. We are still fighting. And I don’t understand
what it is. They have an elected Parliament. I don’t understand
what victory is in Iraq. Can you explain, please?

Mr. GAFFNEY. I will try to do justice to as many of those ques-
tions as I can in the short time.

Ms. WATSON. I have personally eschewed this term, war on ter-
ror, because, as I said in my statement, I think it confuses people
as to the fact that terror is not an enemy. It is not an enemy in
Iraq, it is not an enemy in London, it is not an enemy in New York.

Terror is a tool used by people, most of whom at the moment are
adherents to this ideology. The ideology I call Islamofascism is
about totalitarian political goals. It is true, I think, in Iraq, al-
though not all of the people engaged in that struggle are nec-
essarily Islamofascist. There seems to be some remnants of the
Ba’athists who are supposedly secular. But many of them are
Sunni Islamofascists or Shiite Islamofascists. We are fighting them
there, I believe, today in the hope that we will help the Iraqi people
who have exhibited a desire not to live under a kind of regime like
the Taliban imposed.

Ms. WATSON. Can you tell me who they are? It is kind of a face-
less enemy, correct?

Mr. GAFFNEY. Well, I mean, there are faces that have been asso-
ciated with it. Some of them are like Zarqawi, for example.

Ms. WATSON. No. No. Who are the current—who is the current
enemy in Iraq? Who do you want to kill? Who do you want to stop?
Who is our target?
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Mr. GAFFNEY. Let me come to that question, if I may. I think
there are people like Sadr and his ilk who are people we are fight-
ing today. But my point in the testimony and particularly in the
book, Congresswoman, is we cannot win this war by using just
military means. We don’t have the military means to win this war
globally if it comes to that. The point of my testimony is to lay out
a whole series of nonmilitary means. And, indeed, we talk in the
book about a comprehensive strategy that is out of 10 steps, only
1 of them has to do with the military.

So my feeling is, not unlike yours, that we all should be antiwar.
We shouldn’t have to wage war against people unless it is abso-
lutely necessary. I personally believe that it was against Saddam
Hussein. I believe it will probably be against some of these
Islamofascists. But the trick is going to be and our success will
hinge upon our application of this strategy, to use these other tools
where we can, to strengthen those Muslims who do not want to go
the way the Islamofascists would take them, and to help make
common cause against these guys to defeat them nonmilitarily
wherever possible, but using force where absolutely necessary.

Mr. ROYCE. Let me ask one question, if I could, of Mr. Brookes.
In December last year, the New York Times disclosed the Terrorist
Surveillance Program, which aimed to interdict al-Qaeda commu-
nications. Could you please walk us through this program, and, in
your opinion, how detrimental to our efforts was this revelation? I
shared in my opening statement the comment that the Prime Min-
ister of Israel, Prime Minister Olmert, made to me about his feel-
ing about how detrimental this was.

Mr. BROOKES. Well, you touched on two things, Chairman. And
I am not briefed into the Terrorist Surveillance Program, but from
working on the outside here, and having worked in the Navy in
cryptotology, and worked with NSA, I have some understandings of
it

You touched on two points. One is the leaks. These hurt us, there
is no doubt about it. If you talk to people in the Intelligence Com-
munity, and we know how important intelligence cooperation is
with international partners, that these leaks really hurt us. Not
only are they embarrassing, in some cases there are some countries
where the populace is not fond of Uncle Sam, the United States,
and they really don’t want their cooperation with us known even
though that cooperation is important to both sides. So sometimes
it is embarrassing. It also can endanger field operatives. It can also
disclose important sources and methods of intelligence.

It is really a tragedy. It is not only a crime, it is also a tragedy,
and it undermines our efforts, especially of those brave men and
women in the intelligence field and in the military, who are doing
their best to protect us.

But in terms of the program, what this is is simply network anal-
ysis. I am not a lawyer, but it seems to me from the lawyers I have
spoken to that this is not an illegal program. It allows us to track
terrorist communications. It allows us to create a network, if we
have a known terrorist or a terrorist suspect, of who they are com-
municating with, that is critically important to us foiling plots.

The President hasn’t been completely forthcoming about oper-
ations because of the sensitivity of the program or the successes of
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this program, but it seems clear to me that it has; it is an impor-
tant tool in our tool kit for dealing with terrorism, and it is impor-
tant to our security, and it seems to me that it is really indispen-
sable in fighting challenges of terrorism today.

So my view is that, really, not only the leaks hurt us and the
leak of a sensitive program like this, because it tells the terrorists
exactly what they might do to evade our detection, but it also ulti-
mately hurts us in trying to defend this country. Intelligence is our
first line of defense, and without it I think we are actually fighting
]([))r 11:{rying to undertake this effort with one arm tied behind our

acks.

Mr. RoYCE. We had an opportunity in two field hearings that I
held, one in Laredo, Texas, to hear from one local sheriff who told
us they are concerned that the border with Mexico is being used
as the front door to this country and that the terrorists are already
in our back yards. As the sheriff said, many of the illegal immi-
grants from countries of special interest are apprehended along the
southwest border. To avoid apprehension, we feel that many of
these terrorists attempt to blend in with persons of Hispanic origin
when entering the country. Any thoughts on that?

Mr. GAFFNEY. I think that is a very distinct possibility. We rec-
ommend that we put a fence across that border. Unfortunately the
reality is that we have already let a lot of folks into this country,
and I am sure that some of them have already been insinuated in
who are in this category.

Mr. ROYCE. Fortunately, the brother of one of the Hezbollah
operatives was apprehended in Detroit. But he came in in the
trunk of a car across the border and then was subsequently caught
in a scam raising money for Hezbollah in Detroit.

Mr. Brookes, any thoughts?

Mr. BROOKES. I have heard the same sort of thing. I think that
is something we have to be very concerned about as well as our
northern border. I don’t think it is just the southern border. I have
some concerns about Canada’s immigration policy. And so I don’t
think it is just the southern border, and I share your concerns.

Mr. ROYCE. Gentlemen, watch your clocks. You might feel lucky
to get out to Dulles before your flight is out. But I am going to go
now to Dr. Walid Phares and Mr. Sanderson.

Dr. Walid Phares is a senior fellow with the Foundation for the
Defense of Democracies as well as the European Foundation for
Democracy. He has authored eight books on terrorism in the Mid-
dle East, the most recent being, Future Jihad, which I am cur-
rently reading. He also leads the Foundations of Future of Ter-
rorism. He is a terrorism analyst for MSNBC. Dr. Phares is fre-
quently consulted by European commissioners, European Par-
liament members, and legislators, officials, and diplomats.

We also have Mr. Thomas Sanderson. He is the deputy director
and fellow in the CSIS Transnational Threats Project. He is also
the codirector of the Multilateral Terrorism Intelligence Sharing
Project and the Private Sector Advisory Group. He has served as
a defense analyst with the Science Applications International Cor-
poration, where he conducted extensive studies of terrorist groups
for the U.S. Defense Intelligence Agency Office of Counterterrorism
Analysis. Mr. Sanderson is a terrorism course instructor, lecturer,
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and a consultant for the U.S. Government, for the private sector,
and for media and academic communities. Thank you, Mr.
Sanderson.

Dr. Phares.

STATEMENT OF WALID PHARES, PH.D., SENIOR FELLOW,
FOUNDATION FOR THE DEFENSE OF DEMOCRACIES

Mr. PHARES. Chairman Royce, Ranking Member Sherman, Con-
gresswoman Watson, thank you very much for inviting me. It is a
privilege and an honor to appear before you today to discuss this
very important issue. My contribution is titled “Projecting Future
Jihadi Terrorism Five Years after 9/11.” The full text of my re-
marﬁis have been submitted to your office. You could have access
to them.

I have worked on understanding the mind of those who I call and
define as jihadists with all the various schools of thought they have
for the last 25 years. I have analyzed their strategies, plans, think-
ing process; met with some; exchanged articles; published articles
in various languages including Arabic; and followed through the
way they have evolved for about a quarter of a century before the
end of the Soviet Union in the 1990s, and, of course, leading into
9/11.

The first point I would like to raise quickly is about, as my col-
league mentioned before me, Mr. Frank Gaffney, who is the
enemy? And in Congress and elsewhere, the same in the European
Parliament, are beginning to engage in debate with the first point,
who is that enemy? And is it really only a terrorist organization?
Does the terrorist organization express a tip of the iceberg which
is much bigger, much deeper? Who makes a terrorist? Usually is
it the school? Is it a network? So on and so forth.

There are two quick points in the issue of defining the enemy.
One is the name. Two, who are these organizations? With regard
to the name, I do suggest, strongly suggest, that the U.S. Govern-
ment and democracies around the world really cross that line and
begin officially to define the identity of these organizations and
movements. Yes, we have heard that officials here and across the
Atlantic have used a variety of names, including Islamofascism,
Islamoterrorism, terrorism, Islamists, and there has been many,
many debates about it because of the link to religion. The terrorists
themselves, those who attacked us on 9/11, we continue to battle
with in the Sunni Triangle, those who have linked themselves to
Osama bin Laden from Sudan to Algeria to the Horn of Africa to
all over the world, they call themselves—they have a name for
themselves. It is the al jihadiyun, the jihadists. The National So-
cialists of Europe, Fascists of Italy, have called themselves with
names that were used until the end of that war.

So I move to suggest that the countries involved in the war on
terror would finalize and define, and the legislative branches are
very important in this process, the name of that enemy with the
name that the enemy uses for itself; that is, the jihadists.

The jihadists are of two ideological trees. It is very important in
order to project into the future to understand that these are two
different trees. One is the Salafists, those who include all sorts of
groups such as al-Qaeda, Hamas, Islamic dJihad, Jemaah
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Islamiyah. They have one vision of the world, one vision of the fu-
ture of that world. And the other tree are the Khomeinists, the fol-
lowers of Ayatollah Khomeini.

And I think the United States and its allies for the last 25 years
have been dealing with two trees, meaning with two type of strate-
gies. Sometimes they do converge, and other times they are diverg-
ing, and we need to look at both scenarios. When those are fighting
at the same time, against the same enemy. When one of them is
stopping, the other is moving forward.

I do think that our counterterrorism strategy, our defense strat-
egy in the war on terror at least after 9/11 should a little bit reform
in the way of thinking and the way of recapturing the whole pic-
ture of that war waged against the United States. And Congress
should do a great job in refining this and teaching actually the
public, because we do have a massive confusion Madam Congress-
woman spoke about, and that has to be dealt with if we want to
be successful in the outcome of the so-called war on terror.

Quickly, the jihadi wars against the U.S. leading to 9/11 should
lead us to understand what were the projections for the wars
against the U.S. after 9/11 and, of course, into the future, which
is the theme that, Mr. Chairman, you assigned us with.

It is strategically important to reassess the campaigns against
America leading to 9/11. We have seen different things, different
groups doing different battles against us for the last 25 years. The
Jihadist Khomeinist followers of Iran, Hezbollah and others en-
gaged the United States from 1983 at least—if you want to call
1980 with the crisis of the Embassy, that would be fine as well—
but engaged us violently from 1983 to 1990. They stopped in 1990.
They converted their strategy into solidification of their power in
the Middle East, engaging Israel, engaging other forces in the re-
gion, preparing for the future engagement with the United States
that we may be looking at very seriously if we decide to adopt a
different policy with Iran if Ahmadinejad’s regime would like to ac-
quire those weapons of mass destruction, let us call them nuclear,
no matter what the U.N. Would have to decide.

In the 1990s then, something else happened. The Salafists,
jihadists who were not engaging the United States in the 1980s,
but preparing for their attack 10 years after, were basically engag-
ing against a variety of battlefields, Kashmir, Sudan, Palestine,
Chechnya. I mean, these are facts that should be factored into the
strategic analysis of how they move. What do they really want? A
group among them that formed al-Qaeda—and I hope that our Gov-
ernment will begin a good perception of why did al-Qaeda decide
to do 9/11. Some part of it has been discussed and debated in the
9/11 Commission proceedings 2 years ago; some other aspects have
still to be addressed, and I will address at least one point of these
issues.

On that point, Mr. Chairman, the major strategic failure of the
U.S. and of its allies was the inability to identify or to counter the
jihadi penetration and action both internationally and nationally
before 9/11. That is—before 9/11. That is a major lesson. And the
9/11 Commission final report of 2004 covered a significant aspect
of these historical failures, no doubt about it, throughout the 1990s,
but missed two major ones. First, the fact that the U.S. and its al-



25

lies did not identify the ideology of jihadism as the producer of ter-
rorists and terrorism. If we don’t identify that, we are going to con-
tinue that war against the terrorists, but not against the factory.
And, second, the fact that the jihadists strategic penetration, ideo-
logical penetration of the homeland here and of the other demo-
cratic nations elsewhere was a threat to national security. The ide-
ology that produces a jihadist is the one that basically is respon-
sible for the acts of terrorism.

Since 9/11—allow me, Mr. Chairman, now to answer quickly
some of the questions that your Committee has put forth for us. Is
there a progress in the struggle against Islamic terrorism, I would
call it jihadism? My answer summarizes as, “Yes, but.” Internation-
ally, al-Qaeda lost a regime. That is important to keep in mind.
And, more important is the fact that they were not able in the fol-
lowing 5 years to produce another regime. So they lost the regime.
They certainly have been able to recruit larger numbers of mili-
tants, but from Islamist pools—from Islamist fundamentalist pools
that have been produced for the previous 20 years. But in return,
the fact that a number of societies have been able—have been un-
able, actually, to access to freedom have been able to produce anti-
jihadist energies by people who were freed, that has to be taken
into consideration. And the results of the societies that have been
freed even partially is not going to be seen immediately, because
those civil societies who have been freed are not going to use the
Kalishnikovs and counter terrorism with explosives. They are going
to produce the next generation, which is going to cut off the oxy-
gen, the ideological oxygen, to the fundamentalists.

If the American public doesn’t understand that the current con-
frontation is not going to bear fruit in terms of finding weapons of
mass destruction or finding Osama bin Laden somewhere; it is
about finding the next generation with whom we in the West or the
international community could work for a better future with no
weapons and no confrontations in the future.

To summarize it, before 9/11 the jihadists were fighting a down-
hill battle against us. Since 9/11, we are fighting an uphill battle
against them. We haven’t yet reached the tipping point where we
will be fighting a downhill battle against them. And that is very
important in our assessment in the U.S. and elsewhere about that
war.

Within the United States totally, al-Qaeda lost one thing we need
to be aware of. They lost the ability for a surprise war against the
United States, but not the ability for surprise attacks against the
United States. There is the difference between breaking down na-
tional security, as was the case, for example, in Madrid. And in
Madrid, what al-Qaeda won was to break down the will for engage-
ment of the jihadists in Spain. In the United States and in Great
Britain, that didn’t happen. And this is a very important difference
that we need to look at.

The rise of homeland security, although not perfect—I would say
very imperfect—by itself engaged the resources of the United
States, both government and civil society, to actually understand
that there is a threat. Before 9/11, we were blind. We were cul-
turally blind, ideologically blind, politically blind, not as an Admin-
istration or previous Administrations, in my sense, but as a Nation,
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to the whole—to the fact that we have been targeted by the
jihadists for a simple reason. I have been a professor for 14 years,
and I have seen many, many classrooms. If we are not taught and
explained by our own academic establishment that this Nation ba-
sically is facing a threat of the kind of national socialism, fascism,
or Bolshevism, or racism, or other, then certainly our times are not
going to be engaged in the resistance against that part of ter-
rorism.

The second question, was Islamic terrorism weakened? I would
say yes. However, the international coalition thrusted into the
areas of where the jihadists are coming from. It opened a space for
anti-jihadist forces to engage. But it did not really help very much
those societies to tip the balance. On the other hand, the jihadists
have further infiltrated democracies, not just the United States,
but elsewhere, have lost the ability for a first generation of
jihadists. We are not going to see much of Mohamed Atta, Ziad
Jarrah kind of jihadists who are going to cross the Atlantic and at-
tack us. They may, but who they are counting on are U.S. citizens
born here, speaks the language, no accent, having the citizenship,
and yet being touched by this ideology.

This leads me to the conclusion that the enemy for the future is
going to be the capacity of al-Qaeda to instill the ideology in the
mind of young people, including within the United States, and they
on their own will be more lethal because they are part of this Na-
tion, and that could cause us tremendous trouble.

There are plenty of other comments I would like to make. I will
just summarize that my points would have been, yes, we do have
three deficiencies in the war on terror. I could expand on that. Yes,
they are drawing support from pools that already exist within the
Nation. Americans by instinct are understandable of the fact that
we are at war, but the debate they see—and I am going to be very
honest and direct about it—make them undecided as to what are
the next stage of that war on terror.

And I conclude by saying that one recommendation: We need to
win the battle of identifying the enemy. We need to win the battle
of at least intercepting the terrorists before they act, but before
they become terrorists as well. We need to intercept the jihadists
before they become terrorists. And, finally, it is very important to
understand that in order to defeat this ideology, and I think this
goes straight to the code of Congress, of any legislative branch, we
need to address that ideology and see if an ideology that calls for
violence, directly calls for violence, could be legal in a democracy.
Thank you, Mr. Chairman.

Mr. RoycCE. Thank you, Dr. Phares.

[The prepared statement of Mr. Phares follows:]

PREPARED STATEMENT OF WALID PHARES, PH.D., SENIOR FELLOW, FOUNDATION FOR
THE DEFENSE OF DEMOCRACIES

“PROJECTING FUTURE JIHADI TERRORISM FIVE YEARS AFTER 9,11”

Chairman Royce, Ranking Member Sherman, Members of the Committee,

It is a privilege and an honor to appear before you today to discuss the theme
“9/11: Five Years Later, Gauging Islamist Terrorism.” My contribution is titled:
“Projecting Future Jihadi Terrorism, five years after 9/11”
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1. Who is the enemy?

The first question to be addressed is the identification of the enemy. Who are they
and how do we identify them? For one analytical mistake made at this level would
send the United States and its allies fighting either the wrong war or against the
wrong enemy: America’s efforts may be derailed by an enemy deflecting our atten-
tion from the real objectives, or deflected from engaging the enemy’s most vital as-
sets he has against us.

a. The issue of the name:

The enemy who flew airliners against the Twin Towers and the Pentagon, the one
the US defeated in Tora Bora and are still engaging in the Sunni triangle in Irag;
and that enemy which is still striking against Democracies and allies around the
world has a name for itself: Jihadists (al jihadiyun). It uses an ideology with a
name, Jihadism (al jihadiya); it recruits with a very specific set of doctrines and
operates under ideologically-grounded strategies: Hence, the U.S needs to be specific
in calling the enemy with its real name. U.S leaders shouldn’t be vague in their de-
scription of the enemy as Terrorists-only or to be dragged into the enemy’s trap as
to alleged distortion of “what Jihad could mean.” U.S leaders can surely use a vari-
ety of descriptions, such as Islamists, Islamo-Fascists, Islamic-Terrorists, but the US
Government and the allies in the War on Terror should define the enemy officially
as Jihadists.

b. The two trees

The Jihadists are of two ideological types: Salafist, who are radicals who devel-
oped within Sunni societies, and Khomenists, who are radicals who developed with-
in Shiia communities. The Salafists have various ideological and political branches:
Wahabis, Muslim Brotherhood, Tablighi and others. From this “tree” came al
Qaeda, Hamas, Islamic Jihad, Jemaa Islamiya, Salafi Combat Group, and dozens
of smaller groups around the world. The Khomeinists are the radical clerics in con-
trol of Iran. They have created Hezbollah in Lebanon, and along with the latter ex-
panded cells around the world. The head of Salafi Jihadists today is al Qaeda; the
head of Khomeinist Jihadism is the Iranian regime.

2 The Jihadi wars against the US leading to 9/11

It is strategically important to reassess the history of the Jihadi campaigns
against America leading to 9/11. The first Terrorist engagement against U.S pres-
ence was by Iranian-sponsored Hezbollah as of 1983 in Beirut. The Khomeinist di-
rect Terror campaign lasted till 1990 before it entered a second stage of regional
expansion, and strategic penetration and preparation worldwide and within the
United States for the future. The Salafi Jihadists before 1990, were concentrating
on the Soviet Union, but preparing against America and the West. Since 1990, they
refocused on the US, on its allies and within the Arab World.

During the 1990s, the Salafi Jihadists waged Terror in multiple countries, includ-
ing in Algeria, Egypt, Israel, Russia, Kashmir, Sudan, the Philippines, and beyond.
Their international network, al Qaeda concentrated on the United States. Al Qaeda
and its allies penetrated Democracies and America since the 1990s. The major stra-
tegic failure of the U.S and of its allies was their inability to identify or to counter
the Jihadi penetration and action both internationally and nationally. The 9/11
Commission Final Report of 2004 covered a significant aspect of these historical fail-
ures throughout the 1990s, but missed two major ones: First, the fact that the U.S
and its allies didn’t identify the ideology of Jihadism as the producer of Terrorists
and Terrorism; and second, the fact that the Jihadi strategic penetration of the
Homeland was in fact a threat to national security. A “September 11” was possible
because the enemy counted on the poor perception by the Government, little mobili-
zation by the public, and more importantly, the possibility that the Jihadi factory
within America will be able to produce Future Terrorism.

3) War with Jihadism since 9/11

a) Is there a progress in the struggle against “Islamic Terrorism?”

There has been a significant progress in the conflict with Jihadi-Terrorism, both
internationally and within the U.S Homeland.

Internationally: al Qaeda lost the one regime that provided a state-sponsoring of
its worldwide activities, Afghanistan. It wasn’t able to reclaim any other regime yet.
While it has recruited larger numbers of militants from the Islamist pools around
the world, anti-Jihadist energies were also freed in many countries such as in Af-
ghanistan, Iraq and Lebanon, as well as in other areas. More countries are putting
minimal energies against the rising Jihadi efforts, which is a better global situation
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than before 9/11. This is progress in the war but the turning point—in either direc-
tion—didn’t occur yet.

Within the US: Al Qaeda lost the ability of a strategic surprise war since 9/11,
but not its ability for strikes yet. By creating the Homeland Security Structure and
maintaining a minimal mobilization of the public, the US Government has been
making progress on the domestic front, in comparison with regression before 9/11.

But this progress, both internationally and domestically, is hanging on the ability
of the United States and its allies to move forward, faster and with a strategic mu-
tation in the next stage of the War with al Qaeda, while also preparing for the pos-
sibility of the engagement by the “Khomeinist” threat abruptly. If the US stops,
waiver, or confuse its vision of its enemies and their plans, the entire progress can
be reversed to the advantage of the Jihadi Terrorists.

b) Was “Islamic Terrorism” weakened?

In summary: The Islamists have been weakened in ways they haven’t understood
yet, but they would soon realize and act accordingly; but at the same time they have
empowered themselves in the US in ways Americans haven’t fully grasped yet, but
they can still reverse. By thrusting into their areas of production and spreading, the
US-led coalition opened spaces for counter-Jihadi forces to rise. Al Qaeda and its
allies, and the Iranian regime and its allies feel the danger but they can’t assess
the long term challenge they will be facing. Unfortunately, the international coali-
tion also doesn’t seem to realize that with few more initiatives, it can turn the tide
on the Jihadists. However a number of strategic shortcomings are stopping the coa-
lition from turning that tide. If the US-led campaign is not given the opportunity
to redirect some of its resources into engaging the War of Ideas successfully, the
future of this War on Terror is at risk. The Islamists-Jihadists have also penetrated
Democracies, including the US, in ways that aren’t fully comprehended yet among
the public and large segment of Government. They have been weakened in their
pre-9/11 classical abilities to infiltrate. But their second generation is growing in re-
cruitment and thus in Terrorism potential, until a higher level mobilization takes
place in America.

¢) Are there deficiencies in the struggle against “Islamic Terrorism?”
Yes there are three types of deficiencies:

1. A war of ideas is still been waged against the American strategic perception
of the enemy. Ideological efforts are ongoing to blur the vision of Americans
in general, media and Government in particular with regards to the identity
of the enemy, its aims, its strategies and the strategies needed to defeat it.

2. One result of the misperception of the enemy is granting the Jihadists more
time and capacity to further infiltrate and penetrate the country.

3. Another result of the misperception of the enemy is failing to empower po-
tential allies in the Greater Middle East, particularly civil society entities.

d) How has Jihadism evolved since 911

Inside the US and its allies in Europe, the Jihadist movement is absorbing the
counter terrorism pressures, analyzing the measures and is mutating to bypass
them. It has designed two stages in its warfare: One is the development stage. It
covers the spread of the ideology, the recruitment from the indoctrinated pools of
militants, and the penetration of the national systems. The second stage occurs
when the strikes are prepared and launched. U.S systems are countering them only
at the final stage that is, in their preparation for Terror activities.

e) From where are they drawing support?

The Jihadists inside the United States are drawing their support from the reality
that their space of indoctrination, recruitment and mobilization is not under legal
or public sanctioning or pressure. They can operate up to 90% of their strategic
growth under the current laws.

/) Are Americans complacent in considering the terrorist threat?

Since 9/11, the subsequent conflicts, and the Terror horrors around the world, the
American public in general is developing a greater concern regarding the Jihadi Ter-
ror threat. Most Americans, by instincts and through images, understand that the
threat is real and great. But the public is submitted to diverging final analysis on
the War on Terror on behalf of its officials, politicians, media and academics. Thus
the full talents of society are not mobilized yet.
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g) What does the recent Hezbollah [Israel conflict mean for the broader strug-
gle against terrorism?

Hezbollah’s initial trigger of the War with Israel in July 2006, regardless of the
current consequences, indicated that the Iran-Syria axis has reached a point of non
return with the international community and has decided to wage a wider Terror
war to deflect the immediate pressures: The UN Nuclear crisis with the
Ahmedinijad regime and the UN investigation in the assassination of former Prime
Minister Hariri regarding Syria. In fact the greater concerns of Tehran and Damas-
cus are the democracy experiments in the region and across their borders, from
Afghani and Iraqi elections to the Cedars Revolution in Lebanon. The course of
events in Lebanon and Iraq shows, despite the UN resolutions 1559 and 1701, that
the intelligence-Terrorist apparatus of the Iranian and Syrian regimes, of Hezbollah
and other organizations including Hamas and PIJ, are moving to position them-
selves to act not only to confront Israel, but to renew the Terror war in Lebanon,
increase Terror involvement in Iraq, trigger additional Terror action from Gaza and
the West Bank, and threaten moderate Arab countries. A more dangerous move on
behalf of this regional axis would be to use its assets and networks around the
world and within the US for Terror activities, when decision in that sense is made.
But the most dangerous threat to be faced by American and Western security, if
not international security, would be in the next five years, actions taken simulta-
neously by both “trees,” even without direct coordination, and eventually using un-
conventional weapons.

4: General recommendations

Five years after, learning from the road to 9/11, and reading in the strategies of
the Jihadists from both “trees,” I would offer the following recommendations, some
of which I have advanced in my book Future Jihad.

A: The U.S and its allies must deliver and win the battle of identifying, defining
and naming the enemy. Legislative branches in America and within Democracies
worldwide must have the political courage, the right knowledge and the wisdom to
address this challenge. The current state of national and international laws is not
able to provide a historic basis for Governments, media and public to mobilize fully
against an enemy living and thriving within these societies.

B: Counter Terrorism strategies must be designed to intercept the Jihadists before
they engage in Terror acts, and intercept the ideological threat before it produce the
Jihadists. To do so, the public must be granted the knowledge and provided with
the right information. With a higher level of national talents, Homeland Security’s
capacities will meet the growing challenge before it reaches irreversible trends.

C: From other countries one could learn from components of successful experi-
ences: Jordan and Morocco in the Muslim confrontation of Islamist extremism, the
UK and Australia in their counter Terrorism tactics; but also learn from the resist-
ance of civil societies to Terrorist ideologies in the Greater Middle East.

D: The nation is facing the challenge of what is being described as a choice be-
tween Civil Liberties and National Security: It is a false choice that shouldn’t be
imposed on the citizens of America and Democracies worldwide. For by educating,
informing and preparing citizens, legislators, judges and public servants regarding
the nature of the enemy, a common understanding of its ideology, plans and tactics,
would bring together the various components of US national security and justice,
without even having to weaken liberties. A better informed judge (known as
Counter Terrorism Judges in Europe) would work faster and easier with Law en-
forcement, and better informed citizens wouldn’t feel that the choice is even to be
made between security and rights. From that perspective “Monitoring” will be di-
rected at the Terrorists and citizens would be excluded systematically from discrimi-
nation. The real resistance against Terrorism will be achieved when citizens will be
part of that effort to isolate the Terrorists.

C: To better “attack the ideology fueling Terrorism” the United States must first
pin it down, explain it, name it and expose it. The US Congress, representing the
American People must enact laws that would equate the Jihadism of al Qaeda and
Hezbollah with racism and Terrorism. Once the public at home and civil societies
overseas can see the ideology of the enemy, then they can isolate it and reject it
as is the case of Fascism, Nazism and Racism. Salafist and Khomeinist Jihadism
are the pillars of Jihadism. They should be denounced and rendered illegal: Militant
ideologies, that renders segments of humanity vulnerable to violence, murder and
genocide cannot be allowed to recruit within civil societies.

In conclusion, the United States and its allies are delivering an up hill battle
against an enemy that has prepared for and declared a universal war against free
societies and democracy, decades before America decided to respond. However to
reach the turning point in the War on Terror, the War of Ideas has to be won: The
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American public has to be granted real knowledge of the enemy and civil societies
overseas have to be granted real support. This is how Jihadi Terrorism can be de-
feated historically.

In closing, I would like to thank you for the opportunity to present this testimony
today. I look forward to responding to any question that you might have.

Mr. ROoYCE. Mr. Sanderson.

STATEMENT OF MR. THOMAS M. SANDERSON, DEPUTY DIREC-
TOR, TRANSNATIONAL THREATS PROJECT AND FELLOW,
CENTER FOR STRATGIC AND INTERNATIONAL STUDIES

Mr. SANDERSON. Thank you very much. Thank you, Chairman
Royce, and Ranking Member Sherman and Congresswoman Wat-
son, for this opportunity to testify today.

I won’t go much into my opening statement. A lot of that has
been covered. So what I would like to do is just address briefly the
specific questions that were offered today: Has Islamist terrorism
been weakened? I think in short the answer to that question ap-
pears to be no, despite some tactical victories. I think—I am happy
to see that people have identified that this is about an ideological
movement and a violent Islamist extremist movement, and not
about terrorism itself. That is a tremendously important distinc-
tion.

There is little recognition that what we face is a widespread
struggle within Islam, and that by definition U.S. Western or non-
Muslim forces are on multiple levels not able to confront and ulti-
mately vanquish Islamist extremism. The movement’s components
are part ideological, part religious, part social, and part political.
We don’t understand what those components are. We can identify
them, but we cannot understand them without tremendous help on
the ground. It is a local battle.

The solutions include, first and foremost, working with and sup-
porting local Muslim and Arab leaders, while at the same time
shifting emphasis away from our largely military-led response, very
good in Afghanistan, ill-advised in Iraq. But at this point so many
other components are needed, and until this becomes—this under-
standing and this shift becomes a core component of our strategy,
we will continue treading water.

Is the American public complacent? Yes, I believe so. And no
matter which side you are sitting on, whether you support a robust
military-led intervention or a multifaceted approach that includes
all elements of power, I think that Americans are complacent about
this. People still want to believe that they are safe, despite the fact
of what happened on 9/11, and that is pretty frustrating.

Who supports violent extremist movements and engaging ter-
rorism? Clearly, a wide variety of people. States have always sup-
ported it. That has been reduced. One of the positive aspects of the
war in Iraq is that it has certainly put countries on notice that
there is no safe harbor. If you are going to support terrorists, you
are no different than the terrorist groups themselves, and you will
be targeted.

Individuals, charities, business people, families, travel groups.
The negative side of the Iraq war has really expanded the number
of supporters and the variety of supporters, I am afraid to say.
Young Muslim men and some women continue to fill the ranks of
established and recently rising homegrown groups. As you know



31

well by now, New York’s Muslim population offers fertile ground
for recruitment, planning, and support. And many Muslim and
Arab countries’ support comes from similar youth who often sit idle
for lack of opportunity, but they also have access to satellite tele-
vision, to the Internet, to DVDs, to traveling jihadists, folks who
go around the world supporting these ideas. They have great access
to information, but few outlets.

How has violent extremism evolved in the last 5 years? You have
heard ad nauseam, it has gone from al-Qaeda central to a
networked, franchised movement. We have no fears that soon after
the successful toppling of the Taliban, that is where it went.

The emergence of self-starter groups dominates the landscape
now, but it is not the only thing. I still believe that al-Qaeda re-
mains capable of conducting attacks—not conducting attacks, but
of planning, and certainly of inspiring attacks. Instructions can
pass from bin Laden or from Zawahiri through a maze of human
couriers and eventually show up on videophone via videophone, fax,
e-mail, CD, DVD, Web sites, or through individuals. There is no in-
ability for them to get that message out and for them to get in-
structions out. And, besides, we have Aljazeera playing tapes, and
we know that these signal people to take any plan off the shelf and
put it into action. He said, attack at will.

Assessing the threat policy priorities. The recent announcement
by President Bush that the top operational leaders of the Sep-
tember 11 attacks will be brought to trial is an important step. For
too long the U.S. has been crippled by the widespread perception
that we do not hold ourselves to the highest legal standards. But
it takes much more than PR and even deeds at home such as
bringing these individuals to trial. Subtle but strong pressure on
Muslim and Arab to enact genuine social and economic and polit-
ical reforms are vital.

The Israeli-Palestinian problem deserves a robust and deter-
minative attention. I heard before from before Congressman Sher-
man clearly that at the height of our best work on that is when
these acts were being planned. But, of course, these acts and these
attacks were being planned based on grievances that go back for
a tremendous amount of time. But, nonetheless, take away as
many items from their extremist agenda as possible.

There also remains a longstanding threat to our security, and, in
fact, the world security, and that is Russian tactical nuclear weap-
ons. They continue to be relegated to the back burner of policy pri-
orities. If our leaders don’t want the next smoking gun to be a
mushroom cloud, then why have we not made more progress in se-
curing the thousands of remaining tactical nuclear weapons?

Weapons of mass destruction demand immediate attention. After
all, if our primary motivation for going into Iraq was WMD), why
aren’t Russian loose tactical nuclear weapons a top priority? That
is a very fair question to ask. While the probability of nuclear
weapon use is low, the consequences go far beyond our imagina-
tion.

How do we measure success and failures? In such a multifaceted
transnational problem about which the U.S. only understands part
and can only make a certain amount of impact, metrics cannot be
reliable, but there are some measurements that can offer us an in-
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dication of trends and of our own securities or trends toward secu-
rity. The numbers of remaining Russian tactical nuclear weapons
are one of them. The degree of that security, that hopefully steadily
reducing number of those, is one metric.

Public opinion in the Muslim world, not a perfect indicator, but
certainly one measure.

The degree of social, political, and economic reform in countries
that produce many of these extremists could also serve as an indi-
cator of the broader struggle to reduce numbers in power, in reach
of these movements.

A reduction in the number of madrassas or reform in the number
of these madrassas, these Koranic schools that you are familiar
with that produce young men who hate India, hate Israel, hate the
United States, hate the West, reforming them or reducing those
numbers would be a metric that would be encouraging, but, again,
not the end-all.

Finally, a drop in terrorist incidents and the number of people
killed can serve as an indicator, but we have to be very careful
here. That factor cannot be relied on, because while small actors
and less ambitious plans may be foiled, future spectaculars likely
to be attempted by al-Qaeda, which I do believe they are thinking
about doing, and other groups, will be years in the making and
could surprise us just as we think the trend is turning positive.

Are government agencies properly structured to combat inter-
national terrorism? It will come as no surprise to you to hear me
say that I think we are in deep trouble in this regard. A lot of my
contacts throughout the national security community report mixed
messages about the structure and restructuring of our agencies.
Seventy-five percent I would say are negative, with most of it di-
rected toward DHS and the FBI. In a recent report that we did
that just came out this week, you have a copy of it up there, with
a fair assessment of six different areas, we refer to the DHS as a
holding company and not as an integrated department.

There is also disbelief and discouragement over the role of the
Office of Director of National Intelligence and its increasing size.
But, most of all, it is the Pentagon’s trump card over the DNI that
causes most people to shake their heads. As you well know, a late
addition to the legislation creating John Negroponte’s office was
that the authorities granted to the DNI respects and does not abro-
gate the statutory responsibilities of heads of departments of the
United States Government. This obviously is a problem and is con-
tradictory to the will to put Ambassador Negroponte in charge of
all intelligence capabilities.

What is the proper balance between civil liberties and aggres-
sively checking terrorism? Terrorists are using technology that at
times exceeds our surveillance capabilities and countermeasures,
and which exploits our rules governing investigations and moni-
toring. We should not fail to change these laws and respond to the
enemies’ tactics as soon as possible. But because we are a Nation
of laws, and importantly because Congress has the constitutional
role in formulating or amending them, any changes should be made
with your full participation.

Are Iran and Hezbollah more of a threat than al-Qaeda? Very
difficult to say, but there is no doubt a profound threat. Iran’s ap-
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parent interest in attaining nuclear weapons upsets the balance of
power in the region. In addition to Israel’s reaction, which will be
forceful, Saudi Arabia and Egypt may feel compelled to sharply in-
crease their military capabilities and to possibly pursue nuclear
weapons, which would not be good.

Before al-Qaeda’s September 11th attack, Hezbollah killed more
Americans than any other terrorist groups. They are lethal, highly
skilled, whether they are dug in in southern Lebanon or conducting
operations overseas, where they have scored some pretty impres-
sive strikes and operations. We know about them in Argentina, in
Australia, recruitment in the Gulf of Guinea, West Africa dealing
with the diamond trade, in North Carolina with the cigarette
smuggling case. They are good, and they can do basically anything.
Highly skilled.

What could be done to better attack the ideology fueling Islamist
terrorism? That has been covered, so let me skip that in the inter-
est of time.

Your last question was, in 2011, what will we see? I think that
a lot of American citizens and leaders are not happy where we are
today, and 5 years came pretty quickly, and I think 2011 is going
to arrive just as quickly, and serious thought needs to go into our
plans and policies to make sure that we don’t feel as insecure then
as I think people do now.

Some of the things we will ask: Why didn’t we take control of
more loose Russian nuclear weapons, which should be one of our
number one top priorities? How did we allow Afghanistan to be re-
taken by a combined Taliban/al-Qaeda force? They are amassing in
numbers of 500 and 600; just a couple years ago in bands of 5 and
6 people. Opium production, over 6,000 tons. This will fuel and
swell the coffers of terror groups. I mean, this is a huge problem.

We might also ask how is it that Hezbollah gained control of
most of Lebanon? And how did we allow the emergence of a mini-
Iranian protectorate in southern Iraq in control of a lot of reve-
{me(s)? Why are soldiers still in Iraq? Why have we spent $400 bil-
ion?

Some of the positive questions we may be asking if we do the
right things: How did America help local Muslim and Arab leaders
successfully confront Islamist extremists in their countries? How
were Osama bin Laden and Zawahiri finally killed, and where were
they living? Why didn’t we begin a highly successful 2007 Bush
plan, a version of the Marshall Plan, that invested money and time
in the massive, widespread provision of social and economic serv-
ices to Muslim countries that put us in a great light? So much of
it, again, is about hearts and minds. You have heard that ad nau-
seam, but that remains to be true.

A brief conclusion. Administration officials are, in fact, speaking
of the struggle against violent Islamist extremism as a long war.
And it is true that the enemy’s proven abilities to successfully
adapt to countermeasure signals that several more cycles of action
and reaction will dot the horizon. But there is much that other na-
tions and the United States have to do before this struggle’s out-
come is no longer in doubt.

During the Cold War, the U.S. and our allies built tremendous
intelligence, academic, economic, and other capabilities to confront



34

and eventually prevail against the totalitarian adversary. Today we
boast few of those capabilities. We do not speak radical Islam’s lan-
guage, understand their culture and history, nor can we pretend to
solve their problems with military or other means. The role to be
played by Muslim and Arab leaders in countries where these strug-
gles within Islam and with secular leaders are taking place will be
paramount. As soon as the United States begins this wholesale
shift in emphasis, the sooner we will be reopening all those Amer-
ican culture centers that we have closed over the last few years.

Thank you very much for your time.

Mr. RoycCE. Thank you, Mr. Sanderson.

[The prepared statement of Mr. Sanderson follows:]

PREPARED STATEMENT OF MR. THOMAS M. SANDERSON, DEPUTY DIRECTOR,
TRANSNATIONAL THREATS PROJECT AND FELLOW, CENTER FOR STRATGIC AND
INTERNATIONAL STUDIES

Introduction

After five years of tremendous effort and expense rendered by the United States
of America and our allies in the “global war on terror,” there has been some
progress made in preventing follow-on terror attacks. Tactical victories have been
secured by means of killing or capturing major terrorist planners and operators.
Major military operations in Afghanistan and Iraq have shown mixed results on ter-
ror threat. While the U.S. has “deprived al Qaeda of sanctuary in Afghanistan,”?
the failure to commit sufficient troops and other resources now has the country
heading back towards instability. A massive increase in opium production will in-
crease finances for the Taliban and al Qaeda, while the reconstitution of the Taliban
military capability has been a deeply unwelcome development. In Iraq, the U.S. exe-
cuted what many will argue was the single most harmful act since September 11.
While the invasion has put other nations on notice that any inkling of terror sup-
port will lead to its destruction, the war has provided terrorists with a major propa-
ganda victory, a real-world training camp for terrorists and insurgents, while also
dramatically altering the once-solid moral reputation of the United States.

Has Islamist terrorism been weakened?

In short, the answer to that question appears to be no. But more importantly, we
need to recognize that it is not the right question to ask. One of the most significant
shortcomings in our strategy for the “long war” continues to weaken us by
misdirecting our resources and attention. There is little recognition and resulting
policy that what we face is a widespread struggle within Islam, and that by defini-
tion the United States and Western forces are ill-equipped on multiple levels to con-
front and ultimately vanquish violent Islamist extremism. Terrorism is the tool used
by these movements, and pursuing the actors, their sanctuaries, finances, and their
weapons only treats the symptoms of a much larger problem for which we can only
provide one small part of the solution. The movement’s components are part ideolog-
ical, part religious, part social, part political.2 The solutions include, first and fore-
most, working with and supporting local Muslim and Arab leaders while at the
same time shifting emphasis away from our largely military-led response. Until this
becomes a core component of our strategy, we will continue treading water.

Support for terrorism

When you consider that extensive polling of foreign attitudes by the Pew Founda-
tion shows record lows for respect and approval of the United States and our poli-
cies, it takes little convincing to claim that support for violent extremist groups and
terrorism is easy to come by. In addition to be relatively inexpensive to plan and
conduct a terror strike, the means of raising, laundering, and transferring that
money are myriad. The informal banking system known as hawala alone suggests
that we will never stop more than a fraction of the funds transferred between vio-
lent extremists and their supporters. The nexus between terrorism and crime has

1“Five Years After 9/11: Accomplishments and Continuing Challenges,” A reference document
produced by the staff of the Center for Strategic and International Studies, Washington, DC.
September 1, 2006.

2 Anthony H. Cordesman, “Winning the ‘War on Terrorism:’ The Need for A Fundamentally
Different Strategy,” Center for Strategic and International Studies. Draft version, September,
2006, P. 3.
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also narrowed. Terrorists are dominant in all manner of transnational crime, and
the record opium crop in Afghanistan is a very sobering reminder of how hard the
struggle is.

Europe has emerged as a major hub for violent extremist activity. Young men and
some women among Europe’s 15-20 million Muslims offer fertile ground for recruit-
ment, planning, and support. In many Muslim and Arab countries, support comes
from similar youth who ply neighborhoods where unemployment is high despite
quality education. Compounding these economic conditions is the deterioration of
traditional social structures, and the failure realize promises of political and social
reform. Repression from leaders in Egypt, Uzbekistan and other nations is a major
underpinning of the street-level support. Overall, sources of support have shifted
from states to individuals, charities, business people, families, and tribal groups.
Much of the support, as the hawala example shows, has gone underground in part
because of strong finance measures and the threat of sanctions led by the United
States.

The evolution and status of transnational terrorism and al Qaeda

It is well known at this point that violent extremism has spread significantly
since September 11, and that the original core threat of al Qaeda has transformed
from a central organization into a global, politico-religious, ideological movement.
The emergence of self-starter groups has dominated the landscape of terrorism.
They are inspired and motivated by events and the apparent confirmation of their
“world view” that Islam is under attack and that they have a direct role in defend-
ing it. Al Qaeda, I believe, is still able to direct attacks. Al Qaeda may be reduced
as a core, combat capable unit, but its planning and guidance functions remain, and
its ideology is “mobile and potent.” 3 There is little evidence to date that the August
2006 London aircraft plot had direct al Qaeda control, but what is clear is that those
arrested were inspired by Osama Bin Laden’s agenda. It also appears to be the case
that self-starters in Europe and elsewhere feel compelled to make a journey to Paki-
stan or Afghanistan—not so much for training as for spiritual and moral support
from those in or close to al Qaeda Central. This trend in and of itself is something
to exploit.

Whether direct or indirect, bin Laden and his remaining confederates in “al Qaeda
Central” are likely still able to develop and send details for attacks. Video and audio
releases by al Qaeda’s leadership remind followers that they are supported and ex-
pected to do their part in the global war against the “infidels.” Instructions or the
simple spiritual support for terrorist actions by widely scattered “self-starters” can
be passed through a maze of human couriers, none of which is likely to betray bin
Laden or the broader movement. These messages can then find their way to those
who need it by phone, fax, email, CD/DVD, websites, or through traveling extrem-
ists and supporters. The options are numerous, and the countermeasures few.

To be certain, there is some notable progress against extremist groups. In Indo-
nesia, we have seen significant progress against the group al-Jemaah al-Islamiya
(JI). Thanks in large part to Australian assistance, Indonesia has sent 200 suspects
through a speedy, transparent and increasingly fair justice system.? The JI threat
has diminished, making Indonesia one of the bright spots. This case is a good exam-
ple of the right approach: it must be local in nature, and involve empowering and
assisting local leaders.

Addressing terrorism: policy priorities

The recent announcement by President Bush that the top operational leaders of
the September 11 attacks will be bought to trial is an important step. For too long
the U.S. has been crippled by the widespread perception that we do not hold our-
selves to the highest legal standards of due process, right to counsel, and guaran-
teed minimum human rights. The flow of young men and women into the ranks of
violent Islamist extremist organizations has continued unabated over the last five
years in part due to this sinking moral image of the United States. The well-worn
concept of “winning hearts and minds” is repeated for a reason: it is a core, indis-
pensable part of the solution. But there is an important caveat here: we can never
advertise out way out of this immense problem, we need our Muslim partners to
lead the way. That will include subtle but strong pressure on leaders to enact gen-
uine social, economic, and political reforms. Minimizing the appearance of outside
direction or control is vital, it is too easy for extremists to make hay of American

3Sydney Jones, International Crisis Group. New York Times video interview, Jakarta, Indo-
nesia, August 4, 2006.
4Sydney Jones, Ibid.
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meddling. For too long we have been seen as the “power behind the power” in places
such as Egypt, Jordan and Israel.

Top Middle East and terrorism expert Anthony Cordesman reminds us that what
we confront are violent extremist movements that most often have a cause confined
to a particular state. There is no overarching global, connected campaign against
the U.S., but rather local battles that need to be treated on an individual basis. The
factors that make up these struggles are ones with which the U.S. is unfamiliar and
lacks significant understanding. They include social, religious, cultural, historical
and ideological elements that Muslims and Arabs have an inherent understanding
of. So if we hope for success, we must act in concert with our partners, and allow
them to lead.

Some of our polices have been short-changed. There continues to be the wide-
spread perception that the U.S. approach to the Israeli/Palestinian question has
never been fair or intended to elicit real solutions. While untrue in many ways, per-
ception is reality to those who support and take part in terror strikes. Equally as
pressing as giving the Israeli/Palestinian problem our robust and determined atten-
tion, there remains a long-standing threat to our security, and in fact the world’s
security. Russian tactical nuclear weapons continue to be relegated to the
backburner of policy priorities. If our leaders “don’t want the next smoking gun to
be a mushroom cloud,” then why have we not made more progress in securing the
thousands of remaining tactical nuclear weapons? Weapons of Mass Destruction de-
mand immediate attention. After all, if our priority motivation for invading Iraq was
to remove WMD), why are we not moving with dispatch to secure the thousands of
known, functioning, transportable weapons in Russia that could fall prey to theft
or smuggling? Some of our enemies are implacable and are driven by apocalyptic
visions of this confrontation. For them, nothing we do will matter. If given the op-
portunity to strike with WMD, they will do so.

What degree should “metrics” play in our strategy?

In such a multifaceted, transnational problem about which the U.S. only under-
stands parts of, the use of metrics simply cannot be reliable. But there are some
measurements that can offer us an indication trends and our security. In returning
to the previous issue of Russia’s “loose nukes” we could look at a decreasing number
of available tactical warheads as encouraging. Nothing could change our way of life
and the global economy more than the use of WMD, so their numbers and location
should be monitored assiduously.

While not an entirely accurate barometer, it is clear that we will derive a good
sense of where we figure in the struggle by monitoring public opinion in the Muslim
world.> While hard to quantify, the degree of social, political and economic reform
in countries that produce many Islamist extremists would serve as an indicator of
how the broader struggle to reduce the numbers, power and reach of these move-
ments. Also, a reduction in the numbers of madrassas (Koranic schools) in Pakistan,
the Philippines, and elsewhere would also be encouraging. Finally, a drop in ter-
rorist incidents and the numbers of people killed can also serve as an indicator. But
this factor cannot be relied on too heavily. While smaller actors and less ambitious
plans may be foiled, the future “spectaculars” likely to be attempted by al Qaeda
and other groups will be years in the making, and could surprise us just as we think
the trend was turning positive.

Are government agencies properly structured to combat international terrorism?

A comprehensive assessment would be necessary to determine this, and I am
doubtful that a successful one could be carried out. Competing interests that could
lose influence and resources in still-needed restructuring will make many positive
changes elusive. A review of law enforcement and regulatory agencies’ transnational
capabilities would provide insight and answers to this question. Jonathan Winer, an
intelligence and money-laundering expert and attorney, who served previously as
U.S. Deputy Assistant Secretary of State for International Law Enforcement, be-
lieves that measuring the degree to which the CIA, State Department, Pentagon
and other relevant agencies are “now functioning on a trans-border basis as well as
on a country basis”é could indicate if restructuring has been successful. The failure
to halt the attack narcotics trade in Afghanistan is also one metric that suggests
that the U.S. government is paying insufficient attention to some of the most impor-
tant issues.

5Interview with attorney Jonathan Winer, former U.S. Deputy Assistant Secretary of State
for International Law Enforcement. September 4, 2006.
6 Jonathan Winer interview, September 4, 2006.
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In the recent report by the staff of the Center for Strategic and International
Studies (CSIS) asserts that the Department of Homeland Security (DHS) “is a hold-
ing company, not an integrated department.””? There are very few people who would
argue that DHS has enhanced America’s overall security. Contacts throughout the
national security and law enforcement community relay mixed messages about the
structure of our agencies. I believe 75% of the comments I hear are negative, with
most of it directed towards DHS and the FBI. There is also disbelief and discourage-
ment over the role of the Office of the Director of National Intelligence (ODNI) and
its increasing size. But most of all, it is the Pentagon’s trump card over the DNI
that causes most people to shake their heads. A late addition to the legislation cre-
ating that office provided that “the authorities granted to the Director of National
Intelligence . . . respects and does not abrogate the statutory responsibilities of the
heads of the departments of the United States Government concerning such depart-
ments.” Many intelligence experts and officials felt this dealt a crippling blow to the
DNT’s authority and ability to manage the 16 member intelligence community to the
degree necessary for real change and effectiveness.

Some reforms of the intelligence community are still underway, and thus it is very
difficult to measure their progress. CIA analysts indicate that morale is low as they
lose staff to the National Counterterrorism Center, which according to several peo-
ple is “winning” that internal struggle.

What constitutes victory in the “GWOT” and what is a reasonable timeframe for suc-
cess?

Success will be determined in many ways. A reduction in the number of recruits
to carry out violent action in support of extremist ideologies stands as one of the
most important. But getting there will be tremendously difficult. We will have to
rely on some degree of internal dissolution as this movement is too complex and re-
silient to die U.S. hands alone.

The term war is debilitating. Yes, in the first few days it was helpful in rallying
the U.S. public and some of our allies, but it now hinders our response. It is an ab-
rasive term for allies who don’t see the threat as existential, and whose publics
know a very different reality of war. The “war” is off-putting to many Americans
who believe it allows for an open-ended timeframe and too much latitude for U.S.
government responses on our own soil and overseas. Others feel it is totally appro-
priate and support it wholeheartedly. There is clear evidence that being on a war
footing has weakened our cause: witness our posture towards battlefield prisoners,
Abu Ghraib, secret prisons, Guantanamo. This caused deep and widespread damage
K) our reputation, and motivated huge numbers of people to join the fight against

merica.

When Muslim and Arab leaders are fair and responsive to their populations, we
can expect an increased chance of peace and security. Whether a war or a campaign
or a long struggle, we are in it and it will take a long time to arrive at a sense
of victory or at least security . . . if ever. Internal forces and actors will determine
the duration of this battle, and less so U.S. actions. It merits repeating that the U.S.
can only hasten the dissolution of Islamist extremism to a small degree—the burden
is on Muslims and the capabilities are with the local political, religious and intellec-
tual leaders from Arab and Muslim nations.

To many of the actors we confront, the U.S. represents a target’s bulls eye. We
are the “far enemy” with the highest point value. But the battles are to be won
country by country and by an array of moderate forces and influences within na-
tional borders. Outside influence, especially if driven by the U.S. military or govern-
ment, will fail if not conducted with the utmost care and respect. Osama Bin Laden
believes America will be the second domino to fall after the Soviet Union, and that
]};e gnfd hisd movement are significantly responsible for this. They think America can

e defeated.

What is the proper balance between civil liberties and aggressively checking ter-
rorism?

Jim Fallows, National Correspondent of the Atlantic, notes that America’s biggest
threat is not what al Qaeda can do to us, but what we will do to ourselves in re-
sponse to the threat. There is certain truth to this, and I believe that we have suf-
fered as a country when actions were taken in haste or without the participation
of Congress.

There can be no doubt that terrorists are using technology that at times exceeds
our own surveillance capabilities and countermeasures, and which exploits our rules
governing investigations and monitoring. We should not fail to change these laws

7“Five Years After 9/11: An Assessment,” CSIS Press, September 1, 2006
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and respond to the enemy’s tactics as soon as possible. But because we are a nation
of laws and importantly because Congress has a constitutional role in formulating
or amending them, any changes should be made with its participation, even if kept
secret from the general public. As of now, and due to the secret and complex nature
of intelligence, it is unclear whether the current tradeoff between civil liberties and
security is even knowable or quantifiable. And there are a number of different opin-
ions on this subject. There does seem to be room for compromise. Many people I
have spoken to on both sides of the issue agree on two basic points: changes have
to be made to our laws, but they must be done through proper channels and with
sufficient consideration of their long term effect.

Attorney Jonathan Winer fairly asks “what is the evidence that any particular re-
duction in civil liberties has led to any reduction in the terrorist threat?” With re-
gard to the NSA wiretapping controversy, little evidence appears to support the no-
tion that court orders were not necessary. On the issue of torture and in reflection
of U.S. human rights abuses at Abu Ghraib prison, it is widely known that pris-
oners offer false testimony simply to stop the torture. Ultimately, Mr. Winer be-
lieves that “civil liberties do not have to be infringed to check terrorism. Traditional
military and law enforcement and regulatory techniques, updated to reflect techno-
logical changes, are sufficient.”

Are Iran and Hezbollah more of a threat than Al Qaeda?

Recent hostilities in the Middle East serve as a sober reminder that Hezbollah
and its state sponsor Iran pose serious threats to the region and possible to the
United States. Iran’s apparent efforts to build a nuclear arsenal is an ominous de-
velopment. Combining Iranian President Ahmadinejad’s threat to “wipe Israel off
the map” with Israel’s well known policy of preemptively striking core national secu-
rity threats, there is trouble not far over the horizon.

Iran clearly presents a number of problems for the United States, our allies and
nations the Persian Gulf region. Others, though believe that Iran is simply acting
in its own interests and that such moves do not constitute a fundamental threat.
In so far as Iran’s acquisition of nuclear weapons upsets the balance of power in
the region, this is clearly another issue. In addition to Israel’s reaction, Saudi Ara-
bia and Egypt may feel compelled to sharply increase their military capabilities and
to possibly pursue nuclear weapons.

Before al Qaeda’s September 11 attack, Hezbollah killed more Americans than
any other terrorist group. Hezbollah’s relative success during the recent fighting in
Lebanon is a problem for the U.S. and for states around the world. The terrorist
group’s ability to stop the Israeli army and to sustain withering air strikes provided
it with real legitimacy by demonstrating the power of transnational, sub-state move-
ments. Any strike on Iran is likely to be met with the unleashing of Hezbollah on
U.S. targets throughout the region and possibly the world. Hezbollah’s far flung
global operations, led by Imad Mughniyah, have been found in Argentina, Europe,
the U.S. (North Carolina), Australia, and Africa’s Gulf of Guinea, among other
places.8 Iran’s (and Syria’s support of Hezbollah is common knowledge.

What could be done to better attack the ideology fueling Islamist terrorism?

Returning to the insights of Anthony Cordesman, the threat of Islamic extremism
is a national phenomenon that can best be met through local forces on a country-
by-country basis, and not through a “globally connected effort.” Cordesman notes

. . . the real war on terrorism can only be won within Islam and at a religious
and ideological level. This does not mean that improving every aspect of
counterterrorism at the national, regional and global level is not important. It
does mean that no amount of outside action by the United States, Europe or
non-Islamic states can do more than partially contain the violence. It is only
the religious, political and intellectual leaders of Islamic countries and commu-
nities, particularly in the Arab world, that can successfully engage and defeat
Islamic extremism at a religious, intellectual, political and cultural level.?

8 Lebanese brothers Chawki and Mohamad Hammoud were convicted of selling cigarettes pur-
chased in North Carolina and sold over state lines in Michigan and Maryland and then using
the proceeds to purchase night-vision goggles, mine detection equipment, laser designators, GPS
equipment, and blasting caps. This “material support to terrorists” made its way to the
Hezbollah-controlled Bekaa Valley in Lebanon. Hezbollah operatives, with the support of Iran,
were responsible for the 1992 and 1994 bombings of Israeli and Jewish targets in Buenos Aires,
Argentina. Hezbollah has also been active in the “blood diamond trade in West Africa. And in
Australia, Hezbollah has recruited members from the region and raised money from an often
unwilling Lebanese immigrant community.

9Cordesman, “Winning the ‘War on Terrorism:” The Need for A Fundamentally Different
Strategy” P. 3
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Recognizing that insight, there are nonetheless a number of actions the United
States can take, and actions we can avoid. With costs for the Iraq war running at
$5 billion per month, the U.S. can certainly spend a fraction of that to improve so-
cial services to Muslims in a number of countries, and thus rebuild the foundation
of goodwill. Imagine what the construction of 10 U.S. hospital ships similar to the
USNS Mercy would do to the U.S. standing. These ships would be staffed with,
among others, Muslim doctors from around the world, to provide thousands of peo-
ple with free access to vital medical care. A lot of news is made of individual Iraqi
children who are flown to the U.S. for special medical procedures, so imagine the
impact of placing these hospital ships on rotation the world over. The ships would
become iconic, and the U.S. would be remembered for its generosity as it was in
post-war Europe and as we are now in post-tsunami Indonesia.

Another helpful policy can include promoting tolerant Muslim leaders in any
country they are found, and arresting those who spew intolerant hate speech and
support terrorist operations. One major component of U.S. efforts to counter extrem-
ist ideologies has been to promote democratic rule. This is a risky and sometimes
ineffective policy for a number of reasons. First, Western values, however wonderful
we believe and know they are, are often unwelcome and not transferable to many
people. It may be a disappointing reality, but a reality nonetheless. In places with
a history of democracy or a willingness to consider it, it has to be preceded by polit-
ical reform to help adjust cultural and social attitudes and civic structures. As with
medicine, improper dosage can be harmful.

Greater efforts to partner with Muslim and Arab countries on a range of scientific,
medical, cultural, technological, business and academic initiatives can do much to
reduce the widespread sense of Muslim loss and disrespect. In addition to bringing
leaders from these fields to the United States, we in turn should make every effort
to enable American students and scholars to spend time in those same countries.
Not only will these exchanges build goodwill and understanding, but we will also
establish a generation of people with the cultural awareness and language skills
needed in the event of future hostilities (too Machiavellian?) ;)

Five years from now, what will we see?

2006 arrived very quickly, and I don’t think many America citizens or their lead-
ers are very happy with where we are. 2011 will arrive just as quickly, and serious
thought and effort needs to go into plans and policies to make sure we don’t feel
as insecure then as we do now.

Some of the more ominous questions we may be asking include

1. Why didn’t we make loose Russian nuclear weapons our core, number one
priority?

2. How did we allow Afghanistan to be retaken by a combined Taliban/al
Qaeda force?

3. How is it that Hezbollah gained control of most of Lebanon?

4. How is it that we allowed the emergence of a “mini-Iranian protectorate”
that wound up controlling much of Iraq’s oil revenues in what emerged as
the independent, free Islamic State of Iran?

5. Why did we think the Muslim Brotherhood would remain a moderate force
in Egypt once they took control of the country and the military following
the deposing of President Hosni Mubarak?

6. And how could we have possibly failed to block a fundamentalist takeover
of Saudi Arabia by neo-Salafi/Wahabbi clerics?

7. With Iran in possession of nuclear weapons and sufficient ballistic missile
capabilities, what leverage is there against their emboldened theocracy and
clerical leadership that provides support for Islamist extremist movements
across Europe, Russia, Central Asia, Northern Africa, Canada, Latin Amer-
ica?

8. “Why are our soldiers still in Iraq? And what do we have to show for $400
billion and 5,000 Americans dead?

9. Why did we trade our cherished, hard-won civil rights for an ill-defined
level of security?

10. Why are our traditional allies no longer our friends, and why are our new
allies the kinds of countries we confronted during the Cold War?

11. Why did we not pressure secular, one-party Muslim regimes to reform?

12. Why didn’t we put all of our energy into the extremists’ number one recruit-
ment issue: the Israeli/Palestinian problem?
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13. Why are there so few Americans in foreign countries, and why are so many
openly attacked when they are there?

14. Why have we closed so many embassies?
15. What more could we have done to keep Pakistan from being taken over by
pro-Islamist generals?
More encouraging questions may be
1. How did America help local Muslim and Arab leaders successfully confront
Islamic extremists in their countries?

2. How were Osama bin Laden and Ayman al Zawahiri finally killed and
where were they living?

3. Why didn’t we begin the highly successful 2007 “Bush Plan” that invested
money and time into massive, widespread provision of social and economic
services to Muslims in at risk nations?

4. What other nations might become relative success stories like Afghanistan?

5. How many more American Information Centers will we re-open on Muslim
countries this year?

6. On which day this year will the 100,000th foreign Muslim student begin
school in America, and when will their American counterpart arrive in their
country?

Conclusion

Administration officials are in fact speaking of the struggle against violent
Islamist extremism as the “long war.” And it is true that the enemy’s proven ability
to successfully adapt to our countermeasures signals that several more cycles of ac-
tion/reaction will dot the horizon. But there is much that other nations and the
United States have to do before this struggle’s outcome is no longer in doubt. During
the Cold War the United States and our allies built tremendous military, intel-
ligence, academic, and economic capabilities to confront and eventually prevail
against a totalitarian adversary. Today, we boast few of these capabilities. We do
not speak radical Islam’s language, understand their culture and history, nor can
we pretend to solve their problems with military or other means. The role to be
played by Muslim and Arab leaders in countries where these struggles within Islam
and with secular leaders are taking place will be paramount. As soon as the United
States begins this wholesale shift in emphasis, the sooner we will be re-opening
those American Cultural Centers.

Mr. RoycE. Mr. Sherman.

Mr. SHERMAN. Thank you, Mr. Chairman. I do need to leave
soon, but I want to ask a few questions.

First, I would like this panel, particularly Dr. Phares, to com-
ment on the question I raised earlier. And that is, why hasn’t there
been a Timothy McVeigh-style truck full of fertilizer blowing up of
a building anywhere in the United States? Is this because the
forces against us don’t even have one or two guys that can rent a
truck? Or is it because they just don’t see it as a good idea to en-
gage in moderately destructive activity?

Mr. PHARES. A very complex question. The easiest way to answer
it would be reading the mind of the jihadist and see why wouldn’t
they start a Hamas-like, Islamic jihad-like series of attacks against
buildings using trucks, or a Hezbollah-like attack in 1983.

It has to do with two levels. Number one, al-Qaeda central,
meaning those individuals who are trained to cross countries or are
at the service of al-Qaeda, they act on behalf of a strategic view,
not just of hatred. They see a building, I have a truck, and I will
do it. Al-Qaeda central will not, in my humble assessment, engage
the little or limited assets that they have below the level of acquir-
ing a capacity of 9/11 kind of attacks. So if we didn’t have them,
it doesn’t mean we won’t have them; it means that the planning
strategy of al-Qaeda is to have at least as much as 9/11.
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Mr. SHERMAN. Is this because of their ego or their desire to
achieve superstar status among their potential supporters?

Mr. PHARES. That could be one psychological element. The other
element is they think like us strategically; they have commanders
and troops, what we call assets. What they have in the United
States accordingly linked to al-Qaeda are in the dozens. Would
they use those dozens with the possibility of being arrested? Look
at what happened in the case of the U.K. One person was able to
dismantle a whole network of probably 25 people.

The more concerning is that the second level al-Qaeda, second
generation, are those who are born here who have connected with
al-Qaeda. Those, the future attacks by these, are still ahead of us.
It didn’t happen yet. Many of these cells have been dismantled.

Mr. SHERMAN. What we have also seen in Britain is that the
homegrown terrorists grew up in Britain, had friends in Britain,
and were therefore more likely to disclose and allowed to leak their
plans. It is certainly a lot easier to infiltrate a mosque in my dis-
trict than it is—or any other Islamic group in my district, most of
whose members are going to be patriotic Americans, than it is to
infiltrate a small group of al-Qaeda operatives sent into our coun-
try.

Mr. Sanderson, I know you have pointed out the nuclear, loose
nukes. I couldn’t agree with you more. We have proven an ability
as a society to survive a 9/11 attack. I don’t know whether the
West can survive and go on if we are faced by a nuclear attack.
And that is why my greatest fears are the Iranian program and,
of course, the loose nukes.

And the witnesses who spoke earlier spoke of complacency. There
is no great—there are two kinds of complacency. One is sloth.
Americans are not slothful. The other is distraction. You do a lot
of stuff, but you are so arrogant and complacent about one threat
that you feel you can deal with everything else.

During World War II, it was real clear. We had to beat the
Nazis; we therefore cooperated with Stalin. In contrast, right now
we are waging a little miniwar against Russia. And, trust me,
Putin is no Stalin, but we feel that we have got to weaken Russian
influence over Moldavia, for example. Well, if you have to do that,
you have to do at least 100 other things that I don’t have time to
name. And if you have to do 100 things, then you are not going to
get your key things done.

Likewise, we are so complacent about terrorism and the Iranian
nuclear threat that we feel that we can deal with China on the cur-
rency issue independent of what China does on Iran. We just want
to indulge ourselves and do whatever we feel like doing with regard
to China’s trade issues, and respond to the contingencies and care
about them, and we don’t have to trouble ourselves to try to get
China’s support on Iran because, after all, we care about hundreds
of things including Chinese currency, and no one of them is actu-
ally more important than anything else.

The question I have for you, and this is a bit of a diversion from
the comments I just made, is you have these madrassas that you
referred to, and Dr. Phares commented that these could be the
sources of new terrorists. To what extent are the Saudis funding
madrassas in the United States? And are they funding madrassas



42

that are religious institutions that we can all be proud of, or are
they funding teachers who teach hate?

Mr. SANDERSON. I am sure Dr. Phares will have more to say on
this than I do, but my understanding is that the Saudis are fund-
ing schools in the United States, they are funding the reading ma-
terials that come into prisons in the United States, and that they
are funding:

Mr. SHERMAN. And what do these materials say? Because if they
are funding copies of the Koran in English translation or in the
original Arabic, that might be just fine. Have you found—and I will
ask Dr. Phares as well—materials paid for by the Saudis or prob-
ably paid for by the Saudis that are jihadist in nature?

Mr. PHARES. Certainly. There are several reports that could be
made available to you and to the members of the commission on
Saudi funding over 20 years. We are not talking about Saudi fund-
ing over a few years only. And that is on two levels. So the funding
that goes to religious institutions, which are also educational
madrassas, goes to the managements of these organizations.

Now, the problem is that the appointment of managers to these
institutions is done in accordance with the radical clerics who are
very influential in Saudi Arabia. I don’t want to go into the inside
of Saudi Arabia, but there is an orange, and there is a red. The
Saudis in general are favorable to Wahhabism, but inside that
state you have radical clerics who are very militant about it. So it
is a Saudi problem. The end product is, yes.

Mr. SHERMAN. If I am going to confront the Saudi Ambassador,
it is going to have to be with something more specific. The Saudis
may be funding mosques in the United States. The best way to get
at this is to look at the written materials that they pay for print-
ing, or the written materials used in institutions where they are
paying to keep the lights on and paying to keep the buildings open.
What materials do you have used in Saudi-funded institutions or
printed by with Saudi money that are a departure from normal
Islam and reflect a terrorist or jihadist view?

Mr. PHARES. Well, we can open the textbooks that are being used
by these institutions, these madrassas, funded by the Saudis, and
that is open information, and look at those textbooks. Certainly 80
percent of the textbooks have to do with regular teaching of reli-
gion and of issues with religion. But there is a 20 percent or so,
I am trying to quantify, of this information which is a direct call
to Wahhabism, not so different from what the Salafists and the
jihadists are defining as their enemies in Iraq or another part of
the world.

For example, I will give you one example. When you distinguish
in one community between those who go by these teachings and
those who do not go by these teachings and call them the kuffar,
it is an Arabic word for infidels, and then you prescribe that these
kuffars are the enemies of the right path, this is equivalent in our
cultural, political culture, of discrimination and the isolation of
part of society. That alone is a problem in democracies, and that
is part of the educational curriculum that we have seen and we
could provide information about.

Mr. SHERMAN. Well, I hope you provide that information and in-
dicate who paid for the printing of each document or textbook, and/
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or at least some of the mosques in which that book is used, because
it is not enough to just wave around a book. There has to be a con-
nection between that and either Saudi paying for the printing of
the book or the Saudi paying for the institutions that employ it.

I see the other witness also has a comment.

Mr. SANDERSON. I would just say, I don’t have any evidence my-
self, but I have heard anecdotal evidence as to the content of some
of the publications that have come into United States prisons and
into schools at the hands of the Saudis in the past, but personally
have not seen it.

Mr. SHERMAN. The other point I will make is that it is just abso-
lutely wrong for us to allow these materials into prisons. The first
amendment has limits in prisons. Prisoners are not accorded most
of the civil rights, like the ability to live where you want to live.
They are prisoners. And we need to—we can’t let material into
prisons just because the cover says that it is a religious text.

Mr. Royck. I think Freedom House has a pretty good document
with some of the specific evidence that was funded from Saudi
sources, and we will share that with the Committee Members.

We will go now to Congresswoman Watson.

Ms. WATSON. Mr. Chairman, I would like to sincerely thank you
for this hearing. These two gentlemen who have been on those hot
seats all of this time probably have presented to us the most
thoughtful and insightful discussion of where we are now. And I
have been saying this for a long time. So I am going to thank you
for indulging us with this.

I am going to throw some concepts out at you, and either one of
you or both of you I would hope would comment.

Mr. Phares, you talk about the long war. I think—or is that Mr.
Sanderson? Let me see whose paper I have in front of me.

Mr. SANDERSON. I did reference it in my conclusion.

Ms. WATSON. Okay. And then I would like to hear some talk
about the long war versus the Cold War and a civil war in Iraq.
But you are raising issues that I think we have been complacent
about. Mr. Brookes says America is complacent. I hear patter com-
ing from the policymakers about this war on terrorism in Iraq, and
as an Ambassador, I become thoroughly confused, because one
thing you learn when you go out to your post in a foreign country:
You had better understand something about their customs, their
traditions, and their ways of thinking, or you are not going to suc-
ceed at your mission. And I could read everything they put in front
of me at the State Department. I had 6 years to do it. But nothing
replaces the experience and living in a foreign country and know-
ing that, regardless of what we say according to our principles and
values, our provisions—I was in Micronesia—that it is the land
marquis or the high chief that calls the tune. So I am actually elat-
ed for the two of you bringing these issues up, because that is the
real world.

And you said today, we boast few of these capabilities. We do not
speak radical Islam’s language, or we do not understand their cul-
ture and history, nor can we pretend to solve their problems with
military or other means. And I am wondering, you know, we sup-
port Israel. We are one-sided with that support. But are we ever
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going to solve the problems for them between the Palestinians and
Israel? Lebanon, Hezbollah, Israel, longstanding issues.

Can America in our isolation and our feeling that we are pretty
safe here—and then all of a sudden we get hit with 9/11. But you
are the first two that have really started us on a path of thinking
differently, and I want to commend you for that.

I would like to hear you, Dr. Phares, come back and do some lec-
turing and some teaching. I heard you say you have been a pro-
fessor.

Mr. Sanderson, I would like to have you come and reiterate what
you feel are the tools that we are going to have to need if we are
going to succeed with anything.

I want to think—I have been with our Chairman, and I know he
gets it, because I have been with you. We went into Sudan; and he
said, you know, something is going on here beyond guns and bul-
lets. Something is going on. Until we get to that, we cannot make
much—so we came back and said, let’s get our State Department
stczllff over there. We have got to deal with what is happening, geno-
cide.

So thank you for awakening these thoughts and the content.

I want to end by saying if you want to comment on the long war
versus the Cold War, the Civil War and these wars; and I hope we
can move from thinking that it has to be a war. It ought to be a
movement based on some understanding of who these enemies of
our American, Western democracy way of life are. And I think we
have been complacent. I don’t think we have dealt enough with
that.

With that, I end what I have to say; and I thank you, Mr. Chair-
man.

Mr. RoycCE. Thank you, Congresswoman Watson. I will give you
a copy of Dr. Phares book when I finish it. It is really interesting.

Mr. PHARES. Congresswoman, I am overwhelmed by your words.
I am pretty happy that we are engaging in this dialogue. Let me
be brgef in making a few comments about both of the things you
raised.

Number one, the war issue. Had we in the United States and in
democracies—I always link the entire international community—
believed in the same views we had, one, the previous war of ideas,
when the Soviet Union collapsed and it engaged at that time, not
10 or 11 or 12 years after, in finding who are our partners among
those civil societies in the greater Middle East, in the Muslim
world, in Africa, probably the war on terror either would not have
happened or it would have happened in a very limited way. And
I will explain myself.

You just mentioned Sudan. I myself have published, wrote about
Sudan, was a voice in the wilderness in the early '90s about raising
the issue of Sudan and was always wondering why is it that the
international community would be so vivid in intervening every-
where, in Latin America, with the European dissidents. We have
gone twice to Yugoslavia, rightly so, to help people who are in
need. And 1 million Black Africans have been killed in a war basi-
cally with the jihadists, the same ones that visited us on Sep-
tember 11, and yet we haven’t even intervened for so many years
or invited some of those victims in the United States. And yourself,
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you are aware how devastating that problem in Sudan is. And now
we have a situation in Darfur where it has been qualified finally
not just by the United States but by even the United Nations as
a genocide.

The problem that I see as happening in the war on terror is be-
cause we have not been aware of these crises and the rise of these
fundamentalist radical views which do not represent the majority
neither in the Arab world nor in the Muslim world, but a minority
which is armed, which is strong, such were the social nationalists
in Germany after the collapse of the Weimar Republic was. Cer-
tainly they could carry the force of representation of these societies.

The other example, Madam Congresswoman, comes from Leb-
anon, since you just mentioned it. At the first opportunity, the
international community, thankfully, the United States, France,
Europeans, Arab moderates, worked together on the issue of Leb-
anon, issue resolution 1559 in 2004, regardless of our political de-
bates inside this nation.

The very first moment the Lebanese were given the opportunity
to express themselves freely, what did they do? We have been hear-
ing about Lebanon for 20 years as the land of Hezbollah and the
land of radicalism. We saw 1.5 million people, not armed, men,
women, children, taking to the streets of Beirut in the Cedars Rev-
olution. An overwhelming number of Lebanese do not want war,
any kind of war, including holy war. They want normal peaceful
times.

The first elections in Lebanon you have a majority of people who
believe in the same way. The problem is that violence and ter-
rorism obstruct the democratic process.

Sometimes we find ourselves—I am talking about myself as an
American today—in the way of putting efforts. We put effort to
bring down the Apartheid regime in South Africa. We didn’t have
to do war. We did economics.

We threatened a regime in Haiti which was oppressive of the
people of Haiti. We sent an aircraft carrier. Thankfully, we didn’t
have to do more than that.

In other cases, in Yugoslavia, we had to engage because of the
difficult equation that existed there.

In Lebanon, not one shot and we had seen the Lebanese deploy.

My point is, for the future, there is a war of ideas that has to
be won so that the war on terror will be won as well. That is why
in most of my points I am quoting for engaging those dissidents,
the democracy forces, the women’s movements, the students’ move-
ment, minorities in the greater Middle East. Actually, the majori-
ties walk with us. We need to reach out and find them, Madam.

Mr. SANDERSON. Congresswoman, thank you for your comments.
I appreciate them.

Let me share two points with you. I was recently in Indonesia
on a State Department international visitors trip. I went to about
six different cities, and there was a Foreign Service Officer there
named Paul Berg, who is now at the Army War College for a year.
He was so impressive you could not believe it. His skills in
Bahasan Indonesian language were phenomenal. Everywhere we
went he garnered tremendous respect. Everyone loved him. He
could walk in any door, any government office.
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That is just what we need. We need a cadre of people who have
that level of experience and the cultural understanding for the good
that it does in a Machiavellian but realistic way so that when we
do have a confrontation or things do go sour with a country we
have people who understand those people. Now, it may be a dark
way to look at it, but that, in fact, is a reality. But we have to pre-
pare for that. It was so impressive. A little goes a long way, and
he had a lot, and, boy, he just changed minds left and right. And
he was alone, basically, in Atjeh, in Medan as the counsel general,
and he felt totally safe because he was one of them, and it was
really impressive.

The long war. We invested 12 to $13 trillion to fight the Soviets.
The Soviets, characterized with a known language and we had
hundreds of people that understood it within the CIA and other de-
partments; it was a bounded threat; it was a hierarchical threat;
it was symmetrical to us. And with that money we developed intel-
ligence capabilities to penetrate that threat.

The current threat, radical Islamists: Languages that few of us
know, cultures that we do not know, an unbounded threat, no hier-
archy, and few intelligence capabilities designed to penetrate that
threat. We have got a long, long way to go.

And you know what? In the Cold War, we were basically omnipo-
tent. We had everything we needed almost. But now we need to go
to our friends. It is a local battle. There will be times when it is
a war, where we will be fighting, but this is so comprehensive and
so much more multifaceted than our confrontation with the Soviets,
and we really need to build the tools. 9/11 we reached into that
quiver to pull out the arrows we had there for the Cold War. They
are blunt and devoid of nuance. We need new skills.

Mr. ROYCE. Let me ask a question of Walid. What does the re-
cent conflict between Israel and Hezbollah mean in terms of the
wider war against Islamic terrorism?

As I mentioned to you, I was there in Haifa. I had an opportunity
to see part of that. How do you see Lebanon playing out?

And then I would ask Tom a question about his statement that
the growing Muslim communities in western Europe are a cause
for concern. Most of these countries enjoy the status of being a par-
ticipant in the visa waiver program with the United States. I am
thinking about the news we got about those who are looking to
take a flight to the United States with the intent to take down
those 10 jetliners. Is this something Congress should be reevalu-
ating in terms of that visa waiver program under these cir-
cumstances?

Also, how concerned are you, Tom, about Europe as a sanctuary?
I am thinking about some of the things Walid said earlier. We have
got a mosque there in London in which, as we talk about recruit-
ment, is a cause of real concern. We see some of the words of rad-
ical call to action, call to jihad that go on there in that main
Finsbury Park mosque; and I just wonder how we tackle that.

So, Dr. Phares, if you would like to start.

Mr. PHARES. Mr. Chairman, thank you.

One remark before I address the issue of the Lebanon,
Hezbollah, Iran, Israel, Syria conflict. There is a big difference be-
tween what the peoples of the region want if you give them that
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freedom to express themselves and what that either regimes or
radical organizations want. I see many, including my students or
compatriots in America and in Europe, confused about why do peo-
ple hate each other?

It is not that nations hate each other. Every time we have an op-
portunity for a civil society to express itself without being under a
regime of hate or threatened by an organization that hates, then
you are going to have different perspectives.

The majority of the Lebanese in this case, since we were talking
about Hezbollah, showed the whole world, the cameras 1.5 million
people in the Cedars Revolution that all they want is the with-
drawal of the Syrian army from Lebanon and the Israelis, of
course, from the south, that all militias are disarmed. It is not nor-
mal to have a militia which want to wage wars at its own timing
that exists in a country which needs peace and stability.

The decision by Secretary General of Hezbollah to wage that first
operation on July 12, 13 is not just a local decision by Hezbollah.
It has been proven by statements both in Iran and also in Lebanon
that there is a regional understanding between the Iranian regime
of Mr. Ahmadinejad, the Syrian regime of Mr. Bashar al-Assad and
Hezbollah, who feel that they are threatening their own interests
to deflect the international community from dealing with these in-
terests.

And I will tell you quickly what I think these interests are: To
direct Hezbollah to inflame the situation with Israel, a matter that
Hezbollah could have done since 2000. Why is it on July 12, 2006,
6 years after the withdrawal of the Israelis, they waged that war?

Three reasons, Mr. Chairman. Number one, we all know the re-
gime of Iran is in trouble with the international community on the
issue of the nuclear. The Syrian regime of Mr. Bashar al-Assad is
in trouble with the same United Nations—not talking about Amer-
ica or Israel or France; I am talking about the Security Council of
the United Nations—on the issue of the assassination of former
Prime Minister Hariri of Lebanon, and the results were about to
be rendered. Hezbollah is in trouble with the majority of the other
Lebanese political parties on the issue of this army.

So three interests coming together thought that by reigniting a
war with the Israelis, a war that most of the societies in the east
do not want—most of the Arabs do not want wars. They have been
shocked enough by what has happened in Iraq, what has happened
in terms of terrorist wars around the world.

My concern is that a decision has been reached at the level of
the two regimes and Hezbollah, meaning Tehran, Damascus and
Hezbollah, to confront the international community. They drew red
lines in the sand saying that they are not going to stop on the
project of nuclear for a variety of reasons, that they are not going
to comply with the United Nations rendering the sentence or the
results on the Hariri assassination.

Syria’s regime, its President, made a couple of statements, very
important, on the fact that they would not relinquish their influ-
ence on Lebanon, and Hezbollah will not want to disarm.

Having said that, it has consequences. It has been mentioned by
the members of panel and yourself that if a regime wants to con-
front an international community and has access to nuclear weap-



48

ons, we are talking about a serious threat. If Hezbollah wants to
refuse the disarming by any means—and Hezbollah has cells not
just in Lebanon but also around the world, including in the United
States—I would move to consider this as a very concerning matter
for ournational security. And I move to say that we have not fin-
ished the war with the al-Qaeda, and the Hezbollah may consider
a confrontation if Iran would order them to do so.

So we may well have to—our national security would have to
consider to deal with the possibility, the scenario, as dark as it is,
that both organizations and both movements would be striking, not
necessarily in coordination, against the United States and democ-
racies around the world.

Mr. ROYCE. Yes, Doctor. And Tom.

Mr. SANDERSON. Congressman, I am afraid that Europe presents
a huge problem; and I think you are well aware of that. Let me
just describe the environment and a common demographic.

You have got between 15 million and 20 million Muslims in Eu-
rope. They are not well assimilated. Many of them disenfranchised.
You have second and third generations, young men and some
women whose parents came to Europe from Algeria, from Morocco,
from a host of nations. So those young men do not have allegiance
to their host country, nor do they have direct connections to their
parents’ home country, making them highly susceptible in this en-
vironment  where they are disrespected, humiliated,
disenfranchised and, even in the middle class, still kept out of
choice neighborhoods, so therefore susceptible to the 3,000—4,000
pro al-Qaeda Web sites. The extremists, imams who seek refuge in
those countries from repression in the Middle East, from returning
jihadist fighters from Iraq, Chechyna, Bosnia, Afghanistan, and
from CDs and DVDs and from their friends. I mean, a tremendous
swirl of influence around people who lack an identity, lack an alle-
giance, and therefore are highly susceptible to this.

Think about the influence of a young Army soldier who comes
back home to New Hampshire and meets with the local high
school, the inspiration that he or she is from having fought in Iraq
or Afghanistan or elsewhere. Imagine that same fighter coming
back from Iraq meeting with these kids who are not integrated in
society. A huge problem.

Visa waiver also a problem. Al-Qaeda and like-minded groups
are tremendously savvy. They are looking at every countermeasure
we put out there in developing their countermeasures. They will
penetrate the borders of the United States. I believe they are here.
I am not an alarmist, but I am a realist. I think they are here.

Okay, so we ban liquids from being brought on airplanes. Well,
what do they do? They mimic drug traffickers and start to swallow
condoms filled with plastic explosives or put them in other places.
These are the kind of innovations that people who are true believ-
ers and see the destruction of the United States as necessary will
do. These are things that are not beyond the realm of the possible.
And I think that Europe does present a problem.

There are debates over what direction that Muslim community is
heading, and the Economist had a good cover story called Eurabia
a few months back. It is a good read; and, in fact, I am meeting
with the primary author of that. There are some positives and neg-
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atives, but, nonetheless, that is fertile ground. And they are got
going to be dumb enough to choose Mohamed Atta again to leads
these fights. They are going to get converts. We saw a woman go
from Belgium who blew herself up in Iraq. That is a trend that will
increase.

Mr. ROoYCE. Some of that we have already seen quite of bit of in
the prisons, but we have also seen it in my home district in Garden
Grove. We had a convert whose family was Jewish. He was con-
verted. Now he is with al-Qaeda and is making statements on
tapes and you can hear him on Aljazeera or on CNN.

Well, I want to thank both of you for your testimony. You have
been 1\iery patient, and our audience has been very patient. Thank
you all.

I think we heard some very important testimony which Con-
gresswoman Watson and I and the other Committee Members real-
ly appreciate.

We stand adjourned.

[Whereupon, at 5:18 p.m., the Subcommittee was adjourned.]
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