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Abstract

A little over year ago, in November 2005, the Secretary of the Air
Force Michael W. Wynne and Air Force Chief of Staff General T. Michael
Moseley wrote a joint letter to all airmen of the Air Force, which defined a new
mission statement which included the concept of cyberspace. Cyberspace was
defined as including network security, data transmission and the sharing of
information.

Although the Air Force and the Department of Defense (DOD) in general,
have numerous safeguards in effect to protect systems and their networks, DOD
relies on a system that is passive when encountering cyber threats. This paper
recommends the Air Force pursue research in quantum encryption and security,
and continue to examine computer security techniques for the mid-term and
beyond. The Air Force should continue future planning efforts to anticipate and
develop countermeasures to emerging threats in order to proactively protect and
dominate the cyberspace domain of the future.



Chapter 1

Introduction
| see the mission of the Air Force as: Deliver sovereign options for the
defense of the United States of America, and its global interests — in air,
space, and cyberspace.

— Honorable Michael W. Wynne, Secretary
of the Air Force®

The United States Air Force was the first of the military services to
include cyberspace in its mission statement. The Secretary of the Air Force
and the Air Force Chief Staff, shortly after announcing the new mission
statement released a joint Letter to Airmen on 7 Dec 05, wherein Secretary
Wynne stated “we have quite a few of our Airmen dedicated to
cyberspace....from security awareness, making sure the networks can’t be
penetrated, as well as figuring out countermeasures. The Air Force is a
natural leader in the cyber world and we thought it would be best to recognize
that talent.”” In the same news release, the Air Force gave a more defined
view of cyberspace: “the term cyberspace includes network security, data
transmission and the sharing of information.”® Finally, the joint Letter to
Airmen points out: “As Airmen, it is our calling to dominate Air, Space, and
Cyberspace.”* The way Airmen will meet the direction Air Force leadership
advocates, particularly in cyberspace, rests on a clear understanding of exactly
what that calling entails.

Cyberspace is not a very new concept. The term cyberspace® was first
used in the 1982 science fiction novel Burning Chrome, by William F.
Gibson. It was later popularized in Gibson’s next novel, Neuromancer.
While popularized, it remained an elusive term to define.  Nearly twenty
years later, President Bush, in 2003 set forth a policy to secure cyberspace in
his National Strategy to Secure Cyberspace.® Soon thereafter, the 2004
National Military Strategy included the domain as an operational battlespace
requirement.” Yet, cyberspace is not a term found in printed dictionaries, and
on-line sources have widely varying definitions. In fact, once the Air Force
claimed the virtual high ground called cyberspace last year, a flurry of activity
quickly began to define exactly what it claimed.

To that end, the Air Force stood up a Cyberspace Task Force in January 2006,
led by Dr. Lani Kass,® chartered to investigate cyberspace as a domain in and
through which the Air Force flies and fights. Following her appointment, Dr.
Kass defined the initial goal of the task force as developing a set of
recommendations that included designing a strategy for dominance across
domains, evolving operational concepts for cyberspace and changing doctrine
for the mission.? One of the first items the task force tackled was to come up
with a common definition of cyberspace, which Dr. Kass admits was a
struggle as the team poured through hundreds of opinions during their
research. The task force defined cyberspace as a warfighting domain bounded
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by the electromagnetic spectrum or the “maneuver space of the
electromagnetic spectrum.”* Surely, sister services in DOD may have other
ideas on defining cyberspace. However, at this time a full and complete
definition is not possible, as cyberspace is an immature science and a full
understanding of the domain is years away. Therefore, any definition of
cyberspace must remain flexible and adaptable in order to allow future
innovations to take its course.

This paper argues that America’s future adversaries can, and will use
information technology as a means to wage warfare in the cyberspace domain
against the United States. The Air Force is highly dependent on computers
and information operations, and will be even more dependent in the next
twenty years. The majority of computers, their operating systems and
software purchased by the Air Force are commercial off-the-shelf (COTYS)
components, often manufactured abroad due to cheaper cost. Thus, foreign
countries could place hidden components inside the computers, making the
computers vulnerable for attack and/or spying. This paper succinctly
illustrates how this presents significant vulnerabilities to the Air Force’s cyber
domain. Furthermore, Air Force networks are connected to and utilize the
internet, which is also vulnerable for exploitation. These threats are real and
are succinctly summarized in a crystal clear 2003 information security report:
“The U.S. Department of Defense (DOD) relies too much on commercial
software, doesn’t know who is creating the software, and faces other
significant cybersecurity problems.”**

This paper explores the topic of defense of the cyberspace domain by the
Air Force, with a focus towards future vulnerabilities and actions underway to
protect the domain. It provides a brief background of the Air Force’s reliance
on standard computer configurations, operating systems, software, and
network connectivity. It then reviews the vulnerability of computer systems,
processes in place to protect the Air Force network, and looks at the future
towards 2030 to find potential threat vulnerabilities. This paper’s look at
defending cyberspace provides several recommendations this author
advocates as a defense to mitigate against potential adversaries.



Chapter 2
Know Thy Enemy — He May Be Armed With Bits and

Bytes
"Major Cyberspace Vulnerabilities Will Be Used Against Us.”
—Richard A. Clarke, Testimony to Congress*?

Richard A. Clarke’s ** testimony to a Congressional Committee in 2003
emphasized today’s growing threat. He began his testimony discussing the
cyberspace threat and vulnerabilities, stating:

For many, the cyber threat is hard to understand.
They think that these cyber attacks are
unfortunate, but are just a cost of doing
business, just a minor nuisance in a multi-
trillion dollar economy. No one has died in a
cyber attack, after all, there has never been a
smoking ruin for cameras to see.  Such
reasoning is dangerous.  Implicit in such
thinking is the unarticulated notion that the only
cyber attacks that can happen in the future are
those similar to what has happened in the past.
Implicit is the 20th century notion that if it is not
a smoldering heap with a body count, there has
been no real damage...the threat is really very
easy to understand...if there are major
vulnerabilities in the digital networks that make
our country run, then someday, somebody will
exploit them in a major way doing great
damage...meanwhile, short of the Big Attack,
there is damage being done every day...the
culprits range from cyber joy riders, to thieves,
to organized criminals, to corporate spies, to
terrorist groups, to nation states.*

Data available succinctly supports Mr. Clarke’s claims. Research readily
shows numerous reports of cyber attacks to various computers, operating
systems, software applications. One such organization, the SANS Institute™,
working with the FBI’s National Infrastructure Protection Center, provides
information on likely targets an enemy may attack. The SANS Institute
provides an annual report of the Top Twenty Internet Security Attack Targets
which depict the most vulnerable computer systems and software. The top
five on the target list of vulnerable operating systems in 2006 all belonged to
Microsoft, including its Internet Explorer and Microsoft Office applications.™
The announcement of the vulnerability list, detailing those specific software
programs is disturbing. The Air Force announced in early 2006 that it
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committed to a five-year, $50 million contract with Microsoft to place a
Standard Desktop Configuration (SDC) in its computers.

The word “Microsoft” *’ has become synonymous with computers, to
include the Air Force’s own computer systems. Essentially, Microsoft is
everywhere — ask anyone today in the computer industry what “Word, Excel
or PowerPoint” is, and the likely response will point toward software the
company produces and installs in computer systems. Microsoft’s “corner of
the market” brings both good and bad. Microsoft offered a rare glimpse of the
extent of infected Windows systems at a June 2006 technical conference,
reporting a significant percentage of the world’s computers have been infected
by keystroke loggers, Internet Relay Chat bots'® and rootkits®®. Microsoft
security researchers used data collected from its Malicious Software Removal
Tool (MSRT) to produce a clear picture of the malicious software (also called
malware)?® against Windows. Microsoft has removed at least 16 million
instances of malware from 5.7 million Windows-based computers since the
first iteration of the Removal Tool in January 2005. That equates to one virus,
Trojan®, rootkit or worm every 311 times it scanned one of the 270 million
computers running on Microsoft’s Removal Tool. The Tool removed at least
one Trojan from about 3.5 million unique computers; of the 5.7 million
infe(Z:;[ed Windows machines, about 62 percent were found with a Trojan or
bot.

Microsoft’s confirmation of the widespread problem is consistently
highlighted in numerous periodicals warning institutions and organizations of
the issue.  Consider an example described in a recent article in
SecurityFocus®®, an online source of internet and computer security
information.

On December 1, 2005, two e-mail messages
were sent from a computer in Western Australia
to members of two different human rights
organizations. Each e-mail message carried a
Microsoft Word document with a previously
unknown exploit that would take control of the
targeted person’s computer and open up a
beachhead into the group’s network. The attack
failed, as did a second attempt to infiltrate the
same human-rights group a week later, due in
no small part to an overabundance of caution on
the part of the e-mail security provider
MessageLabs, which initially blocked the emails
based on the strangeness of the Word
attachments. The attacks only targeted a single
person at each organization and, after the two
attempts, never repeated.**



The significance of this event was that it was a low-volume attack — aimed
at only two computers. These low-volume attacks are rapidly becoming a
major issue for the anti-virus and computer-security industries. Defense
mechanisms, past and present, are geared to counter high-volume Trojans,
which are at the top of deterrence lists, since they could affect a larger number
of people. The impact, however, of either type of attack can cause the same
devastating effect.”> Trojans, in the case just described, only targeted a single
person at two different organizations via an email message that carried a
Microsoft Word document containing a previously unknown exploit. The
majority of Trojan programs, almost 70 percent, use a malicious Word
document as the vehicle for the attack. So far, hackers have been able to stay
ahead of the security patches developed to tighten the loopholes in Word.
Hackers are also becoming more creative by changing their method of attack,
as a recent analysis showed PowerPoint and Excel documents are becoming
the medium of choice.?® However, Microsoft continues to focus on
countering known security vulnerabilities in its software systems. This cat
and mouse game continues daily throughout the world.

The United States Computer Emergency Readiness Team was established
in 2003 to protect the nation’s internet infrastructure and coordinate defense
against and responses to cyber attacks across the nation. Part of the
Department of Homeland Security, it interacts with federal agencies, state and
local governments, industry professionals, and others to improve information
sharing and incident response coordination and to reduce cyber threats and
vulnerabilities.?”  The latest data from the Team indicates that 84 percent of
computer attacks are phishing, a criminal activity wherein the violator
attempts to gain passwords or items such as credit card details. In the
Microsoft Word cases previously illustrated, Trojans only comprise about
three percent of the cases, and therefore are not the primary the focus today,
which may be why the Team did not issue any warnings or threat advisories
regarding the attempts.



M FPhishing 53.9%
Malwars 3.1%
B Equipmznt TheftfLoss 2.0%:
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Figure 1: Top Five Computer Incidzegnts and Events, 4™ Quarter, FY
2006
This low volume of Trojan attacks may account for the reason the Team did
not issue a warning to users. Perhaps another reason could be the Team
assumed most Americans are protecting their own computers with anti-virus
software.

The Air Force Computer Emergency Response Team (AFCERT) acts as
the single point contact for monitoring and reporting network security
intrusion attempts. AFCERT works alongside all major command network
operations and security centers and base-level network control centers. The
team integrates their efforts to ward off intruding attempts by hackers and as
well as viruses. Additionally, the group works with the Air Force’s
Information Warfare Center to help develop countermeasures against
emerging threats, using an arsenal of both hardware and software, all in an
effort to defend the entire computer system. The Air Force’s experts also
work with commercial anti-virus software developers, exchanging information
in order to improve technology against the myriad of emerging computer
threats. The exchange works both ways, as commercial industry experts are
critical for the Air Force’s cyber defense plan as well. One of the most recent
examples occurred in August 2006, when the Air Force selected a popular
anti-virus manufacturer, McAfee, as a tool help prevent intrusions to its
network.”? McAfee’s software will also add a layer of defense against
spyware, malware, worms and other vulnerabilities to Air Force computers.

The good news for most US computer users, including the Air Force, is
the majority of computers utilizes some form of protection software — often
free or provided with the computer when it is purchased. Anti-virus software
can, for example, passively defend the computer against malware. However,
this may mislead a user to assume his computer is protected, when in reality,
the computer is wide open for exploitation.



Data from the government’s Computer Emergency Readiness Team’s partner,
the Computer Emergency Response Team Coordination Center (CERT/CC)®
reveals the tip of what may be considered a significant vulnerability of
computer systems. Vulnerability incidents have increased from only a few
hundred per year in the 1990s to 5,990 reports in 2005. The Air Force faces
the same attacks and vulnerabilities since the service uses the identical
hardware and software programs available in the commercial market.

CERT/CC Vulnerabilities Reported

Figure 2: Vulnerability Reports®

Interestingly, the Center no longer reports “incidents” on a yearly basis. It
stopped reporting in 2004 due to “widespread use of automated attack tools.
Attacks against Internet-connected systems have become so commonplace
that counts of the number of incidents reported provide little information with
regard to assessing the scope and impact of the problem. Therefore, as of
2004, we (CERT/CC) will no longer publish the number of incidents reported.
Instead, we will be working with others in the community to develop and
report on more meaningful metrics.”® In the sixteen years prior to
termination of reporting, the number of incident reports rose from 8 in 1988 to
137,529 in 2003, with over one-half occurring the last four years of
reporting.®® All of these “incidents” come from various origins; some are lone
individuals trying to hack into computer systems for the fun of it — to see if
they can explore the vulnerabilities to gain fame. Others may be more
deliberate, a conscious effort, intended to use the vulnerabilities against
another, a possible precursor of an evolving new way to conduct war fighting
in the future. This paper explores one such alarming example with a brief
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look at China, a nation which is openly engaging in this new form of warfare
against the United States.

China’s ability to wage cyberwar against the United States is no longer
speculation; it occurs daily and is growing exponentially. Two Chinese
colonels wrote a paper in 2002 titled Unrestricted Warfare, wherein they
candidly proposed using cyber attack as a new form of warfare against the
United States. In their paper, they analyze United States military power and
assess operations over the past decades and conclude “today, the independent
use of individual technologies is now becoming more and more imaginable.
The emergence of information technology has presented endless possibilities
for match-ups involving old and new technologies and among new and
advanced technologies.”>* The colonels do not specifically advocate targeting
the United States per se, but they are clear on what can be done to wage
information warfare against any nation. The colonels state “during a short
period of ten years, they transformed from being persons of nameless origins
to world public nuisances, with the chief among them being computer
hackers...the only thing which could be predicted was that the damage of this
type of threat to the large network nation of the United States would certainly
be greater than for other nations.”*> These comments serve as an incredible
warning and wake-up call.

Maj Gen William Lord, the Air Force’s Director of Information,
acknowledged that 10 to 20 terabytes of data from the DoD NIPRNET was
downloaded by users from China. General Lord, described these coordinated
cyber attacks against DOD computers, “as a nation-state threat by the
Chinese.”®®  The general’s statement clearly focuses on a government’s
coordinated cyber attack program as opposed to lone individuals probing the
DOD network. Meanwhile, there are at least twenty nations that also have
their own cyber attack programs, and there is no way to know how many
terrorist organizations may be launching similar efforts.*’

Furthermore, a more succinct and to the point report to Congress superbly
documents China’s views toward cyberwarfare and how China may engage in
it against the United States:

China is moving aggressively toward
incorporating cyberwarfare into its military
lexicon, organization, training, and doctrine. In
fact, if a Revolution in Military Affairs (RMA)
is defined as a significant change in technology
taken advantage of by comparable changes in
military training, organization, and doctrine,
then perhaps China of all nations is
experiencing a true RMA in cyberspace.
Moreover, China’s warfare development has
[caused] some U.S. military leaders to express
concern. The Chinese concept of cyberwarfare

8



incorporates unique Chinese views of warfare
based around the People’s War concept
(modern) and the 36 Stratagems (ancient). Both
are indigenous views of how to wage war at the
strategic, operational, and tactical level. China
also is heavily influenced by Marxist-Leninist
ideology regarding warfare. Much of its
approach has to do with an emphasis on
deception, knowledge-style war, and seeking
[asymmetric]l advantages over an adversary.
Cyberwarfare is seen as a “transformation from
the mechanized warfare of the industrial age to .

.-a war of decisions and control, a war of
knowledge, and a war of intellect.” China is
pursuing the concept of a Net Force (battalion
size), which would consist of a strong reserve
force of computer experts trained at a number of
universities, academies, and training centers.
Several large annual training exercises have
already taken place since 1997. The Chinese
have placed significant emphasis on training
younger persons for these tasks.®

The Chinese are actively preparing to fight in intensive information
warfare environments. In 2006, more than 8,000 People’s Liberation Army
personnel took part in a major military exercise which included electronic
warfare troops. The 12-day drill, dubbed Vanguard-206B, had among its
aims, rooting out any existing problems among Chinese troops by exposing
them to the most difficult electromagnetic environment. Zeng Weihua, a
member of the exercise team stated “the application of information technology
is the main purpose of this drill” calling the electromagnetic environment the
fifth dimension of warfare and the basis of military actions in modern times.
“We want the troops participating in the drill to know that defeat in
information techniques means defeat in actual combat,” he said.*®  China
continues to sharpen its sword in the cyberspace realm, and the US must begin
to actively defend itself today to be able to counter this threat.

Today, the East Asia and Pacific region continues to expand its computer
manufacturing and by all indications will continue to dominate the market
industry in the near future. China is a major manufacturer of both computer
hardware and software, with the US increasingly reliant on the components it
produces. This raises the specter of the possibility of Asian nations using the
manufacturing process as an avenue to launch future cyber attacks against the
U.S.

There have been additional cyber attacks against the US from criminal
groups over the past decade originating from locations other than China.
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Hackers or terrorists operating Russia have successfully penetrated US
systems where several incidents demonstrate a well-crafted plan similar to
China. In 1998, an attack known as “Moonlight Maze,” was traced by DOD
officials back to a mainframe computer located in Russia, although the point
of origination of the attack was never confirmed. During this incident,
officials discovered a pattern of probing computer systems in DOD, Energy
Department, NASA, research laboratories and several universities. The event
had been occurring for over two years prior to the discovery.”® The episode
also demonstrates a different side of cyberspace, an adversary who went
inside computers to collect and steal information instead of causing damage to
networks. The attack was a graphic illustration of vulnerable systems, and
shows that during conflict, damage to computer systems could cause havoc in
the US.

Another case in point, in 2000, a CIA expert testified to a Congressional
subcommittee with warnings of foreign cyber threats to the US economic
structure. The testimony described a CIA interview with a senior Russian
official who proclaimed that an attack against a national target or electrical
power distribution could *“by virtue of its catastrophic consequences,
completely overlap the use of weapons of mass destruction.”* A 2004
Dartmouth College report depicts an assessment of the capabilities, means and
motivations of several selected nation’s ability to conduct attacks on the US.
In regards to Russia, the study concluded:

Russia’s armed forces, collaborating with
experts in the IT sector and academic
community, have developed a robust cyber
warfare doctrine. The authors of Russia’s cyber
warfare doctrine have disclosed discussions and
debates concerning Moscow’s official policy.
“Information weaponry,” i.e., weapons based on
programming  code, receives  paramount
attention in official cyber warfare doctrine.
Moscow also has a track record of offensive
hacking into Chechen websites. Although we
assess it likely that Moscow will continue to
scout U.S. military and private sector networks
and websites, available evidence is inadequate
to predict whether Russia’s intelligence services
or armed forces would attack U.S. networks,
especially after taking into account present-day
political and economic ties between the two
nations. *?

Threats to US systems are occurring and growing from other nations, such
as Afghanistan, Iran and North Korea, as well. Unexpectedly however, are

10



the most recent attacks originating from unexpected places such as Canada,
Cuba, Italy, Australia, Ireland, Germany, and Iceland. The Israel-Palestine
conflict saw a rash of cyber attacks occur when over 40 hackers from 23
countries participated in a cyber war during a four-month period beginning in
October 2000, when the cyber battles erupted.* Closer to home, a Cuban-
born engineer, in a 2006 interview theorized that a dying Fidel Castro could
very well launch a cyber attack as a last and final blow against the US. The
Castro regime has cultivated cyber warfare techniques for years, and it made
the island an electronic spy station first for Russia and then China. Cuba's
carefully acquired skill in cyber warfare, its close ties with terrorist groups
and terror supporting nations, and first-rate spy services which are operating
within the United States, all combine to make Cuba a serious candidate for
coordinating a cyber-terror attack.**

Based upon the historical data, all indications are future attacks can and
will occur from anywhere in the world as computers continue to proliferate
globally. These examples demonstrate how cyber warfare has become an
attractive alternative to countries not able to engage the US militarily in a
traditional conventional war. Tomorrow’s cyber war against the US may be
conducted by a nation or by a few cyber warriors, just like today’s fourth
generation wars are being fought by insurgents and guerillas. Before detailing
where the Air Force should proceed to defend itself against the threats in
cyberspace, a brief look at the history of how the Air Force became dependent
on information technology is warranted.
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Chapter 3
Desktop Computers Become Part of USAF Everyday
Life

"Don’t expect the typewriter to ever completely disappear.”
—Hal Fair, Author®

When trying to look twenty years into the future, one must consider what
was occurring twenty years in the past. Personnel in the Air Force who have
served for the past twenty years have witnessed the rapid integration of
computers, particularly desktop computers in day-to-day operations. It is
unfathomable for many new airmen to think that until the early 1990s, the
majority of typing was done on a typewriter. The introduction of the desktop
computer within Air Force squadrons occurred in the late 1980s, and usually
meant a single computer was available for use as a workstation among a group
of individuals. Following the rapid advancement of this technology coupled
with lower costs, soon thereafter virtually every individual in the Air Force
had a computer available.

Acquisition of computers and associated software during this “transition
period” in the 1990s was poorly coordinated. Hundreds of various systems
were acquired at the wing level to address specific requirements. The
necessity to have established standards was recognized, to not only protect
computer systems and information, but also to try to standardize equipment
and software. While DOD tried to keep up with the pace of acquisition of
computer technology, it did not have a good roadmap for the future. Consider
a Government Accounting Office (GAO) report fifteen years ago which
demonstrated the beginning of a long struggle to try to protect DOD
computers and networks:

The government faces increased levels of risk
for information security because of greater
network use and computer literacy, and greater
dependency on information technology overall.
For years hackers have been exploiting security
weaknesses of systems attached to the
Internet...Between April 1990 and May 1991,
computer hackers from the Netherlands
penetrated 34 DOD sites. DOD officials,
however, are still unable to determine the full
scope of the problem because security measures
for identifying intrusions are frequently lacking.
At many of the sites, the hackers had access to
unclassified, sensitive information on such
topics as (1) military personnel--personnel
performance reports, travel information, and
13



personnel reductions; (2) logistics--descriptions
of the type and quantity of equipment being
moved; and (3) weapons systems development
data. Although such information is unclassified,
it can be highly sensitive, particularly during
times of international conflict. For example,
information from at least one system, which was
successfully penetrated at several sites, directly
supported Operation Desert Storm/Shield.
Further, some DOD and government officials
have expressed concern that the aggregation of
unclassified, sensitive information could result
in the compromise of classified information.*

DOD, by the mid-1990s, was already extremely dependent on computer
systems, and the need to protect these systems became essential to national
security, yet vulnerabilities existed department-wide. The DOD computer
infrastructure contained hardware and software weaknesses, training
deficiencies for individual users and a general lack of a security culture
existed. In May 1996, the Defense Information Systems Agency began
performing “red teaming” of DOD systems. The Agency was able to
electronically break into 65 percent of the systems using commonly available
attack tools found on the Internet. Agency officials admitted to DOD that the
figure was easily a conservative figure. If given more time, the officials stated
that could probably compromise upwards of 95-98 percent of the systems.*’
At this point, an adversary no longer had to get on a military installation and
into a building with locked file cabinets to gain access to military information;
he simply could electronically gain access to an installation’s server to
retrieve sensitive files. The GAO ultimately established information security
as a government-wide high risk issue in 1997. The GAO continued to issue
warnings to all government agencies with at least 54 more reports issued after
the GAO’s first study in November 1991. These reports all contain a common
theme of pervasive weaknesses in cyber defense and security throughout
government, and led to intervention at the highest levels of government.

President Clinton, in 1998, attempted to address government cyber
vulnerabilities with his critical infrastructure protection policy -- Presidential
Decision Directive 63. Clinton’s plan contained a national goal that by the
year 2000, the United States would “achieve an initial operating capability and
no later than five years later, would have achieved and maintained the ability
to protect the nation’s critical infrastructures from intentional acts to perform
several critical functions.”*® The Directive laid the groundwork for structure
and organization to prepare for a cyber crisis, but fell well short of a
comprehensive and organized government-wide standardization to actively
defend the domain.
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Five years later, in February 2003, President Bush issued his National
Strategy to Secure Cyber Space wherein he acknowledged that “securing
cyberspace is an extraordinarily difficult strategic challenge.”*® Bush’s plan
contained three overarching strategic objectives which are similar to those put
forth by the Clinton administration. The objectives are to “prevent cyber
attacks against America’s critical infrastructures; reduce national vulnerability
to cyber attacks; and minimize damage and recovery time when cyber attacks
do occur.”® Critics were quick to point out several problems with Bush’s
plan. Some of the top issues plaguing implementation included a lack of
funding sources for the proposed programs and few, if any, incentives or
mandatory requirements for private organizations to comply with the plan.
Problems with leadership within the National Cyber Security Division are also
a major factor for the US being late to task in defense of cyberspace. There
have been at least five leaders of the division since its inception in 2003.
Other criticism of the division includes failing to set priorities and lack of any
developed strategic plans, leaving the nation without a roadmap today.

Today, as in the past, DOD remains in a constant reactionary mode to
secure itself from cyberspace infiltration. After over two decades of
experience in the cyber domain, DOD’s improvements have been minimal and
there are serious issues that continue to plague DOD when trying to protect its
computer systems. Viruses by lone individuals, cyber attacks through
intrusion attempts, and more recently, states like China who advocate cyber
terrorism against the United States, all can create havoc against DOD systems.
A recent example occurred in November, 2006 when Chinese hackers
initiated an attack against the Naval War College, forcing the college to shut
down its networks. The event also caused US Strategic Command to heighten
the DOD’s information security alert level.”>  According Alan Paller, the
SANS Institutes’ director of research, the impact of the event could be severe,
with the college most likely needing to replace all the affected computers.®2
The Commerce Department’s Bureau of Industry and Security replaced
hundreds of computers after similar recent attacks. Chinese attacks on DOD
systems are far more widespread than is publicly known according to Paller,
because almost all attacks remain classified.”® While statistics of intrusions
on DOD systems are not openly reported, undoubtedly the Air Force has also
suffered its share of incursions over the past decade. The lack of a
comprehensive defense against the increasing cyberspace threat over the past
twenty years provides the backdrop for the Air Force and its vulnerable
computer systems and domain it has today.
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Chapter 4
The Present - The Air Force and Cyberspace, How We
Got Here

"As the Air Force embraces this mission area and this domain of operations,
somebody may (say) the Air Force is probably the lead for cyberspace...but
we are not there yet”

— Lt Gen Michael Peterson, Air Force CIO>*

The Air Force’s Chief Information Officer (CIO), Lt Gen Michael
Peterson, has ultimate responsibility over its domain as well as ensuring
compliance with DOD and federal regulations governing all activity on AF
networks. The Air Force oversees compliance with direction it issues through
several instructions and publications. Cyberspace, within the Air Force
context, remains a metaphor for key components that constitute the domain,
primarily computers and the networks that interconnect them.

However, this control is not complete. Historically, the Air Force’s
acquisition of its computers and software was delegated to the wing level, and
is still the same today. The cheapest method to do so traditionally has been to
acquire commercial off-the-shelf (COTS) products offered by numerous
private businesses. The overwhelming majority of the computers contain
operating systems produced by Microsoft, but depending on a wing’s
particular needs, may be a different system.

The Air Force is currently working to move its information systems into
alignment with a new data strategy developed by DOD. The DOD strategy
requires services to follow certain standards developed in order to facilitate
information exchange amongst the services. The problem the Air Force is
facing, according to Lt Gen Peterson, is the difficulty with compliance due to
the number of legacy data systems the Air Force is already relying on —
systems not necessarily compliant with DOD’s net-centric data strategy.”
The general’s statements echo the reports described in the previous chapter,
however, a closer look at how the Air Force arrived in this condition is
warranted.

During the 1980s and 1990s the Air Force began expanding its use of
computers throughout the service, about the same time most of America was
being introduced to the World Wide Web. This period marked the
beginnings of an integrated arrangement of the Air Force’s computers, but
was far from being capable of working as a centralized network that devolved
into today’s NIPRNET. Additionally, at the time, there was no consensus on
what systems would work best. Computer networking was a wide-open
competitive field with multiple concepts, each with its own advantages and
disadvantages. The Air Force provided overarching guidance to each wing
during this time period, however major commands focused on implementing
networks that helped accomplish the specific mission for which each
command was responsible. The process allowed the Air Force to rapidly
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expand into the computer arena, but consequences remain today. The lack of
standardization Air Force-wide during implementation of the domain over the
past decades means the Air Force relies on each base to defend its own
network. A weak link at a particular base will allow an intruder the ability to
penetrate not only that base, but potentially create havoc across the entire Air
Force network. The Air Force is a long way away from being able to provide
a robust defense with the ability to centrally control and defend the entire
network during a cyber crisis. Meanwhile, several attack methods are
available to an enemy with the desire to exploit the Air Force’s network.

Attacks in cyberspace may come from one of three main channels of
attack that exist — through cyberspace, such as via worms or other malware,
by direct destruction or alteration of physical structure, such as buildings or
telecommunications lines, or through intentional or inadvertent actions by a
trusted insider.®® While all three types of attack can each have devastating
effects individually, and would have catastrophic impact together, the focus of
this paper is toward the cyberspace aspect. This paper is specifically focused
on the defense of the Air Force’s 525,000 computers purchased through
various vendors throughout the world.

One of the first steps in creating a defense on a computer network is to
analyze the susceptibility of the computer hardware, or the “guts” of the all
computers. The computer hardware components are most likely manufactured
and assembled somewhere in Asia, perhaps even in China. Software, to
include the basic operating system of the computers, comes already loaded,
rendering the system “ready to go” for the customer. Perhaps the software
was created in another country in Asia, such as India, the leading software
manufacturer in the world. Microsoft has five research laboratories, one
located in Bangalore, India and another located in Beijing, China. The China
center of excellence, touted by Microsoft as “the world’s hottest computer
lab,” is focusing its research on, among other things, networking and
systems.>”  Obviously, Microsoft puts significant emphasis on the research
conducted in China, as described on its website: “this lab harnesses the best
talents from across the world to realize Microsoft's vision of computing and
push the state of the art. With more than 300 researchers and over 1,200 top-
tier publications, the lab has grown into a center of excellence for cutting-edge
research.”®

As discussed earlier, acquiring both hardware and software components
from potential US adversaries is an ominous set-up and certainly a potential
for disaster from the beginning. Suppose, for example, the construction of a
new computer includes the adversary installing a device inside the computer,
such as a “harmless” extra chip, allowing that enemy to identify the computer
as being on the military domain. This chip sends a signal to the enemy
identifying itself, wherefrom they are able to capture the information on the
hard drive, then are able to retrieve the data via the internet. This may be the
easiest way to penetrate any aspect of the DOD domain. Another approach is
known as a back door®® in the computer industry and is a means of access
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through software into a computer program bypassing security mechanisms.
Programmers may install back doors in software so the program can be
accessed for troubleshooting or other purposes. Likewise, an adversarial
country may use back doors placed inside during software production as part
of an exploitation plan. Suppose Microsoft developers in China included any
of these during their research.

Does anyone ever check to see what the manufacturer has put inside the
computer prior to loading military information — or better yet, prior to
connecting to a base communications network? This may appear to be a
logical, even rhetorical question but it remains very relevant to the basic
security of the Air Force’s cyberspace domain and it should be asked on a
regular basis. The typical Air Force computer arrives in the workplace at the
local level, as each base purchases COTS computers and usually through the
lowest bidder/best price method. Once the computers arrive at the local
communications squadron, additional software is loaded onto the computer.
A squadron’s information manager installs the computers and the connected
user is now on the base’s network, and indeed the entire military domain. The
computer, now available for the enemy to enter, is potentially susceptible for
attack and exploit.

Consider a report by leading security experts for computer and internet
security: “recent data shows that 90 percent or more of the attacks or
incidents against systems have taken advantage of known vulnerabilities with
known solutions (e.g. patches or configuration options). In fact, it is typically
reported that most attacks are based on a relatively small number of reported
vulnerabilities.”®® The decentralized process is responsive at the local level
and works well; however, this provides the opportunity for vulnerabilities to
be exploited, and DOD acknowledges this danger. The Air Force acquisition
process over the past few decades lacked standardization during software and
hardware purchases, exasperating the weaknesses. Additionally, there are too
few security safeguards to protect the cyber environment especially with the
exponential growth of both capability and associated risk as the Air Force’s
domain continues to grow.
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Figure 3: “The Cyberspace Environment”®"

Analyzing the cyberspace environment depicted in Figure 3, it is easy to
see the six main areas that DOD recognizes as critical components of the
cyberspace domain. Three of the areas; the human operators, procedures, and
data are pretty well controlled within the Air Force. Operators are basically
any person within the Air Force who is given access to a computer and
procedures are established and controlled by DOD to make sure that access is
limited to authorized personnel, and that the computer is physically controlled.
Data is controlled by the Air Force, permitting authorization of what goes into
the computer. The three remaining areas, software, networks and hardware,
remain a significant vulnerability concern in the Air Force not only today, but
more importantly, in the future.

Reaction from a 2003 GAO report prompted a response from security
experts proclaiming the DOD relies too much on commercial software, does
not know who is creating the software that goes into the computer, and
ultimately faces several cyber security problems.®> One expert, Professor
Eugene Spafford, the director of the Center for Education and Research in
Information Assurance and Security at Purdue University, questioned the
COTS software produced outside the United States in his testimony to a US
House of Representatives subcommittee. Tackling the use of COTS head-on,
Stafford stated “much of this software, an increasing amount of this software,
is being written by individuals we would not allow into the environments
where it’s operating...they’re not US citizens...they don’t have the kind of
background checks.” Stafford further stated that using the software, for
computer systems containing national security information may be
questionable. “It introduces a tremendous vulnerability to our systems — the
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software being developed, sometimes tens of millions of lines, by individuals
whose motivations and agendas may not be fully known.”®

DOD uses the same software across many of its systems, wherein many of
the software products suffered about 2,000 vulnerabilities in 2002. This
forces operators and administrators to apply three to five security patches
every week. DOD continues, at the same time, to try to defend its computers
against hackers. DOD blocked and traced 60,000 intrusion attempts on its
unclassified networks in 2004, and continuously wrestles with spam, illicit
pornography and other common internet threats.®® Cyber attacks usually
happen very quickly and often with great stealth. Critical war fighting
operations must continue to function effectively while under cyber attack.
This problem is not unique to the Air Force and DOD has effective agencies
to help.

The Air Force gets assistance from DOD, including the Defense
Information Systems Agency (DISA), which helps shape the Air Force’s own
guidance and directives. DISA’s mission as a combat support agency includes
the responsibility for planning, engineering, acquiring, fielding, and
supporting global net-centric solutions to serve the needs of the President,
Vice President, the Secretary of Defense, and other DOD components, under
all conditions of peace and war.®® The DISA Director is dual-hatted as
director of United States Strategic Command’s Joint Task Force-Global
Network Operations. He directs the operation and defense of the Global
Information Grid to assure timely and secure Net-Centric capabilities across
strategic, operational, and tactical boundaries in support of DOD's full
spectrum of war fighting, intelligence, and business missions.®® The Task
Force is also responsible for the DOD Computer Emergency Readiness Team,
which provides protection and defense of DOD information and information
systems.

Additionally, DISA’s Information Assurance/NetOps Program Executive
Office manages DOD information assurance and network operations
capabilities. The office provides responsive, secure, and interoperable net-
centric solutions necessary to secure and operate the GIG in support of the
Secretary of Defense, Combatant Commanders, Joint/Combined Task Forces,
Services, and Agencies.®” The Air Force also takes several steps to protect the
cyberspace domain with some of these DOD-wide processes in place. When
the Air Force stood up the Cyberspace Task Force in early 2006 and declared
cyber a war fighting arena, the next step was to organize itself to conduct
operations in this new field.

The Secretary of the Air Force, in November 2006, announced that Eighth
Air Force would be the command responsible for cyberspace, a major step
towards fulfilling the new mission. Eighth Air Force will develop the Air
Force’s future roadmap in the cyberspace domain and will organize, train and
equip the Air Force as it prepares for operations in cyberspace. A major part
of the mission is to secure the cyberspace domain by denying an adversary the
ability to exploit that same domain. The Secretary of the Air Force stated that
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“the aim is to develop ultimately a Major Command that stands alongside Air
Force Space Command and Air Combat Command as the providers of forces
on whom the President, Combatant Commanders and the American people
can rely for preserving freedom of access and commerce in Air, Space, and,
now, Cyberspace.”®®

The stand-up of the command, while new for the Air Force, is not
necessarily unique for DOD. The Navy, for example, established a similar
command to be the single point for consolidating requirements to provide
secure operations within its service. The Naval Network Warfare Command
is the Navy’s central operational authority for space, information technology
requirements, and network and information operations in support of naval
forces afloat and ashore. The command’s mission is to operate a secure and
interoperable naval network that enables effects-based operations and
innovation.  Also, the command coordinates and assesses the Navy
operational requirements for and use of network/command and
control/information technology/information operations and space. It also
serves as the operational forces” advocate in the development and fielding of
information technology, information operations and space.®® The Air Force
quickly picked up on the Navy’s approach of providing necessary technology
to their users while simultaneously ensuring a secure network.

The Air Force’s newest security measure began in early 2006 when it
implemented the first Standard Desktop Configuration as part of an effort to
reduce confusion amongst a multitude of software systems. Moving to the
configuration will also provide a strong measure to enhance the security of the
Air Force network. The desktop configuration, part of a five-year, $70
million contract with Microsoft, establishes Windows XP as the standard
operating system and provides a core set of office automation tools such as
Office 2003, Internet Explorer, Acrobat Reader, ActiveCard Gold, ICS
Viewer, Norton Antivirus and more.”® This is one of the first steps the Air
Force has taken to reduce the number of intrusion attempts, numbering in the
tens of thousands, it counters each year. Air Education and Training
Command’s Network Operations and Security Center Engineering and Test
and Evaluation chief stated “when the configuration is standardized, security
will be increased exponentially through more effective centralized
management of the security posture. Our goal is to plug security
vulnerabilities in hours versus the weeks it takes us today.””* This is an
important step for cyber defense by setting standards for all Air Force
computers. This step will hopefully be the catalyst for future security efforts,
but the Air Force is also conducting a major effort at one of its research
laboratories.

The Air Force Research Laboratory (AFRL) accomplishes its mission of
“leading the discovery, development, and integration of affordable
warfighting technologies for our air and space forces.”’”” AFRL has nine
technology directorates scattered throughout the United States, one of which
is an Information Directorate, located in Rome, New York. A Cyber
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Operations Branch within the directorate fulfills its mission of supporting the
full spectrum of Air Force cyber operations capabilities, from peace through
crises and war and back to peace. The branch applies information technology
across the full spectrum of cyber operations, in support of Air Force mission
requirements. It also provides research and development in the areas of
computer and network risk assessment/management, vulnerability assessment,
assurance techniques, detection of intrusions and misuse, network security,
wireless information assurance, assessment of information damage, cyber
forensics, recovery of information systems and computer networks to
operational levels, and a full spectrum of active response and computer
network attack techniques.”

The Center for Information Security and Education and Research
(CISER) within the Information Directorate, has the mission to “develop Air
Force and DOD leaders in cyber operations expert in the use of doctrine,
techniques, and technologies that ensure dominance and superiority in
cyberspace.”” CISER research areas include Cyber workforce development,
insider threat mitigation, network attack, defense, and exploitation, cyber
targeting and attribution, autonomous and distributed sensors, wired and
wireless communications, software vulnerabilities and protections, secure and
anonymous communications and biometrics.” When questioned about a
timeline for implementation of the research areas, engineers admitted they
may still be working on these issues 10 years from now, as these engineers are
concerned with the lack of a long-term vision within the U.S. in the
cyberspace arena as well as a dearth of

The engineers were concerned regarding the alarmingly small number of
personnel within the Air Force, less than five percent, who possess computer
related degrees. Now, as well as in the future, the Air Force will face
problems trying to recruit personnel within the US if it tries to add more
expertise in research laboratories. Trends show Science and Technology
education in the US, particularly Computer Science majors at universities,
were down by 23 percent in 2003. On the other hand, statistics show 58
percent of China’s undergraduate degrees in 2002 were in the science and
technology areas.”®  The computer industry is moving research centers
toward the Asia region due to these developments, something the Air Force
cannot do.

The President’s Council of Advisors on Science and Technology, in a
2004 report, reinforces CISER’s worries. The group’s report to the President
spells out their findings:

“Additional concerns arise from US education
trends. Recent statistics have shown an increase
in foreign students as a share of science,
mathematics and engineering degrees at all
levels. This development coincides with an
increased tendency of these foreign graduates to
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receive these degrees in their home countries.
These trends buttress not only the abilities of
other  countries to attract outsourced
manufacturing, but also their desire to match the
US pre-eminence in leading-edge R&D and
design.”"”

The report reinforces CISER engineers’ fears that US students are turning
away from the S&T careers while students from foreign countries are focusing
in this area.

Meanwhile, the downward trend in expertise in the career field along with
Asia’s strong emphasis on educating and developing more of their population
is unsettling. The question will be: will the US dependence on technology
force us to become dependent on other countries? Statistics show that this
will be the case, all at a time the Air Force has a growing dependence on the
cyber domain which will likewise rapidly increase in the future.
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Chapter 5
Off We Go to the Wild Blue Yonder

"Thinking about the future increases the likelihood of success in the long run."

— The Future Belongs to Those Who...A Guide for Thinking about the
Future ®

This author spent countless hours on the internet, ironically enough,
researching information on studies for work on computer defense focused
beyond 10 years, for any type of data whether it was from commercial
industry, military, and perhaps even from international countries.
Surprisingly, little information on computer defense exists for the 2030
timeframe; it appears most research is focused on the nearer term of less than
10 years. For example, an April 2006 report titled “Federal Plan for Cyber
Security and Information Assurance Research and Development” by the
National Science and Technology Council focuses on cyber security and
defense, but is clearly focused on the near term.” Interviews with AFRL staff
reveal the reason perhaps is due to the expectations of so much change over
the next 20 years; no one is willing to invest the effort to defend the
“unknown.” Regardless, described below are three different cases of research
areas, all focused towards 2030.

The first research effort underway is very promising, and is within the Air
Force’s Research Laboratory. The author met with Dr. Kamal Jabbour,
Principle Computer Engineer, who is the technical lead of the cyber defense
research program and Maj (Dr) David Bibighaus, Cyber Operations Branch
Chief, during a September 2006 visit to the AFRL Information Directorate’s
Cyber Operations Branch located in Rome, New York. The purpose of the
meeting was to discuss the focus of AFRL’s future cyberspace research
programs underway. Dr. Jabbour and Maj Bibighaus, during discussions on
the topic of an integrated cyber defense, assessed the current capability as
threat/attack reactive, meaning the Air Force has an “awareness of cyber
attacks once they affect Air Force installations and assets.”®® Additionally,
they assess Air Force capability as follows: “we cannot see the attack coming;
we have limited understanding of the threats; attack attribution to the source is
very difficult; our only defense is within our boundaries; we have limited
detection and prevention malware; combating an attack can result in the loss
of mission capability and denial of service; and finally, recovery process from
an attack is done manually.”® Their assessment is particularly disturbing as it
confirms that actions today consists of reacting to any and every threat — and
confirms the fact that something must be done to protect the cyberspace
domain now to protect the future. The Air Force must take measures to
aggressively defend its domain today; a failure to do so will greatly inhibit its
ability to keep up with rapid changes. An active defense of cyberspace is
imperative, as the US will fall behind to its adversaries due to its failure to
look towards future threats. In the future, information technology will
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continue to progress at exponential rates, driven primarily by the private
sector needs, not by the US government. This swift expansion means our
adversaries can, and will, upgrade their capabilities faster than government
agencies can — presenting even more of a dilemma for DOD.

AFRL Cyber Operation Branch’s future vision is to proactively defend
cyberspace. They intend to do so by engaging and acquiring advance
situational awareness of an adversary’s cyber intent. The vision also includes
engaging, if possible, outside of our cyber borders protecting the information,
for both hardware and software. The goal is to protect all platforms against
corruption and manipulation and utilize adaptive, self-organizing, self-healing
resources, all of which will enable full mission operations.?? The branch’s
research efforts are toward the future, and one of the most promising ideas led
to a notion coined the “Cybercraft”.

'k_\"-.

Figure 4: “Cybercraft Concept”®

Cybercraft, a software device which could be installed on every electronic
medium in the Air Force, is a new research concept where the Cybercraft acts
autonomously to actively defend military information systems.  The
Cybercraft’s mission is to provide continuous defense of any piece of
equipment connected to the Air Force’s cyber domain, including all hardware
and software. The significance of the Cybercraft technology is remarkable
due to the device being one of the first in the industry that actively seeks out
“trouble.” The craft are centrally preprogrammed by administrators —
initiating any foreign hardware or software into the domain different from that
pre-planned causes the Cybercraft to immediately raise warning flags.
Additionally, Cybercraft have the ability to not only protect a computer from
corruption and manipulation, but are able to isolate a computer if a previously
unrecognized threat arrives. Perhaps just as important, the Cybercraft concept
permits the Air Force to centrally control its entire domain from a single
location. The design allows complete access to the entire network of Air
Force computers via the Cybercraft within seconds.

These craft were designed with four objectives in mind. They are simple
(consistent design), scalable to fleet sizes of over 1 million, reliable (no single
point of failure), and provable.®® Also, researchers compare several qualities
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of the Cybercraft to an aircraft weapon system. The Cybercraft, like an
aircraft, is to be commanded, controlled, has communications capability and
carries payloads that cause effects. Furthermore, Cybercraft is designed to
have a long service life; be able to handle a variety of missions; be able to
handle intense scrutiny; have rapid deployment capability, to be expendable;
have specific effects; and be highly effective. The concept appears to be very
promising and initial tests proved the concept is feasible. However, Dr.
Jabbour and Maj Bibighaus acknowledge the difficulty in creating and
fielding the concept Air Force-wide, wherein they estimate it as a “long term”
project, meaning the Cybercraft would be in use by the 2015 to 2020
timeframe.

A second research effort, which the Air Force should monitor, recently
began in the Navy. The Navy, just like all the other services in the military,
protects its information domain through robust defense mechanisms. The
Navy’s Cyber Defense Operations Command relies on PROMETHEUS, a
web-based solution that monitors, reports and thwarts malicious network
activity. The Command’s nerve center, using PROMETHEUS, analyzes
masses of incoming and stored data on the Navy’s domain. The Command
can also watch for probing activity or precursors indicating an attack may
occur in the future.® However, the Navy’s defense system is akin to every
other service in DOD which protects its network grid by using firewalls, anti-
virus products and analytic solutions to monitor for attacks and react
accordingly. The Navy’s method of cyber defense is another case in point
which shows the necessity to develop active defenses within DOD.

Nevertheless, the Navy, just like the Air Force, acknowledges the
importance of cyberspace as a warfare domain of the future, and recently
began looking at cyberspace toward the 2030 timeframe. A Navy research
group is actively looking at the future, much like the Air Force’s Blue
Horizons study. Admiral M. G. Mullen, Chief of Naval Operations, on 16
October 2006, sent a memorandum to the Director, Strategic Studies Group,
located at the Naval War College, and tasks the group to “generate
revolutionary naval concepts to ensure Navy capabilities in this emerging
warfare domain in addition to our traditional domains.”®® Additionally, the
admiral asked the question “what will warfare be like in cyberspace?” and
then gave several potential aspects to consider “identifying aspects of change
that have been neglected or dismissed” and to “examine Navy culture —
identify aspects that should be preserved, protected, and those that interfere
with our ability to see, recognize, and adapt to future challenges.”® Admiral
Mullen concluded his memo requesting a “high-level blueprint that
encompasses a longer-term view as well as a roadmap that includes
immediately actionable steps...that our Navy may take to begin developing
the capabilities you envision.”® At this time, it appears the Air Force and
Navy are taking the lead inside DOD to prepare for conflict in cyberspace.

The growth of information technology is occurring at such a rapid rate and
commercial industry is forced to concentrate the majority of its efforts on
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short term issues. This trend is causing a lack of focus towards futuristic
cyberspace research, with even less attention on the defense of the cyber
domain. One area many experts are focusing their attention towards the future
is in quantum computing. These new computers, with previously unheard of
calculating power, are in their infancy today but will likely be available by
2030. This new method of computing power will offer tremendous
capabilities, but will also be very dangerous in the hands of an adversary.
Most security systems installed by the world's vital institutions, including
banking, commerce and government, have come to depend on current
encryption methods, which against quantum computers, would become
obsolete.

Quantum research is underway in several countries, with national
government and military agencies providing funding support. Already,
experiments have occurred in which quantum computational operations were
executed on a very small number of qubits.*® Today, the US has the lead in
quantum research, but competition from Europe, Japan, Australia, and China
is strong and growing. Other types of futuristic research in the commercial
sector are few and far between.
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Chapter 6

Analysis and Recommendations
"Any attempt to predict the future security environment of 2025 is
inherently difficult. Given the dynamics of change over time, we must develop
a mix of agile and flexible capabilities to mitigate uncertainty."
—CJCS Assessment of 2006 QDR¥

Analysis of the Future

All indicators point toward cyberspace having exponential growth over the
next 20 years. Computer technology is advancing so fast the Air Force’s
chance to have any credible defenses of its domain will be left in its dust. At
the same time, the Air Force cannot afford to wait any longer to create a
proactive defense of its networks. A country that develops a quantum
computer will enjoy a significant advantage in both the civilian and military
worlds; therefore research is being conducted at a frantic pace. Quantum
computing capability would create the ultimate cyber weapon, creating the
potential for world chaos. Any country able to gain a breakthrough could do
severe damage to the Air Force’s cyber domain with the current reactive
defenses in place. A quantum computer would essentially have the ability to
break every password and security code and get inside any computer in
existence today. An adversary armed with a quantum computer would be able
to acquire data, search files and move on to his next target with ease. A
reactive defense, pretty effective in the past, should not be the Air Force’s
primary solution to defend itself. Turning toward the future, the Air Force not
only needs to take care of today’s cyber defense needs, but must prepare for
the defense of the rapid expansion of newer technology, such as quantum
computing. The Air Force must defend its cyber domain in the future using
active denial methods.

The previous chapter described how the US commercial industry is not
particularly focused on ideas toward the 2030 timeframe. One reason is the
US is losing ground for technology experts to conduct research in these areas,
but the opposite is true for countries who consider information technology
research a priority. Statistics from the National Science Board’s 2006 report
on Science and Engineering Indicators is one example of a trend which will
influence the US ability to conduct research 20 years from now. In this case a
downward trend is noted as new US college students shy away from the
technology career field. This statistic is matched against a decline in the
number of people with advanced degrees — and experience, who will retire in
the next few years. According to the Board’s data, just under one-third of all
US degrees are in science and engineering, and this number continues to
decline. In the meantime, as Figure 5 shows, the number of engineering
degrees awarded in Asia was four times as much as in North America.
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First university degrees, by region: 1997 and 2002
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Figure 5: First University Degrees, by Region®
During the past two decades two-thirds of foreign students earning a US
science and engineering doctorate degree were from Asia: about twenty
percent from China and approximately ten percent each from Taiwan, India,
and South Korea (Figure 6).

Origin of foreigners earning U.S. S&E doctorates:
19832003
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Figure 6: Origin of Foreigners Earning US Science and Education
PhDs®

Many retirements from the US science and engineering labor force are
impending. Barring major changes in current trends, many individuals in the
labor force will retire in the coming decades. In 2003, thirteen percent of
science and engineering bachelor’s degree holders, twenty percent of master’s
degree holders, and 28 percent of doctorate holders were 55 years old or older.
Historically, by age 61 about half of the bachelor’s degree holders no longer
work full time; the same is true at age 62 for those with master’s degrees and
at age 64 for doctorate holders.*?
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Individuals in U.5. S&E labor force nearing
retirement age, by degree level: 2003
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Figure 7: Individuals in US Science and Engineering Force Nearing
Retirement®

The information all point to disturbing statistics if the Air Force is going to

take and sustain the lead of defending cyberspace in the future. The Air Force

will compete not only with the other military services, but the lucrative
commercial market as well, for the limited graduates in this advanced career
specialty.

Historical data, as we have seen, points to a very vulnerable DOD
network, defended by reactive measures, which cannot continue with the
military’s significant reliance on cyber space. Rising at an even more
alarming rate are the threats to the domain. Steps must be taken today to
focus research on a proactive defense of the Air Force’s cyber domain. The
author presents recommendations for the Air Force to consider when in order
to defend its cyberspace domain now and in the future.

Recommendations
The Secretary and Chief of Staff of the Air Force brought cyberspace to

the forefront of the Air Force mission. The Air Force must rapidly move

cyberspace from its infancy to maturity in order to succeed in this new
mission area. This paper skims some of today’s potential vulnerabilities,
many of which are already known not only by the Air Force, but by future
adversaries. The Air Force must not only solve the dilemma faced by the
current threats, but must anticipate the future in order to defend its domain to
maintain the freedom of cyberspace. To ensure cyberspace security in the

2030 timeframe, the following recommendations are offered:

1. The Air Force should aggressively pursue AFRL’s cybercraft concept as a
hedge for increased defense of its cyberspace domain. The cybercraft is
just one example of forward-looking research towards the 2030 timeframe.
It is critical that the Air Force stop relying on a passive defense stance to
protect its network. The cybercraft concept is a step in the right direction,
and not only provides an active defense, but can be controlled at a central
location. The centralized control allows greater visibility throughout the
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chain of command, as well as provides a “mothership” in which the Air
Force can have virtually instantaneous control over its domain, all the way
down to individual computers. AFRL estimates the ability to field its
cybercraft, without additional help, in about 10 to 15 years.

2. DISA’s PEO-IAN office should pursue technology to actively scan the GIG

as part of its Computer Network Defense (CND). This recommendation is
consistent with one of the seven functions within the PEO-IAN office.
Specifically, the office states that it “develops/acquires and implements
enterprise wide CND solutions and integration approaches to identify
threats to the GIG, sense network and host-based attacks/degradations, and
develop/disseminate countermeasures and courses of action.* Scanning
the GIG provides a defense mechanism prior to reaching the actual
computers, and would compliment AFRL’s cybercraft concept. A
timeframe of completion for this project is unknown at this time.

3. As the Nation takes steps to improve the security of current systems, it must

4.

also ensure that future cyber systems and infrastructure are built to be
secure. This will become increasingly important as more and more of our
daily economic and physical lives come to depend on cyber infrastructure.
Future security requires research in cyberspace security topics and a
commitment to the development of more secure products. COTS
hardware and software undoubtedly is the most cost-effective means for
acquisition of computers and computer systems. The Air Force should
thoroughly examine products it purchases from commercial industry in
order to ensure security from the origin, which would help minimize the
threats today. Since many computers and computer systems have a five to
ten year life in the Air Force, this would help protect the domain in the
near term. Unless the AF establishes processes now to review new
purchase procedures, there is no way for the Air Force to protect hardware
and software in 2030.
The Air Force should consider partnerships with its sister services, other
government agencies, non-government organizations and non-military
authorities in an effort to keep cyberspace secure. Cyberspace is a
domain wherein the Air Force has taken the lead to operate in, therefore is
should use all means to keep open communication on identifying security
risks and vulnerabilities on computer hardware and software along with
the internet. Additionally, the Air Force should actively work to explore
any governmental or commercial research efforts underway that focus
toward the 2030 timeframe. DOD already has systems in place to share
information, but often does not get to the lowest level expediently — often
days pass before vulnerabilities are identified and corrected wherein
information can be stolen or corrupted. The author was unable to find
information to show DOD is looking forward towards the 2030 timeframe
during research.

Coordinate the efforts of Blue Horizons with the Air Force Cyber
Command. Since cyberspace is a focus area of the Blue Horizons study
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and the Cyber Command is in its infancy, establishing connections
between the two offers great potential. The Cyber Command should
consider the research conducted by Blue Horizons when planning for the
future of defense of the Air Force’s cyber domain.
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Chapter 7

Final Assessment
“All of our experience is with the past, but all of our decisions are about
the future...the first step in thinking about the future involves exploring trends
that are already underway.”

—The Future Belongs to Those Who...A Guide for Thinking about the
Future®

The DOD maintains the largest computer network in the world.
Connecting thousands of IT systems around the globe, the DOD's computer
network is critical for the command and control of each branch of the US
military. Exploring defense of the DOD’s cyberspace domain in 2030 was
clearly a challenging endeavor, but as reinforced by the conduct of this
research, is vitally important. This research project began with an idea there
would be plenty of futuristic thinking in the cyberspace area. This author
conducted research primarily in open sources, which was intentional, in order
to keep the effort unclassified. The intent of conducting unclassified
cyberspace defense research was to look at a broad range of activity both
within and outside the Air Force, specifically focused 20 years or more in the
future.

A visit to the AFRL Information Directorate revealed promising work
being conducted in the cyberspace area with a vision and focus on security
and defense that this author strongly believes warrants further attention. The
author was somewhat surprised to discover that the Navy has undertaken its
own study of cyberspace focused on the 2030 timeframe. This recent study,
which will be conducted by the Navy War College, appears to parallel the
study ongoing by the Air Force’s Blue Horizons group. The author
recommends that the Blue Horizons monitor, and perhaps coordinate with the
Navy as Blue Horizons continues its cyberspace research. Finally, there is
little information on future research being conducted in commercial industry.
This suggests very little is being done in the commercial sector with a view
toward the long-term threat, though research on near-term problems
continues, and breakthroughs in this area occur frequently. For example, in
January 2007, Microsoft released its new operating system, called Windows
Vista. Security was the main focus during development of the software in
order to improve the computer’s overall basic protection. Microsoft’s
previous operating systems contained numerous security vulnerabilities,
which were very susceptible to malware and viruses, necessitating the
installation of various countermeasures in order to make the basic computer
safe. Microsoft’s vision during the development of Vista was to close many
of the security gaps in previous operating systems. The fact that commercial
companies, such as Microsoft, are turning their focus toward actively defense
of computers is a positive sign, and hopefully points toward a trend in the
future in industry. Without a doubt, the Air Force will continue to rely on the
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commercial market for its computers and associated software for the next 20
years, and should champion companies who design secure components.

The Air Force should pay attention to the future of quantum computing,
and concentrate equal attention to defensive measures. Research in quantum
encryption capability is a necessity in order to secure not only the Air Force’s
cyber domain, but all passwords and codes associated with it.

The future of cyberspace is very exciting, as the Air Force works out its
new mission. Cyber attacks occur daily, yet most of us get used to them, as
we assume that a forthcoming solution will counter the threat. It is easy to
overlook the fact that a well planned and executed cyber attack — from only a
small group of persons, much less another country — could paralyze our
military. The Air Force’s legacy systems, purchased over the past decades,
must be upgraded and synchronized in order to tighten security loopholes
which still persist today. This paper clearly illustrates how well-planned,
coordinated attacks continue to occur throughout DOD even with numerous
safeguards implemented during the same timeframe. Alarmingly, today’s
attacks may be the tip of the iceberg and perhaps are the precursor for even
greater and more devastating assaults lurking in the future.

We must begin by securing cyberspace within the Air Force in order to
meet the Secretary Wynne and Gen Moseley’s vision. The Air Force Cyber
Task Force must articulate a clear strategy for the future in cyberspace, paying
close attention to the protection and defense of the domain. Preoccupation by
the current capability in cyberspace, while necessary, is also hazardous. The
Air Force must consider the effects of cyberspace in the future, and should
consider the fact that this domain may be the weapon system of choice over
the next 25 years. We must expect that future adversaries will use any tool or
method to challenge the unrivaled military capability of the US. The time has
come to implement an active defense in the Air Force’s cyber domain.

Ray Kurzweil’s futuristic novel, The Singularity is Near, provided this
author with the idea of researching the defense of cyberspace. Consider this
quote from the book: “by the late 2030s and 2040s, as we approach human
body version 3.0 and the predominance of nonbiological intelligence, the issue
of cyberwarfare will move to center stage. When everything is information,
the ability to control your own information and disrupt your enemy’s
communication, command, and control will be a primary determinant of
military success.”®” This effort began with these thoughts in mind, along with
the thesis that defense of the cyberspace domain would be a top priority for
the future. Also, along came an expectation that there would be several
sources of information from which to conduct research in the 2030 timeframe.
Surprisingly, this research effort over the past several months proved
otherwise. Although undoubtedly there are more long term efforts underway
than what is described in this document, interviews and discussions show an
alarming trend that looking at the future 20 years is basically not worth the
effort. Personnel conducting research in cyberspace defense are not only
unsure of what cyberspace will be in the next 20 years, they are even less
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certain of how to defend it. The author concludes that futures study groups,
such as Blue Horizons, are absolutely imperative for the Air Force as few
organizations aggressively look at the future.
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