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Weapons of Mass Destruction: U N Confronts Significant
Chal | enges in I nplenenting Sanctions against Iraq (23-MAY-02,
GAO- 02- 625) .

United Nations sanctions were first inposed in August 1990
followng Irag's invasion of Kuwait. The Security Council, in
1991, established sanctions to stop Iraq fromacquiring or
devel opi ng bi ol ogical, chem cal, and nucl ear weapons. To achi eve
this, the Security Council prohibited all nations from buying
Iragi oil or selling the country any commodities, except for food
and nedicine. It further established a weapons inspection regine
to ensure that Iraq destroyed its weapons of mass destruction and
stopped its weapons prograns. Concerned about the humanitari an
need of the Iraqi people, in 1995 the Security Counci l
established a controls programfor Iraq's oil sales that all ows
for the purchase of food, nedicine, and essential civilian goods
(the oil for food progranm). Wth international support for the
sanctions eroding, in 2001 the Security Council passed a new
sanctions resolution to address humanitarian concerns while
keeping Irag fromrebuilding its weapons systens. Although the

U N controlled $51 billion of Iraq's oil revenues from 1997 to
2001, Iraq earned an additional $6.6 billion in illegal revenue
fromoil snuggling and surcharges during the sane tine. Further,
al t hough the sanctions prohibit Irag from obtai ning goods not
approved by the Security Council, Iraq is able to buy unapproved
goods wth its illegal revenue. The U N Security Council also
requi res weapons inspections to verify that Iraqg is not
rebui | di ng weapons of nmass destruction, but Iragi actions forced
the UN to withdraw its weapons inspectors in 1998. As a result,
the U N. cannot ensure that Iraq has stopped prograns to devel op
chem cal, biological, and ot her weapons. Moreover, there are

I ndications frommnultiple sources that it continues to devel op
such weapons. In design, U S. licensing standards for exports to
Irag are nore restrictive than U.N. requirenents. In practice,
however, U S. and U N requirenents are al nost identical because
the United States plays a substantial role in the U N approval
process for exports to Irag. Consequently, alnost all U S.
exporters who get U N approval are also granted a U. S. export

| i cense. A new sanctions agreenent, due to take effect at the end
of May 2002, changes the contract screening process and coul d
make the sanctions nore effective in allowing inports of
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humani tarian and civilian goods to Irag. The new sanctions all ow
Security Council nmenbers to hold only itens on a controlled |ist,
whi ch includes dual -use itens. Further, the new sanctions have
provisions to single out an objectionable itemfroma shipnent of
goods. These expected changes should nake it easier for Iraq to
| nport goods to rebuild its civilian econony. However, the new
agreenment has no provisions to deter oil smuggling and illicit
trade or to reintroduce weapons inspectors. Prior Security
Counci | resolutions address weapons inspections but Iraq is not
conplying with them Until these problens are addressed, the
sanctions cannot provide assurance that Iraq has stopped trying
to acquire and build weapons of mass destruction.
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GAO- 02- 625
A

Sanctions Do Not Assure The Security Council established a weapons
| nspection regine to provide

| raq Has Stopped final assurance that Irag was not reconstituting its
nucl ear, biological, and Devel opi ng Wapons of

chem cal weapons prograns, but Iraqg?s actions forced the w thdrawal

of Mass

Destructi on weapons inspectors in 1998. Prior to their withdrawal, the
i nspectors were able to confirmthe destruction of nuch of Irag?s
weapons of

mass destruction program i ncluding buildings used to produce and test
prohi bited solid propellant rocket notors, 180 tons of sodium

cyani de, and

nore than 6,000 122mm rockets designed to carry sarin gas. However,

t he U

N. Special Comm ssion issued several reports concluding that, due to
| raqi

obstruction and | ack of access to suspected sites, it cannot ensure
t hat

| raq has stopped its prohibited weapons prograns. 5 In addition,
there are

i ndications fromthe United Nations, the Central Intelligence Agency,
and

ot her sources that Iraq continues to devel op weapons of nmass
destructi on,

particularly since weapons inspections ceased.

In January 1999, the U N Special Comm ssion reported to the Security

Counci|l that Iraq substantially msled the United Nations on the
extent of
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its proscri bed weapons program and the continuation of prohibited
activities. The report cited nunerous exanples where Iraq failed to

account for known weapons and related itens, including
* bi ol ogi cal weapon war heads,

e liquid mssile propellant,

e artillery shells filled with nustard gas, and

e R 400 bonbs filled with biological agents. According to sone U N
Security Council nenbers, other factors raising concern that Iraq
conti nues

its weapons prograns are (1) Irag?s history of devel opi ng and usi ng
weapons

of mass destruction, (2) its access to illegal revenues, (3) the ease
with

which it can inport illicit goods, and (4) its willingness to accept
nor e

t han a decade of economic and political isolation to maintain a
weapons

capability. 5 The U N Special Conm ssion was superceded by the
Uni t ed

Nat i ons Monitori ng,

Verification, and Inspection Conm ssion in Decenber 1999.

In a January 2002 unclassified report to Congress, 6 the Central
Intelligence Agency stated that w thout an inspection- nonitoring
progr am

it is difficult to determine the current status of |raq?s weapons of
mass

destruction programbut it is likely the governnent has used the
peri od

since inspectors were forced out to reconstitute prohibited prograns.
The

report indicates that Iragq has rebuilt key portions of its chem cal
production infrastructure as well as its mssile production
facilities. The

report further states that Iraq has probably continued | ow |evel
t heoretical research and devel opnent associated with its nucl ear
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program and

expresses concern that the governnment may be attenpting to acquire
material s

that could help reconstitute its nucl ear weapons program

There are other indications that Iraqg continues prograns to devel op
weapons
of mass destruction since the sanctions were inposed. For exanpl e:

e In February 2001, CGermany?s Federal Intelligence Service reported
t hat

Iraq has created a mlitary intelligence bureau in Russia to carry
out arns

negoti ati ons. The service reported that an |Indi an- based conpany is
acting

for Irag to buy materials and equi pnent related to devel opi ng

chem cal and

bi ol ogi cal weapons.

e In January 1999, the United Nations reported that 50 specialty

m ssile

war heads for biological or chemcal agents declared to be in Irag?s

ar senal

coul d not be accounted for. Further, tests indicated that Iraq,
contrary to

its official clains, had | oaded siml|ar warheads with deadly nerve gas
agents.

* I n Septenber 1996, the Monterey Institute reported that a shipnent
of 300

Sw ss- nade val ves for uraniumenrichnent centrifuges, as well as a
shi pnent

of cascade conponents, bound for Irag was seized in Jordan. The

val ves and

conponents could be used to develop fissile material for weapons.

* In January 1995, the Departnment of Commerce reported that a New York
resi dent pleaded guilty to arranging to transport ammonium 6 Centr al
Intelligence Agency, Unclassified Report to Congress on the

Acqui sition of

Technol ogy Rel ating to Wapons of Mass Destruction and Advanced
Conventi onal

Muni ti ons (Washington, D. C : Jan. 2002).
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perchlorate, a highly explosive chem cal used to manufacture rocket
fuel,
fromChina to Iraqg via Jordan.

* I n Novenber 1995, Jane?s Defence Wekly reported that Jordani an
officials

i ntercepted a shipnent of 115 Russian- nade gyroscopes bound for Iraq
designed for use in long- range intercontinental m ssiles.

Sanctions May Limt lraq in Sanctions may have constrai ned |Iraq?s
pur chases

of conventional weapons. Obtaining Conventional According to U S
and U. N.

officials, U N screening and nonitoring of Wapons

| raq?s inports provide sone deterrent to bringing in weapons and al so
provide limted on- the- ground checking that conmmodities are not
bei ng

diverted to mlitary use. Furthernore, these officials say there is no
i ndi cation that Iraq has purchased | arge- scal e weapons systens, such
as

aircraft, ships, or arnor. lrag?s conventional rearmanent efforts are
limted

to purchases of small arns and spare parts to keep weapons and
vehi cl es not
destroyed during the Gulf War operational.

Most inportantly, according to State Departnent arnms experts,
conventi onal

weapons systens, such as aircraft and ships, are expensive and U N
controls have limted the anmount that Iraq can spend on arns. As
previ ously

di scussed, since 1997, the United Nations has controlled about

90 percent of Ilraqg?s oil revenues-$ 51 billion in the oil for food
account

versus $6.6 billion in illegal revenues. Partly because of this
control,

according to State officials, Irag?s mlitary expenditures have

dr opped

dramatically. lIrag?s annual mlitary expendi tures averaged nore than
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$18.8

billion between 1980 and 1990 (in constant 2001 dollars) but dropped
in the

years after sanctions were inposed and, beginning in 1995 renuni ned
flat,

averaging an estinmated $1.4 billion annually. Figure 4 shows Iraq?s
mlitary
expendi tures from 1980 to 2000.

Figure 4. lraqg MIlitary Expenditures 1980- 2000

Source: Departnment of State, Wirld MIlitary Expenditures and Arns
Transfers

and the International Institute for Strategic Studies, Mlitary
Bal ance.

Little Divergence The United Nations requires that exports to Iraq be
reviewed and receive a between U N. and U S. U N letter of
approval ; U.

S. exporters nust also obtain a U S. export license. In design, the
standards for granting a U S. export license are nore Decisions on
Exports

restrictive than requirenents for a U N |etter of approval. However,

to Irag because the United States, as a pernanent nenber of the
Security
Counci |,

may bl ock any contract processed through the U. N oil for food
program U.

S. and U. N. decisions on approving exports to Ilraq are nearly

i dentical. As

part of the U N process, the United States conducts the nost

t hor ough

review of any Security Council nmenber, firmy applying U N

resol utions as

it scrutinizes all contracts to prevent any inports with a potenti al
mlitary application. In 2001, the United States was responsible for
nor e

t han 90 percent of the contracts withheld for shipnent to Iraq. As of
Apri |

2002, the Sanctions Committee was withholding $5. 1 billion worth of
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contracts that had been submtted for approval. 7 U S. and U N
Deci si ons

U. N Security Council Resolution 687 and other resolutions on Iraq
provi de

Nearly ldentical in Practice the requirenents for Iraqg sanction
committee

menbers? actions and call for strict control of inports to Iraq of
arnms and

muni ti ons and materials or technology that could be used to produce
weapons

of mass destruction,

ballistic mssiles with a range over 150 kiloneters, and conventi onal
mlitary equi pnmrent and spare parts. The U N resolutions apply to all
nati ons, but nmenbers of the Irag Sanctions Conmittee apply the

resol uti ons when screening applications for export to Ilrag. U S
st andar ds

for getting a U S. export license to Iraq require that |icenses
conply with

all applicable U N resolutions. 8 In addition, however, Treasury
Departnent regulations allow the United States to prohibit exports
t hat

conply with U N Security Council resolutions. 9 For exanple,
according to

U S. officials, denials can be related to U S. national security
concer ns,

such as terrorism

7 Since the inception of the oil for food program the Security
Counci | has

approved nore than $23 billion in food, nedicine, and other contracts
for

|raq. The hol ds represent a snapshot at a specific date; sone hol ds
are

rel eased at a |later date, while others becone inactive and are no

| onger

counted. See appendix Il for information on how Irag?s oil revenues
are

distributed. 8 As stipulated by 31 C. F. R section 575.525.

9 1d. 575.205
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In actual practice, though, there is little difference between U S
and U.

N. requirenents, as U S. and U N. decisions on proposed shipnents
to Iraq

are nearly identical. Qur examnation of all U S. export |icense
actions

taken in 2000 and 2001 reveal ed that very few applications were
denied, if

they met U N requirenents. Qut of the 503 applications for a U S.
export

| icense that nmet U N standards, only 4 were denied a license. In

t hose

f our

i nstances, the commodities in question were controlled for anti -
terrorism
reasons. United Nations and United

Figure 5 outlines the screening process a nenber nation nmust initiate
on
St at es Conduct Thor ough

behal f of a conpany to obtain a U N letter of approval for exports
to Iraq

Screening of Contracts for and procedures that U S.- based firnms,
their

foreign- based subsidiaries, and foreign conpanies selling U S. -
origin

products nust also followto get a Exports to Iraq

U S. export license. 10 10 The vast mgjority of U S. export
applications

to lragq are submtted by U S. foreign- based subsidiaries and foreign
conpanies selling U S. origin products. In cases where a U S
conpany is

seeki ng authorization to ship compdities to Iraqg, the |icensing
process

starts with the firmsubmtting the export |icense request to the
Depart ment

of Treasury for review.

Figure 5. U N and U S. Export Approval and Licensing Processes
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Sour ce: GAO.

For the U N process, Iraq negotiates a contract with an

I nt er nati onal

supplier and the contract is submtted by the exporting state to the

U N

Ofice of the Iraqg Programin New York. The O fice of the Iraqg Program
manages the oil for food programand refers the contract to the U

N. ?s

Monitoring, Verification, and Inspection Comr ssion and the

| nt er nat i onal

At om ¢ Energy Agency, as necessary, for an assessnent of whether
weapons and

related itens are present. The O fice of the Iraqg Program has
authority to

| mredi ately approve contracts that contain only itens on a

?fast track? list 11 of goods- generally food, nedicine, and other
humani tari an goods. O herwi se the contracts are forwarded to the U N
Security Council?s Iraq Sanctions Committee for final review and

determ nation. The Iraqg Sanctions Committee conprises representatives
of the

U. N Security Council ?s 15 nenber states. Each nenber has authority
to

approve or hold any contract. The United States is an active nenber
of the

| raq Sanctions Commttee and, according to Security Council nenbers
and

State officials, conducts the nost thorough and conplete review
conpar ed

with other Security Council nmenbers. U S. technical experts assess
each

itemin a contract to determine its potential mlitary application
and if

t he

itemis appropriate for the end user. They al so exam ne each end

user's
track record with such commodities. An estimated 60 U. S. governnent
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personnel within the Departnents of State, Defense, Energy, and ot her
agenci es exam ne all proposed sales of itens that could be used to
assi st

the lragi mlitary or devel op weapons of mass destruction. According
to U

N. Secretariat data, of the nore than 2,100 contracts currently being
hel d

by the Iraq Sanctions Conmttee, the United States is responsible for
approxi mately 90 percent of the holds. As of April 2002, about $5. 1
billion

worth of goods were being withheld for shipnment to Iraq. Qur review
of held

contracts indicated they cover numerous sectors- including

t el ecomruni cations, agriculture, health- and involve goods with both
civilian and mlitary application, such as chem cals and el ectronics.
Exanpl es of contracts currently being held at the U N include

« water supply trucks worth $34 nillion, pending subm ssion of
addi ti onal

techni cal specifications on conposition and wei ght bearing capacity;
11 The

fast track list is conpiled and agreed to by the Irag Sanctions
Comm ttee.

e oil well equipnent, including detonators and charges, worth $9. 2
mllion;
and

e agricultural tire production equi pnent and insecticides, which
I ncl ude

proscri bed dual - use chemicals, worth $1. 5 nillion. The Depart nment
of the

Treasury is responsible for issuing the U S. export licenses to
lraq. It

conpiles the results of the review by U S. agencies under the U N
approval process and obtains input fromthe Departnent of Commerce on
whet her the contract includes any itens found on a |list of goods
prohi bited

for export to Iraq for reasons of national security or nuclear,

chem cal,

and bi ol ogi cal weapons proliferation. 12 Since several U. S. agencies
have

al ready reviewed the contract during the U N. export approval
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process, 99

percent of the suppliers with U N approval are granted a U S.
export

| i cense. New Sancti ons

Security Council Resolution 1409 commts the Security Council to
Agr eenent

Addr esses i npl enent a new sanctions agreenent by May 30, 2002, that
shoul d

expedite shipnents of civilian goods to Iraq. As outlined in the
resol ution,

Humani t ari an

only weapons and specified itens with potential mlitary application
will be
Concerns but Not

subject to review by the Irag Sanctions Commttee. Al other itens
will be
Moni toring and

approved by the United Nations. U N Security Council nenbers and U.
S.

officials believe these steps wll elimnate contract holds, increase
t he

fl ow Enforcenent Problens of goods into Irag, and effectively address
humani tari an concerns while continuing to ensure that mlitarily

usef ul

itens are not exported to Irag under the oil for food program
However, the

new sancti ons agreenent does not address problens of oil snuggling and
illicit inports of goods into

Iraq or the return of weapons inspectors. 12 In sone cases, where the
Departnent of Comrerce classified conmmopdities as controlled for
export to

Iraq, the State Departnent?s Sanctions O fice or Bureau for Non-
Proliferation Affairs is consulted a second tine before a decision to
approve or deny is nade.

Adopti on of Goods Review As outlined in Resolution 1409, the new

sancti ons
contain a goods review List Should Accel erate

http://frwebgate.access.gpo.gov/cgi-bin/useftp.cgi 2 Paddr....64.21& filename=d02625.txt& directory=/di skb/wai s/data/gao (12 of 50)11/8/2006 5:22:40 AM



http://frwebgate.access.gpo.gov/cgi-bin/useftp.cgi 7 Paddress=162.140.64.21& filename=d02625.txt& directory=/di skb/wai §/data/gao

| ist of specific itens subject to review by the Security Council. The
| i st

Screeni ng Process shoul d expedite the screening process and result in
I ncreased inports of goods designed to repair lraqg?s civilian

i nfrastructure, according to U N Security Council nenbers. Under the
exi sting sanctions, all exports to Iraq are forbidden unless
specifically

permtted by Security Council resolution or specific decision. Under
t he new

system all goods are permtted except products that could be used to
devel op weapons of nass destruction, conventional weapons, and

mlitary-

rel ated or dual - use goods. These controlled itens will be
specifically

|isted, and only these itens will be referred to the Irag Sanctions

Committee for review According to U N and

U S. officials, Security Council nenbers reached agreenent on |ists
of (1)

nucl ear, chem cal, biological, and mssile- related itens contained in
Security Council Resolution 1051 13 and (2) dual- use materials used
in

conventi onal weapons contained in the Wassenaar Arrangenent. 14 In
Apri |

2002, Security Council nenbers- primarily the United States and
Russi a-

reached agreenent on a nore contentious and expanded third |list that
i ncl uded dual - use itens in nine categories, such as

t el econmuni cati ons,

fiber optic technol ogies, sensors and | asers, and conputers. U N

Security

Counci| nmenbers and U. S. officials involved in the screening process

expect

a marked increase in the nunber of export applications granted because
suppliers wll have a specific list of itens that nust be referred for

review and control. By following this list, suppliers should be able
to

submt contracts that can be quickly processed. The adoption of a
goods

review list will also focus the trade restrictions against Irag on
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desi gnat ed categories of goods, resulting in closer scrutiny of only
t he

nore difficult, borderline cases. Under the revised controls, the
Sancti ons

Commi ttee woul d eval uate specific itens, not entire contracts. For
exanpl e,

if a contract contained itens on a goods review list as well as itens
t hat

are not, the United Nations woul d approve the |atter. Under current
practice, comnmttee nmenbers nust hold an entire contract if there

is a single offending itemon it. 13 Adopted in March 1996, Security
Counci |

Resol ution 1051 and its anendnents contain lists of itens used in
bal listic

m ssiles and mssile delivery systens; chem cals capabl e of being
used for

t he devel opnent, production, or acquisition of chem cal weapons; and
m cr oor gani sns, Vviruses, and toxins.

14 The WAssenaar Arrangenent is a global nultilateral arrangenent on
export

controls for conventional weapons and sensitive dual - use goods and
t echnol ogi es that began operations in Septenber 1996.

New Sanctions Do Not The new sanctions agreenent does not address the
oi
smuggling and illicit Address O Snuggling and

trade occurring outside U N control, nor does it contain provisions
to

IIlicit Trade or Return of inprove nonitoring or enforcenent of

exi sting

sanctions. According to Wapons |Inspectors Security Council nenbers,

t he

British governnment in fall 2001 submtted a proposal to conpensate
states

t hat were being harned economically by the trade enbargo in return for
t ougher enforcenent. However, this proposal was dropped, as states
bor deri ng

| raq were nore concerned with maintaining access to snuggled oil at a
heavily di scounted price than in
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enforcing sanctions against Iraq, according to sone Security Counci l
menbers. According to oil industry experts, the value of the discount
has

fluctuated over tine, wth Jordan receiving the |argest discount of

up to

two- thirds the market price and the other countries receiving about a
onethird discount. In addition, the new sanctions do not provide for
resunption of weapons inspections. In Decenber 1999, the Security
Counci |

established a U N Mnitoring, Verification, and |Inspection

Comm ssion to

fulfill the weapons inspection tasks mandated by Security Council

resol utions. The comm ssion has produced an organi zational plan and is
prepared to resune weapons inspections upon acceptance of the Security
Council resolution by Iraq. The U N inspection conmssion is
mandated to

| nspect any designated site at any tinme and plans to carry out

| nspections

to provide assurance that |Iraq has stopped devel opi ng nucl ear,

chem cal, and

bi ol ogi cal weapons. Figures 6, 7, and 8 help illustrate the conti nuing
concerns in these areas and what prior weapons inspections teans did
to

address these concerns.

Figure 6: Inspection for Prohibited Mssile Conponents

Iraq is prohibited fromhaving ballistic mssiles with a range

greater than

150 kil ometers. Conponents and production equi pnent for shorter- range
m ssiles could be used to produce |onger- range m ssiles and nust be
noni t or ed.

Source: United Nations.

Figure 7. Inspection for Chem cal Nerve Agents

Iraq is prohibited from devel opi ng chem cal and bi ol ogi cal weapons.
WWapons

i nspectors fromthe earlier weapons inspection teans check for deadly

nerve
agents in a storage tank. Source: United Nations.
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Figure 8. Destruction of Chem cal Wapons

U N resolutions call for the elimnation of all weapons of nmass
destruction. Wapons i nspectors destroy 500 kg bonbs designed for use
as

chem cal weapons. Source: United Nations.

Agency Comments and The U. N Ofice of the Irag Programand the U N
Moni toring, Verification,

Qur Eval uation and I nspection Comm ssion provided oral comments,
whi ch we

i ncorporated in the report as appropriate. Treasury provided technical
clarifications, which we also incorporated. The Departnent of Defense
accepted the report without comment. State provided witten comrents

t hat

are reprinted in appendix |V.

State noted that the new sanctions agreenent is a sign of renewed
consensus

on lrag anong the five permanent nenbers of the Security Council. That
consensus Wi ll be useful not only to inprove the efficacy of sanctions
against lraq but also if the United States should choose a different
path to

end Iraqg?s threat to international peace and security. State

al so provided additional information on how the new sanctions
agreenent w | |
be i npl enent ed.

State expressed concern that a statenent in our draft report that the
new

sanctions agreenent has no provisions to reintroduce weapons

| nspectors

| eaves the false inpression that Security Council resolutions do not

adequat el y provide for weapons inspections and that the new resol ution
should do so. State further stated that it has rejected all efforts to
nodi fy previous resolutions that require Irag to admt and cooperate
fully

with
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weapons i nspectors w thout conditions. W have revised our report to
clearly

state that prior Security Council resolutions address weapons

| nspecti ons,

but that Iraqg is failing to conply with them Qur report does not

i mply that

State has failed to take a firm stand on weapons inspections. As
noted in

our report, the sanctions are an integrated systemof three el enents:
(1)

control of lraqi oil revenue; (2) rigorous screening and nonitoring
of Iraqi

i nports for proscribed itens; and (3) weapons inspectors to ensure
that Iraq

I s not acquiring or devel opi ng nucl ear, chem cal, and bi ol ogi cal
weapons.

State al so commented that we | eave the inpression that U N

per sonnel have

the authority to stop and inspect all shipnments into Iraq, even those
outside the oil for food program W believe our report clearly
presents the

facts concerning U N authority to stop and inspect shipnents to
lraq. Qur

report states that ?U. N. nonitors only have authority to check goods
approved under the oil for food programand thus do not stop or check
any

ot her shipnents.? Qur report further states that ?under Security
Counci |

resolutions, all nenber states have responsibility for enforcing the

sanctions and the United Nations especially depends on nei ghboring
countries

to deter the inportation of illicit comopdities.? W are sending
copi es of

this report to interested congressional commttees, the secretary of
st at e,

the secretary of the treasury, the

secretary general of the United Nations, the director of the Ofice of
Managenent and Budget, and the director of the Ofice of the Iraqg

Pr ogram

W will also make copies available to other parties upon request.
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| f you or your staff have any questions concerning this report,

pl ease cal

me at (202) 512- 4128 or ny director, Joseph Christoff at (202) 512-
8979.

Key contributors to this report were Tet M yabara, Janey Cohen,
Patri ck

Di ckri ede, Stacy Edwards, Philip Farah, Peter Ruedel, and Richard
Sel di n.

Sincerely yours, Susan S. Westin, Managing Director International
Affairs
and Trade

Appendi Appendi xes x |

Scope and Met hodol ogy At your request, we exam ned (1) the chall enges
confronting the United Nations in inplenenting sanctions, (2) whether
U S

standards for approving exports to Iraq are nore stringent than U N
requirements, and (3) the elenents of a new sanctions agreenent that
coul d

make it nore effective than the current sanctions agreenent.

As an agency of the U S. governnent, we have no authority to review
operations of nmultilateral organizations such as the United Nations.

However, throughout this review we obtained broad access to officials
and

information fromthe U N Secretariat and Security Council nenber

st ates.

To exam ne the challenges in inplenenting the sanctions, we conpared
t he

results of U N actions taken against Irag with the criteria set
forth in

Security Council resolutions on Iraq. W reviewed related Security
Counci |

resol utions, a nenorandum of agreenent between Iraq and the United
Nat i ons,

and quarterly and sem - annual reports submtted by the U N
Secretari at

descri bi ng devel opnents in inplenenting the sanctions program W
interviewed officials fromthe Ofice of the Iraq Program and the
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Uni t ed

Nati ons Monitoring, Verification, and I nspection Comm ssion
responsi bl e for

t he weapons inspections. W also net with Security Council nenbers
Nor way

and Britain to obtain their perspective on

I npl enmenti ng sanctions and interviewed U S. governnent officials
responsi bl e for managi ng and nonitoring sanctions agai nst Iraq,

i ncl udi ng

officials fromthe Departnent of State, the U S. Mssion to the
Uni t ed

Nati ons, the Departnment of Defense, the Defense Intelligence Agency,
and the

Central Intelligence Agency. W also net with Iraqi experts at the
Br ooki ngs

Institution and the Fourth Freedom Forum and obtai ned and anal yzed
reports

on Ilrag and U. N. sanctions from various know edgeabl e t hi nk tanks,
i ncluding the Center for Strategic and International Studies,

the Wsconsin Project, and the Bonn- Berlin Process. As part of our

anal ysi s

of the challenges in inplenenting the sanctions, we estimted |Iraq?s
illicit

earnings fromoil snuggling, surcharges on oil, and comm ssions on
commodi ty

contracts. W obtained data and reports related to Iragi oil
producti on,

capacity, and smuggling fromthe Departnent of Energy?s Energy
| nf or mati on

Adm ni stration, the Mddle

East Econom c Survey, and the International Monetary Fund. W then
di vi ded

our analysis into two periods: January 1991 to January 1997 (the
begi nni ng

of the sanctions to the beginning of the oil for food program and

January 1997 to the end of 2001. (Estimates of oil production,

consunpti on,
and exports are neasured in thousands of barrels per day

http://frwebgate.access.gpo.gov/cgi-bin/useftp.cgi 2 Paddr....64.21& filename=d02625.txt& directory=/di skb/wai s/data/gao (19 of 50)11/8/2006 5:22:40 AM



http://frwebgate.access.gpo.gov/cgi-bin/useftp.cgi 7 Paddress=162.140.64.21& filename=d02625.txt& directory=/di skb/wai §/data/gao

(kbd).) We used the following steps to estimate the revenues from oil
smuggl i ng, surcharges, and comm ssi ons.

Period 1 (1991 to 1997)

e To estimate the anount of oil snuggl ed through Turkey and the
Per si an

Qulf, we started with Energy Information Adm nistration estinates of
| raqi

oi | production and subtracted estinmates of Iraqi donmestic

consunption and exports to Jordan. The remai ni ng anount was the

vol une of

snmuggled oil. W assuned that Iraqgi donmestic consunption was 300 kbd
in 1992

and grew slowy during the first few years, then nore quickly during
subsequent years, until it reached nearly 400 kbd in 2001. Exports to
Jor dan

started at 75 kbd in 1992 and grew by 2 kbd each year. Qur estimates
of the

anount of snuggled oil were |ower than sonme U S. governnment

esti mates, but

hi gher than sonme oil industry estimtes. ¢ To estimate the revenues
from

snmuggl ed oil during the first period, we nultiplied the vol une of
snmuggl ed

oil by a discounted proxy lraq oil price. Since data on Iraq oil
prices were
not available for this period, we

used the Iran Light crude price and discounted it by 9 percent for the
quality differential. (This is consistent with the inplicit price of

| raqi

oi | exports under the oil for food program between 1997 and 2001.) W
assuned that the price of exports to Jordan was a third of the
resulting

figure, and the price of exports to Turkey and the Persian Qulf was
twothirds of this resulting figure. According to oil industry
experts, this

IS representative of the prices paid for snuggled oil.

Period 2 (1997 to 2001)
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e To estimate the volune of snuggled oil for the second period, we
started

with Energy Information Adm nistration estimtes of Iraqg production
and

subtracted oil sold under the oil for food program and donestic
consunpti on.

We assuned that the remaining oil was the oil snuggl ed through

Tur key, the

Persian @Gul f, Jordan, and Syria. W adjusted the amobunts of snuggl ed
oil in

1998 and 1999 to reflect sone

Iraqi storage of oil in 1998 to sell at a higher price in 1999. The
price of

oil in the second period (1997 to 2001) was based on the sane
assunpti ons

regarding the pricing of smuggled oil as in the first period (1991 to
1997) .

(Note that oil snuggling through Syria began in | ate 2000; we priced
this

oil at two- thirds of Iran Light crude discounted by 9 percent.)

e To estimate the anount Iraq earned from surcharges on oil from 1997
to

2000, we nultiplied the barrels of oil sold by Irag under the oil for
f ood

program by 25 cents per barrel- the npbst conservative estimte of the
surcharge by Security Council nmenbers and oil industry experts we

i nterviewed. In 2001, we priced the surcharge at 35 cents per barrel
as both

oil industry experts and Security Council nenbers estimate that Iraq
was

trying to get 50 cents per barrel.

e To estimate the comm ssion fromcomodities, we nultiplied Irag?s
letters

of credit for commobdity purchases by 5 percent- the npbst conservative
estimate of the comm ssion by Security Council nenbers.

The final elenent of our exam nation of the challenges facing U N

sanctions was to analyze the effect of sanctions on Iraqg?s ability to
fund
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its conventional mlitary. To do this, we interviewed U S. officials,
Security Council nmenbers, and U. N. weapons inspectors about mlitary
armanents Iraqg was obtaining. W also analyzed lIraq?s mlitary

expendi tures

from 1980 to 2001, based on data fromthe State Departnent and the

International Institute of Strategic Studies in London. W conpared

t hese

mlitary expenditures with Iraq?s oil revenues during the sane period
and

focused particularly on the period since the sanctions were inposed
begi nning in 1991.

To assess whether U. S. standards for approving exports to Iraq are
nor e

stringent than the United Nations?, we interviewed officials fromthe
Ofice

of the Irag Programand the U. N. Mnitoring, Verification, and

| nspecti on

Commi ssion involved in screening contracts to gain an understandi ng
of the

U. N screening process. W anal yzed dat abases detailing the screening
process and obtained statistics on the nunber of contracts submtted,
approved, and bl ocked, as well as the criteria and tinme franes

enpl oyed. W

met with Security Council nenbers Britain and Norway, which al ong
with the

United States are the only Iraqg Sanctions Commttee nenbers to review
al

contracts, to determine the process and criteria they used when
screeni ng

contracts. W then net with officials fromthe Treasury Departnent?s
Ofice

of Foreign Assets Control, the Departnent of Comrerce?s Bureau of
Export

Adm ni stration, and the Departnent of State who are responsible for
revi ewi ng export application requests fromU. S. based

firms, their foreign- based subsidiaries, and foreign conpani es
selling U

S.- origin products. W reviewed applicable U S. laws and

regul ations to

determne U S. standards for exports to Iragq. To test whether export
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applications received a different outcone when going through the U
N. and

U. S. screening processes, we conducted a conprehensive review of all
U S

export application actions to Irag during 2000 and 2001. To assess the
el ements of the new sanctions agreenent that could nmake it nore
effective

t han the present sanctions, we analyzed U N Security Council

Resol uti on

1382 of 2001, which outlined the new sanctions and set May 30, 2002,
as the

date they were intended to go into effect. W conpared resol ution
1382 with

t he previous resol utions about the

sanctions and the nenorandum of understanding with Irag on the oil

for food

program Since nost of the previous resolutions are still applicable,
we

focused on the new material in resolution 1382, including appendi xes

t hat

dealt wth the goods review |list of prohibited itens. W conpared the
goods

review list with docunents fromthe Wassenaar Arrangenent, which

also identified itens that should be controlled for export because
t hey

could have mlitary uses. W interviewed U N weapons inspectors,
officials

of the Ofice of the Irag Program nenbers of the U N Security
Counci |,

and U. S. officials about what changes they expected in the

| mpl ement ati on

of the new sanctions. Due to travel restrictions and security
concerns, we

were unable to travel to Irag or the frontline states of Turkey,
Jordan, or

Syria to examne firsthand the U. N nonitoring of comodities

| nported into

| raq under the oil for food program

We perfornmed our review from Qctober 2001 through April 2002 in
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accor dance
wi th generally accepted governnent auditing standards.

Appendi x 11

The U N. Ol for Food Program The U N. Security Council established
t he

oil for food program which authorized Irag to sell oil and put the

f unds

into a U N - controlled escrow account to pay for humanitarian and
ot her

goods. Since the program was established, nore than $51 billion in

| raq oil

revenues have been channeled into the escrow account. A distribution
pl an

prepared by the governnent of Iraq and approved by the U N secretary
general authorizes Iraqg to purchase and i nport goods for 11 sectors

of the

econony, i ncluding food,

heal th, sanitation, electricity, agriculture, and tel ecomunications.
For

exanpl e, the nost recent distribution plan included the purchase of
400

anbul ances for the health sector; the purchase of 15,000 irrigation
punpi ng

sets and pesticides for the agriculture sector; and the expansion of a
nobi l e cel lul ar system for the tel ecommunicati on sector.

Under a current Security Council resolution, 72 percent of the oil
revenue

in the escrow account nust fund the purchase of food, nedicine, and
ot her

comodities for Iraq; 25 percent nmust go to a conpensati on conmm ssi on
to pay

for war reparations; 2. 2 percent covers the U N cost for

adm ni stering

t he program and 0.8 percent funds the operations of the U N
Moni t or i ng,

Verification, and Inspection Conm ssion. Table 2 shows the anobunt of

f unds
al l ocated to procure comodities by sector and to fund war
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reparations and
U N admnistrative costs.

Table 2: Ol for Food Revenues and Allocation, 1997 through 2001
Dollars in mllions

Security Security

Counci | Sector or other

Counci | revi ew not

Per cent age expenses

approved required Total of total

Sect or

Food $ 5, 782 $ 5,213 $10, 995 21. 5 Food handling 2, 286 137 2, 423
iéarth 1, 749 604 2, 353 4. 6 Ol production 1, 860 872 2, 732 5. 3
equi prment Electricity 2, 622 12 2, 634 5. 1

Water/ Sanitation 1, 233 116 1, 349 2. 6 Agricultural 2, 312 302 2,
614 5. 1

Education 580 185 765 1. 5 Tel ecommuni cati ons

1, 432 0 1, 432 2. 8 Transportation Housing 1, 930 324 2, 254 4. 4
Nort hern governorates 1, 154 95 1, 249 2. 4

O her expenses

Special allocation 13 13 0. 1 War reparations 13,960 13, 960 27. 3
Adm ni strative fees 1,485 1, 485 2. 9 Approved but not yet

4,948 4,948 9. 7 funded Total $22, 953 $28, 253 $51, 206 100 Source:
Uni t ed
Nat i ons.

Screening and Monitoring U N and nenber state screening and
noni tori ng
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hel p verify that Irag?s purchases are not for mlitary uses and that
it is

not illegally selling oil. First, U N Security Council resolutions
require

that Iraq clear its proposed

purchases fromthe escrow account through a U N screening and
appr oval

process. U N custons and weapons inspectors screen proposed |raq
contract

purchases for weapons and rel ated dual - use itens and ensure that
prices

bei ng charged are reasonable. The proposed contracts are then
submitted to

the Irag Sanctions Commttee for further review. 15 As a nenber of the
sanctions commttee, the United States subjects all potential Iraqi
| nports

to a thorough exam nation to ensure that they have no mlitary
application

bef ore approving them

To verify that the goods actually delivered to Iraq are the approved
ones,

the United Nations deploys 78 contract workers at 4 designated entry
poi nts

on lrag?s borders with Turkey, Jordan, and Syria, and at the Persian
Gul f.

At these border crossings, vehicle drivers who have U N. - approved
pur chases and want to be paid by the escrow account nust stop to have
their

shi pnents authenticated by the U. N contractors. The authentication
form

must be signed to receive paynent fromthe U N escrow account. The
Uni t ed

Nations al so nonitors the use of sensitive goods within Iraq,

such as vehicle spare parts and helicopters, through 158 observers
from9 U
N. agencies working in Iraqg. According to their nmandate, however, the

observers are not weapons inspectors and do not track all itens in a
shipnent to their final use. 16 To check that Iraqg is selling the
appr oved

quantity of oil under the oil for
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food program the United Nations deploys 14 contract workers inside

| rag at

t hree designated exit points, one on the GQulf and on both ends of an
oi

pi peline to Turkey. These contractors check that the quantity of oil
punped

t hrough the pipeline matches the quantity all owed under an 15 The U.
N. ?s

O fice of the Iraqg Program has authority at this point to i mediately
cl ear -

or fast track- contracts that include itens in such sectors as food,
education, health, agriculture, sanitation, and oil and electricity
spare

parts. 16 U N. agencies and programmers working as end- use nonitors
of oil

for food commodities include the Departnent for Econom c and Soci al
Affairs,

t he Food and Agri cul tural

Organi zation (FAO, the International Tel ecomrunication Union (I1TU),
t he

United Nations Children?s Fund (UNICEF), the United Nations

Devel opnment

Program (UNDP), the United Nations Educational, Scientific and

Cul tur al

Organi zati on (UNESCO, the United Nations Ofice for Project Services
(UNOPS), the Wrld Food Program (WFP), and the Wirld Health

Organi zati on

(VWHO) .

approved oil contract. There are also 7 personnel who nonitor spare
parts

procured for the oil industry. In addition, a 16- nation Miultil ateral
Maritinme Inspection Force is deployed in the Persian Gulf to limt
snmuggl i ng

of illicit goods into Iraq and oil fromlraq. The force varies in

si ze but

consi sts of between six and ei ght vessels.

Tinmeline of Major Events Related to Sanctions

Appendi x Il | against Iraq Date Event / Action Sunmary
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Aug. 2, 1990 U. N Security Council Resolution Iraqgi forces invade
Kuwai t .

Resol uti on 660 condemms the invasion and demands 660 i medi ate

wi t hdr awal

fromKuwait. Aug. 6, 1990 U N Security Council Resol ution

Resol uti on 661

| nposes econom ¢ sanctions agai nst the Republic of Iraq. The

661 resolution calls for nenber states to prevent all comodity

| nports from

| raq and exports to Irag, with the exception of supplies intended
strictly

for medi cal purposes, and in humanitarian circunstances, foodstuffs.
Aug. 6,

1990 Qperation Desert Shield President Bush orders the depl oynent of
t housands of U S. forces to Saudi Arabi a.

Nov. 5, 1990 U S. legislation Public Law 101- 510 prohibits inport of
products fromlrag into the United States and export of U S.

products to

lraq. Jan. 12, 1991 U S. legislation Irag War Powers Resol ution

aut hori zes

the president to use ?all necessary neans? to conpel Iraq to wthdraw
mlitary forces fromKuwait. Jan. 16, 1991 Operation Desert Storm
Oper ati on

Desert Stormis launched: Coalition operation is targeted to force
lraqg to

wi t hdraw from Kuwai t .

Feb. 28, 1991 Gulf WAr cease- fire Irag announces acceptance of all
rel evant

U. N Security Council resolutions. Apr. 3, 1991 U N Security
Counci |

Resol ution Resol ution 687 nmandates that Iraqg nust respect the
soverei gnty of

Kuwait and 687 declare and destroy all ballistic mssiles with a
range of

nore than 150 kiloneters (Cease- Fire Resol ution)

as well as all weapons of mass destruction and production facilities.

June
17, 1991 Creation of U N Special The U N Special Comm ssion is
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char ged

with nonitoring lragi disarmanent as Comm ssion mandated by U N
resolutions and to assist the International Atom c Energy Agency in
nucl ear

nonitoring efforts.

Cct. 6, 1992 U. S. legislation Public Law 102 -391 stipul ates that
funds to

carry out the Foreign Assistance Act or the Arns Control Act nay not
be used

to provide assistance to any country not conplying with U. N Security
Counci | sanctions against Irag.

Apr. 14, 1995 U. N. Security Council Resolution Resolution 986 all ows
I raq
to sell $1 billion worth of oil every 90 days. Proceeds 986

must be used to procure foodstuffs, nedicine, and naterial and
supplies for
(oil for food resol ution)

essential civilian needs. Resolution 986 is suppl enented by several
U N

resol utions over the next 6 years that extend the oil for food
program f or

different periods of tinme and increase the anount of oil that may be
exported and humani tarian goods that nay be inported.

Dec. 10, 1996 Start of oil for food program Wth the conpl etion of
measur es

for inplenmenting Resolution 986, Phase | of the oil for food program
begi ns.

(Conti nued From Previ ous Page)
Date Event / Action Sumrary

Aug. 14, 1998 U. S. legislation Public Law 105 -235 finds lraqg in
unacceptabl e and material breach of its international obligations.

Cct. 31, 1998 U S. legislation: Public Law 105 - 338 authorizes the

president to provide assistance to Iragi lraqg Liberation Act
denocratic
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opposition organi zations. Oct. 31, 1998 Iraqi termnation of U N
Speci al

| raq announces it will termnate all fornms of interaction wth UNSCOM
and

that it

Commi ssion activity. wll halt all UNSCOM activity inside Iraq. Dec.
16,

1998. (Operation Desert Fox Follow ng Iraq?s recurrent blocking of U.
N.

weapons i nspectors, President Cinton orders 4 days of air strikes
agai nst

mlitary and security targets in Iraq that contribute to Iraq's
ability to

produce, store, and maintain weapons of mass destruction and potenti al
delivery systens. Nov. 29, 2001 Security Council Resolution 1382
Resol uti on

1382 extends the oil for food program an additional 180 days.

Phase 11 of the programw |l be in effect until My 29, 2002. The
resol ution

stipulates that a new Goods Review List will be adopted and rel evant
procedures will be subject to refinenent.

Appendi x VI Comments fromthe Departnent of State
h
(320085)

GAO?s M ssion The General Accounting O fice, the investigative arm of
Congress, exists to support Congress in neeting its constitutional
responsibilities and to help inprove the perfornmance and
accountability of

t he federal governnment for the Anerican people. GAO exan nes the use
of

public funds; eval uates federal prograns and

policies; and provides anal yses, recomendati ons, and ot her

assi stance to

hel p Congress make inforned oversight, policy, and funding deci sions.
GAO?s

comm tnent to good governnent is reflected in its core val ues of
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accountability, integrity, and reliability.

(bt ai ni ng Copi es of The fastest and easiest way to obtain copies of
GAO

docunents at no cost is through the Internet. GAO?s Wb site (ww.
gao. gov)

contains abstracts and fulltext GAO Reports and

files of current reports and testinony and an expandi ng archive of
ol der
Test i nony

products. The Wb site features a search engine to help you | ocate
docunent s

usi ng key words and phrases. You can print these docunents in their
entirety, including charts and ot her graphics.

Each day, GAO issues a list of newly rel eased reports, testinony, and
correspondence. GAO posts this |list, known as ?Today?s Reports,? on
its Web

site daily. The list contains links to the full- text docunent files.
To

have GAO e- nmail this list to you every afternoon, go to www. gao.
gov and

sel ect ?Subscribe to daily E- mail alert for newy rel eased products?
under
t he GAO Reports headi ng.

Order by Mail or Phone The first copy of each printed report is free.

Addi ti onal copies are $2 each. A check or noney order should be nade

out to

t he Superintendent of Docunents. GAO al so accepts VI SA and Mastercard.
Orders for 100 or nore copies mailed to a single address are

di scounted 25

percent. Orders should be sent to:

U. S. General Accounting Ofice 441 G Street NW Room LM Washi ngt on,
D. C
20548

To order by Phone: Voice: (202) 512- 6000 TDD: (202) 512- 2537 Fax:

(202)
512- 6061
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To Report Fraud, Contact: Waste, and Abuse in

Wb site: www. gao. gov/ fraudnet/ fraudnet. htmE- mail: fraudnet@
gao. gov

Federal Prograns Autonmated answering system (800) 424- 5454 or (202)
512-
7470

Public Affairs Jeff Nelligan, managing director, NelliganJ@ gao. gov
(202)
512- 4800 U. S. General Accounting Ofice, 441 G Street NW Room 7149

Washi ngton, D. C 20548
Report to the Honorable Tom Harkin U. S. Senate

May 2002 WEAPONS OF MASS DESTRUCTION U. N. Confronts Significant
Chal | enges
i n I nplenmenting Sanctions agai nst |raq

GAO- 02- 625
Lett er

May 23, 2002 The Honorable Tom Harkin United States Senate Dear
Senat or

Harkin: After nearly 12 years of debate, U N sanctions against Iraqg
remain

controversial. U N sanctions were first inposed in August 1990
fol | ow ng

| raq?s invasion of Kuwait. In 1991, the Security Council decl ared
lrag a

threat to international security and focused the sanctions on
stopping Iraqg

fromacquiring or devel opi ng biol ogical, chem cal, and nucl ear
weapons. To

achieve this, the Security Council prohibited all nations from buying
| raqi

oil or selling the country any commodities, except for food and
medi ci ne. |t

further established a weapons inspection regine to ensure that Iraq
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destroyed its weapons of nass destruction and stopped its

weapons prograns. In 1995, concerned about the humanitarian need of

t he

| raqi people, the Security Council established a U N programthat
controls

Iraq?s oil sales and allows the purchase of food, nedicine, and
essenti al

civilian goods (the oil for food program. In 2001, with international
support for the sanctions eroding, the Security Council passed a new
sanctions resolution intended to address humanitarian concerns while

continuing to stop Iraqg fromrebuilding its weapons systens. Because
of your

i nterest in the sanctions? effectiveness and your role as Chairmn of
t he

Senate Agriculture Commttee, you asked us to exanmne (1) the
chal | enges

confronting the United Nations in inplenenting sancti ons agai nst

lraq, (2)
whet her U. S. standards for approving exports to

Iraq are nore stringent than U N requirenents, and (3) the el enents
of the

new sancti ons agreenent that could nmake it nore effective than the
current

sanctions agreenent. To exam ne the chall enges confronting the United
Nati ons and the potential effectiveness of the new sanctions
agreement, we

met with U N officials responsible for inplenenting the sanctions
and sone

menbers of the Security Council. W analyzed U N. resolutions and
reports

and

obtai ned information from U. S. databases detailing the screening
process

for commodities inported into Irag. We net with officials fromthe
Departnents of State and Defense and U S. intelligence agencies
responsi bl e

for managing and nonitoring the Iraqg sanctions. W obtai ned data on
I raq?s

oil production fromU. S. governnent and oil industry reports
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and devel oped a nodel to estimte the revenue Iraq earns from oil
snmuggl i ng.

To determ ne whether the United States enploys a nore stringent
standard

than the United Nations for approving exports to Iraq,

we exam ned all license applications for Iraq processed by the U S
governnment in 2000 and 2001. W did not visit Iraq or neighboring
countries

due to security concerns. (For a nore conplete description of our
scope and

nmet hodol ogy, see app. |.)

Results in Brief The United Nations faces three major challenges in
| npl enenti ng sanctions against lIragq. First, although the United
Nat i ons has

controlled $51 billion of Irag?s oil revenues from 1997 to 2001, we
conservatively estinmate that Irag earned an additional $6. 6 billion
i n

i1l egal revenue fromoil smuggling and surcharges during the sane
tinme.

Second, al though the sanctions prohibit Iraqg from obtaining goods
that are

not approved by the Security Council, Iraq is able to buy unapproved
goods

with its illegal revenue. Iraq

brings the illicit goods in through nunmerous routes, in part because
sone

nei ghboring states are not fully enforcing the sanctions. Third, the
U N

Security Council requires weapons inspections to verify that Iraq is
not

rebui | di ng weapons of mass destruction, but Iraqgi actions forced the
Uni t ed

Nations to w thdraw weapons inspectors in 1998. As a result, the
Uni t ed

Nati ons concludes that it cannot ensure that Iraq has stopped
prograns to

devel op chem cal, biological, and other weapons. Moreover, there are
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i ndications frommultiple sources that it continues to devel op such
weapons.

In design, U S. licensing standards for exports to lrag are nore
restrictive than U N requirenents. In practice, however, U S. and
U N

requi renments are al nost identical because the United States plays a
substantial role in

the U N process for approving exports to Irag. Consequently, al nost
all U

S. exporters who get U N approval are also granted a U S. export

| i cense.

As part of the U N screening and approval process, the United States
conducts the nost thorough review of any Security Council nenber,
firmy

applying U N resolutions as it scrutinizes all contracts to limt

| nports

that could be diverted for mlitary use. As a result, the United
States is

the Security Council nenber that nost frequently places holds on

pr oposed

sales to Irag.

A new sanctions agreenent, due to take effect at the end of May 2002,
changes the contract screening process and coul d nake the sanctions
nor e

effective in allowing inports of humanitarian and civilian goods to

I raq.

Unli ke the current system which allows Security Council nenbers to
hol d

any shipnment to Iraq except for preapproved hunmanitarian goods, the
new

sanctions allow Security Council nenbers to hold only itens on a
controll ed

list, which includes dual- use itens. Further, the new sanctions

have provisions that allow nenbers to single out an objectionable
item from

a shi pment of goods. Currently, Security Council nenbers nust hold an
entire

shi pnent of goods even if it contains only one offending item
According to
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State Departnment and U. N. officials, these expected changes should
make it
easier for lragq to inport goods to rebuild its civilian

econony. However, the new agreenent has no provisions to deter oil
snmuggl i ng

and illicit trade or to reintroduce weapons inspectors. Prior Security
Counci | resolutions address weapons inspections but Iraq is not
conpl yi ng

with them Until these problens are addressed, the sanctions cannot
provi de

assurance that lraq has stopped its efforts to acquire and build
weapons of

mass destruction.

We received comments on a draft of this report fromthe United
Nat i ons and

the Departnents of Treasury, Defense, and State. The United Nations
provi ded

oral comments, which we incorporated in the report as appropriate.
Treasury

provi ded technical notes, which we incorporated into the report. The
Departnent of Defense accepted the report w thout comment. State
provi ded

witten coorments that are reprinted in appendi x

IV. State officials coomented that the new sanctions agreenent
signifies a

renewed consensus that will be useful in seeking the return of weapons
| nspectors or other options for dealing with Iraq. However, they said
our

statenent that the new sanctions resolution does not address weapons

| nspections | eaves the false inpression that other Security Council
resol utions do not adequately address the issue and that the new

resol ution

shoul d. W have revised the report to clearly state that prior
Security

Counci | resolutions address weapons inspections and Iraq is failing to
conply with them

Background Since 1990, the United Nations has passed nore than 56
resolutions related to Iraq sanctions and the country?s invasion of
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Kuwai t .
I n August 1990, the

U. N Security Council determ ned that Irag?s invasion of Kuwait

t hr eat ened

I nternati onal peace and the region and i nposed sanctions on Iraq.
(Fig. 1

shows Irag and the M ddl e East region.) The sanctions continued after
I raq

was expelled fromKuwait to ensure that Irag woul d destroy its

nucl ear,

chem cal, and bi ol ogi cal weapons and ballistic mssiles and that it
woul d

not use, devel op, or acquire new weapons. 1 The Security Council

prohi bited

all nations frombuying Iragi oil or selling the country any

commodi ties

except for food and nedicine, and al so established a weapons

| nspection

regi me. However, confrontations began al nost as soon as U N weapons
| nspectors started operations in April 1991. At that tinme there was
al so

grow ng international concern over the humanitarian situation in

| raq. The

Security Council responded by offering Irag an opportunity to sell

oil to

neet its peopl e?s basic needs. The Irag governnent rejected the offer
and

over the following 5 years, food shortages and a general deterioration

of social services were reported. By 1996, the United Nations
reported that

t he average Iraqi ?s food i ntake was about 1, 275 calories per day
conpar ed

with the standard requirenment of 2,100 calories. 1 U N Security
Counci |

Resolution 687 (April 3, 1991) - the Gulf War cease- fire resolution -

stipulates that Iraq shall unconditionally accept the destruction of
its

weapons of nass destruction and provides for U N weapons inspection
to

nonitor lraqgi conpliance. Since 1991 the U N Security Council has
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passed

seven resol uti ons condemi ng nonconpliance with Security Council
resol utions

and demandi ng |Iraqi governnent cooperation with weapons inspectors.

Figure 1. lraq and the M ddl e East
Sour ce: National Geographic.

During the md- through late 1990s, Iraq continued to hinder weapons
I nspectors fromentering suspected weapons sites and the Security
Counci |

passed several resolutions demanding Iraqi cooperation. The

humani tari an

situation continued to deteriorate and, in Decenber 1996, the United
Nat i ons

and Iraq agreed on the oil for food program which permtted Iraqg to
sell a

set amount of oil to pay for food, nedicine, and infrastructure
repairs. In

1999, the Security Council renoved all restrictions on the

anount of oil Iraq could sell to purchase civilian goods. Under the
progr am

Iraq agreed to put all of its oil revenues into a U N. - controlled
escr ow

account. The United Nations supervises and nonitors all of Iraq?s oil
sal es

and the Security Council screens and approves purchases fromthe
account. To

ensure that the approved goods are the actual goods brought

into Irag, the United Nations checks the goods at the border and
nonitors

t he use of the purchased goods in Iraq. (App. Il describes how the
escr ow

account works and how the United Nations conducts screeni ng and
noni toring.)

According to U N reports, from 1996 to 1998, Iraqg?s actions-

i ncl udi ng

endangeri ng weapons inspectors? helicopters, manhandling an inspector,
expel ling Americans fromthe inspection teans, and preventing

| nspectors?
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access to suspected weapons sites- |led to nunerous condemations in

Security Council resolutions and the withdrawal of weapons inspectors
i n

Decenber 1998. Sanctions against Iraq are now in their 12th year,

t hough

conti nued international support for themhas eroded. In addition to
humani tari an concerns, sonme nenber states are politically opposed to
t he

sanctions for various reasons, including Arab solidarity and their

assessnent of lraq?s threat to regional stability. U N weapons

| nspectors

have not returned to Iraq since their departure in 1998. (App. Il
provi des

a tineline of significant events related to sanctions against Iraq.)
The

Uni ted Nations

U N efforts to control Iraqg?s oil revenues, screen and nonitor its
pur chases, Faces Chal |l enges

and i nspect for weapons of mass destruction face several chall enges.
| raq

snmuggl es oil through neighboring states, and the illicit revenue is
out si de

of Inplementing U. N control. Iraq also brings inillicit and
unchecked

comodi ties through Sanctions against |Irag nunmerous entry points on
its
borders. Finally, Iraqgi actions led to the

wi t hdrawal of weapons inspectors in Decenber 1998 and the United
Nat i ons

concludes it cannot ensure that |Iraq has stopped prograns to acquire
and

bui | d weapons of mass destruction. Several sources have found

I ndi cati ons

that Iraq has continued such prograns. Nevertheless, U N sanctions
may

have deterred Irag from obtaini ng nost conventional weapons.

Sanctions Do Not Stop Irag?s Although the oil for food program
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control s nost

of lrag?s oil revenues in an |llegal Revenue Stream

escrow account (nmore than $51 billion since the program was
establ i shed), we

conservatively estimate that Iraq has illegally earned at | east $6.6
billion

since 1997-% 4.3 billion fromsnuggling and $2.3 billion in illegal

surcharges on oil and comm ssions fromits commobdity contracts. 2 For
exanple, in 2001, we estimate that Iraq earned $1. 5 billion by
snmuggl i ng

oi | through Jordan, Syria, Turkey, and the Persian Gulf. U S.

gover nnent

and oil industry sources indicate that the quantity of oil being
snmuggl ed

varies by destination over tine. G| industry experts estimate that

I raq

snmuggl ed out as nuch as 480,000 barrels of oil per day in March 2002.
( See

table 1.)

Table 1: Estimates of Snmuggled QG 1, March 2002 Exit route Barrels per
day

Jordan 75,000 to 110, 000 Syria 180,000 to 250, 000 Turkey 40,000 to
80, 000
Persian &ulf 30,000 to 40, 000

Total 325, 000 to 480, 000
Source: M ddl e East Econom c Survey.

In addition to revenues fromoil snuggling, U N Security Council
and U. S

officials say the Iragi governnment has been | evying a surcharge

agai nst oi l

purchasers and conmmi ssions agai nst commodity suppliers participating
in the

oil for food program W estimate lraq earned nore than $700 mllion
in

2001 using these illegal practices. According to sone Security Counci l
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menbers, the surcharge is up to 50 cents per barrel of oil and the
commission is 5 to 10 percent of the cormbdity contract, with the
funds paid

directly to officials connected with the Iraqi governnent. A State
Departnent official said the United Nations has had sone success in
st oppi ng

t hese paynents fromthe larger, nore established conpani es but has
been | ess

successful with smaller and regionally based conpanies

engaged in purchasing oil or supplying comobdities to Irag. Figure 2
shows

our estimate of Iraqg?s oil revenues that are controlled by the U N
oil 2

Qur estimate is based on U S. governnent reports, U N reports,
esti mat es

fromoil industry publications, and interviews with U N Security
Counci |

menbers. Appendix | details how we derived our estinate.

for food programand the illegal revenues earned through snuggling,
surcharges, and commi ssions since 1997.

Figure 2. Iraqg G l- Related Revenues Source: GAO anal ysis based on
i nformation fromthe United Nations and oil industry experts.

Despite concerns that sanctions have worsened the humanitarian

si tuation,

the oil for food program appears to have hel ped the Iraqi people.
Accor di ng

to the United Nations, the average daily food intake has

gradual ly increased fromaround 1,275 cal ories per person per day in
1996 to

about 2,229 calories at the end of 2001. 3 In a briefing to the
Security

Counci|l on his February 2002 trip to Iraq, the director of the Ofice
of the

3 According to the World Health Organi zati on, the standard food aid
requi rement for a typical population is 2,100 cal ories per person per
day.

Iraq Program stated that the oil for food program has had consi derabl e
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success in several sectors such as agriculture, food, health, and
nutrition

by arresting the decline in living conditions and inproving the
nutritional

status of the average Iraqi citizen. However, Iraq?s decision in
April 2002

to suspend oil exports for several weeks until Israeli troops

wi t hdrew from

Pal esti nian areas caused the oil for food programto forgo an
estimted $1.3

billion. At that tinme, contracts approved for shipnment to Iraq already
exceeded funds in the escrow account by $1.6 billion, including

nearly 700

contracts for humanitarian supplies.

Iraq Smuggles Illicit Goods Irag is able to obtain conmmodities that
are not

approved by the Security and G| through Nunerous Council and snuggl e
t hem

in, as well as snuggle oil out through

Rout es nei ghboring states and the Persian Qulf. Figure 3 shows
potenti al

rout es

for bringing illicit goods into Iraqg and snuggling oil out of Iraq.
Figure 3. lraq Smuggling Routes

Source: GAO anal ysis based on information fromthe United Nations and
U S

gover nnent agenci es.

a

GAO United States General Accounting Ofice

Wy GAO Did This Study

After 12 years of debate, U N sanctions against lraqg remain
controversi al .

The sanctions aimto ensure that Irag does not acquire or devel op
bi ol ogi cal, chem cal, or nuclear weapons, while also providing for
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I ragq?s

humani t ari an needs. The sanctions are based on three interrel ated

el enent s-

controlling Irag?s oil revenues, screening and nonitoring its

| nports, and

I nspecting for weapons. The sanctions attenpt to address Iraqg?s
humani tari an

needs through a U N programallowing Iraq to sell oil to purchase
civilian

goods and through a new U. N. resolution (due to take effect on My
30,

2002) that facilitates Irag?s purchases. GAO was asked to exam ne (1)
U N

chal l enges in inplenenting the sanctions and (2) the elenents of the
new

resolution that could nmake sanctions nore effective.

Agency Conmments

The United Nations and the Departnents of Defense and Treasury
general ly

agreed with the report and provided technical clarifications, which
GAO

i ncorporated into the report. The Departnment of State commented that
ot her

U. N resolutions deal with weapons inspections, which GAO al so

| ncor por at ed

into the report.

May 2002
WEAPONS OF MASS DESTRUCTI ON

U N Confronts Significant Challenges in Inplenenting Sanctions
agai nst
| raq

This is a test for devel oping highlights for a GAO report. The ful
report,

i ncl udi ng GAO s obj ectives, scope, nethodol ogy, and analysis is
avai |l abl e at

WWW. gao. gov/ cgi- bin/ getrpt? GAO 02- 625. For additional

i nf ormati on
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about the report, contact Susan S. Westin (202) 512- 4128. To provide
comrents on this test highlights, contact Keith Fultz (202- 512-
3200) or

emai | Hi ghlightsTest @gao. gov.

Hi ghlights of GAO 02- 625, a report to the Honorabl e Tom Har ki n,
Uni t ed
States Senate United States General Accounting Ofice

What GAO Found

According to U. N data, the United Nations controlled $51 billion of
I raq?s

oil revenues from 1997 to 200land channeled it to civilian use.
However ,

based on U. S. governnent and oil industry data, we estimte Iraq
ear ned
nmore than $6 billion in illegal revenue fromoil snuggling and

sur char ges

during the sane tinme. According to U S. and U N officials, Iraqg
uses the

i1l egal revenue to buy itens prohibited by the Security Council and
bri ngs

theminto the country through nunerous points (see figure bel ow).
Sancti ons

further require weapons inspections to verify lrag is not devel opi ng
weapons

of mass destruction, but Iraqgi action forced U N weapons inspectors
to

wi thdraw in 1998. Thus, the United Nations cannot ensure that Iraq has
st opped devel opi ng weapons of mass destruction, and there are

I ndi cati ons

fromnultiple sources that it continues to do so.

Unli ke the current sanctions, which allow Security Council nenbers to
hol d

any shipnment to Iraq except preapproved humanitarian goods, the new
resolution allows nenbers to hold only specific mlitary and rel at ed
i tens

on a control list. This should expedite and increase inports of

humani tari an

and civilian goods to Iraq. But the new resol ution does not address
oi
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snmuggling, illicit trade, or weapons inspectors- the latter of which
are

covered in other U N resolutions. Until these issues are resolved,
t he

sanctions cannot provide assurance that Iraq has stopped devel opi ng
weapons

of mass destruction. G A O Accountability Integrity Reliability

Hi ghli ghts
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As figure 3 illustrates, Irag has | ong, open borders w th nei ghboring
states. Moreover, shipnents not approved by the Security Council are
br ought

into Ilrag at designhated U. N entry points on Iraq?s borders,
according to

U N officials. At these entry points, a U N contractor uses 78
nonitors
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to check the goods and validate shipnments for paynent under the oil
for food

program The nonitors visually inspect approximtely 7 to 10 percent
of the

approved deliveries and review the shippi ng docunents for the rest,

t he

officials said. However, U N nonitors only have authority to check
goods

approved under the oil for food programand thus do not stop or check
any

ot her shipnents. Under Security Council resolutions, all nenber
states have

responsibility for enforcing the sanctions and the United Nations
especial ly

depends on nei ghboring countries to deter the inportation of illicit
comodi ties. However, despite Security Council resolutions
controlling air

travel to Iraq, several countries within and outside the region allow
regular air flights to Baghdad. For exanple, according to U S

gover nnent

officials, Syria allows daily flights between Damascus and Baghdad

t hat the

United Nations has neither approved nor been notified of. According to
Security Council nenbers, flights originating fromeastern Europe are
of

particul ar concern to weapons inspectors because of the region?s

hi story as

a source of illicit weapons sales and the governnents? close mlitary
relationship with Iraq. In addition to these air flights, a rail |ine
from

Syria, daily ferry traffic, and cargo shi ps bring unapproved

commodi ties

into lrag in violation of U N sanctions, according to Security
Counci |

menbers. Q| is smuggled out through several routes, according to U.
S.

governnment officials and oil industry experts. The major routes are
t hr ough

an oil pipeline to Syria and by truck through entry on the borders
with

Jordan and Turkey. lraq has a trade protocol wi th Jordan under which
| raq

purchases up to $300 million in goods from Jordan in exchange for oil
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at a
heavily di scounted price. 4 Also, according to U S. governnent
of ficials,
oil is smuggled out through the Persian GQulf. In the Gulf, a
Mul til ateral
Maritinme Inspection Force of six to eight ships tries tolimt oil
smuggl i ng. According to a Departnent of Defense official, the
| nspection
force interdicts only about 25 percent of the oil snuggl ed out
t hr ough the
Qlf. 4 The U N Iraqg Sanctions Commttee noted the existence of the
prot ocol and took no further action.
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