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Why GAO Did This Study

In March 2005, two well-publicized
and nearly simultaneous incidents
involving the suspicion of anthrax
took place in the Washington, D.C.,
area. The incidents occurred at
Department of Defense (DOD) mail
facilities at the Pentagon and at a
commercial office complex
(Skyline Complex). While these
incidents were false alarms, DOD
and other federal and local
agencies responded. The Postal
Service suspended operations at
two of its facilities and over a
thousand DOD and Postal Service
employees were given antibiotics
as a precaution against their
possible exposure to anthrax.

This report describes (1) what
occurred at the Pentagon and
Skyline Complex mail facilities, (2)
the problems we identified in
detecting and responding to the
incidents, (3) the actions taken by
DOD that address the problems
that occurred, and (4) the extent to
which DOD’s actions address the
problems.

What GAO Recommends

GAO is making recommendations
to help improve the effectiveness
of future DOD responses involving
the suspicion of anthrax in the
mail. DOD agreed with three of our
recommendations but only partially
agreed with our fourth. GAO
retained this recommendation to
ensure that DOD’s future approach
to making medical decisions during
bioterrorism incidents occur within
the participatory federal
framework.

www.gao.gov/cgi-bin/getrpt? GAO-06-757.

To view the full product, including the scope
and methodology, click on the link above.
For more information, contact Kate Siggerud
at (202) 512-2834 or siggerudk @ gao.gov.

MAIL SECURITY

Incidents at DOD Mail Facilities Exposed
Problems That Require Further Actions

What GAO Found

Events leading up to the Pentagon incident began when a laboratory that
tested samples from the Pentagon’s mail-screening equipment informed
DOD’s mail-screening contractor that test results indicated the presence of
anthrax in the mail. By the time the contractor notified DOD 3 days later,
suspect mail had already been released and distributed throughout the
Pentagon. DOD evacuated its mail-screening and remote delivery facilities,
notified federal and local agencies, and dispensed antibiotics to hundreds of
employees. The Skyline Complex incident began the same day when Fairfax
County, Virginia, emergency personnel responded to a 911 call placed by a
Skyline employee that an alarm had sounded on a biosafety cabinet used to
screen mail. Local responders closed the complex and decontaminated
potentially exposed employees, and DOD dispensed antibiotics to the
employees. Similarly, the Postal Service suspended operations at two
facilities and dispensed antibiotics to its employees. Laboratory testing later
indicated that the incidents were false alarms.

Analysis of these incidents reveals numerous problems related to the
detection and response to anthrax in the mail. At the Pentagon, DOD’s mail-
screening contractor did not follow key requirements, such as immediately
notifying DOD after receiving evidence of contamination. At the Skyline
Complex, DOD did not ensure that the complex had a mail security plan or
that it had been reviewed, as required. The lack of a plan hampered the
response. DOD also did not fully follow the federal framework—including
the National Response Plan, which was developed to ensure effective,
participatory decision making. Instead of coordinating with other agencies
that have the lead in bioterrorism incidents, DOD unilaterally dispensed
antibiotics to its employees.

DOD has taken numerous actions that address problems related to the two
incidents. At the Pentagon, DOD’s actions included selecting a new mail-
screening contractor and defining the roles and responsibilities of senior
leadership, including those involved in making medical decisions. Related to
Skyline, DOD prohibited its mail facilities in leased space within the
Washington, D.C., area from using biosafety cabinets to screen mail unless
the equipment is being operated within the context of a comprehensive mail-
screening program.

While DOD has made significant progress in addressing the problems that
occurred, its actions do not fully resolve the issues. One remaining concern
is whether DOD will adhere to the interagency coordination protocols
specified in the national plan for future bioterrorism incidents involving the
Pentagon. This concern arises because, more than 1 year after the incident,
DOD reiterated that it has the authority to make medical decisions without
collaborating or consulting with other agencies. DOD also has not ensured,
among other things, that its mail facilities (1) have the required mail security
plans and (2) are appropriately using biosafety cabinets for screening mail.

United States Government Accountability Office


http://www.gao.gov/cgi-bin/getrpt?GAO-06-757
http://www.gao.gov/cgi-bin/getrpt?GAO-06-757


<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /PageByPage
  /Binding /Left
  /CalGrayProfile (None)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.3
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /SyntheticBoldness 1.00
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveEPSInfo true
  /PreserveHalftoneInfo false
  /PreserveOPIComments true
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Preserve
  /UCRandBGInfo /Preserve
  /UsePrologue true
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasGrayImages false
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasMonoImages false
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputCondition ()
  /PDFXRegistryName (http://www.color.org)
  /PDFXTrapped /False

  /Description <<
    /JPN <FEFF3053306e8a2d5b9a306f300130d330b830cd30b9658766f8306e8868793a304a3088307353705237306b90693057305f00200050004400460020658766f830924f5c62103059308b3068304d306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103057305f00200050004400460020658766f8306f0020004100630072006f0062006100740020304a30883073002000520065006100640065007200200035002e003000204ee5964d30678868793a3067304d307e30593002>
    /DEU <>
    /FRA <>
    /PTB <>
    /DAN <>
    /NLD <>
    /ESP <>
    /SUO <>
    /ITA <>
    /NOR <>
    /SVE <>
    /ENU <>
  >>
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


