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(1)

NOMINATIONS OF JOHN O. COLVIN, TO BE
JUDGE, U.S. TAX COURT, THE JUDICIARY;
STUART LEVEY, TO BE UNDER SECRETARY
FOR ENFORCEMENT, U.S. DEPARTMENT OF
THE TREASURY; AND JUAN C. ZARATE, TO
BE ASSISTANT SECRETARY FOR TER-
RORISM FINANCING, U.S. DEPARTMENT OF
THE TREASURY

WEDNESDAY, MAY 19, 2004

U.S. SENATE,
COMMITTEE ON FINANCE,

Washington, DC.
The hearing was convened, pursuant to notice, at 11:16 a.m., in

room SD–215, Dirksen Senate Office Building, Hon. Charles E.
Grassley (chairman of the committee) presiding.

Also present: Senators Hatch, Kyl, Baucus, and Graham.

OPENING STATEMENT OF HON. CHARLES E. GRASSLEY, A U.S.
SENATOR FROM IOWA, CHAIRMAN, SENATE COMMITTEE ON
FINANCE

The CHAIRMAN. We have three nominees here today. First, we
have John O. Colvin, who is being re-nominated to the U.S. Tax
Court. Judge Colvin, we are very glad to have you. We are going
to take you first, and then go on to the other nominees.

Judge Colvin, I want to, first, express how pleased I am to see
you before us and re-nominated to the Tax Court. We have a long
tradition in the Tax Court that Tax Court judges who have served
the Nation well would be re-nominated, and you obviously fall into
that category or you would not be here.

You have served admirably in that position and I am delighted
that the administration, after some second thoughts, decided to
agree with some of us and send your nomination back up here.

I am going to ask three standard questions that we ask all nomi-
nees, and then ask you to answer them.

But before I do that, Judge Colvin, do you have family that you
would like to introduce?

Judge COLVIN. Yes. Thank you, Mr. Chairman. My wife, Ava, is
in the second row on your right.

The CHAIRMAN. All right. Thank you, Mrs. Colvin.
Did you have any statement you wanted to make before I ask

you the three standard questions that we ask you?
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Judge COLVIN. If I may, a very short statement.
The CHAIRMAN. Go ahead.

STATEMENT OF JOHN O. COLVIN, TO BE JUDGE, U.S. TAX
COURT, THE JUDICIARY, WASHINGTON, DC

Judge COLVIN. First, I want to express my appreciation to the
President for nominating me for a second term as a Tax Court
judge. Second, I was Chief Counsel here in 1985 and 1986 when
Senator Packwood chaired the committee, and I will always be
grateful that he gave me the privilege of working for this excep-
tional committee.

Third, and most important, thank you for all of the time and at-
tention you have taken on several matters relating to the Tax
Court. This committee recently approved the Tax Court Moderniza-
tion Act, which is very important to our court. We appreciate your
work, Mr. Chairman, Senator Baucus, Senator Hatch, and Senator
Breaux, and the entire committee on that project.

Over the years, you have routinely expedited the confirmation of
persons nominated to serve as judges on our court, both initial ap-
pointments and reappointments. You did this again last year with
the quick confirmation of our five newest judges, Judges Haynes,
Goetke, Warey, Kropa, and Holmes, and your inclusion of me in
this panel today fits that generous tradition.

Our court could not ask for better consideration than you have
shown us, and we could not ask for more knowledgeable and pro-
fessional staff members than those assigned to matters affecting
our court, such as Dean Zerbe, Mark Prater, Pat Heck, and Anita
Horn-Rizek. I deeply appreciate everything each of you has done
for the Tax Court. Thank you, Mr. Chairman.

The CHAIRMAN. Now, answer these questions. And you under-
stand from your work on this committee these are standard ques-
tions we ask every nominee.

Is there anything you are aware of in your background that
might present a conflict of interest with the duties of the office to
which you have been nominated?

Judge COLVIN. No, Mr. Chairman.
The CHAIRMAN. Do you know of any reason, personal or other-

wise, that would in any way prevent you from fully and honorably
discharging the responsibilities of the office to which you have been
nominated?

Judge COLVIN. No, Mr. Chairman.
The CHAIRMAN. Do you agree without reservation to respond to

any reasonable summons to appear and testify before any duly-con-
stituted committee of Congress, if you are confirmed?

Judge COLVIN. Yes, I do, Mr. Chairman.
The CHAIRMAN. I would like to take this time to ask you to tell

us what issues you see coming before you in the Tax Court that
you believe should be the subject of further study or consideration
by the Finance Committee. Judge Colvin?

Judge COLVIN. Well, your good work on the Tax Court Mod-
ernization Act has put that in a position to be enacted this year.
For that, we can only say thank you.

Internally, we have just completed an electronic courtroom,
which will be a benefit to parties presenting larger cases, and also
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allow more video conferencing, which will be helpful because our
parties can be found throughout the United States.

We are embarking on a project to introduce electronic filing,
which will be important for all of our parties. Taxpayers and the
IRS are still identifying issues relating to some of the provisions
enacted in 1998 that affect tax procedures, so those novel issues
are still occupying some time at our court.

Maybe the most basic point I could make, is even though we are
a trial court and we hold trials in 70 cities in the country, we are
also a very collegial court, perhaps uniquely among the Federal
trial bench.

Our judges review each other’s cases before they become public,
and our chief judge can decide that a case would be voted on by
all of our judges before it is filed. The purpose of that process is
so that we produce a consistent body of law consistent with our
statutory purpose.

The CHAIRMAN. Senator Kyl or Senator Hatch?
Senator KYL. I have no questions.
Senator HATCH. I have no questions. Just, congratulations, Mr.

Colvin. You are a very fine judge and we appreciate having you on
the bench. I am very happy to support your nomination.

Judge COLVIN. Thank you very much, Senator Hatch.
The CHAIRMAN. Judge Colvin, you may leave now if you want to.

You can stay if you want to, too.
Judge COLVIN. Thank you, Mr. Chairman.
The CHAIRMAN. Thank you.
I have introduced the two nominees in my opening statement. I

have repetitive things to say here, so I am not going to go through
those now.

I want to welcome Mr. Levey and Mr. Zarate to the committee
and congratulate you on your nomination. I would ask you, before
you make your respective statements, if you have family you would
like to introduce.

Mr. LEVEY. Thank you, Mr. Chairman, I do. My wife Annette is
here, as well as my nephew Brian, my mother, Karen Nackes, my
stepfather, Emmanuel Nackes, and my mother-in-law, Lotte Ham-
burger are all here with me.

The CHAIRMAN. All right. Welcome to all of you. Congratulations
for your family.

Mr. Zarate?
Mr. ZARATE. Mr. Chairman, thank you very much. I have with

me my wife Cindy and my parents, Isabel and Alfredo, as well as
my brother, Alfredo, Jr., as well as some very close friends and
staff. Thank you, Mr. Chairman.

The CHAIRMAN. Thank you very much.
Now, Mr. Levey and Mr. Zarate, if you have a short statement

we would be glad to receive it, and then I will ask you questions.

STATEMENT OF STUART LEVEY, TO BE UNDER SECRETARY
FOR ENFORCEMENT, U.S. DEPARTMENT OF TREASURY,
WASHINGTON, DC

Mr. LEVEY. Thank you, Mr. Chairman.
Mr. Chairman, Senator Hatch, Senator Kyl, thank you for the

opportunity to appear before you today. It is truly an honor for me
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to be here in this capacity as the nominee to be Under Secretary
for Enforcement and proposed head of the new Office of Terrorism
and Financial Intelligence at the Treasury Department.

I am enormously grateful to the President, Secretary Snow, and
Deputy Secretary Bodman for the confidence they have shown in
me by selecting me as the nominee.

I also want to thank Mr. Winer and Mr. Myers for their very
thoughtful testimony here today. I hope that, if I am fortunate
enough to be confirmed, I will still be able to call upon them for
their advice, which is substantially valuable.

Most important of all, I want to thank my family, and particu-
larly my wife Annette, for the sacrifices she has made to allow me
to pursue opportunities in public service. She is the perfect wife,
my best friend, a fantastic mother to our two children, and on top
of that is a very dedicated public servant at the National Institutes
of Health.

I would also like to thank my parents for their lifetime of support
and encouragement. I am very happy to have my mother and step-
father here today with me.

I am very, very much mindful of the enormous responsibility that
would be before me if I were to be confirmed for this position. Al-
most every morning, a group of us gets together with the Attorney
General, Deputy Attorney General, and Director Mueller to go over
what has happened in the last 24 hours in the war on terror.

We go over the most significant threats facing us at home and
abroad. Even after doing this for so many months, I still find it
chilling every morning to hear about people who spend every wak-
ing hour trying to figure out how they can kill as many innocent
people as possible.

It is chilling, but in a sense it is motivating, too, because I never
have to think, when I wake up in the morning, why am I going to
work. There really is so much at stake in fighting this war on ter-
ror, and that brings it home to me every morning.

Of course, one of the must urgent tasks we have before us is to
stop the money going to terrorist organizations. Terrorists obvi-
ously need money to operate. They need it to communicate, they
need it to travel, they need it to bribe corrupt public officials, and,
of course, they need it to carry out attacks. Whenever we cut off
their supply of money, we make them less effective.

On another level, as we have heard from the panelists today, the
intelligence that we get from the money trail is sometimes the most
valuable thing about the financial efforts that we make against ter-
rorism.

There are times when watching where the money comes from
and where it goes is our most valuable strategy, more valuable
than taking immediate public action to stop it.

We have to adapt our strategy in each circumstance to do what
is best for the overall counter-terrorism mission. We have to under-
stand that the terrorist financing mission is part of the overall war
on terror. That is one reason why a coordinated, interagency ap-
proach to the terrorist financing effort is so important to our suc-
cess.

Within that coordinated effort, the Treasury Department has a
unique leadership role to play in the financial war on terror. Work-
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ing with other agencies around the government, the Treasury De-
partment has made substantial progress, as we have heard, on the
war on terror since September 11th.

That is a testament, I think, to the great team they have work-
ing on these issues there, including Juan Zarate. They are among
the most dedicated and talented public servants that you will ever
meet. If I am confirmed, I will be joining a very talented team.

I think that team would be the first to tell you, however, that
there is much, much more work that needs to be done, and I agree
with many of the observations made by Mr. Winer and Mr. Myers
in that respect.

If I am confirmed, I hope I can reenergize the terrorist financing
mission at the Treasury Department. It needs to be reenergized be-
cause our enemies remain as committed as ever to killing innocent
people, and as this committee has pointed out, we are no longer
able to concentrate on low-hanging fruit in this financial war on
terror. It is getting harder and harder as we go along, but all the
more important.

I am aware that there are substantial challenges before us. If I
am confirmed, I look forward to working with you on these impor-
tant issues and would be happy to answer any questions that you
have.

[The prepared statement of Mr. Levey appears in the appendix.]
The CHAIRMAN. Mr. Zarate?

STATEMENT OF JUAN C. ZARATE, TO BE ASSISTANT SEC-
RETARY FOR TERRORISM FINANCE, U.S. DEPARTMENT OF
THE TREASURY, WASHINGTON, DC

Mr. ZARATE. Chairman Grassley, Ranking Member Baucus, Sen-
ator Hatch, Senator Kyl, it is an honor for me to be before you
today. It is, indeed, a privilege to have been nominated by the
President for the position of Assistant Secretary for Terrorist Fi-
nancing at the Treasury Department, and I thank him, Secretary
Snow, and Deputy Secretary Bodman for their confidence in me.

Mr. Chairman, the positions for which Mr. Levey and I have
been nominated form an important part of our country’s long-term
strategy in the war on terror. This administration has waged an
unprecedented campaign against terrorism and the financing that
fuels these horrendous acts.

This is not just an American problem born on September 11.
From the railway bombings in Madrid and Moscow, to the commer-
cial center attacks in Istanbul and Casablanca, we have seen that
terrorism does not discriminate among race, religion, or national
origin.

Mr. Chairman, when I came to Washington as a Federal pros-
ecutor, I was immersed quickly into the threat of al Qaida and the
threat to our country. One of my first assignments was to assist in
the prosecution of those responsible for the American embassy
bombings in East Africa.

I further confronted the unabated viciousness of al Qaida as a
prosecutor in the investigation of the murders of 17 of our country-
men and women on the USS Cole.

Just days after I began work at the Treasury Department on Au-
gust 27, 2001, our world and our mission changed forever. Since
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September 11, I have been privileged to form part of the U.S. Gov-
ernment effort to attack the financial underpinnings of terrorism.

Mr. Chairman, I am particularly honored to have worked with
Mr. Levey on these issues over the past several months, and am
grateful, if confirmed, for the opportunity to work more closely with
him, and for him.

We have achieved important successes at home and abroad in
the mission to bankrupt terrorism, Mr. Chairman. It is now harder,
costlier, and riskier for al Qaida and other like-minded terror
groups to raise and move money around the world.

We have frozen and seized terrorist assets, exposed and disman-
tled known channels of funding, deterred corrupt donors, arrested
key facilitators, and built higher hurdles in the international finan-
cial system to prevent abuse by terrorists. These efforts have tight-
ened the financial noose around al Qaida’s neck.

Mr. Chairman, I am very proud that this work has been under-
taken while our other efforts to combat money laundering, attack
financial crimes, and enforce sanctions have also intensified.

I would like to share with you, if possible, just a few of our ac-
tions over the past several days which serve as good examples of
the steady and important work that Treasury continues to produce.

Just yesterday, in furtherance of our efforts to expose Saddam
Hussein’s financial web, we designated an additional six individ-
uals and two companies that served as agents and fronts for Uday
Hussein.

Since March 2003, when Secretary Snow launched our campaign
to find, freeze, and repatriate Iraqi assets stolen by the Hussein re-
gime, we have worked with our international partners to freeze ap-
proximately $6 billion around the world and return to the Iraqi
people over $2.7 billion.

On Friday, Treasury shared, through our Asset Forfeiture Office,
over $2.5 million with the governments of Australia, Canada, and
Switzerland for their assistance in money laundering investigations
led by the IRS and the Bureau of Immigration and Customs En-
forcement.

Last Thursday, the Treasury’s Financial Crimes Enforcement
Network, along with the Office of the Comptroller of the Currency,
levied a record fine of $25 million against Riggs Bank for failure
to comply with provisions of the Bank Secrecy Act.

Last Tuesday, the Secretary of the Treasury designated the Com-
mercial Bank of Syria as a primary money laundering concern
under Section 311 of the PATRIOT Act.

As a result, the Secretary ordered a closing of their cor-
respondent accounts because of that bank’s complicity in dealing
with the Hussein regime, its weak money laundering practices, and
suspicions of terrorist financing through the institution. This is but
a mere snapshot of the important work the Treasury accomplishes
every day.

The need for this type of intensive and consolidated work in the
long term is why this administration, in concert with Congress, de-
cided to create the Office of Terrorism and Financial Intelligence.

TFI, as it will be called, brings under one umbrella the intel-
ligence, enforcement, diplomatic, policy, and regulatory resources of
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the Treasury. This will allow us to best utilize Treasury authorities
in the advancement of our National security interests.

Mr. Chairman, this is important because we know that we are
in the midst of a real and protracted struggle against terrorism.
We will not tire in our mission to find and incapacitate those who
underwrite terror.

We will continue to use all of our authorities, relationships, and
expertise to attack the sources, conduits, and proceeds of such
crimes. TFI will allow us to sustain these efforts for the long term.

Finally, Mr. Chairman, as I introduced earlier, I am very grate-
ful to have with me my family. It has been both a dream and an
expectation of my parents, who emigrated from Mexico and Cuba
in the 1950’s in search of freedom and opportunity, that my sib-
lings and I serve this country.

If confirmed, I hope to continue to serve this President and Sec-
retary Snow with an unwavering commitment and a deep passion
for these issues, and to work with this committee and other com-
mittees of Congress to advance our National interests.

Thank you.
The CHAIRMAN. Thank you.
[The prepared statement of Mr. Zarate appears in the appendix.]
The CHAIRMAN. Each of you respond to these specific questions:

is there anything you are aware of in your background that might
present a conflict of interest with the duties of the office to which
you have been nominated? Mr. Levey?

Mr. LEVEY. No, sir.
The CHAIRMAN. Mr. Zarate?
Mr. ZARATE. No, Mr. Chairman.
The CHAIRMAN. Do you know of any reason, personal or other-

wise, that would in any way prevent you from fully and honorably
discharging the responsibilities of the office to which you have been
nominated? Mr. Levey?

Mr. LEVEY. No, sir.
The CHAIRMAN. Mr. Zarate?
Mr. ZARATE. No, Mr. Chairman.
The CHAIRMAN. Do you agree without reservation to respond to

any reasonable summons to appear and testify before any duly-con-
stituted committee of Congress, if you are confirmed? Mr. Levey?

Mr. LEVEY. Yes, I do, sir.
The CHAIRMAN. Mr. Zarate?
Mr. ZARATE. Yes, sir.
The CHAIRMAN. In regard to that last point, I find a lot of prob-

lems getting answers to letters from bureaucracies, not pointing
out just yours, and it always seems like we have to have three or
four follow-up letters to get the information we sought in the first
letter. So, any way you could respond in the first letter to every
question we ask you, I would appreciate it.

Mr. Levey, combatting terrorism financing cuts across all sorts of
agencies of government. Who is in charge of the war on terrorism
financing? Who is the leader who wakes up every day and thinks
about stopping terrorism financing?

If this leader is going to be at the National Security Council at
the White House, where is the focus? If we do not, we may have
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to legislate some leadership, and one option would be to put Treas-
ury at the top. So, would you address those three points? Be quick.

Mr. LEVEY. I would be happy to, Mr. Chairman. As I mentioned
in my opening statement, I think it is important to remember that
terrorism financing is part of the overall war on terror, so there
needs to be coordination with the overall effort, not simply the fi-
nancial effort.

I also think that, no matter how we structure this, as you men-
tion in your question, terrorism financing is going to remain a team
effort, is going to be an interagency effort.

Having said that, I do believe that the Treasury Department is
well placed to be the leader on the financial side of the equation.
It has all the authorities that Juan Zarate mentioned in his open-
ing statement and it can bring those things to bear on the ter-
rorism financing equation. There obviously needs to be better work
done in terms of exercising those authorities.

Having said that, though, I think it is critical that we remember
that, in order to exercise leadership on the terrorist financing equa-
tion, it is critical that whoever is in the lead be viewed as, and ac-
tually act as, an honest broker. I liked Senator Kyl’s allusion to the
purple force, which I think makes a lot of sense.

If the Treasury Department is to lead this effort and they are
viewed as favoring their own authorities rather than doing what is
best for the overall war on terror, then they will not be able to lead
the overall effort because they will not have the credibility.

I think Mr. Myers made a perhaps somewhat facetious point
about the need to make sure that the Treasury Department does
not, because they have a hammer, view every problem as a nail.

I think the serious point underlying that, is that we need to
make sure that we are doing what is best for the overall mission,
whether it be exercising a Treasury authority or some other agen-
cy’s authority.

The CHAIRMAN. We have been, through this committee, trying to
understand what happens to Treasury’s contribution of fighting ter-
rorism financing at the Policy Coordinating Committee.

We do not have a clear picture of what is happening, partly be-
cause the administration stands behind executive privilege of the
process, keeping things secret. It makes it difficult for us to oversee
the war on terrorism financing.

If we cannot find out what is happening, we may have to legis-
late some reporting requirements. I would prefer not to do that.
But I would really encourage both of you to think about ways
Treasury can report on what happens to this information at the
committee, and tell the National Security Council we need to know
more about it.

Is it possible for you to do that and respond accordingly if you
can do something in that direction, or if you see that as a possi-
bility?

Mr. LEVEY. Well, Mr. Chairman, I would be happy to examine
the problem. I think you do highlight one of the concerns about
issues being discussed within the National Security Council and
the difficulty that the Treasury Department has unilaterally to dis-
cuss what issues are taken up in meetings there.
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But having said that, I would be happy to work with you and
your staff to come up with a way to be able to give you as much
information as possible in this regard.

The CHAIRMAN. There might have to be something that is kept
secret, but not everything has to be secret.

On another point, this committee has been investigating poten-
tial terrorism financing of the Saudi embassy, of Riggs Bank, et
cetera. This situation is alarming.

Obviously, the fine last week emphasizes the alarming aspect of
it. It is because we have a respected bank in our backyard that al-
lows very suspicious activity not just to happen, but to go on for
a long period of time.

I commend the Treasury Department for the fine. I would like
either of you, or both of you, to address this point. As bad as the
Riggs Bank is, it was only the middle man. The source of money
and where it goes are the key issues.

So, first, what is being done to track down the various alarming
pieces of information in the Suspicious Activities Report that Riggs
eventually filed? This information has strong indications of poten-
tial support of terrorism, both groups as well as individuals. What
is Treasury’s role in tracking it down?

A second overall question. The Riggs episode exposed the dangers
of relying on bank self-reporting. What is Treasury doing to mon-
itor the financial activities of foreign entities, especially embassies,
inside the United States?

Third, and last, what is Treasury going to do, along with the
bank regulators, to make sure problems like this do not go on for
so long into the future?

Mr. Zarate?
Mr. ZARATE. Mr. Chairman, with respect to ongoing efforts and

investigations with respect to the accounts in Riggs, I am not in
a position to discuss those activities. But what you have mentioned
were wholesale, systematic failures at the bank with respect to
monitoring embassy accounts and reporting the suspicious activity
attendant to those.

I think it bears mentioning, Mr. Chairman, that those reports
are mere leads. They are certainly not proof of malfeasance or
criminal activity in and of themselves, but they are certainly im-
portant lead information that the law enforcement community is
looking at.

The CHAIRMAN. The point is, are you following up on those?
Mr. ZARATE. Yes. Yes, we are, Mr. Chairman. We are working

with the FBI. Again, I am not sure it is appropriate in this setting
to discuss the details of that.

With respect to what we are doing with the regulators, we are,
in fact—and as Deputy Secretary Bodman pledged to the Senate
Banking Committee a couple of weeks ago—working with the regu-
lators to determine if the current system, and the current system
in terms of auditing as well as oversight with respect to banks, is
appropriate and whether or not we are, in fact, engaged as aggres-
sively as we need to be.

We have certainly engaged the functional regulators over the
past 2 years since 9/11 and they have done a very good job, and
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we think the banks have done a very good job internally, expending
quite a bit of resources to deal with this issue.

But the question still remains, can there be more done? That is
something that the Deputy Secretary has taken upon the Treasury,
as well as the larger interagency community, to look at.

Finally, Mr. Chairman, I just wanted to note that with respect
to the politically exposed person issue which Mr. Winer ably ad-
dressed earlier, we are, in fact, looking at finalizing a rule for Sec-
tion 312 by the end of June.

That is an extremely complicated rule, one that I would dare say
is probably the most complicated out of the series that we have put
out since 9/11 and since the passage of the PATRIOT Act. But I
think that will go a long way in terms of setting forth what due
diligence is required for those types of accounts that are held by
embassies.

The CHAIRMAN. Mr. Levey, do you have anything to add to what
he said in regard to the three questions I asked?

Mr. LEVEY. The only thing I would add, Mr. Chairman, is that
I do think it is important to look at examples of non-compliance
like this and take them very seriously. One of the things that is
important in this overall effort, is that we go abroad and demand
from other countries that they not just pass laws, but they enforce
them.

In order for us to have credibility in that respect, we need to
make sure we are doing our own work at home. So, I commend all
the things that are already happening, and we have to make sure
we are doing as good a job as we can.

The CHAIRMAN. Senator Baucus?
Senator BAUCUS. Thank you, Mr. Chairman.
I do not know who to ask this question of, whether Mr. Zarate

or Mr. Levey. But how do you triage your assets? I mean, how do
you set priorities? What are the priorities with the resources that
you have? What goes where?

Mr. ZARATE. Senator Baucus, I think the first priority, without
a doubt, at the Treasury Department on these issues is dealing
with terrorist financing, disrupting and dismantling the sources of
terrorist financing.

I know, Senator, that you mentioned in your remarks the re-
sources applied at OFAC. Forty percent of the resources at OFAC
are devoted to terrorist financing. That includes looking at al Qaida
and other terrorist groups around the world.

Thirty-five percent are devoted to the state-based programs and
enforcement sanctions that OFAC is charged to administer. Now,
with the new Syrian sanctions there will be 28 sanctions programs,
everything from Burma, all the way to Zimbabwe. So, we have
quite a bit of triage to do.

Senator BAUCUS. Was I accurate when I said several weeks ago,
or a couple of months ago with others, that by far most of your
OFAC personnel are devoted to Cuba rather than to Osama bin
Laden or Saddam Hussein’s money?

Mr. ZARATE. Senator, I think the numbers that were used to pro-
vide that conclusion were a bit skewed because they did not have
incorporated all of the numbers and all of the FTEs and resources
devoted to terrorist groups. We have just provided to the Chair-
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man, and to you as well, a breakdown of the resources that apply
to terrorism.

Senator BAUCUS. What terrorism activity have you found in
Cuba?

Mr. ZARATE. Well, as you know, Senator Baucus, Cuba is a state-
sponsor——

Senator BAUCUS. I am asking, what have you found, what evi-
dence? What have you found?

Mr. ZARATE. Well, certainly historically there have been activities
supported by the Castro regime in Central America and in South
America. Specifically, I can mention support for the Basque ter-
rorist group ETA.

Senator BAUCUS. I am talking about recently. What dates within
the last year? What evidence do you have of terrorism within the
last year? Evidence.

Mr. ZARATE. The Castro regime continues to harbor ETA mem-
bers. That is a Basque terrorist group.

Senator BAUCUS. That is a conclusion. I am talking about evi-
dence. What evidence do you have?

Mr. ZARATE. Well, Senator, I——
Senator BAUCUS. Do you have dollars? Do you have numbers? Do

you have dates? Do you have people?
Mr. ZARATE. There are people, Senator. We would be happy to

provide that for you. I do not have that at hand.
Senator BAUCUS. Would you? I would like it, because frankly I

think this is too ideological. Your resources are based on ideological
reasons, not on ways to help actually fight terrorism where ter-
rorism occurs.

Mr. ZARATE. We would be happy to provide that for you, Senator.
[The information appears in the appendix.]
Senator BAUCUS. So you say that is not the case?
Mr. ZARATE. No. As I mentioned, Senator, in terms of the re-

sources at OFAC—and it bears mentioning that OFAC is only one
of the components and resources that we use.

Senator BAUCUS. No. But how much resources do Cuba, how
much do other efforts out of the 40 percent that you mentioned?

Mr. ZARATE. Forty percent is——
Senator BAUCUS. No, the 40 percent aside. I am talking about

the rest, the 35 percent you talked about. How is the 35 percent
allocated?

Mr. ZARATE. I think the 35 percent—I would need to go back and
look, Senator. But I think——

Senator BAUCUS. Oh, you must have some sense.
Mr. ZARATE. Well, absolutely. The Cuba sanctions require quite

a bit of resources, given the proximity of Cuba, given the nature
of the travel rules and the remittance rules that we are charged
to enforce. So, certainly that is a major bulk of the 35 percent in
the state programs.

Senator BAUCUS. Well, I think your assets are very dispropor-
tionate and I think, honestly, it is based on ideology, not on ter-
rorism. I would like to see the evidence. I would like to see you
submit to our committee evidence of terrorism.

I mean evidence, not just your ideological belief. Evidence of ter-
rorism against this country. We certainly know Osama bin Laden
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is a terrorist. We certainly know that al Qaida is terrorists. I have
not seen any terrorism activities reported with respect to Cuba,
have you?

Mr. ZARATE. In fact, with respect to the Basque terrorist group,
I have, Senator. That is public information.

Senator BAUCUS. The Basque terrorist group in Spain?
Mr. ZARATE. In northern Spain, the Basque terrorist group ETA.

Exactly.
Senator BAUCUS. Well, then what about towards the United

States?
Mr. ZARATE. I would have to——
Senator BAUCUS. Are you aware of any? It sounds like you are

not, towards the United States.
Mr. ZARATE. Senator, again, I would have to get back to you. The

State Department certainly has some information on that.
Senator BAUCUS. But you apparently do not have any.
Mr. ZARATE. Well, Senator, again, I think the larger sanctions

issue with respect to Cuba is not just based on terrorism, and I
think that bears mentioning with respect to all of the country-
based programs. We are not just talking about terrorism, we are
talking about national security interests, not only with respect to
Cuba, but with respect to Burma, Zimbabwe, and others.

Senator BAUCUS. All right. All right. I am out of time here.
What should the benchmarks be? I asked a previous panel how

well we are fighting terrorism. What should the benchmarks be?
Mr. LEVEY. Senator Baucus, this is a difficult question and one

that I have thought a lot about. I would agree with what Jody
Myers said in the earlier panel.

The most valuable way to measure our success in terrorism fi-
nancing is intelligence information that tells us what impact we
are having on the terrorist organization that we are targeting. That
is obviously hard to come by. They do not publish—I do not mean
to be glib—financial reports, so we have to go on snippets of infor-
mation.

But, absent that information, then we have to turn to bench-
marks that are not nearly as valuable. What I am concerned about
here is, if we judge the Treasury Department’s performance on this
issue by statistics, we do not want to create skewed incentives to
build up——

Senator BAUCUS. Well, Mr. Chairman, I suggest sometime,
maybe working with the Department, we develop those bench-
marks so we all know what they are, but something definite so we
can measure progress. We cannot do it this moment, but I would
suggest, Mr. Chairman, that maybe the Department could send
some ideas to the committee and the committee could then look
them over somehow.

The CHAIRMAN. As Chairman of the committee, I would be glad
to follow up on that. Yes.

Senator BAUCUS. I have more questions, Mr. Chairman, but my
time is up. I hope there is another round.

The CHAIRMAN. There will be another round.
Senator Graham?
Senator GRAHAM. Thank you, Mr. Chairman. Let me say, I

thought Senator Kyl had a very good suggestion relative to having
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a closed session where we can go into some of these issues such as
those that Senator Baucus has just talked about, as well as others.

The CHAIRMAN. I will have my staff follow up with your staff,
Senator Kyl’s staff, Senator Baucus’s staff, and try to delineate
what we need along that line to have sort of a members’ briefing.
We could have that.

Senator GRAHAM. And I would suggest, since the result of such
a briefing might well be some ideas about, what is the appropriate
allocation of Federal resources to deal with this issue, that if we
could do it before we got into the appropriations process so that we
might be able to influence the appropriations process, that would
be good.

The CHAIRMAN. And we had our first panel suggest more re-
sources being needed as well.

Senator GRAHAM. I was concerned by one thing that the first
panel suggested, and that is that the stripping out from the Treas-
ury Department of some of its Customs and Secret Service activi-
ties had reduced the capacity of the Treasury Department to be as
effective as it might otherwise be in following terrorist financing.

Would you concur with that concern, and if so, or if not, do you
have any recommendations as to what should be done organization-
ally within the Treasury Department to ensure that it continues to
have the capabilities that are necessary for following terrorist fi-
nancing?

Mr. LEVEY. Senator Graham, I will take that one on. I think
that, by and large, the mission of the Treasury Department—I per-
haps should start by saying this is a viewpoint from the Justice De-
partment, where I am currently an official.

I am not at the Treasury Department, so I do not have sort of
an inside feel. But, by and large, I do not think that the Treasury
Department’s mission on terrorism financing has been harmed, at
least not in a permanent way, by the Homeland Security reorga-
nization.

Having said that, I do think—and I have followed the dialogue
between this committee and obviously read the Chairman’s and
Senator Baucus’s letter to the President on this issue—we need to
look to make sure that we are using what resources we have as ef-
fectively as possible.

Are there creative ways to work with the IRS through some sort
of strike force/task force arrangement, as alluded to by the prior
panel, to get targeted law enforcement attention on particular
issues? Or it may not even be law enforcement. It may be regu-
lating that needs to be done. It does not need, necessarily, to be
a person carrying a gun, is what I am getting at.

But before we turn to the solution of adding more resources, I
think we owe it to everyone to make sure we are doing what we
can, as best we can, with what we have got.

Senator GRAHAM. Could you do an assessment of whether—not
the resource changes—but the organizational changes that have
taken out some of the enforcement capability that previously re-
sided in the Treasury, does that require some additional reorga-
nization within the Treasury itself so that we do not end up cre-
ating a big rip in your ability to conduct effective terrorist financ-
ing investigations?
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Mr. LEVEY. I think it does. I think that is part of what this new
office is intended to do. The most salient point of this new office,
is the Assistant Secretary that is not yet nominated, at least most
salient in response to this question.

Senator BAUCUS. Intelligence. Intelligence.
Mr. LEVEY. Intelligence. Exactly. We are going to create an intel-

ligence office that will integrate the Treasury Department into the
intelligence community in a way that it never has been before.

I know that is an issue that you are intimately familiar with,
Senator Graham. That is really the best way to keep the Treasury
Department on track in fulfilling its mission. That is a reorganiza-
tion, I think, that is aimed precisely at adjusting to the new array
of law enforcement agencies.

Senator GRAHAM. Let me just conclude with a compliment to the
Treasury Department. As I had indicated in an earlier question,
there had been a lot of difficulty with the FBI getting information
on Riggs Bank.

From my sources, they say that it was when the Treasury be-
came involved in that inquiry that we began to generate the sort
of information which has now led to a $25 million fine against that
bank for its failure to comply with the requirement of reporting of
unusual transactions.

I want to commend the Treasury for its good work in that area.
I think that indicates the importance of the Treasury as a key gov-
ernmental agency in creating a deterrent against funding of terror-
ists, and then when that deterrence has failed and there has been
such support, finding it out and holding people to serious account.

The CHAIRMAN. Senator Hatch?
Senator HATCH. Well, thank you, Mr. Chairman. I do not have

any questions. I know Mr. Levey very, very well. I have tremen-
dous confidence in him and know how honest and decent he is, and
how very effective and knowledgeable he is.

I also know of Mr. Zarate and have a very high opinion of him
as well. I think we have two good people here for their respective
positions, and I just hope this committee will unanimously approve
them.

Thank you.
The CHAIRMAN. Senator Baucus and I have a couple more ques-

tions, and maybe other people do, too.
I raised with our first panel the issue of Treasury’s voluntary

guidelines of best practices for U.S.-based charities. I would ask
you both how you view this issue, and whether having voluntary
guidelines is the best long-term fix or whether we need to have es-
tablished principles on which charities would be required to com-
ply.

In addition, I would ask for your views on how serious a problem
that is, or potentially is, of charitable dollars being used for inap-
propriate activities like we are talking about today, terrorism.

Mr. ZARATE. Thank you, Mr. Chairman. I think, to address your
last question first, I think it frames the issue quite well. In our
designations of now 368 individuals and entities under the Presi-
dent’s Executive order, we have designated well over 25 non-gov-
ernment organizations or charities that we have shown and seen
to be supporting al Qaida and other terrorist groups.
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So, the threat is real and it is one that we have been addressing,
both from an enforcement standpoint, but as well from a regulatory
standpoint.

With respect to regulation, I think it bears mentioning that the
charities are already regulated, both from a Federal standpoint and
a State and local standpoint.

Federally, they are subject to the 501(c)(3) processes adminis-
tered by the IRS. Post-9/11, the IRS has undertaken quite intensive
efforts to look at the overseas elements of their regulations, in fact,
revising their 1023 forms and 990 forms with respect to overseas
issues. They are looking at revising their guidelines on overseas
grant making, precisely because of the risk that Mr. Winer and Mr.
Myers identified. So, that has been important.

Another key component of this, frankly, Mr. Chairman, has been
the engagement with the private sector, and part of that has been
issuing the guidelines, which are voluntary and, in essence, best
practices, but frankly have been treated as regulatory guidance by
the charities.

In fact, we get quite a few letters of complaint from the large
foundations and the large charities because of the very expansive
nature of the guidelines.

So, I think all those measures put together, in addition to in-
creased enforcement activities, which we have seen, are the right
vehicle. As Mr. Levey indicated, part of this, as well, is the inter-
national element.

We have pushed, both through the Financial Action Task Force
and other vehicles, for other countries—in particular, Saudi Ara-
bia—to look at the abuse of charities within their jurisdictions and
to see exactly what they are doing to monitor and to regulate. That
has been an incredibly important part of our efforts post-9/11.

The CHAIRMAN. Yes. Mr. Zarate, I want to get back to Saudi Ara-
bia for just a minute. It involves these infamous 28 pages in the
Joint Intelligence Committee report that was not declassified.

From that point, it feeds suspicion in the United States that we
are not pursuing all leads, and it can send the wrong message to
the world that we might not be serious about fighting terrorism.

I am also not convinced that we have enough information to
verify that the Saudi government is doing what it promised to cur-
tail, terrorism financing.

First, why can we not have full disclosure about any involvement
of Saudi persons or entities in terrorism? Second, if the Saudi gov-
ernment is helping us, but still allowing some of its powerful citi-
zens to support terrorism, even indirectly, how do we balance what
we should be doing?

Mr. ZARATE. Mr. Chairman, with respect to the 28 pages, I was
not part of the decision, nor am I aware of the issues with respect
to the disclosure to the Congress, so I apologize that I cannot ad-
dress that issue.

But with respect to the Saudi government, let me echo what Mr.
Myers said on the prior panel, which is, the issue of terrorist fi-
nancing is, front and center, in terms of the agenda and the en-
gagement with the Saudi government.
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From our perspective at the Treasury, there is no more impor-
tant issue with respect to Saudi Arabia than dealing with the
threat of terrorist financing.

I think it bears mentioning that post the May/November bomb-
ings in Riyad, we have seen a marked shift in the attitude of Saudi
Arabia in dealing with these issues in a very proactive way.

I think that is the most relevant point here, which is, we can cer-
tainly drive the issue, we can certainly bang the drum on it, but
we are, to a certain extent, reliant on other governments to do
their fair share.

And I would say, Mr. Chairman, that we have seen, through the
Saudis’ actions, that they are taking this issue seriously. They are
capturing and killing key facilitators. Mr. Myers mentioned Swift
Sword, who was a key individual. That continues today.

We have set up a joint intelligence sharing, as well as a joint fi-
nancial investigatory task force with them. They have issued new
money laundering regulations that have been open to the scrutiny
of the international community by the Financial Action Task Force.

They have issued pretty far-ranging charitable regulations with
respect to the outflows of money. I think all of those are marks of
serious commitment to this issue. But, as with any country, we ask
them to do more, and we ask them to do it more quickly.

The CHAIRMAN. Can you tell me how many Saudi-based charities,
the ones in the kingdom and not their branches around the world,
have been investigated by Treasury or our government?

Mr. ZARATE. Mr. Chairman, perhaps in this setting it is not ap-
propriate to give a number, but I would say that we have looked
at a number of charities based in Saudi Arabia and have devoted
resources to investigating whether or not those charities, whether
from the home branch or through branches abroad, have been used
by al Qaida.

It has been the subject of quite intense discussions and quite in-
tense actions with respect to al-Haramin, which has been subject
to Saudi action, as well as U.S. action, designation of several of
their branches internationally.

The Saudis are certainly looking, and they have said so publicly,
at the activities of the home branch. They have removed the leader
of that branch. We continue to look at other charities based in
Saudi Arabia.

A key element of this, Mr. Chairman, is the fact that the Saudis
are now taking very seriously the regulation and oversight of these
charities within the kingdom. They have announced the consolida-
tion of all of their charities. We are waiting to see how that is going
to play out. We are urging them to do that quickly and effectively,
and I think that is a very important part of this as well.

The CHAIRMAN. Are you getting full cooperation from the Saudi
government?

Mr. ZARATE. Mr. Chairman, we always ask our partners abroad
for more, and we ask them to do it more quickly. We feel that they
are cooperating, and certainly post bombings in Saudi Arabia. They
are not only dealing with these issues with proactive actions, but
they are dealing, as Mr. Myers indicated, with the ideological
underpinnings of this.

VerDate 11-MAY-2000 16:21 Jul 21, 2005 Jkt 095484 PO 00000 Frm 00020 Fmt 6633 Sfmt 6633 95478.NOM SFINANC2 PsN: SFINANC2



17

As I mentioned to the House in testimony 2 months ago, one of
the great challenges for Saudi Arabia in our engagement with them
is dealing with support for radical Islamic extremism that feeds
terrorism not only within Saudi Arabia, but outside of Saudi Ara-
bia.

The CHAIRMAN. Senator Baucus?
Senator BAUCUS. Mr. Zarate, how do you know they are doing a

good job on charities? How do you know that?
Mr. ZARATE. Well, we have got people on the ground, Senator,

who are dealing with this issue directly. We have, for the first
time—and this is a credit to the FBI, as well as the IRS—people
on the ground who are sharing information, actual financial infor-
mation, with respect to some of these issues, not only charities, but
with respect to donors and those who are facilitating, or we suspect
are facilitating, terrorist activities. So, on the first score, we have
people on the ground who are looking at these issues.

Second, in diplomatic engagements, at the highest level, from the
Crown Prince on down, we have their assurances that they are
looking at these issues.

We also have the gaze of the international experts from the Fi-
nancial Action Task Force who have looked at their laws and
looked at the regulations to address this issue, which is of some
comfort. So, I think there are various mechanisms we have to
verify. As the proverb says, trust but verify. That is exactly what
we do on a daily basis.

Senator BAUCUS. All right. Now, what is your reaction, and I
guess it was Mr. Myers that said, this cannot all be coordinated in
Treasury yet, because Treasury does not have the resources.

I do not want to put words in his mouth, but it will take a couple
of years for Treasury to get there. What do you think about that?
He does not pass judgment whether Treasury should, once Treas-
ury gets there. But he is saying that Treasury is not there yet.

Mr. ZARATE. Well, with respect to the leadership issue, I agree
that having NSC at the head at this point makes sense because it
is a vehicle to integrate in a better way——

Senator BAUCUS. Should it stay there?
Mr. ZARATE. I think it depends on how quickly and how effec-

tively we can stand up this office, and that would be a decision I
look forward to discussing with Mr. Levey as he moves on.

Senator BAUCUS. All right. I will ask Mr. Levey that question.
Mr. LEVEY. Is the question who should chair the PCC?
Senator BAUCUS. Basically. And how long it takes Treasury to be

up to speed.
Mr. LEVEY. Well, I think that, on the one hand, I do not think

it is as important as maybe some others do who chairs the PCC.
As I mentioned before, I think the important thing is, whoever is
chairing it, to be viewed and act as an honest broker among the
agencies.

Senator BAUCUS. Right.
Mr. LEVEY. Is the Treasury Department ready to do it? I think

they are. But I also think——
Senator BAUCUS. Well, then where would you disagree with Mr.

Myers? He seems to think that Treasury is not ready yet. I mean,
you lost Customs. You lost Secret Service. You lost a lot of these

VerDate 11-MAY-2000 16:21 Jul 21, 2005 Jkt 095484 PO 00000 Frm 00021 Fmt 6633 Sfmt 6633 95478.NOM SFINANC2 PsN: SFINANC2



18

other agencies related to homeland security. Just the feel of all this
is, Treasury has got a long way to go.

Mr. LEVEY. I do not want to be viewed, and I am not advocating,
that Treasury be the head of the PCC. I think that it does not mat-
ter that much.

Senator BAUCUS. Well, that is not my question. My question is,
is the Treasury able?

Mr. LEVEY. Treasury is able. Yes.
Senator BAUCUS. Why do you differ from Mr. Myers then?
Mr. LEVEY. I would have to talk to Mr. Myers about that.
Senator BAUCUS. He was here. Did you hear him?
Mr. LEVEY. Well, I do not want to take your time up.
Senator BAUCUS. I am sorry?
Mr. LEVEY. I would not want to waste your time.
Senator BAUCUS. No. But you heard his testimony.
Mr. LEVEY. I did.
Senator BAUCUS. So what is the difference?
Mr. LEVEY. He seems to think that it is critically important that

the NSC do it because of their——
Senator BAUCUS. Oh, no, no, no. I am talking about the resource

side. He seems to think that maybe, ideally, it could be at Treas-
ury, but it is going to take a couple of years for Treasury to get
up to speed.

Mr. LEVEY. I just do not understand that it is a resource issue
chairing the PCC. I do not understand why that would be.

Senator BAUCUS. All right. I have more questions here. Here is
the quote: ‘‘Treasury is not up to the challenge yet.’’ That is what
he said. It is not up to it yet.

Why do I get the feeling that we in America really do not know
what are doing here? That is a little strong. But why do I get the
feeling that there is a lot of terrorism financing going on around
this world that we are a little bit ignorant of?

As Americans, we just assume that everything is done the west-
ern way. We assume too much that financing is done through
banks and traditional financial institutions. We assume people
have judicial processes that are similar to ours.

We just make an awful lot of assumptions that may or may not
be valid, and my guess is, a lot of which are not valid. What is
going on in Iraq right now certainly explodes some of the assump-
tions that this country has made in that part of the world.

I do not know how to pronounce it, but hawallahs, or whatever
it is. You hear about those. You hear about other ways that activi-
ties are financed. You know, these people are not dumb. They are
very smart. They are human beings. You are human beings, they
are human beings. They are just as smart.

In fact, they are also, in a certain sense, more hungry. They are
fanatic. They just will stop at nothing, whereas, all of you are tem-
pered a little bit by growing up in western civilization, and are a
little less fanatic, I would guess, about some things.

So I just get the feeling, and I think a lot of Americans have the
feeling, that we are well intended, we are trying hard, but just
maybe we are not quite there. It has to do probably with the lack
of coordination with countries overseas.
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We also have a feeling, all of us talk about Saudi Arabia cooper-
ating, but I would bet you dollars to donuts that most members of
Congress are not very convinced of that, honestly. Just, something
does not feel right. You listen to the music and not the words, and
read between the lines, and all that. We are just kind of missing
something here.

So, my question is, and you cannot answer it, but I am just tell-
ing you, I get the feeling that we are kind of around the edges too
much still on this basic question of terrorism financing. Part of it
is that the agencies are, I think, all messed up, with 19 different
agencies. You are not coordinating. That is part of the problem.

Another big one, from our point of view as members of Congress,
is everybody covers up. They do not want to tell us. They want to
protect their you-know-what. That is a huge problem that we face
here in the Congress. I do not want to get too specific, but FBI is
not one of the better agencies that tells us what is going on. They
are not at the top of the list by any stretch of the imagination. I
mentioned earlier the assumptions, cultural assumptions we some-
times have.

So could you just sit back a little bit, forget your titles, forget
your jobs, just based upon the information, your experience in hav-
ing dealt with this, if you could just tell this committee a little bit,
how do we get at this so we are really hitting the bull’s eye, not
just kind of around the edges, a lot of talk and not a lot of direct
action. Sitting back a little bit, with a little perspective. Sit back
in your chairs and just kind of talk a little bit. What do we have
to do?

Mr. ZARATE. Mr. Baucus, you have hit a very important issue.
The issue of terrorist financing, frankly, I think, from where I sit,
is probably the most complicated issue we have to deal with in the
war on terrorism.

That relates to not only the many methods and sources that ter-
rorists can and do use to finance their horrible acts, as you have
mentioned, but it also deals with a gray area of the war on terror
where you have certain entities or individuals who have one foot
in the western world and one foot in the world of Islamic extre-
mism.

What we have seen in particular with our designations, which
are public and we can talk about, are that they are entities of all
sorts, front companies, charities, hawaladars, wire remittance com-
panies, banks, individuals, deep-pocket donors that, in fact, have
been used and have been supporting terrorist financing.

Senator, the one issue I think I would differ with you on, is the
campaign against terrorist financing, I would daresay, has been
one of the most coordinated efforts, not just domestically, but inter-
nationally. It may be that not enough of this can be made public.
It may be that we do a poor job of reporting here or to the public
about what we are doing.

But, in fact, we have been looking at all of the issues you have
talked about. Whether it is bank regulation, regulation of hawalas
in the United Arab Emirates, whether it is other issues that are
of concern with respect to this issue, that is key. I would daresay
that the creation of this office will allow us to focus even more at-
tention on these issues.
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Senator BAUCUS. My time is up. I am sorry.
The CHAIRMAN. Senator Graham, you will be the last person to

ask questions. If it would not be rude on my part, I would leave
you with the committee to close.

Senator BAUCUS. Before you do that, and I will leave, too. Do you
mind?

The CHAIRMAN. Go ahead.
Senator BAUCUS. Mr. Levey, could you answer my question?
The CHAIRMAN. Can I do this before you respond? I am going to

have to make a 12:30 appointment, so I want to thank you very
much for answering our questions and being kind to the committee
members who are here. I would suggest that there might be some
who were not here who would have questions for answer in writing,
if you would respond to those.

Well, you must respond to those. Thank you. [Laughter.] Because
if there is anything that holds up nominations around here, it is
when people do not get answers to their questions. I will even pro-
tect Democrats on that point, as long as they are not politically mo-
tivated questions.

Go ahead.
Senator BAUCUS. Mr. Levey?
Mr. LEVEY. Senator Baucus, it is hard to give you a completely

satisfying answer on that. I do think that the point that resonated
most with me, is I do believe we are up against a very savvy
enemy.

We might think that we are staying one step ahead, but I do not
want to put my head down on the pillow at night and rest because
we cannot afford to fall one step behind. We have got to bat a thou-
sand.

It is something the FBI says all the time, and you have probably
heard it: we cannot miss once. Terrorists only have to succeed 1 out
of 1,000 and they hit us hard. So, I do not want to try to persuade
you that I think we have got it all in hand, because we do not.

Senator BAUCUS. Well, no. That is not my question. I am just
saying, what is the best way to really hit the bull’s eye here so we
are not wasting our time, with all the complexity of the problems
that I outlined?

Mr. LEVEY. Well, I do think that having a group of people that
spend all day long thinking about this and trying to make sure
that we are staying a step ahead, trying to make sure that we are
thinking creatively, is our best strategy, and getting the best pos-
sible people to do that.

I think that this restructuring of the Treasury Department is a
great step in that direction. We hope to have people who will be
doing that all day long, every day to make sure that we are putting
our best foot forward.

Senator BAUCUS. How many speak Arabic?
Mr. LEVEY. Pardon me?
Senator BAUCUS. How many speak Arabic?
Mr. LEVEY. You have hit a huge problem. We do not have nearly

enough people in our government, in lots of different agencies, who
speak Arabic.

Senator BAUCUS. Are you training them, recruiting them?
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Mr. LEVEY. Again, I have seen this from the FBI’s perspective,
because I am at the Justice Department. This is a huge problem.
We are doing our best to do that. But it is slow and we are not
as far along as we would like to be.

Senator BAUCUS. I have taken too much time. Thank you.
Thank you, Mr. Chairman.
Senator GRAHAM. I want to say, my colleagues Senator Baucus

and Senator Grassley, I think, have asked some excellent ques-
tions. The last question Senator Baucus asked was, what are you
doing to assure that you have the human resources necessary to do
this job?

I would like to ask if you could let us know in writing, what is
the linguistic diversity of the entity that you are creating, and if
you find it to be inadequate, what are you doing to change that
mix?

[The information appears in the appendix.]
Senator GRAHAM. Let me say one concern I have. This is in the

nature of an editorial. When you get into this discussion of terrorist
financing, there is almost an inevitable gravitational pull to start
talking about charities and banks, et cetera.

I am concerned about that, of course, but that is not where I see
the real problem. I see the real problem is when governments,
G-O-V-E-R-N-M-E-N-T-S, are providing the financial assistance.

What difference does it make if a charity or a government is
doing it? One, the scale of the financing that can be made available
through governments. Two, the sustainability of the financing that
can be made available through governments. Three, the benefits of
being able to use diplomatic cover mechanisms to disguise it, as
witnessed by my earlier statement about the FBI’s difficulty in get-
ting access to bank records.

I would suggest, as a baseline of study when we have this closed
session, I would encourage the members of this committee to read
those 28 pages that have been denied to the rest of the American
people so that they will have some sense of those issues of scale,
sustainability, and the use of diplomatic cover.

One of the most, I think, revealing incidents that has occurred
on this issue occurred in the late summer, early fall of 2003. The
administration had just announced that it was going to withhold
most of the information about the role of governments in financing
of the 9/11 terrorists.

Shortly thereafter, the ambassador of Saudi Arabia made a state-
ment that he was concerned that people were suspecting that his
nation was the one that was listed in those 28 pages, that he was
facing a lot of criticism and questions that he could not answer be-
cause he did not have access to that information.

So, he announced publicly that it was the position of the King-
dom of Saudi Arabia to have all of that information made available
to the public so that he would be in a position to respond, not an
unreasonable request.

He then said, I, to drive this point home, have asked the foreign
minister of Saudi Arabia to come to Washington and plead our
case, that we need to be protected against this undisclosed criticism
that we are getting.
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Before the minister of Saudi Arabia’s plane had touched down in
Washington, the President had said, I do not care what the ambas-
sador says, I do not care what the minister is going to say once he
gets here, we are not going to disclose what is in that document.

Then a few days later, there is a press conference which talks
about what a wonderful job Saudi Arabia is doing with charities.
I mean, I have seen good cop/bad cop played before, but not many
times as publicly and as transparently as just occurred in that in-
stance.

I am concerned about an aside that was made in the first panel
and that was alluded to in this panel. That is the fact that there
are ‘‘other relationships’’ that have to be taken into account in
terms of how aggressively we are going to pursue the governmental
role in terrorist financing.

I cannot think of what would be another relationship that would
be more important than protecting the people of the United States
from acts of terrorism which got a portion of their financing from
a foreign government.

If you were asked how important this is, are there any relation-
ships that you think are more important and would justify giving
protection to a foreign government that was engaged in that prac-
tice?

Mr. ZARATE. From my vantage point, Senator, absolutely not.
This is a key issue. Funding from state sources is a key issue for
this administration, as evidenced by the sanctions announced last
week, I think, against Syria.

Their support of Hezbollah, Iran’s support of Hezbollah is a
major concern, and any state supporting terrorism is a major con-
cern, and any financing coming from a state directly is of concern.

I would like to mention one thing, Senator. It is an issue that
I think complicates the debate about Saudi Arabia, which is, I
think we need to be clear about, when we are talking about sources
of financing coming from Saudi Arabia via private channels or
through charities versus those that are state-sponsored.

I think the Saudis themselves would admit that, prior to 9/11,
they were not as diligent with respect to how they handled their
finances, where their money was going.

I think it is something that they have focused much more atten-
tion on post-9/11, and certainly since we have been driving the
issue with them they have focused on it. But to answer your ques-
tion plainly, no, I do not think so. From my perspective, that issue
is front and center.

Senator GRAHAM. When we have the closed session, would you
have someone prepared to review, over a timeline of, let us say, be-
ginning in 1994 through 2004 what in your judgment, or what in
the judgment of those institutionally are responsible for knowing
about these issues, has been the pattern of relationships—and you
have now mentioned a second country, Syria—in terms of govern-
ment support of the terrorists.

I could not give as high a report card as you have indicated you
would give to the U.S. Government’s efforts to deter, and where de-
terrence has not worked restrain, foreign governments’ direct as-
sistance to terrorists.
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What we have done with Syria, in my judgment, has been an
outrage. It is not just the current administration, but it has been
a long time. We have known that Syria was directly assisting ter-
rorists. They have been providing sanctuary, financial, and other
assistance and we have not done anything, effectively, about it.

The fact that it took Congress to pass a law called the Syrian Ac-
countability Act is some indication of how unengaged this and pre-
vious administrations have been on the issue of Syria, and the fact
that it took the better part of 6 months from the time the law was
passed until it was put into effect is further evidence of the lack
of engagement.

I think it is intolerable, in that we have already paid the price
with 3,000 American lives. How many more do we have to put at
risk before we take this issue of the government financing of ter-
rorism inside the United States of America as a serious concern?

I would hope, when you assume the positions to which you have
been nominated, that you will give it the same high level of vig-
orous attention that you have given it here this afternoon. Thank
you.

Mr. LEVEY. Thank you, Senator.
Senator GRAHAM. I guess, since I am the only one left, I have the

authority to close the hearing. Thank you very much. Best wishes.
Mr. LEVEY. Thank you, Senator.
Mr. ZARATE. Thank you, Senator.
[Whereupon, at 12:30 p.m., the hearing was concluded.]
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A P P E N D I X

ADDITIONAL MATERIAL SUBMITTED FOR THE RECORD
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PREPARED STATEMENT OF STUART A. LEVEY

Chairman Grassley, Ranking Member Baucus, and Members of the Committee,
thank you for the opportunity to appear before you today. It is truly an honor to
be the nominee to serve as Under Secretary for Enforcement and as the head of the
new Office of Terrorism and Financial Intelligence at the Department of the Treas-
ury. I want to thank the President and Secretary Snow for the confidence they have
shown in me by selecting me for this position.

Above all, I want to thank my wife Annette, who is the best thing in my life, for
the sacrifices she has made to allow me to pursue opportunities in public service.
She is the perfect wife, my best friend, a fabulous mother to our two baby daugh-
ters, and, on top of all that, a dedicated public servant at the National Institutes
of Health. I would also like to thank my parents for the opportunities and support
they have given me throughout my life. I am happy that my mother and stepfather,
Karen and Manuel Nackes, are here with me today.

I am also grateful to Attorney General Ashcroft for the opportunity he has given
me to serve at the Department of Justice. I came to the Justice Department to work
for Deputy Attorney General Larry Thompson, and I have continued to serve there
under Jim Comey. I have handled a variety of issues in the Deputy Attorney Gen-
eral’s office, focusing most recently on national security and counterterrorism mat-
ters, including the Department’s terrorist financing portfolio. In my current role as
Principal Associate Deputy Attorney General, I serve as the Justice Department’s
representative to the Policy Coordinating Committee on Terrorist Financing and to
the NSC’s Counterterrorism Security Group. In these roles, I have established close
working relationships with officials within the Department of Justice as well as in
the FBI, the CIA, the State Department and elsewhere that will be valuable to me
in my new position if I am confirmed.

My experience at the Justice Department makes me very mindful of the enormous
responsibility that will be before me if I am confirmed. I begin almost every morning
by meeting with the Attorney General, the Deputy Attorney General, the FBI Direc-
tor and other senior staff to go over the most important terrorist threats that we
are facing that day, both within the United States and abroad. Even after so many
months, it is still chilling to hear every morning about people who are scheming to
kill as many innocent people as they possibly can. Chilling, but, in a sense, moti-
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vating too. I never question why I go to work in the morning. There is so much at
stake.

The financial war on terror is critical to our overall mission to defeat terrorism.
Terrorists need money to operate—to recruit, to train, to travel, to communicate,
and, of course, to carry out attacks. Whenever we cut off their money supply, we
reduce their present abilities and force them to adopt new funding methods that are
more cumbersome or risky. On another level, the audit trail that money leaves is
one of our best sources of intelligence to find and disrupt terrorists. There are times
when watching where the money comes from and where it goes is more valuable
than taking immediate public action to stop it. We must adapt our strategy in each
circumstance to do whatever is best for the overall counterterrorism mission. That
is one reason why a coordinated, interagency effort is vital to our success.

Within that coordinated effort, the Treasury Department has a unique leadership
role to play in the financial war on terror. The Treasury Department, working with
other agencies around the government, and with the support of the Congress, has
made significant progress in the fight against terrorist financing since September
11. The people who have been doing that work in the Department, including Juan
Zarate, are among the most dedicated and talented public servants you will find.
If I am confirmed, I will be joining a fantastic team.

I think that team would agree that there is much more work that needs to be
done. If I am confirmed, I hope to bring a heightened sense of urgency to the ter-
rorist financing mission at the Treasury Department. We must re-energize our ef-
forts because our enemies remain committed to killing innocent people and, as this
Committee has noted, our work grows more difficult as terrorists move away from
known funding channels and organizations. The overarching mission for the new Of-
fice of Terrorism and Financial Intelligence will be to ensure that the Treasury De-
partment is fully exploiting all of its authorities, capabilities and all of the govern-
ment’s information to combat terrorist financing and financial crime. Among other
things, if I am confirmed, I would strive to make better use of the tools the Congress
provided in the PATRIOT Act and of Treasury’s other enforcement powers. I also
would build a new Office of Intelligence and Analysis that will exploit Treasury’s
own information and integrate the Department more fully into the intelligence com-
munity. And, I would press terrorist financing issues as a priority with other na-
tions around the world whose cooperation we need if we are to succeed.

I am aware that there are substantial challenges before us. Still, I am optimistic
because of the steadfast support that Secretary Snow and Deputy Secretary Bodman
have already shown to the cause of fighting the financial war on terror. I am also
heartened by the support for this mission demonstrated by the Congress and this
Committee in particular. If I am confirmed, I look forward to working with you on
these important issues. I am happy to answer any questions you may have.
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RESPONSES TO QUESTIONS FROM SENATOR ROCKEFELLER

INTEGRATION INTO THE INTELLIGENCE COMMUNITY

Question 1. Please describe the role you think Treasury Department should play
in the Intelligence Community. Will it primarily support the CIA, FBI and Home-
land Security with analysis, or will it be a consumer of intelligence in order to fulfill
its role in enforcing financial laws and regulations?

Answer. If it is to effectively safeguard the nation’s financial systems against in-
creasingly dangerous and sophisticated enemies, the Treasury Department must be
fully integrated into the Intelligence Community (IC). One of the first priorities of
the new Office of Intelligence and Analysis (OIA) will be to expand and strengthen
these bridges. To that end, it is imperative that the Assistant Secretary who heads
this new office have credibility within the intelligence arena.

The relationship between Treasury and the IC will be collaborative. On the one
hand, OIA will be an active consumer and should drive intelligence collection and
draw upon the analytical resources of the broader IC. On the other hand, OIA
should generate distinctive analytical products in its own right, with an eye towards
serving the needs of policy-makers across the Department. In assembling these re-
ports, OIA should draw upon not only external IC data but also Treasury’s unique
resources, such as IRS information (to the extent legally appropriate), FinCEN’s
BSA data, leads tracked through international financial investigative units, and
OFAC compliance alerts. By synthesizing all of this information into decision-ori-
ented analytical products and drawing upon its specialized expertise, Treasury can
make a significant contribution to the broader intelligence community as well.

Question 2. What relationship will you have to the CIA, the FBI, and the Depart-
ment of Homeland Security? Have you given some thought to how to improve these
relationships?

Answer. Please see my response to question 1 for how I envision the relationship
between Treasury and the CIA, FBI and DHS within the Intelligence Community.
In addition to what I stated there, I would attempt to improve these relationships
primarily by striving to provide information and analysis to those agencies that
helps them fulfill their respective missions. Also, I would hope to improve relation-
ships with others in the intelligence community through joint projects, regular meet-
ings, and personnel exchanges.

Question 3. Are there plans to connect the Terrorism and Financial Intelligence
Office electronically to each of these agencies, and have you begun to develop a
memorandum of understanding to ensure connectivity?

Answer. As a nominee and a current Department of Justice official, I have not
yet had an opportunity to study this issue. However, I am told that Treasury is cur-
rently connected to the CIA, FBI, and DHS through ICE-mail and other components
through SIPRNET. In addition, I am told that Treasury continues to support the
former Customs and Secret Service on the Treasury Foreign Intelligence Network.
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If confirmed, I hope to begin discussions on sharing of databases to the extent pos-
sible and appropriate.

Question 4. Are there overlaps or redundancies that you think need to be elimi-
nated between Treasury and these other agencies?

Answer. I believe that one of the guiding principles in the development of TFI is
minimization of redundancy to ensure that limited resources are used wisely. My
hope is that TFI will be filling key intelligence gaps in the area of terrorist finance,
particularly in support of the execution of Treasury’s authorities, such as the PA-
TRIOT Act and IEEPA. The goal will be not to recreate the fine analytic work being
done on these matters by our sister agencies. If confirmed, I and my staff will co-
ordinate closely with CIA’s Counterterrorism Center and others to ensure that we
are not duplicating their efforts. I have already had preliminary discussions with
officials at the CIA’s CTC on this issue. I also hope that TFI will work collabo-
ratively with CTC and TTIC on joint projects that combine areas of expertise when
that is appropriate.

Question 5. Is the Department of the Treasury represented at the Terrorist Threat
Integration Center (TTIC)? If so, how many Treasury personnel are assigned there?
If not, do you plan to provide personnel to TTIC?

Answer. I am told that Treasury currently does not have any staff at TTIC. When
TTIC moves to its new facility, there are plans to place up to ten Treasury staff
on site.

Question 6. A recent letter to Senators Collins and Levin from Secretary Ridge,
FBI Director Mueller, Director of Central Intelligence Tenet and the Director of
TTIC, John Brennan, sought to differentiate and describe the various responsibil-
ities of their agencies in who has primary responsibility for terrorism information
analysis. Have you have the opportunity to review this letter? If so, in which areas
do you see the Terrorism and Financial Intelligence Office making the greatest con-
tribution?

Answer. I have read the letter dated April 13, 2004, addressed to Senators Collins
and Levin. I believe that the new Office of Terrorism and Financial Intelligence
(TFI) can provide a vital service within the general structure described in that let-
ter. The letter makes clear that TTIC will have the primary responsibility in the
entire United States government for terrorism analysis (except as it relates to infor-
mation about purely domestic terrorism), but that each of the other entities will re-
tain analytical functions to support its distinctive mission and to advance the over-
all goal of counterterrorism. I envision a similar goal for TFI: TFI should support
and interact with TTIC and the other relevant entities but should also be the pre-
mier analytic unit specializing in financial intelligence and exploiting the Treasury
Department’s unique data. Just as one example, TFI’s Office of Intelligence and
Analysis will be able concentrate specialized effort on analyzing BSA information
obtained by FinCEN that may reveal indications of terrorist financing. Those indica-
tions can be conveyed to TTIC and FBI for appropriate analysis and action, and,
at the same time, Treasury can and should take action on its own to follow up. If
done properly, I believe that such a unit would both advance the mission of the
Treasury Department and also be valuable to TTIC.

Question 7. Do you envision the Terrorism and Financial Intelligence Office as
having a role similar to Homeland Security’s Information Analysis and Infrastruc-
ture Protection in terms of identifying our financial vulnerabilities?

Answer. As you indicate, one of the goals that I would like to see TFI pursue is
very much analogous to the mission of DHS’s Directorate of Information Analysis
and Infrastructure Protection Directorate. Once it is fully operational, one goal of
TFI’s Office of Intelligence and Analysis will be to identify vulnerabilities in our fi-
nancial system that could be exploited by terrorists or other criminals and rec-
ommend potential countermeasures.

STAFFING CONCERNS

Question 8. How do you envision your office blending the analytic capabilities that
already exist at Treasury in the Financial Crimes Enforcement Network, the Office
of Foreign Assets Control and the Office of Intelligence Support and to what extent
will you need to attract analysts from other parts of the Intelligence Community?

Answer. Treasury’s intelligence functions will be consolidated to allow unimpeded
access to information and encourage cross-pollination of ideas and techniques. At
the same time, it is important to preserve the distinctive expertise and outlook of
analysts who serve different functional roles. I am mindful of the challenges pre-
sented, and they will require careful thought and attention.

With respect to resources, I am told the following: in FY04, Treasury intends to
fill several newly-created analyst positions, supplementing existing resources in
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FinCEN, OFAC, and the former Office of Intelligence Support. There will also be
an effort to recruit additional IC analysts on detail. Treasury has already recruited
an officer from the CIA to exploit internet and other open source material. The De-
partment is not yet in a position to make final decisions regarding staffing needs
for future years.

Question 9. Have you considered ways to attract top quality analysts to ensure
that they are protected so that a transfer or rotational assignment to the Terrorism
and Financial Intelligence Office would be seen as career enhancing, or would pro-
vide appropriate incentives?

Answer. I am very concerned about this issue since I believe recruitment of top
quality analysts is critical to the success of the office. Initially, the profile of Treas-
ury’s intelligence function will be raised by the establishment of OIA under the lead-
ership of an Assistant Secretary whose primary focus is intelligence. Of course,
Treasury will need to identify an Assistant Secretary who can command the con-
fidence of the Intelligence Community. In the end, though, the keys to attracting
talented analysts will be (1) to differentiate the responsibilities of OIA analyst posi-
tions from other opportunities within the IC and (2) to ensure that the office enjoys
an excellent reputation. The primary appeal of Treasury analytical positions will be
the ability to have a hand in shaping policy. Analysts in OIA will be well posi-
tioned—and encouraged—to propose targets for Treasury or inter-agency action or
to recommend other policy initiatives. With respect to OIA’s reputation, it is my goal
to build an intelligence office whose financial skills are second to none. Much in the
same way that IRS-CI is known for investigators with unmatched business and ac-
counting savvy, OIA will look to recruit intelligence analysts with strong financial
backgrounds, giving the office unique expertise, perspective, and appeal.

Question 10. Have you had discussions with your counterparts at other agencies
that could be contributors of staff on how to address this issue? Have those discus-
sions been productive?

Answer. As a nominee, I have felt constrained from pursuing such discussions in
any detail with officials from other agencies. I have, however, had very general con-
versations with officials at the CIA on this topic and have received a generally fa-
vorable reception in terms of expressions of support. In addition, I understand that
the Secretary of the Treasury has discussed the possibility of assigning details to
the new office with the DCI and Director of NSA. The newly appointed Deputy As-
sistant Secretary for Intelligence is a detail from the CIA, and, if confirmed, I hope
that we can bring others on board as well. Treasury also has several liaison officers
from NSA and is seeking to have an analyst assigned to the office. If confirmed, I
will continue to pursue such arrangements.

PREPARED STATEMENT OF HON. JOHN D. ROCKEFELLER IV

Mr. Chairman, I want to start by thanking you for holding this hearing. The
nominations of Mr. Zarate and Mr. Levey give this committee an opportunity to
take stock of our nation’s progress in eliminating terrorist financing. I am very
pleased that we have such knowledgeable witnesses here today to share their own
expertise and perspectives on this important topic. I look forward to their testimony
and will carefully review their responses to the questions submitted by myself and
my colleagues.

My service on the Intelligence Committee has reinforced my belief that the ability
to cut off the financial resources of terrorists is an important part of the War on
Terror. This mission requires the close coordination between the Treasury Depart-
ment and the Intelligence Community. It seems to me that the Treasury Depart-
ment will be dependent on the intelligence gathering and analysis that can only be
done by the Central Intelligence Agency, the Defense Intelligence Agency, the Na-
tional Security Agency, and the Federal Bureau of Investigation. And by the same
token, each of those agencies will need to rely on the finance expertise and enforce-
ment powers available to the Treasury Department.

It is certainly my hope that the recent reorganization undertaken by the Depart-
ment, including the creation of the Office of Terrorism and Financial Intelligence
(TFI), will lead to greater coordination within the Department and between the De-
partment and the Intelligence Community. I am extremely encouraged by the Ad-
ministration’s quick action to nominate two individuals, Mr. Levey and Mr. Zarate,
who already have experience fighting terrorist financing.

Congress must play an active role in monitoring the progress of the Treasury De-
partment’s counter-terrorist financing and financial crimes enforcement efforts. The
President has requested a considerable increase in funding for the battle against
terrorist financing, and it is my belief that our resources can be used most effec-
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tively if the relationship between the Treasury Department and the Intelligence
Community is strengthened with greater communication, electronic connectivity,
and staff interaction. I look forward to hearing the witnesses’ and the nominees’
thoughts on how this relationship can be improved.

Again, Mr. Chairman, thank you for your commitment to thisissue.

PREPARED STATEMENT OF JUAN C. ZARATE

Chairman Grassley, Ranking Member Baucus, and distinguished Members of this
Committee, it is an honor for me to be before you today. It is a privilege to have
been nominated by the President for the position of Assistant Secretary of the
Treasury for Terrorist Financing, and I thank him, Secretary Snow, and Deputy
Secretary Bodman for their confidence in nominating me for this important position.

Mr. Chairman, the positions for which Mr. Levey and I have been nominated form
an important part of our country’s long-term strategy in the war on terror. This Ad-
ministration has waged an unprecedented campaign against terrorism and the fi-
nancing that fuels horrendous acts of violence and hatred around the world. This
is not just an American problem born on September 11th. From the railway bomb-
ings of Madrid and Moscow to the commercial center attacks in Istanbul and Casa-
blanca, we have seen that terrorism does not discriminate among race, religion, or
national origin.

When I came to Washington as a federal prosecutor, Mr. Chairman, I was im-
mersed quickly into the reality of the threat that al Qaida posed to our country. One
of my first assignments was to assist in the prosecution of those responsible for the
American Embassy bombings in East Africa. I further confronted the unabated vi-
ciousness of al Qaida as a prosecutor in the investigation of the murders of 17 of
our countrymen and women on the USS Cole.

Just days after I began work at the Treasury Department on August 27, 2001,
our world and our collective mission changed forever.

Since September 11th, I have been privileged to form part of the U.S government
effort, along with Mr. Levey, to attack the financial underpinnings of terrorism.

We have achieved important successes in the mission to bankrupt terrorism. It
is now harder, costlier, and riskier for al Qaida and other like-minded terror groups
to raise and move money around the world. We have frozen and seized terrorist as-
sets, exposed and dismantled known channels of funding, deterred donors, arrested
key facilitators, and built higher hurdles in the international financial system to
prevent abuse by terrorists.

We have forged an international coalition to combat terrorist financing, and have
focused the world’s attention on previously unregulated, high risk sectors like char-
ities and hawalas. In this effort, we have also enlisted the private sector world-
wide—the banks, money service businesses, broker-dealers, and the charitable sec-
tor—to serve as the front-line in this battle. These efforts have tightened the finan-
cial noose around al Qaida’s neck.

The drumbeat of our drive to disrupt and dismantle terrorist financing has been
constant and will continue.

Mr. Chairman, I am very proud that this work has been undertaken while our
other efforts to combat money laundering, financial crimes, and enforce sanctions
have also intensified. I would like to share with you a few of our actions over the
past several days, which serve as good examples of the steady and important work
that the Treasury continues to produce:

• Yesterday, in furtherance of our efforts to expose Saddam Hussein’s financial
web, we announced the designation by the Office of Foreign Assets Control of
an additional six individuals and two companies that served as agents and
fronts for Uday Hussein. We submitted these names to the United Nations, add-
ing to the already 220 Iraqi-related entities listed at the U.N. Since March
2003, when Secretary Snow launched our campaign to find, freeze, and repa-
triate the Iraqi assets stolen by the Hussein regime, we have worked with our
international partners to freeze approximately $6 billion around the world and
return over $2.6 billion to the Iraqi people.

• On Friday, Treasury shared, through our Asset Forfeiture Office, over $2.5 mil-
lion with the governments of Australia, Canada, and Switzerland for their as-
sistance in money laundering investigations led by the IRS and the Bureau of
Immigration and Customs Enforcement.

• Last Thursday, the Treasury’s Financial Crimes Enforcement Network
(FinCEN), along with the Office of Comptroller of Currency, levied a fine of $25
million against Riggs Banks for failure to comply with provisions of the Bank
Secrecy Act.
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• Last Tuesday, as part of the President’s announcement of the sanctions to be
imposed against Syria, the Secretary of the Treasury designated the Commer-
cial Bank of Syria as a ‘‘primary money laundering concern’’ under Section 311
of the USA PATRIOT Act. As a result, the Secretary ordered the closing of their
correspondent accounts because of that bank’s complicity in dealing with the
Hussein regime, its weak money laundering practices, and suspicions of ter-
rorist financing through the institution.

This is but a mere snapshot of the important work the Treasury accomplishes
every day. These efforts are critical not only to preserve the integrity of our finan-
cial system, but also to promote the national security interests of our country.

The need for this type of intensive and consolidated work in the long-term is why
this Administration, in concert with Congress, decided to create the new Office of
Terrorism and Financial Intelligence. TFI, as it will be called, brings under one um-
brella the intelligence, enforcement, diplomatic, policy, and regulatory resources of
the Treasury. It will allow us to consolidate our information and analysis to best
utilize Treasury authorities to advance our national security interests and protect
our financial systems. TFI will allow us to sustain these and additional efforts for
the long term.

This is important, Mr. Chairman, because we know that we are in the midst of
a real and protracted struggle against terrorism. We will not tire in our mission to
find and incapacitate those who underwrite terror. We will continue to strengthen
the financial net to protect our institutions from tainted capital flows and will con-
tinue to use all of our authorities, relationships, and expertise to attack sources,
conduits and proceeds of financial crime.

Finally, Mr. Chairman, I am pleased to have with me my wife, Cindy, my parents,
my brother, and friends who have supported me professionally and personally. It
has been both a dream and an expectation of my parents—who immigrated from
Mexico and Cuba in the 1950s in search of freedom and opportunity—that my sib-
lings and I serve this country. If confirmed, I hope to continue to serve this Presi-
dent and Secretary Snow with an unwavering commitment and a deep passion for
these issues, and to work with this Committee and other Committees of Congress
to advance our national interests.

Thank you.
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RESPONSES TO QUESTIONS FROM SENATOR GRASSLEY

Question 1. A major part of the TFI office is the new Intelligence Analysis office,
run by an Assistant Secretary. This person has not yet been nominated. How is
Treasury going to become more of a member of the Intelligence Community, which
can be an exclusive club?

In your answer, please include an explanation of these three issues:
• What you envision for that office?
• What are the challenges for intelligence?
• What can Treasury bring to the table?
Answer. The new Office of Intelligence and Analysis (OIA) will address one of the

longstanding issues identified in the Department of the Treasury, which is a lack
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of an integrated intelligence function that supports the Department and is linked
directly into the Intelligence Community. The Office will have two primary func-
tions:

The first function of OIA is to build a robust analytical capability on terrorist fi-
nance. The Department of the Treasury needs actionable intelligence that can be
used to fulfill its mission and exercise its legal authorities. Analytical products from
the intelligence community tend to be based on anecdotal information and are large-
ly intended to inform policymakers rather than provide them with data points that
can be a basis for than taking action. They also tend to be highly classified, whereas
Treasury often needs to use the lowest classification possible to be used openly to
press foreign governments or in evidentiary packages. While OIA will draw on all-
source analytical products from the intelligence community, it will produce its own
intelligence reports tailored to the particular needs of Treasury’s mission.

The second is the provision of intelligence support to senior Treasury officials.
OIA will also provide intelligence support to other senior Treasury officials on a
wide range of other international economic and political issues of concern to the De-
partment. Subsuming the functions of the current Office of Intelligence Support,
OIA will continue to review incoming raw and finished intelligence from other agen-
cies, then select relevant items for senior officials. The intelligence advisors will also
drive collection by drafting requirements for the intelligence agencies to ensure that
Treasury’s information needs are met. Moreover, they will continue to serve in a li-
aison capacity with the intelligence community and represent the Department in
various intelligence-related activities.

One of the challenges of the office will be to leverage existing resources within
the Department and coordinate intelligence work throughout other parts of Treas-
ury. The office will evolve in several stages. OIA has already assembled a team of
analysts to closely monitor and review incoming current intelligence threat report-
ing and identify and track the financial angle of the threats. In the near term, it
will further develop its analytical capability in areas such as strategic targeting of
terrorist financial networks and their key nodes. Over the longer term, it will ana-
lyze trends and patterns and non-traditional targets such as hawalas and couriers.

Treasury brings unique expertise and information to the table. For example, the
Suspicious Activity Reports from FinCEN and its extensive Bank Secrecy Act data-
base have provided unique information to the intelligence community. OFAC’s com-
pliance division has also given the intelligence community alerts to possible sus-
picious activity. The IRS/Criminal Investigation Division also has developed lead in-
formation on possible terrorist suspects. Furthermore, Treasury analysts have finan-
cial expertise that it can share with the rest of its interagency partners. Moreover,
the Department has played a leadership role in its outreach to its international
counterparts, including the Financial Intelligence Units and Finance Ministries
worldwide.

One of the new office’s primary objectives will be to enhance the Department’s re-
lations with the Intelligence Community. We believe that by elevating the intel-
ligence function to an assistant secretary level, it will allow Treasury’s enforcement
functions to be better integrated into the national intelligence community. We also
hope to attract new analysts with expertise and invest in technology that will sup-
port sophisticated analytical tools and provide seamless connectivity with the rest
of the community.

Question 2a. Why can’t we have full disclosure about any involvement of Saudi
persons or entities in terrorism?

Answer. The Treasury Department cannot discuss specific investigations or anal-
ysis or targets under consideration, regardless of where those targets are located or
what action is contemplated.

Question 2b. If the Saudi government is helping us, but still allowing some of its
powerful citizens to support terrorism even indirectly, how do we balance what we
should do?

Answer. Should we obtain information indicating that the Saudi government was
knowingly tolerating support for terrorism, we would pressure them in the strongest
terms to terminate that support. The United States has devoted enormous resources
and effort to stemming the flow of funds from within Saudi Arabia to terrorists and,
with the cooperation of the Saudi government, these efforts have begun to bear
fruit. This is evidenced by numerous U.S.-Saudi initiatives, including the Joint Ter-
rorism Task Force (JTTF) and, most recently, by the June 2nd joint designation at
the UN of five Al Haramain Islamic Foundation branches. We intend to do every-
thing in our power to continue to press the government of Saudi Arabia at all levels
to ensure that progress continues and that no stone is left unturned.

Question 3a. How many Saudi-based charities—the ones in the kingdom, not their
branches around the world—have been investigated by Treasury or our government?
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Answer. The Treasury Department cannot discuss specific investigations or anal-
ysis or targets under consideration. It should be noted that several public actions
have been taken to designate and freeze the assets of branches of the Al-Haramain
Foundation, a Saudi-based charity. The Saudi Arabian government recently an-
nounced that this charity along with others within the Kingdom would be dissolved
and merged into a single Saudi charity, Saudi National Commission for Charitable
Work Abroad, to ensure proper oversight and use of charitable funds.

Question 3b. If so, has this led to shutting any charities down, or charges against
anyone?

Answer. On June 2nd, the U.S. and Saudi Arabia jointly designated five branches
of the Saudi-based charity Al Haramain Foundation (AHF), and at the same time
Saudi Arabia announced its intention to dissolve AHF in its entirety and merge its
remaining operations and assets into the newly-established Saudi National Commis-
sion for Charitable Work Abroad. Saudi Arabia has stated that this new entity will
be subject to strict financial legal oversight, and will operate according to clear poli-
cies to ensure that charitable funds intended to help the needy are not misused.

Question 3c. If that’s the case, what have they done inside the kingdom?
Answer. In addition to the actions cited above, Saudi Arabia took an important

step relating to charities by issuing rules, through the Saudi Arabian Monetary Au-
thority (SAMA), to Saudi banks in May 2003. These rules place new restrictions on
the bank accounts of Saudi charities, including the following:

• Accounts can be opened in Saudi Riyals only;
• Enhanced customer identification requirements, particularly with respect to

board members, individuals authorized to manage the account, and individuals
making deposits;

• One main consolidated account for each charity. Sub-accounts are permitted for
branches, but are restricted to receiving deposits. Withdrawals and transfers
must be through the main account.

• No cash disbursements. Payments may be made only by checks payable to the
first beneficiary and deposited in a Saudi bank.

• No ATM or credit cards issued, and outstanding cards cancelled.
• No transfers outside of Saudi Arabia.
Question 4a. What measures—or metrics, as Mr. Myers called them—are you

going to use at Treasury to measure your performance?
Answer. Our primary goal is to prevent and deter terrorist activity by disrupting

and dismantling terrorist financial infrastructures. Perhaps the most effective meas-
ure of our success has been the anecdotal information about the inability of al Qaida
and other groups to fund their organizations and activities as they have in the past
as well as their changed tactics to deal with increased diligence by governments and
the private sector. Statistical metrics in this arena—particularly figures that are
open and unclassified—will not reflect the true picture. Prevention and deterrence,
by their very nature, are difficult to quantify.

Reliance on unrepresentative metrics can be counterproductive, as it tends to con-
centrate effort on activities that may not be best-suited to serve the overall goal of
combating terrorism. It is very important, particularly for an agency at the forefront
of these efforts, not to rely on metrics that skew incentives in favor of one agency
tool or another. Decision makers must be encouraged to choose the most effective
alternative, not the one that boosts a reportable statistic.

Though difficult to measure, the Treasury has used certain indicators to monitor
our effectiveness, such as amounts of assets or transactions blocked or seized, num-
bers of key financiers or facilitators incapacitated or financially isolated, numbers
of channels exposed and dismantled, and numbers of countries that have taken im-
portant steps on their own to pass laws, freeze assets, or arrest terrorist supporters,
among others. Strategic measures for Treasury’s progress in combating terrorist fi-
nancing, which capture some of these elements, were incorporated in the Treasury
Department’s strategic plan.

Question 4b. Also, both witnesses from our first panel proposed that the Office of
Management and Budget and the NSC conduct an across-the-board analysis of our
terrorism financing efforts. Do you think that’s a good idea? If so, when will Treas-
ury propose that it be carried out? If not, please explain why.

Answer. Evaluating the resources being devoted to terrorism and terrorist financ-
ing in general may prove useful, although it would require a significant expenditure
of time and effort on the part of all relevant agencies that are currently engaged
in the fight against terrorism. With the reorganization underway at the Treasury
Department, though, as a new Undersecretary and two new Assistant Secretaries
assume their roles and as personnel and resources are reshuffled, this is not an ad-
vantageous time for such a study.
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Question 5. It’s well-known by now that terrorists are resorting to unregulated
methods of moving their money, outside of the banking system, such as gold, dia-
monds and other commodities. Please describe what actions Treasury has taken
since 911 to address this tactic, and what are Treasury’s plans moving forward?

Answer. For a background discussion of trade-based money laundering and ter-
rorist financing, please see 2003 National Money Laundering Strategy, Appendix D.

As the formal international financial system becomes increasingly regulated, scru-
tinized, and transparent, money launderers and terrorist financiers are increasingly
likely to use fraudulent trade practices in international commerce to earn, move,
and integrate funds and assets. Trade-based value transfer is prevalent in many
parts of the world that are vulnerable to terrorist financing. Gold in particular has
a deeply rooted cultural appeal and is uniquely susceptible to trade-based money
laundering. In addition, diamonds represent a very condensed form of wealth and
are easily smuggled, authenticated and laundered in world trade. However, hawala
type transactions literally use any type of commodity as a vehicle to launder money,
transfer value, or provide counter-valuation.

Treasury investigators found that the most effective way to counter-act trade-
based money laundering and fraud is to compare inbound and outbound trade data
between countries. Trade anomalies identified could be indicative of money laun-
dering, tax evasion, and even terrorist financing. As a result, Treasury has been
working with the Financial Investigations Division of the Department of Homeland
Security’s Bureau of Immigration and Customs Enforcement (ICE), which tracks
both the importation and exportation of trade goods. Through its Numerically Inte-
grated Profiling System (NIPS) computer program, ICE analyzes electronically cap-
tured trade data and overlays it with Bank Secrecy Act (BSA) databases and other
records. It has become a tremendous targeting tool for analysts and investigators.
Many countries around the world have shown substantial interest in the program.
There have been preliminary discussions of establishing an international network
of ‘‘Trade Transparency Units,’’ modeled loosely on the Egmont Group of Financial
Intelligence Units pioneered by FinCEN that will identify specific trade transactions
between member countries that merit scrutiny and perhaps investigation. Since cus-
toms data and expertise is essential in this process, ICE has the lead. Treasury
helped initiate the trade transparency concept related to money laundering. Treas-
ury is prepared to assist ICE and others in analysis and establishment of an inter-
national network of Trade Transparency Units.

Treasury has also worked with the State Department to establish and help struc-
ture the Kimberly Process that helps authenticate the origin of diamonds and track
their worldwide sale. The Kimberly Process is an example of government, industry
and NGO partnership in setting worldwide standards that has helped create mecha-
nisms to stem the flow of blood or conflict diamonds. Vulnerabilities in the inter-
national diamond trade remain, as the Kimberly Process was not designed to com-
bat the use of diamonds’ by terrorists. Treasury’s FinCEN has recently held exten-
sive discussions with the diamond industry in the U.S., the Middle East, and Africa.
In March, FinCEN’s Director Fox addressed the World Diamond Council and called
for a public-private partnership. He will address the industry again in October.
FinCEN has also issued proposed rules pursuant to Section 352 of the USA PA-
TRIOT Act (‘‘Patriot Act’’). The Patriot Act that will require dealers in precious met-
als, stones, or jewels to develop risk-based anti-money laundering programs.
FinCEN representatives also recently traveled to South Africa for far-reaching con-
versations with government and business regarding the misuse of the international
gold and diamond trade.

Treasury worked with the interagency Terrorist Finance Working Group to create
an innovative trade-based money laundering training program that is given to
prioritized countries in our war against terrorist financing. Treasury has also taken
the lead hosting periodic interagency meetings to discuss developments and strate-
gies regarding trade-based money laundering efforts.

Treasury realizes that terrorist financing is diversified and that trade-based
money laundering deserves scrutiny. As we move forward, Treasury will continue
its efforts outlined above and support interagency efforts to identify and combat the
misuse of trade by terrorists and money launderers.

Question 6. Please explain in detail why we should rely on charities to voluntarily
comply with the 2002 guidelines released by Treasury, as opposed to mandating
compliance by administrative action or legislation?

Answer. The U.S. government relies on the current regulatory structure dealing
with tax-exempt organizations, as overseen and implemented by the Internal Rev-
enue Service, to ensure that our charities are not being abused by criminals of any
stripe.
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Federally, they are subject to the 501(c)(3) processes administered by the IRS.
Post-9/11, the IRS has undertaken quite intensive efforts to look at the overseas ele-
ments of their regulations, in fact, revising their 1023 forms and 990 forms with
respect to overseas issues. Additionally, the IRS is looking at revising their guide-
lines on overseas grant making.

Another key component of this has been the engagement with the private sector.
Part of that has been the issuing of the above-referenced guidelines, which are vol-
untary and, in essence, best practices. In many respects, these have been treated
as regulatory guidance by the charities.

Treasury issued the Anti-Terrorist Financing Guidelines: Voluntary Best Practices
for U.S.-Based Charities in November 2002, in response to the Muslim American
community’s request for further guidance on dealing with the real risk of terrorist
financing. These Guidelines are intended to assist the charitable sector in address-
ing the threat of terrorist financing, rather than constructing an overall regulatory
structure. Treasury remains committed to this approach for a number of reasons,
including:

• The Guidelines are intended to inform the sector and the donor community of
the kinds of steps that charities can take to protect themselves from terrorist
abuse. They were not drafted as regulations and would have to be substantially
revised before ever considering them as such.

• The large and diverse nature of the U.S. charitable sector requires us to adopt
a risk-based approach and secure the cooperation of the sector to protect it from
terrorist abuse. Owing largely to the collaborative relationship between the sec-
tor and IRS-TEGE, as well as to Treasury’s outreach efforts, we have achieved
a cooperative partnership with the sector without the need for additional regu-
lation;

• Through 501(c)(3) reporting requirements (Forms 1023 and 990), the IRS al-
ready receives a wealth of information from the charitable sector. This informa-
tion has been extremely valuable in aiding law enforcement investigations into
terrorist and other abuse of and by charities. These reporting requirements
have recently been revised to provide more helpful information to examiners
and investigators.

Charitable organizations are taking meaningful steps to protect against terrorist
abuse in response to the Guidelines. We are actively engaged in an outreach cam-
paign with the charitable sector and continue to work with them on this issue. As
this relationship develops, we will continue to assess and evaluate the most effective
approaches to take.

Question 7. After 9/11, the government took action against a number of charities
in this country who were suspected of terrorism financing. These include the Global
Relief Foundation and the Holy Land Foundation.

But we’ve since learned that various agencies—Treasury, the FBI and the CIA—
had information that these groups were suspected of terrorism involvement long be-
fore 9/11.

Another concern is that some of the people linked to charities we’ve shut down
just open up new charities with different names, and they use their family members
as cover.

First, why do you think the government could not or did not act sooner against
these groups? Second, what is Treasury doing to make sure these terror charities
are not being revived under new false names? Is this effort part of the Treasury
Working Group on Charities and Terrorist Financing? If not, what is that focused
on?

Answer. We cannot divulge the internal deliberations of the various agencies that
target terrorist financiers. However, as a general matter, designation is but one tool
in a U.S. government arsenal that also includes law enforcement, intelligence collec-
tion, and diplomatic engagement. The failure to designate an entity publicly should
in no way be taken as a failure to act.

Treasury, along with its inter-agency partners and the international community,
continues to monitor the activities of those who would circumvent the international
terrorist financing sanctions regime and has designated reconstituted charities and
their leadership in specific instances where such activity is demonstrated.

The Treasury Working Group on Charities and Terrorist Financing (WGTF) is an
informal group that meets as necessary to discuss a wide range of issues concerning
the threat of terrorist financing in the charitable sector. These issues may be gen-
erally categorized under one of the following four topics: (i) oversight; (ii) outreach;
(iii) targeting and investigation, and (iv) international developments and initiatives.
Each of these issues implicates a combination of various Treasury components, in-
cluding the Executive Office for Terrorist Financing & Financial Crimes, the Office
of General Counsel, the Office of Tax Policy, the Office of International Affairs, the
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IRS—Tax Exempt Government Entities Section, the IRS—Criminal Investigation
Division, and the Office of Foreign Assets Control.

Representatives from each of these offices participate on the WGTF, which serves
as an information clearinghouse to keep all relevant parties informed and to cap-
italize on expertise from across the Department on issues regarding charities and
terrorist financing. Specific projects or initiatives dealing with these issues are sup-
ported by the relevant Treasury parties and discussed in this group. To coordinate
the Department’s efforts on these issues with those of other departments, Treasury
has also convened an inter-agency Working Group on Charities and Terrorist Fi-
nancing.

Question 8. Would the Treasury Department’s efforts to combat terrorism financ-
ing benefit from the power to designate foreign banks—along with their correspond-
ence accounts, wherever they are—if they do business with entities that are already
designated? What are the pros and cons of having and using such authority? Is
Treasury asking the Congress for this authority?

Answer. The Treasury Department, in many respects, already has the power to
designate foreign banks. Pursuant to E.O. 13224 and the International Emergency
Economic Powers Act (50 U.S.C. 1701 et seq.) (IEEPA), Treasury, in consultation
with the Departments of State, Justice, and Homeland Security, has the authority
to designate foreign banks that are determined to be owned or controlled by, act for
or on behalf of, or assist in, sponsor, or provide financial, material, or technological
support for, or financial or other services to or in support of, those persons listed
in the Annex to E.O. 13224.

As such, Treasury has exercised its authority, in consultation with the Depart-
ments of State, Justice and Homeland Security, to designate certain foreign banks
determined to fall within the parameters of E.O. 13224. In fact, we used this au-
thority to designate al Aqsa al-Islami Bank and Beit al Mal Holdings on December
4, 2001. These entities were designated because of their links to other designated
persons.

In addition, under the authorities of Section 311 of the Patriot Act provided by
Congress, the Secretary of the Treasury has the power to designate foreign jurisdic-
tions, foreign entities, and classes of transactions as ‘‘primary money laundering
concerns.’’ This power allows the Secretary to cut off correspondent relationships
with U.S. financial institutions based on criteria related to money laundering-re-
lated activities.

Question 9a. The Treasury Department has many responsibilities, but it’s unclear
if it has sufficient authorities and resources to carry them out effectively.

For example, the Treasury Secretary remains in charge of fighting counterfeiting.
But the Secret Service is over at the Homeland Security department. Monitoring
compliance with forthcoming Patriot Act regulations over industry will fall in the
lap of the IRS. And overall, Treasury is light on foot soldiers as a result of the
Homeland Security plan.

Please address what Treasury is obligated to do, and whether it can do it effec-
tively and quickly.

Answer. The Treasury Department has traditionally been responsible for safe-
guarding the integrity of the U.S. financial system. The Treasury Department has
therefore developed expertise in the wide range of disciplines necessary to meet that
responsibility. Today, Treasury has expertise in disciplines that stretch across the
entire anti-money laundering/counter-terrorist financing (AML/CFT) spectrum. In
essence, Treasury can be viewed as a microcosm of the broad U.S. government ef-
forts in this area:

Sanctions and Administrative Powers: Treasury wields a broad range of powerful
economic sanctions and administrative powers to attack various forms of financial
crime. We have continued to use these authorities in the campaign against terrorist
financing, drug trafficking, money laundering and other criminal financial activity.

• In combating terrorism financing, the U.S. government’s primary and most pub-
lic tool is the ability of the Departments of the Treasury and State to designate
terrorist financiers and terrorists under Executive Order (E.O.) 13224, together
with Treasury’s ability to implement orders that freeze the assets of terrorists
under E.O. 13224.

• In combating drug trafficking, Treasury continues to apply its authorities under
the Foreign Narcotics Kingpin Designation Act and the International Emer-
gency Economic Powers Act (IEEPA) to administer and enforce the provisions
of law relating to the identification and sanctioning of major foreign narcotics
traffickers.

• In combating money laundering, Treasury has applied its new authority under
Section 311 of the Patriot Act to designate and take action against jurisdictions
and financial institutions of primary money laundering concern.
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Law Enforcement and Law Enforcement Support: Treasury combats various forms
of financial crime through the direct law enforcement actions of IRS-CI and the law
enforcement support provided by FinCEN and Treasury’s regulatory authorities.
Whether working with DEA on the money laundering component of significant drug
investigations, with the FBI on terrorist financing cases, or investigating offshore
tax shelters and other tax-related matters, IRS-CI brings an unparalleled financial
investigative expertise to the table. The financial forensic expertise of our IRS crimi-
nal investigators around the country and the world is critical to the U.S. law en-
forcement community’s attack on sources and schemes of terrorist financing. We
complement such direct law enforcement action with law enforcement support.
Through FinCEN, Treasury serves as a repository and analytical hub for Bank Se-
crecy Act information, which aids investigators across the interagency community
in finding financial links to criminal enterprises and terrorist networks.

Financial Regulation and Supervision: The Treasury Department—through
FinCEN’s administration of the Bank Secrecy Act as amended by Title III of the
Patriot Act—is responsible for establishing the U.S. AML/CFT regime by issuing the
regulations intended to safeguard U.S. financial institutions from abuse by terror-
ists, narcotics traffickers, and other organized criminals. Treasury further maintains
close contact with the federal financial supervisors—including the Treasury Depart-
ment’s Office of the Comptroller of the Currency and Office of Thrift Supervision—
to ensure that these regulations are being implemented throughout the financial
sectors.

International Initiatives: The Treasury Department is part of and has access to
an extensive international network of Finance Ministries and Finance Ministry-re-
lated bodies such as the Financial Action Task Force (FATF) and various FATF-
Style Regional Bodies, the International Monetary Fund (IMF), the World Bank,
and the G–7. Treasury leads the U.S. representation to each of these bodies, and
through them seeks to ensure that all jurisdictions throughout the world are work-
ing to meet international AML/CFT standards, and that the international commu-
nity stays focused on emerging AML/CFT concerns.

Private Sector Outreach: As a result of our traditional role in safeguarding the fi-
nancial system, Treasury has developed a unique partnership with the private sec-
tor that provides us with the benefits of the insights and suggestions of the financial
institutions that are in many ways the front-line in our war against money laun-
dering and terrorist financing. Through such mechanisms as the Bank Secrecy Act
Advisory Group, Treasury ensures that the private sector plays an appropriate role
in the development of AML/CFT regulatory policy and receives appropriate feedback
from the information it provides.

In addition to these current capabilities, the Treasury Department—in collabora-
tion with Congress—is taking steps to enhance our organization and abilities. On
March 8th, 2004, Treasury formally announced the creation of the MI in the Depart-
ment of the Treasury. TFI will be a high profile office led by an Under Secretary—
one of only three in the Department—and two Assistant Secretaries, one for ter-
rorist financing and financial crimes, and one for intelligence. It will bring together
Treasury’s intelligence, regulatory, law enforcement, sanctions, and policy compo-
nents, and will redouble Treasury’s efforts in at least four specific ways.

• First, it will allow us to better develop and target our intelligence analysis and
financial data to detect how terrorists are exploiting the financial system and
to design methods to stop them. TFI will be responsible for producing tailored
products to support the Treasury Department’s contributions to the war against
terrorist financing.

• Second, it will allow us to better coordinate an aggressive enforcement program,
including the use of important new tools that the Patriot Act gave to Treasury.

• Third, it will help us continue to develop a strong international coalition to com-
bat terrorist financing. A unified structure will promote a robust international
engagement and allow us to intensify outreach to our counterparts in other
countries.

• Fourth, it will ensure accountability and help achieve results for this essential
mission.

Question 9b. Also, one option, which Mr. Winer mentioned, is to have a force of
financial experts who can subpoena documents for their own investigations and as-
sist others. Another option is to give Treasury a force of 1811-series federal agents.

What does Treasury think of these two proposals, and what changes are under
considering for Treasury to meet all of its responsibilities?

Answer. The Treasury Department has a staff of investigators in the IRS-CI.
Since September 11, 2001, IRS-CI has played a prominent role in many investiga-
tions of individuals and organizations believed to be involved in, or supporting,
international terrorist activities. Special agents have been engaged in a variety of
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activities including assisting the FBI by focusing on financial leads, conducting wit-
ness interviews, participating in ‘‘jump teams’’ sent to the Middle East, Europe, and
the Caribbean to conduct financial investigations, and analyzing financial data. In
June 2003, at the request of Treasury, an IRS special agent flew to Iraq to review
documents seized and to interview individuals in custody to determine the govern-
ment’s ability to track Iraqi assets that can be repatriated to the Iraqi people. As
a result of this assessment, additional IRS agents will be going to numerous coun-
tries to continue to track these assets. The unique skills of CI special agents enable
them to analyze complex, often unusual, financial transactions, and are best utilized
to combat terrorism involving:

• The leadership and members of extremist groups who have committed tax,
money laundering, or currency violations;

• Persons engaged in fundraising activities to support terrorism, especially if tax
exempt organizations are being utilized;

• Terrorism investigations involving complex, extensive or convoluted financial
transactions.

Additionally, it is worth noting that existing authorities under the International
Emergency Economic Powers Act and the Trading With the Enemy Act allow the
U.S. Treasury’s Office of Foreign Asset Control (OFAC) to require the production of
records related to economic activity regulated under those acts. These authorities
contribute significantly to OFAC’s ability to monitor and enforce economic sanctions
imposed pursuant to those acts.

As TFI is established and expanded we will consider whether any additional au-
thorities or resources in this area are necessary. Initially, we are focusing on ensur-
ing we are using what resources we have as effectively as possible. As part of this,
we are exploring all options, e.g., exploiting the expertise and resources of existing
Treasury bureaus and offices, not just for intelligence or law enforcement purposes,
but also looking at regulatory actions. But before we turn to the solution of adding
more people, we are ensuring we clearly know what is necessary—whether exper-
tise, personnel, technology, or legal authorities.

Question 10a. Two years ago, Congress enacted the Patriot Act. Section 312 put
into law for the first time the requirement that US financial institutions use due
diligence when opening new accounts and monitoring existing ones. Section 312 also
required banks to use enhanced due diligence for 3 categories of clients: political fig-
ures, offshore banks, and banks in suspect jurisdictions. Within a few months of en-
actment, Treasury issued proposed regulations to implement the due diligence re-
quirements, but never finalized them.

If Treasury cares about terrorist financing so much, why hasn’t it fixed the flaws
and finalized the 312 due diligence regulations?

Answer. The Treasury treats the issuance of the final section 312 rule very seri-
ously, which requires a careful consideration of all relevant elements of this rule
and the costs associated with it. This is one of the most complicated of the regu-
latory provisions of the Patriot Act, and it behooves us to ensure that we strike the
right balance in this area. Section 312 of the Patriot Act requires due diligence, and
in some cases, enhanced due diligence, when U.S. financial institutions offer cor-
respondent accounts for foreign financial institutions, and requires due diligence
when financial institutions maintain private banking accounts for non-U.S. persons.
While Treasury has not yet issued a final regulation, in July of 2002, Treasury
issued an interim rule requiring banks to comply with the correspondent account
provisions of section 312, and requiring banks, securities broker-dealers, and futures
commission merchants to comply with the private banking portion of section 312.
This rule remains in effect, requiring compliance with the terms of the statute, even
though a final regulation has not yet been issued.

Beyond that, while section 312 forms an important part of the overall anti-money
laundering and anti-terrorist financing regime of the BSA, it is not the only provi-
sion directing financial institutions to guard against money laundering and terrorist
financing through correspondent accounts and private banking accounts. Anti-
money laundering program requirements, suspicious activity reporting require-
ments, requirements specific to correspondent accounts and the customer identifica-
tion requirements all ensure that a U.S. financial institution offering these accounts
have adequate procedures in place to control the risks and report suspicious activi-
ties. Indeed, in many respects, section 312 is the extension of the anti-money laun-
dering program, directing the institution to guard against identified risks.

With respect to the final regulation, it is essential to recognize that section 312
is potentially the most far reaching of the provisions in the Act, and, as such, re-
quires Treasury to take care in completing the final regulation. In response to the
proposed rule implementing section 312—which interpreted the statute broadly—we
received extensive industry comments as well as a comment from Congress raising

VerDate 11-MAY-2000 16:21 Jul 21, 2005 Jkt 095484 PO 00000 Frm 00062 Fmt 6601 Sfmt 6621 95478.NOM SFINANC2 PsN: SFINANC2



59

challenging issues that went to the foundation of the proposed rule. We have been
through several iterations of a final regulation in our efforts to strike the appro-
priate balance between achieving the enforcement goals and ensuring that compli-
ance resources are appropriately directed toward those account relationships posing
the greatest risk of money laundering or other financial crimes. More importantly,
we have worked to ensure that we understand the consequences of our regulatory
requirements.

Question 10b. When will the final regulations be issued?
Answer. We have largely completed our work on the final regulation. We will

shortly circulate the draft final rule to the functional regulators for consultation, as
is required by section 312. Once we have incorporated any appropriate comments
from the regulators, Treasury policy officials will review, make any further changes,
and sign off on the regulation. At that point, we will be prepared to issue the final
regulation.

Question 11a. A number of questions have been raised about the future focus and
functions of the new Office of Terrorism and Financial Intelligence, especially re-
garding possible investigatory functions.

Do you believe that TFI should have investigatory powers and, if so, what inves-
tigative jurisdiction do you believe should be controlled by TFI?

Answer. Please refer to response to question 9 above. Question:
Question 11b. How would these investigative functions be coordinated with the

Departments of Justice and Homeland Security to ensure that the Treasury Depart-
ment’s efforts are not redundant to theirs?

Answer. There are no current plans to establish a new investigative body within
the Treasury Department. In any case, all current and future activities of the Office
of Terrorism and Financial Intelligence will seek to enhance the Treasury Depart-
ment’s ability to meet our own mission and to work cooperatively with our partners
in the law enforcement and intelligence communities. The Department of the Treas-
ury is committed to complementing the important work being done by the Depart-
ment of Justice and Department of Homeland Security, and by the various intel-
ligence agencies, and will be fully integrated into already established task forces
and processes.

Question 11c. How does this new office fit into the Treasury Department’s organi-
zational chart and how does it change the focus of Treasury’s efforts to combat not
only terrorist financing but all financial crimes?

Answer. A copy of the organizational chart for TFI is attached. The establishment
of OIA will not alter the focus of Treasury’s efforts to combat terrorist financing and
other financial crimes. OIA is intended to support all Treasury activities, though
clearly terrorist financing will be a priority.

Question 11d. What provisions will be in place to ensure that the intelligence and
analysis produced in TFI is shared with other agencies with jurisdiction over inves-
tigative aspects of money laundering and terrorist financing, especially DHS and
DOJ, to ensure effective coordination and collaboration?

Answer. We are confident that TFI will compliment and not duplicate the impor-
tant work being done by the Department of Justice and Department of Homeland
Security, and by the various intelligence agencies. TFI will be fully integrated into
already established task forces and other interagency processes, such as TTIC and
the Terrorist Financing PCC.

Question 12a. Earlier this year, the Treasury Department announced a 12.7 per-
cent increase in the FY05 budget for FinCEN which would be used to expand the
Gateway computer system and increase the number of personnel dedicated to ana-
lytical products and community outreach. It is my understanding, however, that the
actual increase for FinCEN is only about 2.7 percent when you take into account
mandatory cost increases of over $1.7 million, program annualizations of over $1.5
million and the $2.5 million fund transfer for the BSA Direct project with the IRS.

Would you please explain this disparity in funding numbers and how it will affect
the ability of FinCEN to achieve its goals for 2005?

Answer. The 12.7 percent increase was calculated by adding the cost of program
increases ($1.533m), program annualizations ($1.522m), mandatory cost increases
($1.716m), and the transfer from the Internal Revenue Service for the BSA Direct
System ($2.5m)—totaling an increase of $7.271m over the FY 2004 budget.

The BSA Direct initiative—a program critical to FinCEN’s ability to provide law
enforcement robust access to timely information—is the top priority. Through BSA
Direct, FinCEN will improve law enforcements’ access to crucial BSA data by inte-
grating the data into a consolidated, modern web-based data warehouse. BSA Direct
will include sophisticated, web query and reporting tools and a web portal. Law en-
forcement and the regulatory agencies will gain easier, faster data access and en-
hanced ability to query and analyze the Bank Secrecy Act data, improvements that
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are expected to lead to increased use of the BSA data. BSA Direct will also aid
FinCEN’s ability to network agencies with overlapping interests, and augment its
ability to audit and evaluate the utility of the Bank Secrecy Act data.

The $1.533 million and four FTEs for program increases will provide for the ex-
pansion of FinCEN’s on-line access system know as Gateway; enhanced regulatory
support to newly covered industries (i.e., mutual funds, operators of credit card sys-
tems, life insurance companies, unregistered investment companies, and the pre-
cious metals, stones, and jewelry industries) required under the Patriot Act to en-
sure that they are familiar with their reporting obligations.

Question 12b. It is my understanding that a number of personnel may be moved
from FinCEN to TFI to focus on financial intelligence. At this time, do you know
how many FinCEN personnel will be redirected to TFI, and how many will subse-
quently be hired to increase the analytical capabilities of TFI?

Answer. At this time, two FinCEN personnel have been detailed to OIA. They are
focusing primarily on the financial angles of the current threat reporting. They are
also coordinating with FinCEN to ensure we are not duplicating efforts. Over the
coming months, the Department is considering drawing additional resources from
FinCEN to further develop its analytical capabilities, but no final staffing decisions
have been made.

Question 12c. How will this affect the analytical capabilities of FinCEN, given
that Director Fox has discussed hiring more analysts to meet the demands on the
department since 9/11?

Answer. The small number of details from FinCEN should have a minimal effect
on their ability to accomplish their missions. Indeed, the detailing of these officers
should enhance closer coordination between OIA and FinCEN, ensuring that the De-
partment is focusing on its highest priorities and moving scarce resources across the
Department to focus on priority targets.

Question 12d. Has FinCEN requested and received funding through the Asset
Forfeiture Fund to help pay for these projects? If so, how much has FinCEN re-
ceived? If not, why were their requests denied?

Answer. FinCEN received $2 million from Treasury’s Asset Forfeiture Fund to
launch the requirements phase of the BSA Direct initiative. FinCEN continues to
work with Treasury officials to ensure adequate funding for this project in FY 2005.

Question 12e. What are the advantages of having financial intelligence specialists
located at both FinCEN and TFI, as opposed to consolidating their locations? How
will their missions be different?

Answer. FinCEN analysts provide case support, both tactical and strategic, to law
enforcement and the intelligence community that supports tactical operations. In
addition, law enforcement agencies have liaisons located at FinCEN who interact
with the FinCEN analysts on a daily basis. In contrast, the TFI analysts will be
providing coordination of intelligence and analytical products across Treasury, in-
cluding FinCEN, OFAC, IRS and the Office of International Affairs, ensuring that
appropriate networking takes place and that the Department is able to take advan-
tage of the diverse skills and expertise that exists across Treasury and its bureaus.
In addition, the TFI analysts will use existing analytical product and produce ana-
lytical products to support the policy decision making of Treasury’s senior officials,
which is so critical to directing Treasury’s operations and providing guidance across
the government.

Question 13a. The Asset Forfeiture Fund was designed to punish criminals by
seizing their ill-gotten gains and provide funding to law enforcement agencies for
their programs. I want to ensure that these funds are used for programs that focus
on combating money laundering and financial crimes.

Roughly, what is the current total amount of unobligated assets being held in the
Asset Forfeiture Fund?

Answer. At the beginning of FY 2004, the Treasury Forfeiture Fund had an unob-
ligated balance brought forward from FY 2003 of $74,826,034. Of this unobligated
balance, $49.8 M was reserved as the beginning balance required to fund operations
during this fiscal year. The remaining $25 million constitutes our ‘‘Super Surplus’’
that can be used for any federal law enforcement purpose.

At this point, it is projected that the unobligated balance at the end of the current
fiscal year will be approximately $50 million. Amounts in excess of $50 million will
again be declared as ‘‘Super Surplus’’ funds.

Question 13b. What types of programs are eligible to receive money from this fund
and what are the criteria for receiving funding?

Answer. The agencies that participate in the Treasury Forfeiture Fund are IRS
CI; US Customs and Border Protection; US Immigration and Customs Enforcement;
United States Secret Service; FinCEN; FLETC; the Tax and Trade Bureau; and the
Coast Guard.
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The enabling legislation for the Treasury Forfeiture Fund (31 U.S.C. ¶ 9703) de-
fines those purposes for which Treasury forfeiture revenue may be used. In general
terms there are three different authorities of funding from the TFF.

The mandatory authority items are generally used to meet ‘‘business expenses’’ of
the Fund, including expenses of storing and maintaining seized and forfeited assets;
valid liens and mortgages; investigative expenses incurred in pursuing a seizure; in-
formation and inventory systems; and certain costs of local police agencies incurred
in joint law enforcement operations. Following seizure, equitable shares are paid to
state and local law enforcement agencies that contributed to the seizure activity at
a level proportionate to their involvement. The total amount budgeted for manda-
tory authority items in FY 2004 are $231 million.

The Secretary’s Enforcement Fund (SEF) is derived from equitable shares received
from the Justice forfeiture fund for work done by Treasury law enforcement bureaus
leading to Justice forfeitures. SEF revenue is available for federal law enforcement
purposes of any Treasury law enforcement organization. The total amount budgeted
for SEF items in FY 2004 are $19.4 million.

Super Surplus represents the remaining unobligated balance after an amount is
reserved for Fund operations in the next fiscal year. Super Surplus can be used for
the law enforcement activities of any federal agency. The total amount budgeted for
Super Surplus items in FY 2004 are $25 million.

Question 13c. How often is the fund audited and are the audit reports made avail-
able to Congress and the public?

Answer. The financial statements of the Treasury Forfeiture Fund are audited
every year and are transmitted to Congress by the Office of the Inspector General.
The audit reports are available to the public on our web site and can be accessed
at: http://www.treas.gov/offices/eotffc/teoaf/annual-reports.html.

Question 14a. In a press conference at the Treasury Department in January, Adel
Al-Jubeir, Foreign Affairs Advisor to the Crown Prince, stated, ‘‘Today, Saudi au-
thorities and their U.S. counterparts work side by side in teams dedicated to fight-
ing terrorism and unraveling the worldwide financial networks that support it.’’

How many terrorist financing cells and networks have been disrupted and ulti-
mately dismantled in Saudi Arabia or with direct ties to the Kingdom as a part of
this coordinated effort? Please give specific examples of how forthcoming the Saudi
Arabian government has been in sharing information with US officials about ter-
rorist financing within its borders.

In a recent speech to the Islamic Society of North America, you stated, ‘‘Our Gov-
ernment is working intensely with other governments around the world to develop
case studies and typologies of terrorist abuse of charities.’’

What information have you received from the Saudi government about the abuse
of charities by terrorist organizations?

Answer. Through a variety of channels, the U.S. and Saudi governments are shar-
ing information relating to terrorism on a routine basis. As part of these exchanges,
the Saudi government’s willingness to recognize the critical role charities have
played as a means of support and cover for terrorist activities continues to improve.
The recent joint designation of five branches of the Al-Haramain Foundation signals
a clear recognition of how charities have been misused by terrorist supporters.

Question 14b. How effective has the information been when used to develop case
studies and typologies specifically being utilized in Saudi Arabia?

Answer. Through our efforts to examine all information available to the U.S., in-
cluding information shared by Saudi authorities, we have learned that the key to
ensuring that charities are not abused or exploited by terrorists typically rests on
the question of effective leadership. The charitable organizations implicated in sup-
porting terrorist activity are often owned or controlled by persons who know (and
willingly support), or should have known, that their organizations were supporting
terrorist activity.

Question 14c. I want to know, in general terms, how many Saudi-based char-
ities—located in Saudi Arabia, not their branches in other countries—have been in-
vestigated to date and whether these investigations have resulted in the prosecution
of charity officials or the dismantling of those charities? In other words, has any
action actually been taken by the Treasury Department against charities within the
borders of Saudi Arabia?

Answer. The Treasury Department cannot discuss specific investigations or anal-
ysis or targets under consideration. It should be noted that the Saudi Arabian gov-
ernment recently announced that Al-Haramain Foundation other domestic charities
that provide international assistance would be dissolved and merged into a single
Saudi charity, Saudi National Commission for Charitable Work Abroad, to ensure
proper oversight and use of charitable funds.
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RESPONSES TO ADDENDUM QUESTIONS FROM SENATOR GRASSLEY

Question 1. BSA Direct provides law enforcement direct access to FinCEN infor-
mation by data mining. What is the current status of that program? How will this
program ensure that pertinent information is shared by all necessary agencies?
When will BSA Direct be operational?

Answer. FinCEN is currently in the final stages of evaluating the proposals re-
ceived in response to the Request for Proposals that were issued in February 2004,
and expects to award a contract in the next few weeks.

The full scope and detail of the system’s functionality will be more fully deter-
mined as a result of the user requirements analyses to be conducted in the first
months of the project. The following examples identify the types of capabilities BSA
Direct will afford FinCEN and its customers that they presently do not have and
which have been previously identified as critical to FinCEN’s ability to properly
manage the data it is responsible for and provide significantly enhanced support
services to law enforcement.

• The automated capability for FinCEN to control and audit the use of all persons
accessing Bank Secrecy Act information.

• The enhanced alert capability for FinCEN to ‘‘network’’ all users of Bank Se-
crecy Act information that ‘‘hit’’ the same data, or appear to be analyzing the
same information. BSA Direct will expand the number of users presently using
FinCEN’s Gateway system.

• The capability to analyze law enforcement’s use of the data to provide meaning-
ful feedback to the financial industry, which will result in better reporting.

• The capability to develop sophisticated filer profiles for financial industry mem-
bers, which will help FinCEN and the regulators target entities for compliance
examinations as well as to have the ability to be notified automatically by the
system when there is a significant filing anomaly.

• An intuitive interface will enable users to query data reduced training, and
with strong context sensitive on-line help available.

• Users will be able to keep and view a list of their prior queries.
• Managers in organizations will be better able to audit and manage the use of

the data by their subordinate users.
• Users will be able to customize query output, i.e., define what columns of infor-

mation are displayed, rearrange the order of the columns, and then save that
order as a personal default view.

• Users will have the ability to sort, filter, and aggregate columns of data.
• Users will be able to run ‘‘batch queries,’’ e.g., social security numbers from all

bankruptcy filings six month ago against all Bank Secrecy Act filings in the last
year.

• Users will be able to create customized queries and reports.
• A geographic mapping tool will be provided for information to show geographic

significance of Bank Secrecy Act data.
• Users will have the capability to pre-schedule queries and receive reports on a

timetable scheduled by users.
• Users will be able to download results into popular formats, e.g., Word, Excel,

Analysts Notebook, etc.
With full funding, FinCEN projects that the basic system contemplated by BSA

Direct will be operational and available to users by October 2005. FinCEN will con-
tinue to enhance the basic functionality of the system in future years.

Question 2. FinCEN is looking for ways to share certain types of information to
financial institutions in an effort for them to perform a risk assessment of their sys-
tems. Some of that information may be law-enforcement sensitive and/or classified,
but would be critical in analyzing the financial institution’s risk and vulnerability
to money laundering and terrorist financing. If that system of information sharing
is not currently in place, what is the current condition of risk assessment in our
financial institutions without that information? Are we possibly allowing our finan-
cial institutions to be a part of a future terrorist act because critical information
is not being shared?

Answer. Treasury is committed to finding methods of getting more accurate, de-
tailed information about money laundering and terrorist financing risks to the fi-
nancial community. The new Office of Intelligence and Analysis is already facili-
tating making intelligence information that is relevant to the financial community
available to the financial community.

In addition, FinCEN is currently exploring appropriate ways certain sensitive in-
formation might be shared with financial institutions on a case-by-case basis and,
depending upon the circumstances, limited to an institution or a group of institu-
tions. The process by which this is done needs to be considered carefully by decision

VerDate 11-MAY-2000 16:21 Jul 21, 2005 Jkt 095484 PO 00000 Frm 00066 Fmt 6601 Sfmt 6621 95478.NOM SFINANC2 PsN: SFINANC2



63

makers within the law enforcement and intelligence communities in order to develop
adequate safeguards to ensure that national security interests are fully protected.
Meanwhile, there are other ways in which FinCEN can provide more substantive
information to financial institutions regarding indicators of terrorist activity. For ex-
ample, a group of analysts within FinCEN are engaged in a study of the financial
operations of certain terrorist groups to attempt to construct a business model of
these organizations. The intention is to provide information gained from this study
to financial institutions to assist them in identifying the types of activities and
vulnerabilities with which they should be familiar. FinCEN is also looking at non-
classified ways to extract information from non-adjudicated cases and provide red
flag indicators to institutions.

Question 3. According to GAO report number GAO–04–710T, Investigating Money
Laundering and Terrorist Financing, dated May 11, 2004, the HIFCAs (High Inten-
sity Money Laundering and Related Financial Crime Areas) are not operating as ex-
pected or intended. The GAO report went on to say that The Money Laundering and
Financial Crimes Strategy Act of 1998 (Strategy Act) expected that the HIFCA’s
would ‘‘have a flagship role in the U.S. Government’s efforts to disrupt and dis-
mantle large-scale money laundering operations.’’ However, the FBI and DEA not
involved in most HIFCAs. Additionally, state and local law enforcement agencies
provided little or no involvement in four of five HIFCAs. The Terrorist Financing
Operations Section (TFOS) from the FBI was created to combat terrorist financing.

What is the relationship and coordination between HIFCA and TFOS? What are
your plans to ensure the effectiveness of HIFCAs are increased?

Answer. Although there are no formal relationships between any HIFCA and
TFOS, HIFCA activities affect the anti-terrorist financing activities of TFOS as well
as of the JTTFs nationwide by identifying financial information potentially impli-
cating the financing of terror. The Departments of Justice and Treasury currently
are clearing a HIFCA Report that will assess past and ongoing HIFCA activities
and developments, as well as make recommendations for the future of the HIFCA
concept. We anticipate submitting this Report to the Congress by the end of August
2004.

Question 4. In what ways is the Treasury Working Group on Charities and Ter-
rorist Financing working to ‘‘ensure effective communication, cooperation and col-
laboration among Treasury’s various components assisting in this effort?’’ Is the
group temporary or permanent? Will another Section within Treasury take over its
responsibilities if it is disbanded?

Answer. The Treasury Working Group on Charities and Terrorist Financing
(WGTF) is an informal group that meets as necessary to discuss a wide range of
issues concerning the threat of terrorist financing in the charitable sector. These
issues may be generally categorized under one of the following four topics: (i) over-
sight; (ii) outreach; (iii) investigation, and (iv) international developments and initia-
tives. Each of these issues implicates a combination of various Treasury compo-
nents, including the Executive Office for Terrorist Financing & Financial Crimes,
the Office of General Counsel, the Office of Tax Policy, the Office of International
Affairs, the IRS—Tax Exempt Government Entities Section, the IRS—Criminal In-
vestigation Division, and the Office of Foreign Assets Control. Representatives from
each of these offices participate on the WGTF, which serves as an information clear-
inghouse to keep all relevant parties informed and to capitalize on expertise from
across the Department on issues regarding charities and terrorist financing. Specific
projects or initiatives dealing with these issues are supported by the relevant Treas-
ury parties and discussed in this group. To coordinate the Department’s efforts on
these issues with those of other departments, Treasury has also convened an inter-
agency Working Group on Charities and Terrorist Financing.

Question 5. What is the current status of cooperation from foreign countries and
banks in the prevention of terrorism financing? What is being done to ensure contin-
ued support, and to encourage support from countries and banks not doing so?

Answer. The cooperation from foreign governments in preventing terrorist financ-
ing has become as much a part of their top priorities as it is in the U.S. Our success
in securing wide support for and implementation of anti-money laundering/counter-
terrorist financing regimes that meet FATF standards is one example. The increase
in percentage of names being submitted to the UN 1267 Sanctions Committee by
foreign governments is another sign of our success.

We consistently raise this issue, and push for results, at every opportunity, e.g.
at APEC meetings, meetings of the G–7 and G–20 finance ministries, and the less
formal bilateral discussions. In addition, we are always looking for new vehicles of
cooperation with the private sector, whether domestically or internationally. We are
in the process now of engaging the international banking community in several ini-
tiatives to improve the culture and capabilities of compliance.
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Question 6. Information suggesting possible wrongdoing, i.e. money laundering,
providing funds to terrorist groups, was uncovered during investigations into Riggs
Bank and Fleet Bank. Is anyone pursuing those investigative leads? Which agen-
cies? What is the status of those investigations?

Answer. The Federal Bureau of Investigations has been and continues to conduct
an investigation into the account activity mentioned in your question. It would not
be appropriate for Treasury to speak for the FBI in regard to the status of its inves-
tigation.

Question 7. When an organization is designated by the U.S. Treasury Department
as a Foreign Terrorist Organization, are senior leaders of the organization also des-
ignated? If the senior leadership of a designated organization is not individually des-
ignated, what mechanisms are in place to ensure that they do not move to another
similar organization or create a new one? Have any cases been prosecuted that in-
volved the violation of sanctions against a designated group or individual?

Answer. Foreign Terrorist Organization (FTO) designations are effected by the
State Department and apply solely to foreign organizations, not individuals. In des-
ignating Specially Designated Global Terrorists (SDGTs) pursuant to Executive
Order 13224, the Treasury Department can designate individuals or entities that
meet the criteria of the Executive Order. With designations either under the FTO
process or under EO 13224, the U.S. government attempts to monitor the activities
of designated terrorist groups and will take action as appropriate to designate
‘‘morphed’’ organizations (those that change their name under the same or similar
leadership). With respect to cases that have been prosecuted related to violation of
the material support laws and other related statutes, it is best to refer you to the
Department of Justice.

Question 8a. How receptive has the United Nations been on recommendations for
designation provided to them by the U.S. Treasury Department that fall under UN
resolutions 1267, 1333, 1390, and other appropriate resolutions?

Answer. The United Nations process for designating Al Qaida and Taliban-related
operatives, supporters, financiers, and associates has been an important part of our
international success to date. This stems from the obligatory nature of the freezing
of assets under international law when a designee is listed by the United Nations.
Of the 384 U.S. designations under Executive Order 13224, the U.N. has listed 278.
The disparity lies in the fact that the President’s Executive Order addresses inter-
national terrorism of all stripes and not just Al Qaida or Taliban related individuals
and entities. Thus, the United States frequently designates individuals and entities,
such as Hamas and Hizballah supporters, whose names are not submitted to the
United Nations for listing since there is no mechanism at the United Nations for
designating non-Al Qaida or Taliban-related names.

Question 8b. Have other nations been supportive in enforcing those sanctions once
approved?

Answer. U.N. member countries overwhelmingly support U.N. designations pro-
posed by the United States. Typically, over 130 nations report taking action in re-
sponse to blocking orders against U.S.-proposed entities or individuals.

Many countries frequently support our designations and nominate their own
names for listing at the United Nations. We have had several joint designations
with countries to designate specific individuals or entities of common concern, such
as the referral of Jemaah Islamiyah to the United Nations by fifty countries. Coun-
tries have demonstrated support for these designations by instituting legal mecha-
nisms that automatically add the designee to their active list and require their fi-
nancial institutions to freeze assets. The E.U. member countries, for example, have
been strongly supportive of the U.N. designation process. Once the U.N. makes a
designation, the E.U. response is automatic designation.

Question 9. The Office of the Comptroller of the Currency (OCC) and the Finan-
cial Crimes Enforcement Network (FinCEN) recently levied a $25 million fine
against Riggs Bank for its failure ‘‘to implement an effective anti-laundering pro-
gram and properly monitor its foreign banking relationships, specifically those with
Saudi Arabia and Equatorial Guinea.’’ Are there any systemic changes needed in
the way bank regulation agencies operate to ensure that violations of the Bank Se-
crecy Act do not go undetected?

Answer. The Treasury is currently reviewing measures that can be taken along
with the regulatory community to ensure the Bank Secrecy Act is fully and force-
fully implemented. As a first step, FinCEN will create a new program office within
its regulatory office devoted to the Bank Secrecy Act examination function. Cur-
rently, the affected substantive program area handles examination related issues on
an-hoc basis. For example, individuals responsible for the Money Services Business
program have taken a primary role in working with the Internal Revenue Service
to develop and enhance their examination regime. The new structure will consoli-
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date all examination support functions and better enable FinCEN to provide the
necessary support to regulatory agencies conducting Bank Secrecy Act compliance
examinations. As an initial priority, FinCEN plans to focus on assisting the Internal
Revenue Service in its examination function, particularly in light of the new regula-
tions that FinCEN has and will issue to being thousands of additional businesses
under Bank Secrecy Act anti-money laundering program provision.

Question 10. Is the Foreign Terrorist Asset Tracking Center being utilized to the
full extent of its envisioned capability? Are the necessary agencies providing the
support, and more importantly, sharing the intelligence needed to make well-in-
formed decisions in the war against terrorism financing?

Answer. The Foreign Terrorist Asset Tracking Group was renamed and relocated
to the CIA. The interagency PCC on Terrorism Financing is currently reviewing the
function of the FTAT–G to ensure it is being fully utilized. One aspect of this review
is ensuring that all of the necessary agencies are participating.

Question 11. Have the currently established High Risk Money Laundering and Re-
lated Financial Crimes Areas (HIFCA) been effective in investigating and closing
down money laundering schemes with connections to terrorism financing? Has the
HIFCA been affected by the MOU between the Department of Homeland Security
and the Department of Justice?

Answer. See answer to question 3 above. We do not believe that any HIFCA was
directly affected by the MOU. The lead for terrorist investigations has always been
the FBI. When any financial information leads to possible terrorism, that lead will
be worked under the auspices of the appropriate JTTF.

Question 12a. There have been reports of involvement by Saudi Arabian nation-
als, and even possibly members of the Saudi Arabian government, in possible ties
to terrorist financing. Examples have been in the media regarding information ob-
tained during official investigations into the operations of Fleet Bank and Riggs
Bank. Investigation by Swiss authorities indicates that Saudi Sheik Khalid Bin
Mahfouz may have played a primary role in establishing, funding, and directing the
Muwafaq Foundation. The Chairman of the Muwafaq Foundation, Yassin Al Qadi,
and others associated with the foundation, have been designated as Specially Des-
ignated Global Terrorists (SDGT) by the U.S. Treasury Department. Are investiga-
tions into the involvement of Saudi Arabian nationals in terrorism financing con-
tinuing?

Answer. The Treasury Department cannot discuss specific investigations or anal-
ysis or targets under consideration, regardless of the nationality of the subject(s).

Question 12b. Would you support designation of a Saudi Arabian national even
if it means cries of opposition from the Saudi Arabian government?

Answer. The Treasury Department would support any well-founded designation if
it is determined that such designation would be the most effective course of action
against that particular individual. With respect to Saudi Arabia, the United States
government has designated Saudi citizens like Yassin al Qadi and Aqeel Abdulaziz
Al-Agil unilaterally while also jointly designating with the Saudi government Wa’el
Julaiden, a Saudi terrorist financier.

RESPONSES TO QUESTIONS FROM SENATOR BINGAMAN

Question 1. Do you think that organizations accused of providing support for ter-
rorism should be provided hearings to challenge the merits of the allegations
against them? Although I fully recognize the government’s critical interest in com-
bating terrorism financing, I have some concerns about the ability of the govern-
ment to seize assets without giving the group the ability to fully respond to the alle-
gations, especially when much of the evidence is secret.

Answer. Procedures are in place to allow designated persons to challenge the
blocking of their assets. We do not, however, believe a hearing should be required
at the agency level. The Administrative Procedure Act provides that final agency ac-
tions, such as the determination to block the property of a particular target, may
be challenged in court on the agency’s administrative record, not at an administra-
tive hearing. The party challenging the blocking has the opportunity to make legal
and factual submissions to the Treasury, which become part of the administrative
record that may be challenged in court. In addition, parties can petition the Treas-
ury to have their assets unblocked and their names removed from the list of blocked
persons when there has been a change in circumstances.

Over sixty years of economic sanctions jurisprudence under both the Trading with
the Enemy Act (‘‘TWEA’’ and the International Emergency Economic Powers Act
(‘‘IEEPA’’) supports the validity of these procedures. Due process challenges by des-
ignated parties have been consistently rejected by the courts, most recently in litiga-
tion involving two major Muslim charitable organizations that provided financial
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and other support for terrorists, the Global Relief Foundation and the Holy Land
Foundation.

Question 2. Is it your position that the blocking of assets under the International
Emergency Economic Powers Act (IEEPA) is not considered a ‘‘taking’’ of property?
Is there a point where the blocking of funds under IEEPA becomes a taking that
would entitle the property owner to a full hearing? If so, under what circumstances
would this occur?

Answer. It is our position that the blocking of assets under IEEPA is not a ‘‘tak-
ing’’ of property pursuant to the Fifth Amendment. Federal courts have upheld this
position on grounds that include the determination that any deprivation of property
effectuated by a blocking is temporary, not permanent. In the parallel context of
TWEA, courts have found that even such blocking orders as are in effect for decades
do not rise to the level of a taking. Regardless of the particular factual context of
a blocking action, we do not think it would be appropriate to hold a hearing at the
agency level in connection with a takings claim arising out of a blocking. As noted
above, the Administrative Procedure Act provides for final agency actions to be chal-
lenged in court on the agency’s administrative record. In addition, whether govern-
ment action amounts to a taking typically involves, in the first instance, an analysis
of legal factors that is appropriately conducted by a court, not at the agency level
at an administrative hearing.

Question 3. Can the blocked assets of an organization be used to pay attorneys
to defend the organization against allegations that it has supported terrorism?
Under what circumstances?

Answer. Yes. In the various sanctions programs that the Treasury administers,
the Secretary of the Treasury has the discretion to authorize the use of blocked
funds. As part of this discretion, the Treasury will consider requests for the use of
blocked funds for legal representation in certain circumstances, including cir-
cumstances involving a challenge by a U.S. entity to Treasury’s designation of it as
a specially designated global terrorist. The Treasury considers such requests on a
case-by-case basis.

Æ
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