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Preface

The Department of Homeland Security (DHS) Office of Inspector General (OIG) was established by
the Homeland Security Act of 2002 (Public Law 107-296) by amendment to the Inspector General
Act of 1978. This is one of a series of audit, inspection, and special reports prepared by our office as
part of our DHS oversight responsibilities to promote economy, efficiency, and effectiveness within
the department.

This review was conducted at the request of Senators Carl Levin, Debbie Stabenow and
Representative John D. Dingell of Michigan. We assessed the Bureau of Customs and Border
Protection’s process for screening and inspecting trucks carrying Canadian municipal solid waste
into the United States. It is based on interviews with employees and officials of relevant agencies
and institutions, direct observations, and a review of applicable documents.

The recommendations herein have been developed to the best knowledge available to our office, and
have been discussed in draft with those responsible for implementation. It is our hope that this
report will result in more effective, efficient, and economical operations. We express our
appreciation to all of those who contributed to the preparation of this report.

Richard L. Skinner
Inspector General
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Executive Summary

The greater Toronto, Canada area has been shipping municipal solid
waste (MSW) to Michigan landfills for disposal since 1998. During
calendar year 2004, Michigan landfills received approximately 100,000
truckloads of Canadian MSW, an 8% increase over calendar year 2003.
Another 10,000 shipments of MSW enter the U.S. through 9 other ports
of entry (POE) that accept Canadian and Mexican MSW. Over the past
two years, trucks carrying Canadian MSW were found to contain
medical waste, illegal drugs, and illegal currency. At the request of
Senators Levin and Stabenow and Representative Dingell, our office
reviewed the effectiveness of the Bureau of Customs and Border
Protection’s (CBP) screening of trucks carrying Canadian MSW.!

Cur audit work was conducted at CBP Headquarters in Washington, DC,
and at the ports of Detroit and Port Huron, Michigan. We evaluated
CBP entry and screening procedures and observed CBP personnel
implementing those procedures at Michigan landfills and at the ports of
Detroit and Port Huron. We also gathered and analyzed information
regarding techniques for screening MSW from other northern and
southern border ports. In addition, we made site visits to three MSW
transfer stations in the greater Toronto area. The audit objective, scope,
and methodology are discussed in more detail in Appendix A of this
report.

CBP has the authority” to search all persons, baggage, and merchandise
arriving in the U.S. to detect and seize smuggled instruments of terror,
and other contraband, such as illegal drugs. CBP carries out its
responsibility by using screening equipment and physical inspections.
For example, every passenger vehicle and truck entering the U.S. at the
Detroit and Port Huron POE pass through a radiation portal monitor
(RPM) and selected trucks receive a Vehicle and Cargo Inspection

! The request letter is included as Appendix B.
219 USC § 1467; 19 CFR § 162.6.
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Background

System (VACIS)’ screening. During special operation days, the contents
of selected trucks are physically inspected. However, because of the
limitations of the screening equipment,” the large number of MSW
trucks crossing POE, the limited resources available for conducting time-
intensive inspections of MSW, and the difficulty in conducting physical
inspections of MSW, the likelihood of finding prohibited items is
minimal.

We are recommending that the Commissioner of CBP conduct a risk
analysis and develop procedures and minimum requirements for
selecting and inspecting trucks carrying Canadian MSW,

According to Title 19 Code of Federal Regulations, Section 162.6, all
persons, baggage, and merchandise arriving in the customs territory of
the U.S. from places outside thereof are liable to inspection and search
by a customs officer.

Over 99% of Canadian MSW coming into Michigan flows through two
major POE, the Blue Water Bridge in Port Huron and the Ambassador
Bridge in Detroit. During calendar year 2004, these POE accepted
approximately 100,000 shipments of MSW for Michigan landfills, an
increase from approximately 92,600 during calendar year 2003. The
majority of the shipments are from the greater Toronto area. MSW from
other areas of Canada and Mexico enter the U.S. through an additional
nine POE that processed approximately 10,000 trucks in calendar year
2004,

3 A VACIS machine uses gamma rays to produce & visual presentation of a truck’s contents. The image is similar

to an x-ray.

* We have reported on the limitations of RPM and VACIS equipment in DHS OIG report number OIG-04-040,

September 2004,
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Table 1 shows the number of MSW trucks entering the U.S. during
calendar year 2004.

Table 1

MSW Truck Entering U.S. Ports
Calendar Year 2004

Ports Number of Percentage
Shipments

Port Huron, Michigan 90,174 82.1
Detroit, Michigan 9,250 g4
Buffalo, New York - 7,580 6.9
sumas, Washington 2252 2.1
Sault Ste. Marie, 534 0.5
Michigan

San Luis, Arizona 38 0
Other Ports 19 0

[n Toronto, the MSW is unloaded from garbage trucks and reloaded onto
larger long-distance tractor-trailers for shipment to Michigan landfills.
At some of the transfer stations, the loaded trucks are driven through an
RPM prior to departure to the 1.8,

CBP Ingpections

At the Detroit and Port Huron POE, every passenger vehicle and truck
must pass through an RPM. An RPM is a non-intrusive tool that screens
vehicles for nuclear and radiological materials.

Screening of Trucks Carrying MSW
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Picture 1 shows an MSW truck passing through a RPM.

Truck going through a Radiation Portal Monitor

If an RPM or a Personal Radiation Detector (PRD)’ alerts to the presence
of radiation, the MSW truck receives a second screening using a
different RPM. If the second RPM also alarms, the truck undergoes
secondary examination. The secondary examination would involve CBP
officers using a Radiation Isotope Identifier Device (RIID) to identify the
source of the radiation (specific isotope). The truck may also undergo a
VACIS examination. The secondary examination generally involves a
physical examination of the vehicle. CBP does not have the capability to
unload and inspect the contents of a MSW truck at the POE. Once the
source of the specific radiation is determined, the vehicle will be released
into the U.S., or processed for immediate return to Canada.® Ifa
violation has occurred, a penalty might be issued. In September 2004 we
reported on the limitations of RPM, VACIS, PRD, and RIID equipment
in report number O1G-04-040.

* The PRD is a small, self-contained personal safety device used for detecting radiation.
® Radiation can be present in many commonly used materials such as cat litter and clay tiles.
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Special Operations

In July 2003, CBP initiated special operation days called “Dump in
Detroit” and “Screen Waste in Port Huron” to determine if trucks
hauling MSW into the U.S. are in compliance with import laws and
regulations. During the special operations, trucks are selected after they
have gone through the RPM. All trucks entering the U.S. at the ports of
Detroit and Port Huron drive through an RPM. Trucks cannot be
selected for special operations until they have gone through the RPM.
The truck driver’s entry documents are also reviewed to see if the driver
has any outstanding warrants or legal issues in the U.S. or Canada. After
the documents are confirmed, the truck is escorted to a landfill for a
more thorough examination of its contents. Before the trucks are
escorted to the landfill, a canine, if available, will be used to inspect the
trucks. Since the special operations began, 629 trucks have been
inspected, including 552 at the port of Detroit and 77 at Port Huron.

Results of Audit

Vulnerabilities in Sereening Equipment and Physical
Inspections

CBP does not have an effective method to screen and inspect the 350
truckloads of MSW that enter the U.S. daily through the Detroit and Port
Huron POE, The effectiveness of RPMs and other equipment used to
test for the presence of radiation is limited. VACIS visual presentations
cannot easily distinguish drugs, weapons, or other contraband in MSW.
In addition, physical inspections are of limited value because it is
difficult to thoroughly inspect compacted MSW to identify illegal cargo,
and relatively few inspections are performed because they are labor
intensive. Further, physical inspections of the cab and the tractor are not
routinely performed.

RPM and VACIS Examinations

The effectiveness of RPM and VACIS examinations is limited. Ina
September 2004 classified report, we identified needed improvements in
the application of RPM technelogy. In addition, the effectiveness of the
VACIS imaging system is limited by the nature of MSW. Because
MSW is dense when compacted for transportation and is not a

Screening of Trucks Carrying MSW

FOR OFFICAL USE ONLY

Page 5




FOR OFFICIAL USE ONLY

homogenous product, it can be difficult for the officers to identify
anomalies in the visual representation. Other commodities present a
clearer and more uniform image. However, the imaging system has been
useful in detecting some illegal drug smuggling. In one instance, an
anomaly in the visual representation was found to be 1,900 pounds of
marijuana packed in sports equipment bags. The bags were found in the
back of a MSW truck.

The VACIS imaging equipment also has mechanical limitations. At the
ports we visited, the truck housing the equipment and the VACIS
equipment ifself were often out of service due to mechanical problems.
The VACIS truck must be driven to a contractor or wait for a technician
for repairs. Also, the equipment is often inoperable in inclement weather
(electrical, wind, and snow storms).

CBP Inspections of MSW

Very few trucks received inspections other than an RPM. All MSW
inspections during calendar year 2004 took place under special operation
days called “Dump in Detroit” and “Screen Waste in Port Huron.”
Although the Detroit and Port Huron POE accept 99% of MSW entering
Michigan and over 90% of all MSW entering the U.S., the contents of
less than 2/10 of 1% of MSW trucks are selected for physical
inspections.

During calendar year 2004, 77 of the 90,174 MSW trucks that came
through Port Huron were selected for landfill inspections. At the port of
Detroit, 100 of 9,250 MSW trucks were selected for inspection.
However, all inspections at Detroit occurred during July through
December; no inspections were performed during January to June. CBP
personnel told us they did not perform any landfill examinations during
the latter period because officers were assigned to higher risk priorities.

Screening of Trucks Carrying MSW
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Table 2 shows the number of landfill examinations performed by menth
during 2004 for the Port Huron and Detroit POE.

Table 2

Landfill Exams for Calendar Year 2004

Mumber of
Landfill Exams

Jan. Feb. Mar. Apr. May Jun. Jul. Aug.Sep. Oct. Mov. Dec,

W Detroit, M
B Port Huron, M|

Poor weather conditions, difficulty getting into landfills, distances to the
landfills, the length of time required to escort MSW trucks to a landfill
and conduct an inspection, limit the number of landfill exams conducted
by CBP. The Michigan landfills are located from 25 to 90 miles from
the POE. Three officers and a supervisor conduct landfill examinations
either on overtime or on regular hours, with their normal work
assignments performed on an overtime basis. CBP officers typically
select no more than five trucks to accompany to the landfill, observe the
unloading, and examine the contents. The officers then return to the
POE. The process from selection to release of the trucks after the
examination, can take from 3 to 6 hours.

Physical examinations at landfills are difficult to perform because of
unhealthy and dangerous environmental conditions. The presence of
blood, medical waste, syringes, and the commingling of household
chemical products, can cause skin irritation, respiratory problems, and
diseases, such as hepatitis. Officers are also exposed to bird droppings
from the multitude of birds that fly above the landfills,

Screening of Trucks Carrying MSW
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Picture 2

CBP Officers at a Michigan landfill unloading a MSW truck

In addition, the MSW is generally so tightly compacted when a truck is
loaded, that it is hard to identify specific items, as they are unloaded at
the landfill. There have been fires inside these trucks caused by
spontancous combustion in the tightly compacted MSW.

Further, the landfill surfaces are unstable and slippery during rain, snow,
and ice, Officers can be injured climbing through the waste or by other
commercial trucks unloading garbage in the same area. Poor weather
conditions can also limit the number of landfill exams because of the
conditions of the roads and the distances to the landfills.

CBP officials consider inspection activities to be a local decision based
on a port officials’ assessment of risk, available resources, and workload.
CBP officials at the ports of Detroit and Port Huron told us they use local
intelligence, officer judgment, random sampling, and targeting scores
from CBP’s Automated Targeting System (ATS) to select trucks
carrying MSW for further examination. CBP officials said they have not
conducted a comprehensive assessment of risks facing the northern
border.

Screening of Trucks Carrying MSW
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Centralized Examination Station

Centralized Examination Stations (CES) are facilities located near POE
that provide the buildings and equipment needed to unload trucks,
examine their cargo, and reload. There are no CES near the Detroit or
Port Huron POE. Physical examinations are limited to a peek in the back
of truck (if the door is opened too much, it cannot be closed again) or a
view of the top of an open-top truck covered by a rollback tarp.

CBP solicited bids for a contractor to provide a preexisting facility or to
construct and operate a CES for M8W near the Detroit and Port Huron
POE. CBP planned to have contractors operate the facility, including
unloading and re-loading the MSW trucks and inspecting the contents.
The cost of the examinations, under CBP’s plan, would be charged to the
importer/exporter or importer’s/exporter’s agent. CBP officers would be
present at the CES to oversee the operation.

CBP received one proposal in response to its request. The proposal was
for a CES facility 80 miles from the POE., CBP determined that this was
too far from the POE. CBP officials believe a CES would allow CBP to
conduct more inspections in a safer environment and reduce the cost of
inspections. However, according to CBP officials, there appears to be no
interest from the private sector in establishing a CES facility closer to the
ports, and as a result, CBP is no longer pursuing the CES.

Operating Procedures

CBP relies on local POE officials to decide when to select and inspect
MSW trucks. CBP’s procedures for special operation days, for example,
do not specify how frequently special operation days should occur or
how many trucks should undergo inspection during these operations.
Lacking nationwide procedures, local port officials drafted local
procedures for screening MSW. This resulted in inconsistent inspections
by the CBP officers at the various POE, For example, Port Huron's
“Screen Waste” procedures instruct the officers to release the trucks
selected for inspections if a bottleneck develops at the bridge, while
Detroit’s “Dump” procedures do not mention release because of
bottlenecks.

Screening of Trucks Carrying MSW

FOR OFFICAL USE ONLY

Page 9



FOR OFFICIAL USE ONLY

In addition, Detroit and Port Huron do not conduct VACIS exams in the
same way., Detroit images the entire truck after the driver exits. Port
Huron starts to image behind the driver; the driver remains in the cab to
drive the truck through the imaging process. Consequently, if there
were contraband in the cab, the imaging process would not detect it.

Recommendations

We recommend that the Commissioner of CBP conduct a risk analysis
and develop procedures and minimum requirements for selecting and
inspecting trucks carrying MSW. The procedures should require
inspections throughout the year and physical inspections should not be
limited to special operations days.

Management Comments and OIG Analysis

We obtained written comments on a draft of this report from CBP. We
have included a copy of the comments in their entirety as Appendix C.
CBP agreed with the recommendations. Below is a summary of CBP’s
response to the recommendations and our assessment of the response.

CBP concurred with the recommendation and proposed a three part
action plan:

The Office of Field Operations (OFQ) will request that the Office of
Strategic Trade perform a risk analysis of trucks carrving municipal solid
waste into the United States.

OFO will review the risk analysis and develop procedures and
requirements for selecting and inspecting trucks carrying Canadian

municipal solid waste.

OFO will implement the new selection criteria and inspection
procedures,

Screening of Trucks Carrying MSW
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CBP’s proposed corrective action, when fully implemented, will satisfy
the recommendation. We requested a copy of the risk analysis and a
copy of the selection criteria and inspection procedures.

Screening of Trucks Carrying MSW
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Objective, Scope, and Methodology

The objective of this audit was to determine the effectiveness of the
technologies and methodologies used by CBP to screen MSW. Specifically,
we determined whether there were vulnerabilities in the technologies and
methodologies that CBP used to screen trucks and drivers hauling MSW from
Canada, and whether CBP personnel had established consistent,
comprehensive, and clear methodologies for screening MSW. The audit
scope covered the period January 2003 through March 2005.

We interviewed CBP Headquarters and port personnel responsible for the
program. We reviewed regulations, directives, and other guidance related to
the screening and examination of MSW. We reviewed MSW entries and
analyzed data files received from port personnel.

We conducted our audit work at CBP Headquarters and at the ports of Detroit
and Port Huron, Michigan, where we observed the processing and screening
of MSW. We selected the ports of Detroit and Port Huron because they have
the largest volume of MSW entries nationwide. We also visited two Michigan
landfills and observed how MSW is examined. We visited three MSW
transfer stations in the greater Toronto area where MSW is unloaded from
collection vehicles and briefly held while it is reloaded onto larger long-
distance transport vehicles for shipment to landfills or other treatment or
disposal facilities. We also gathered and analyzed information regarding
techniques for screening MSW from other northern and southern border ports.

We conducted our audit between June 2004 and March 2005 under the

authority of the Inspector General Act of 1978, as amended, and according to
generally accepted government auditing standards.

Screening of Trucks Carrying MSW
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Congregs of l:ﬁa Wnited States
. Washington, JBE 20510
_ Cictober 20, 2003
The Honorabls Clark Fent Ervin
Awting Inspector General

LS. Departrent of Homoland Secority
Washington, D.C, 20528

Dresr Inspector Geseral Ervin:

We aze writing 1o request fhat your office begin an fuvestigation into the effectivencss of
MMafcmmmanunmqgummmgmh@umﬁqm
(MEW). SMIE&M{}-ZDDJ.mnﬁtyﬂmehﬂhamahippingaﬂnﬁummhﬂahigm
for disposal. Currently, epproscimately 125-150 trash trcks from Toronto and 30 trash tmeles
from other Canndiam municipalities travel across ths 1.8, — Camadion border futo Mishigm for
dispogal eack dgy. Thnmmqum&mmmkmmmﬂwhﬂhwmmtﬂ:um:ﬁmdnlnglw
mﬂtmhmbﬁmumdhymﬂmmmmmiﬁpdmﬁdmmuamwum
methodologies and tecimologies used by the Buresy fo soreen other foma of commerss eatering
inhﬁ:ﬂuﬂudsmbymmudalmwehlﬂohmnpmt ;

m}unmm.mm&mmmmmmm@mmmm

“Municipa] Solid Waste,”™ Over the courss of the past year, there have been mumesos cases
where tritcks were in fact carrying mor than wes ated on the manifest. In Cetober, 2002, 2
mm&kmlmﬁngblmdﬁmitinﬂ&uﬂuﬁmlﬂmmmm&mm
into the United States, As the truck wes imloadsd st 2 Waste Management Recovery station in
Detrotf, it became clear that medical wasie was a largs percentage of the waste In e trailer, In
Apﬂnfthhmpoﬁmﬁzﬁmmeﬂﬁp,mmmmdﬂpmwmmmu

* brash truck, In that instinca, Custenns egants told Cazleton Farme 1and6ll opersiors to be on the
Imimﬂfqrmnnahmdﬂunhaﬂiﬂﬂgﬂﬁugm ToE

In carly Angust of this year, & trailer carrying MEW was pulled over for baing i
overweight, MFGEMmmﬂﬁy,nﬂﬂahminhgmmﬁumﬂmﬁﬁvumdpﬂsmm
found 2 blue duffz bag contsining $539,200. On September 24, 2003 Customs azents
epprehended a frash truck: driver for attempting to enter the Tnited States with one ton of
merijiama. The spprokimately 2,000 pounds o illepal deugs packed in 59 plastic bags and
hockey equipment duffel bags was one of the biggest drog busts in recent Michigan history, Law
enforcement offigials value the drug's sireet valus af spproximataly $9 million. A fow deys later,
mﬂm:am'mmmmmmsﬁmm;mw & Capedian
waste bauling campany for violating Michizan Lawy by dumping medical wasts in Mickigan
lendfills,
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The= Honorable Clark Fent Brvin
Ovctober 20, 2003 .
Page Two

The aforementioned cass are sxamples of the Eysiem warking, However, we am
coccemed that fior each truck found with contrahand, many more may be getting throush fhe
Eystent. '

Thit i= an Ismus of the utmest fmportance ta the citizens of Michigmn, and fndesd the
safety of our Mation. Therefore, we sk that you begin this imvestisstion a3 soon as pessible, I
yau have any questions, pleass do not hesitate to contact us, or have your st=fF contact Eaye
Maier in Senator Loyin's offics at (202) 224-9110,

Sincercly,

Dl Stabanow i
Membe of Congress Memiber of Conpreds
U5, Serate : US. Senste

Screening of Trucks Carrying MSW
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U.E. Deparmaent of Homeland Secority
Washingron, DC 10219

115, Cnstoms and
Border Protection

Decamber 20, 2005

MEMORANDUM FOR RICHARD L. SKINNER
INSFECTOR GEMERAL
DEPARTMENT OF HOMELAND SECURITY

ﬂ et
FROM: Acting Direcmrﬂf_ ,f-;ﬁ'u@b}_,

Office of Polley and Planning

SUBJECT: Fesponse to the Office of Inspeclor Genaral's Draft Report
on the Screening of Trucks Carrying Canadian Municipal
Solid Waste

Thank you for providing us with 2 copy of your draft report entitled “Audit of
Screening of Trucks Carrying Canadian Municipal Solid Wast=" and the opportunity
ta discuss the issues In this report. The U.S. Customs and Border Protection (CEP)
appreciated the opportunity lo work with the auditars in constructing a balanced and
accurate document. CBP agrees with the overall substance and findings of the
report,

The Office of Inspeclor Gansral (018) recarmmends that CBP conduct a risk analysis
and develop procedures and minimum requirements for selecting and inspecting
trucks camying MEW. The procedures should require inspections throughout the
year and physical Inspections should not ba limited to special operations days,

CBP concurs with the recommendations and proposes a three part action plan:

* Risk analysis performed by the Dffice of Strategic Trade = The Office of
Field Operations (OFO) will request that tha Office of Strateglc Trade perdform
a risk snalysis of frucks carnying municipal solid waste Into tha United States,
The analysis will be fosused on providing statistically valld examination rates
for 2ach {yp= of examination perdomead. This analysis will be requested within
120 days. The teniztive delivery dale is May 1, 2008,

+ Development of procedures by OFO — OFO will review the risk analysis and
develop procedures and requirements for sslecting and inspecting trucks
carrying Canadian municipal solid waste. The tentative delivery date for this is
Juna 1, 2008,

Screening of Trucks Carrying MSW
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» Implementation of precedures by the OFQ — OFO will implement the new
selection criteria and Inspection proceduras, Full implemantation should be
completed by August 1, 2008,

CBP has determinad that the information in the audit does warrant protection and we
ars designating the document as "For Official Use Only (FOUD)." Classificalion of
the report as FOUO is cleary justified because of the sensitive nature of the
information cantained therein. The entire report should be FOUO bacause it
discusses fargeting and exam methodology. Please consider CBP's concerms pricr
to releasing information that has baen determined o be sensitiva,

If you have any questions regarding this response, please contacl me or have a
member of your stafl contact Ms, Lynn Rishardson at (202) 344-2053,

Screening of Trucks Carrying MSW
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Major Contributors To This Report

Roberta N. Rickey, Field Office Director
Robert Davis, Audit Manager

Elizabeth Haskett, Auditor-in-Charge
Robert Long, Auditor

Mee Lun Williams, Auditor
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Report Distribution

Department of Homeland Security

Secretary

Deputy Secretary

Chief of Staff

General Counsel

Executive Secretariat

Acting Commissioner, Customs and Border Protection
Assistant Commissioner for Field Operations
Assistant Secretary, Public Affairs

Assistant Secretary, Policy

Assistant Secretary, Legislative Affairs

CBP Audit Liaison

DHS OIG Liaison

Office of Management and Budget

Chief, Homeland Security Branch
DHS OIG Budget Exarniner

Congress

Congressional Oversight and Appropriations Committees, as appropriate
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Additional Information and Copies

To obtain additional copies of this report, call the Office of Inspector General
(OIG) at (202) 254-4100, fax your request to (202) 254-4285, or visit the OIG
web site at www.dhs.gov/oig.

OIG Hotline

To report alleged fraud, waste, abuse or mismanagement, or any other kind
of criminal or noncriminal misconduct relative to department programs ar
operations, call the OIG Hotline at 1-800-323-8603; write to DHS Office of
Inspector General/MAIL STOP 2600, Attention: Office of Investigations —
Hotline, 245 Murray Drive, SW, Building 410, Washington, DC 20528 fax
the complaint to (202) 254-4292; or email DHSOIGHOTLINE@dhs.gov. The
OIG seeks to protect the identity of each writer and caller,
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