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congressional committees

Why GAO Did This Study

The Department of Defense (DOD)
industry personnel security
clearance program has long-
standing delays and backlogs in
completing clearance requests and
difficulties in accurately projecting
its future needs for investigations
to be conducted by the Office of
Personnel Management (OPM). In
2006, Congress mandated that DOD
report annually on the future
requirements of the program and
DOD’s efforts to improve it, and
that GAO evaluate DOD'’s first
report. Specifically, GAO was
required to report on (1) the extent
to which the report responds to the
issues in the mandate, (2) the
number and cost of clearance
investigations and adjudications in
fiscal years 2000-2006, and (3) the
extent to which DOD has
developed procedures to estimate
future needs, plans to reduce
delays and backlogs, and plans to
provide funding for the program.
To accomplish these objectives,
GAO obtained and reviewed laws,
executive orders, policies, reports,
and other documents related to the
security clearance process and
interviewed officials from a range
of government offices concerned
with the clearance process.

What GAO Recommends

GAO recommended that DOD
augment future reports with
information on funding needs for
additional future years, timeliness
data on clearance process phases
in addition to the investigation
(e.g., adjudication), and measures
of quality in the clearance process,
to be developed. DOD concurred
with each recommendation.

To view the full product, including the scope
and methodology, click on GAO-08-350.

For more information, contact Brenda Farrell
at (202) 512-3604 or farrellb@gao.gov.

DOD PERSONNEL CLEARANCES

Improved Annual Reporting Would Enable More
Informed Congressional Oversight

What GAO Found

Although DOD’s first annual report responded to the issues specified in the
mandate, it did not include certain important information that was available
on funding, processing times, and quality. DOD’s report limited the funding
requirements information for its industry security clearance program to 2007
and 2008, even though the department asserted before Congress in May 2007
that it would need tens of millions of dollars in the future to maintain the
infrastructure supporting the program and to cover operating costs. While
DOD reported the average total time for DOD industry clearances and the
average time to complete all clearance investigations, it did not include
information on the time to complete any of the other phases (e.g.,
adjudication). GAO’s September 2006 report suggested that longer delays are
found in some phases of the process than in others and that quantifying those
delays would be useful. The DOD report was largely silent on measures of
quality in the clearance process, which is crucial if agencies are to accept the
validity of clearances from other agencies. By not including these types of
information, DOD limited the information available to Congress as it oversees
the effectiveness of DOD’s industry personnel security clearance program.

GAO was unable to report the number and unit cost of investigations and
adjudications for fiscal years 2000 through 2004 because data were either
unavailable or insufficiently reliable. However, DOD reported that OPM
conducted 81,495 and 138,769 investigations of industry personnel in fiscal
years 2005 and 2006, respectively, and DOD granted clearance eligibility to
113,408 and 144,608 industry personnel in fiscal years 2005 and 2006,
respectively. In estimating unit costs, DOD and OPM did not account for all
factors affecting the cost of a clearance—factors that would have made the
DOD-provided estimates higher. These factors included (1) the cost of special
interviews that are sometimes necessary to resolve discrepancies in
information and (2) that top secret clearance adjudications normally take
about twice as long as those for secret/confidential clearances.

DOD’s procedures and plans are evolving, including procedures for projecting
the number of future investigations it will need and plans to reduce backlogs
and delays, as well as steps to fund the industry clearance program. In
ongoing efforts to address the continued inaccuracy of its projections of
future clearance needs, DOD has taken several steps. For example, DOD made
its voluntary annual survey of contractors performing classified government
work accessible through the Internet in 2006 and began encouraging industry
staff to complete it. The response rate increased to 86 percent of industry
personnel in 2007. Further, while DOD does not have its own plan to address
the funding of its clearance program and its delays in processing clearances, it
is currently participating in a governmentwide effort to make clearance
processes more efficient and cost-effective. Streamlining and improving the
efficiency of its clearance process is also one of DOD’s top transformation
priorities. In its 2004 report, GAO recommended that DOD implement a
comprehensive plan and improve its estimates of future investigation needs.

United States Government Accountability Office


http://www.gao.gov/cgi-bin/getrpt?GAO-08-350
http://www.gao.gov/cgi-bin/getrpt?GAO-08-350


<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /PageByPage
  /Binding /Left
  /CalGrayProfile (None)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /SyntheticBoldness 1.00
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveEPSInfo true
  /PreserveHalftoneInfo false
  /PreserveOPIComments true
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Preserve
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasGrayImages false
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasMonoImages false
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputCondition ()
  /PDFXRegistryName (http://www.color.org)
  /PDFXTrapped /False

  /Description <<
    /JPN <FEFF3053306e8a2d5b9a306f300130d330b830cd30b9658766f8306e8868793a304a3088307353705237306b90693057305f00200050004400460020658766f830924f5c62103059308b3068304d306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103057305f00200050004400460020658766f8306f0020004100630072006f0062006100740020304a30883073002000520065006100640065007200200035002e003000204ee5964d30678868793a3067304d307e30593002>
    /DEU <>
    /FRA <>
    /PTB <>
    /DAN <>
    /NLD <>
    /ESP <>
    /SUO <>
    /ITA <>
    /NOR <>
    /SVE <>
    /ENU <>
  >>
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


