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Recent data breaches highlight how 
identity theft may occur when 
businesses share individuals’ 
personal information, including 
Social Security Numbers (SSNs), 
with contractors. Because private 
sector entities are more likely to 
share consumers’ personal 
information via contractors, 
members of Congress raised 
concerns about the protection of 
this information in contractual 
relationships. In response, GAO 
examined (1) how entities within 
certain industries share SSNs with 
contractors; (2) the safeguards and 
notable industry standards in place 
to ensure the protection of SSNs 
when shared with contractors; and 
(3) how federal agencies regulate 
and monitor the sharing and 
safeguarding of SSNs between 
private entities and their 
contractors. 

What GAO Recommends  

GAO recommends that Congress 
consider possible options for 
addressing gaps in federal 
requirements for safeguarding 
SSNs shared with contractors.  
None of the seven agencies GAO 
talked to provided formal written 
responses. However, six of the 
seven agencies provided technical 
comments, which were 
incorporated as appropriate. 

Banks, securities firms, telecommunication companies, and tax preparation 
companies share SSNs with contractors for limited purposes. Firms GAO 
interviewed routinely obtain SSNs from their customers for authentication 
and identification purposes, and contract out various services, such as data 
processing and customer service functions. Although these companies may 
share consumer information, such as SSNs, with contractors, company 
officials said that they only share such information with their contractors 
when it is necessary or unavoidable. 
 
Companies in the four business sectors GAO studied primarily relied on 
accepted industry practices and used the terms of their contracts to protect 
the personal information shared with contractors. Most company officials 
stated that their contracts had provisions for auditing and monitoring to 
assure contract compliance. Some noted that their industry associations 
have also developed general guidance for their members on sharing personal 
information with third parties. 
 
Federal regulation and oversight of SSN sharing varied across the four 
industries GAO reviewed, revealing gaps in federal law and agency 
oversight in the four industries GAO reviewed that share SSNs with 
contractors. Financial services companies must comply with the 
Gramm-Leach-Bliley Act (GLBA) for safeguarding customers’ personal 
information and regulators have an examination process in place to 
determine whether banks and securities firms are safeguarding this 
information. IRS has regulations and guidance in place to restrict the 
disclosure of SSNs by tax preparers and their contractors, but does not 
perform periodic reviews of tax preparers’ compliance. Because the 
Federal Communications Commission (FCC) believes that it lacks 
statutory authority to do so, it has not issued regulations covering SSNs 
and also does not periodically review telecommunications companies to 
determine whether they are safeguarding such information. 
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Source: GAO.
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www.gao.gov/cgi-bin/getrpt?GAO-06-238.
 
To view the full product, including the scope 
and methodology, click on the link above. 
For more information, contact Barbara D. 
Bovbjerg at (202) 512-7215 or 
bovbjergb@gao.gov. 

http://www.gao.gov/cgi-bin/getrpt?GAO-06-238
http://www.gao.gov/cgi-bin/getrpt?GAO-06-238


<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /PageByPage
  /Binding /Left
  /CalGrayProfile (None)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.3
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /SyntheticBoldness 1.00
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveEPSInfo true
  /PreserveHalftoneInfo false
  /PreserveOPIComments true
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Preserve
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasGrayImages false
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasMonoImages false
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputCondition ()
  /PDFXRegistryName (http://www.color.org)
  /PDFXTrapped /False

  /Description <<
    /JPN <FEFF3053306e8a2d5b9a306f300130d330b830cd30b9658766f8306e8868793a304a3088307353705237306b90693057305f00200050004400460020658766f830924f5c62103059308b3068304d306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103057305f00200050004400460020658766f8306f0020004100630072006f0062006100740020304a30883073002000520065006100640065007200200035002e003000204ee5964d30678868793a3067304d307e30593002>
    /DEU <>
    /FRA <>
    /PTB <>
    /DAN <>
    /NLD <>
    /ESP <>
    /SUO <>
    /ITA <>
    /NOR <>
    /SVE <>
    /ENU <>
  >>
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


