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Why GAO Did This Study

Control systems—computer-based
systems that monitor and control
sensitive processes and physical
functions—perform vital functions
in many of our nation’s critical
infrastructures, including electric
power, oil and gas, water
treatment, and chemical
production. The disruption of
control systems could have a
significant impact on public health
and safety, which makes securing
them a national priority. GAO was
asked to (1) determine cyber
threats, vulnerabilities, and the
potential impact of attacks on
critical infrastructure control
systems; (2) determine the
challenges to securing these
systems; (3) identify private sector
initiatives to strengthen the
cybersecurity of control systems;
and (4) assess the adequacy of
public sector initiatives to
strengthen the cybersecurity of
control systems. To address these
objectives, we met with federal and
private sector officials to identify
risks, initiatives, and challenges.
We also compared agency plans to
best practices for securing critical
infrastructures.

What GAO Recommends

GAO is making recommendations
to the Department of Homeland
Security (DHS) to develop a
strategy for coordinating control
systems security efforts and to
enhance information sharing with
relevant stakeholders. DHS
officials did not agree or disagree
with GAQO’s recommendations, but
stated that they would take them
under advisement.

www.gao.gov/cgi-bin/getrpt? GAO-07-1036.

To view the full product, including the scope
and methodology, click on the link above.

For more information, contact Dave Powner
at (202) 512-9286 or at pownerd @ gao.gov.
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CRITICAL INFRASTRUCTURE
PROTECTION

Multiple Efforts to Secure Control
Systems Are Under Way, but Challenges
Remain

What GAO Found

Critical infrastructure control systems face increasing risks due to cyber
threats, system vulnerabilities, and the serious potential impact of attacks as
demonstrated by reported incidents. Threats can be intentional or
unintentional, targeted or nontargeted, and can come from a variety of
sources. Control systems are more vulnerable to cyber attacks than in the
past for several reasons, including their increased connectivity to other
systems and the Internet. Further, as demonstrated by past attacks and
incidents involving control systems, the impact on a critical infrastructure
could be substantial. For example, in 2003, a computer virus was blamed for
shutting down train signaling systems throughout the East Coast and in 2006,
a foreign hacker was reported to have planted malicious software capable of
affecting a water filtering plant’s treatment operations.

Critical infrastructure owners face both technical and organizational
challenges to securing control systems. Technical challenges—including
control systems’ limited processing capabilities, real-time operations, and
design constraints—hinder an infrastructure owner’s ability to implement
traditional information technology security processes, such as strong user
authentication and patch management. Organizational challenges include
difficulty in developing a compelling business case for investing in control
systems security and differing priorities of information security personnel
and control systems engineers.

Multiple private sector entities such as trade associations and standards
setting organizations are working to help secure control systems. Their
efforts include developing standards, providing guidance to members, and
hosting workshops on control systems security. For example, the electricity
industry has recently developed standards for cybersecurity of control
systems and a gas trade association is developing guidance for members to
use encryption to secure control systems.

Federal agencies also have multiple initiatives under way to help secure
critical infrastructure control systems, but more remains to be done to
coordinate these efforts and to address specific shortfalls. Over the past few
years, federal agencies—including the Department of Homeland Security,
the Department of Energy, and the Federal Energy Regulatory Commission
(FERC)—have initiated efforts to improve the security of critical
infrastructure control systems. However, there is as yet no overall strategy
to coordinate the various activities across federal agencies and the private
sector. Further, DHS lacks processes needed to address specific weaknesses
in sharing information on control system vulnerabilities. Until public and
private sector security efforts are coordinated by an overarching strategy
and specific information sharing shortfalls are addressed, there is an
increased risk that multiple organizations will conduct duplicative work and
miss opportunities to fulfill their critical missions.

United States Government Accountability Office


http://www.gao.gov/cgi-bin/getrpt?GAO-07-1036
http://www.gao.gov/cgi-bin/getrpt?GAO-07-1036
mailto:pownerd@gao.gov


<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /PageByPage
  /Binding /Left
  /CalGrayProfile (None)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /SyntheticBoldness 1.00
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveEPSInfo true
  /PreserveHalftoneInfo false
  /PreserveOPIComments true
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Preserve
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasGrayImages false
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasMonoImages false
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputCondition ()
  /PDFXRegistryName (http://www.color.org)
  /PDFXTrapped /False

  /Description <<
    /JPN <FEFF3053306e8a2d5b9a306f300130d330b830cd30b9658766f8306e8868793a304a3088307353705237306b90693057305f00200050004400460020658766f830924f5c62103059308b3068304d306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103057305f00200050004400460020658766f8306f0020004100630072006f0062006100740020304a30883073002000520065006100640065007200200035002e003000204ee5964d30678868793a3067304d307e30593002>
    /DEU <>
    /FRA <>
    /PTB <>
    /DAN <>
    /NLD <>
    /ESP <>
    /SUO <>
    /ITA <>
    /NOR <>
    /SVE <>
    /ENU <>
  >>
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice




