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GAO United States 
Genera l Account i ng Off ice 
Wash i ngton, D.C. 20648 

Nat iona l Secur ity and 
Internat iona l Affa irs Div is i on 

B-238363 

Ju ly 8,199 l 

The Honorab l e John G lenn 
Cha irman, Committee on 

Governmenta l  Affa irs 
Un ited States Senate 

Dear Mr. Cha irman: 

Th is report responds to your request that we exam ine secur ity contro ls 
at government and contractor laborator ies engaged in the chem ica l  war- 
fare and b io log ica l defense research program for the Department of 
Defense (DOD). In part icu lar, you asked that we exam ine the adequacy of 
contro ls over fore ign v is itors, techn ica l data, and sens it i ve chem ica l  and 
b io log ica l mater ia ls at DOD and contractor laborator ies, as we l l  as the 
secur ity over the sh i pment of these mater ia ls. 

Th is report summar i zes the resu lts of our exam inat i on of f ive DOD and 
f ive contractor laborator ies and d i scusses three areas of concern. Our 
work d id not address broader secur ity i ssues such as government-wide 
contro ls over techn ica l data, informa l commun i cat i ons among sc ient ists, 
or U.S. sc ient ists trave l i ng overseas. Except as noted, our work a lso d id 
not address contro l weaknesses that might have ex isted before 1989. As 
requested, we prov ided deta i l ed br ief ings to your staff. 

Resu lts in Br ief At the t ime of our rev iew, secur ity contro ls at the 10 laborator ies we 
exam ined and sh ipp i ng procedures invo lv i ng the laborator ies were gen- 
era l ly suff ic ient to protect sens it i ve spec ia l  mater ia ls and techn ica l data. 
However, we noted that some contro ls shou l d be improved to m in im ize 
the chance of comprom is i ng sens it i ve data or mater ia ls at the laborato- 
r ies Spec if ica l l y, we found the fo l l owing: 

9 The Army’s Med ica l  Research and Deve l opment Command d id not 
a lways comp l y with the DOD requ irement that author izat ion requests for 
fore ign representat ives v is it ing Army fac i l i t ies be submitted at least 
30 days before the proposed v is its. The 30-day requ irement is based pr i- 
mar i l y on rec iproc ity with other countr ies and the need for coord inat ion 
and preparat ion. 

. The Chem ica l  Personne l  Re l iab i l i ty Program does not (1) check the 
cred it records of ind iv i dua ls ass i gned to the program or (2) conso l i date 
and report informat ion to proper ly oversee the program-for examp le, 
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. 

the number of ind iv i dua ls in the program, the number d isqua l i f i ed from 
the program, and the reasons they were d isqua l i f i ed. 
The Chem ica l  Research, Deve l opment and Eng i neer i ng Center has been 
respons ib l e s i nce 1982 for admin ister ing severa l spec ia l  access pro- 
grams-those that str ict ly contro l access because of the need for greater 
secur ity-but d id not estab l i sh a  document accountab i l i ty system unt i l 
January 1989. In December 1989, we found that one of the Center’s off- 
s ite contractors stored some c lass if ied mater ia l in a  safe but d id not con- 
tro l it through the document accountab i l i ty system. 

The resu lts of our rev iew are summar i zed be l ow and d i scussed more 
fu l ly in append i x I. 

Background DOD, with the Army as execut i ve agent, admin isters the chem ica l  war- 
fare and b io log ica l defense research program. The chem ica l  s i de of the 
program invo lves research in both offens ive and defens i ve measures, 
whereas the b io log ica l s i de is restr icted by the terms of the 1972 Bio log- 
ica l a n d Tox ic Weapon s  Convent i on to research on defens i ve measures. 

Most of DOD’S chem ica l  a n d b io log ica l defense research is unc lass if i ed, 
and DOD encourages the exchange of sc ient if ic research informat ion with 
other countr ies. Hundreds of fore ign nat iona l s annua l l y v is it DOD and 
contractor laborator ies. An Army regu lat i on conta i ns po l i cy a nd proce- 
dures for request i ng and approv i ng v is its by fore ign nat iona l s a nd for 
the exchange of informat ion. 

Ind iv i dua ls ass i gned to pos it i ons invo lv i ng access to, or respons ib i l i ty 
for, the secur ity of sens it i ve chem ica l  mater ia ls used in mi l itary opera- 
t ions must be part of the Army’s Chem ica l  Personne l  Re l iab i l i ty Pro- 
gram. Army regu lat i ons estab l i sh procedures for screen i ng and 
eva l uat i ng cand i dates for the program and for per iod ica l l y eva l uat i ng 
ind iv i dua ls a l ready ass i gned. 

Phys ica l Contro ls and Secur ity contro ls a nd procedures at the 10 research laborator ies were 

Procedures 

* 

genera l l y adequate to protect chem ica l  a n d b io log ica l mater ia ls a n d sen- 
s it ive informat ion. Doub l e  fences, barbed wire, intrus ion detect i on sys- 
tems, and other phys ica l  deterrents protected the DOD bu i l d i ngs hous i ng 
chem ica l  laborator ies. Hazardous mater ia ls in DOD and contractor b io log- 
ica l l aborator ies were stored in l ocked conta iners in l ocked rooms, gener- 
a l ly w ith on l y two ind iv i dua ls hav i ng keys or lock comb inat i ons. Log- 
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books show ing quant it i es of mater ia ls rece i ved and used were 
ma inta i ned. 

Sh i pments and transfers of chem ica l  a n d b io log ica l mater ia ls were we l l  
documented. The Army’s Techn i ca l  Escort Un it sh i ps chem ica l  agents 
us i ng mi l itary personne l  tra ined to hand l e hazardous substances. 

Advance Approva l 
Requ irements for 
Fore ign Vis itors 

DOD requ ires that fore ign nat iona l s subm it v is it requests 30 days in 
advance of p l a nned v is its to a l l ow enough t ime to determ ine whether 
approva l  for the v is it shou l d b e g i ven and whether the v is it wou l d b e 
benef ic i a l  to the Un ited States. The Army’s Med ica l  Research and Deve l- 
opment Command at Fort Detr ick, Mary land, d id not a lways adhere to 
th is requ irement. In February 1987, the Command ident if ied a n i ncrease 
in the number of unauthor i zed fore ign v is itors and a need to comp ly 
with Army regu lat ions. In February 1989, the Command adv i sed its 
off ices that of a tota l of 384 documented fore ign v is itors, about 20 per- 
cent of the requests for v is it approva l s h ad been subm itted late (g iv ing 
the Command fewer than 30 days not ice). In Apri l 1990, fo l l ow ing sev- 
era l unapproved v is its, the Command aga i n rem inded its off ices of the 
30-day requ irement. 

Our rev iew of the records of fore ign v is itors to the Command from Jan- 
uary through June 1990 showed that some author izat ion requests sti l l 
were not be i ng subm itted to Army headquarters 30 days before the pro- 
posed v is its. Some v is its were approved verba l l y, less than 30 days 
before the proposed v is it dates, and d id not comp ly with the requ ired 
forma l, wr itten approva l. A lthough Army regu lat i ons prov i de that late 
requests may be returned w ithout act ion, we d id not ident ify any 
requests that were re jected or returned for th is reason. The Army is 
aware of th is prob l em and is tak ing steps to correct it, such as rem ind i ng 
fore ign embassy mi l itary attaches of the 30-day requ irement. 

Screen ing and 
Report i ng in the 
Chem ica l Personne l 
Re l iab i l ity Program Y 

The Chem ica l  Personne l  Re l iab i l i ty Program has procedures for 
se lect ing, screen ing, and eva l uat i ng cand i dates for the program and for 
per iod ica l l y eva l uat i ng ind iv i dua ls a l ready in the program. However, 
the procedures do not inc l ude a cred it check. Such a check is used in 
other personne l  secur ity invest igat ions. It can ident ify f inanc ia l 
prob l ems or unexp l a i ned aff luence. 

Un l i ke the Nuc lear Weap o n  Personne l  Re l iab i l i ty Program, the chem ica l  
program does not requ ire an annua l  conso l i dated status report that 
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shows the number of ind iv i dua ls in the program, the number d isqua l i - 
f ied from the program, and the reasons they were d isqua l i f i ed. Th is type 
of report can revea l trends and prob l ems that requ ire management 
attent ion and serve as eva luat i ve i nput in assess i ng the effect iveness of 
the program. 

C lass if ied Document The Chem ica l  Research, Deve l opment and Eng i neer i ng Center at Aber- 

Accountab i l i ty deen Prov ing Ground, Mary land, d id not estab l i sh a  document accounta- 
b i l ity system unt i l severa l years after rece iv i ng c lass if ied informat ion 
for severa l of its spec ia l  access programs. Two of its spec ia l  access pro- 
grams have been in ex i stence s i nce 1982 and 1986, but a document 
accountab i l i ty system was not estab l i shed unt i l ear ly 1989. At the t ime 
of our rev iew, the system was in p l ace and operat ing; however, we noted 
a prob l em at one of the Center’s off-s ite contractors. At the t ime of our 
v is it in December 1989, we found c lass if ied mater ia l stored in a  safe 
that had not been proper ly marked or i nc l uded as part of the accounta- 
b i l ity system. A Center off ic ia l to ld us that the mater ia l wou l d b e 
marked and added to mater ia ls contro l l ed through the contractor’s 
accountab i l i ty system. 

Recommendat i ons To improve secur ity and overs ight of the Chem ica l  Personne l  Re l iab i l i ty 
Program, we recommend that the Secretary of the Army 

l estab l i sh per iod ic cred it checks for ind iv i dua ls ass i gned to the program 
and 

l requ ire an annua l  conso l i dated status report show ing the number of 
ind iv i dua ls ass i gned, the number d isqua l i f i ed from the program, and the 
reasons for d isqua l i f i cat ion. 

Agency Comments and DOD genera l l y agreed with the f ind ings and one of two recommendat i ons 

Our Eva luat ion i n a  draft of th is report. DOD d id not agree that the Secretary of the 
Army shou l d requ ire an annua l  conso l i dated status report on the Chem- 
ica l Personne l  Re l iab i l i ty Program. DOD stated that data on ind iv i dua ls in 
the program is i nc l uded in the annua l  chem ica l  surety status reports 
subm itted by Army organ izat ions. A lthough the data is i nc l uded in these 
reports, it is not conso l i dated and therefore cannot be read i l y used. Also, 
the status reports are c lass if ied because of other data in them, wh i ch 
further restr icts the ir a l ready l im ited d istr ibut ion. 
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DOD'S comments and our eva l uat i on are d i scussed in more deta i l  in 
append i x I, and a comp l ete copy of the comments is i nc l uded as 
append i x V. 

To respond to the request, we rev i ewed gu i dance and exam ined records 
at Army headquarters, four Army commands, f ive DOD l aborator ies, and 
f ive contractor laborator ies. Our tests i nc l uded personne l  secur ity 
records, c lass if ied documents, and documents support i ng proposed for- 
e i gn v is itors to DOD and contractor research fac i l it ies. In mak i ng our 
se lect ion of proposed v is itors, we focused on potent ia l  prob l em areas, 
such as v is itors from des i gnated and sens it i ve countr ies and approva l  
documentat i on that appeared to be i ncomp lete or unt ime ly. To assess 
the adequacy of contro ls over the hand l i ng a nd sh i pp i ng of chem ica l  a n d 
b io log ica l mater ia ls, we exam ined l ogs and re lated documentat i on, such 
as sh i pp i ng not ices and rece ipts, at the laborator ies. Our ob ject ives, 
scope, and methodo l ogy are further d i scussed in append i x II. 

As arranged with your off ice, un l ess you pub l i c l y announce its contents 
ear l ier, we p l an no further d istr ibut ion of th is report unt i l 3 0  days from 
its i ssue date. At that t ime, we wi l l s end cop i es to the Secretar ies of 
Defense and the Army. Cop i es wi l l a l so be made ava i l ab l e to other inter- 
ested part ies on request. 

P lease contact me on (202) 275-8412 if you or your staff have any ques- 
t ions concern i ng the report. The ma jor contr ibutors to th is report are 
l i sted in append i x VI. 

Sincere ly yours, 

Donna Heiv i l i n 
Director, Log ist ics Issues 
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Protect ing Sens it ive Informa tio n and Ma ter ia ls 
at Research Fac i l it ie s 

Advance Approva l  
Requ i rements for 
Fore i gn Vis itors 

Roth Department of Defense (DOD) and Army regu lat i ons requ ire that a 
request for v is it author izat ion for a fore ign representat ive be subm itted 
to Army headquarters for approva l  at least 30 days before a proposed 
v is it to an Army organ izat ion, insta l l at ion, or contractor fac i l i ty under 
Army secur ity cogn i zance. However, the Army Med i ca l  Research and 
Deve l opment Command  at Fort Detr ick, Mary l and, d id not a lways 
comp l y w ith th is requ i rement. 

-.__-___._ l_....__ ---_-- 

Background The 30-day requ i rement is based pr imar i l y on rec iproc ity with other 
countr ies and to a l l ow enough t ime to determ ine whether approva l  for 
the v is it shou l d be g i ven and whether the v is it wou l d be benef ic i a l  to the 
Un ited States. Fore i gn nat iona l s who want to v is it Army insta l l at ions 
must subm it the request for approva l  through the ir embassy. A 
1988 Army regu lat i on prescr i bes po l i cy and procedures for d isc l os i ng 
c lass if ied i nformat ion and author iz i ng v is its to Army insta l l at ions1 In 
add it i on to other prescr i bed contro ls, the regu lat i on states that a request 
for v is it approva l  rece i ved by Army headquarters less than 30 days 
before a proposed v is it may be returned without act ion. 

Based on our d i scuss i ons with Army off ic ia ls and rev i ew of the regu la- 
t ion and request for v is it approva l s, the fo l l ow ing is a br ief descr ipt i on 
of headquarters i nvo l vement in the approva l  process. Headquarters per- 
sonne l  rev i ew the embassy request for v is it approva l  and make a pre- 
l im inary determ inat i on to approve or d i sapprove it. They then 
coord i nate the request with the c ommand in charge of the fac i l i ty or s ite 
to be v is ited. The c ommand and its fac i l i ty rev i ew the request for per- 
sona l  know l edge of the proposed v is itor, purpose of v is it, benef its to 
U.S. research programs, and ava i l ab i l i ty of Army personne l  on the date 
of the v is it. The ir concurrence or nonconcurrence with the proposed 
v is it is commun i cated to Army headquarters, wh i ch not if ies the 
embassy. If the proposed v is itor is from a des i gnated or sens it i ve 
country, the request is coord i nated with the Off ice of the Ass istant Sec- 
retary of Defense (Internat iona l Secur ity Affa irs), wh i ch interfaces with 
the Department of State. 

The regu lat i on’s prov is i ons cover a l l types of v is its by fore ign represent- 
at ives, and these v is its may be short-term or long-term. For examp l e, 

‘Army Regu l at i on 380-10, “D isc l osure of Informat i on a n d  Vis its a n d  Accred i tat i on of Fore i g n 
Nat i ona l s” (du l y 29, 1988). 
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Protect ing Sens it ive Informat ion and 
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they range from a fore ign d ign itary’s 7-hour v is it to the Med ica l  Com- 
mand for a tour of fac i l it ies a nd br ief ings to a fore ign sc ient ist’s 
12-month ass i gnment to a pro ject at one of the b io log ica l laborator ies. 

The regu lat i on does not requ ire commands to per iod ica l l y report on 
the ir fore ign v is itors. Consequent l y, the prec ise number of v is itors for a 
g i ven year was not ava i l ab le. However, a representat ive of the Med ica l  
Command at Fort Detr ick to ld us that each year there are about 300 to 
400 fore ign v is itors to the Command and its fac i l it ies. Over ha lf of its 
fac i l it ies, such as the inst itutes for aeromed ica l  research and env iron- 
menta l  med ic i ne, probab l y are not invo l ved in research on b io log ica l 
warfare defens i ve measures. 

We  rev i ewed vis it documentat i on support i ng 122 proposed v is itors to 
the Command dur ing the per iod June 1988 through June 1990, inc l ud i ng 
68 whom we ident if ied as be i ng from des i gnated countr ies and other 
sens it i ve countr ies that may possess a chem ica l  offens ive capab i l i ty.2 
These 68 v is itors represented about 75 percent of the 91 v is itors whom 
we ident if ied as be i ng from those des i gnated and sens it i ve countr ies. At 
the Chem ica l  Research, Deve l opment and Eng i neer i ng Center at Aber- 
deen Prov ing Ground, our rev iew invo l ved 54 proposed v is itors, 
inc l ud i ng 15 from des i gnated and sens it i ve countr ies (see app. III). 

Our tests showed that requests for v is itors from des i gnated countr ies 
were t ime ly a nd we l l -documented. The commands had f i les wh i ch 
read i l y a l l owed mon itor ing v is its, over a per iod of years, from spec if ic 
des i gnated countr ies or ind iv i dua ls from those countr ies. However, 
requests for v is its from non-des i gnated countr ies were not a lways 
t ime ly or documented in wr it ing. 

Wh i l e most fore ign v is its requ ire Army headquarters’ approva l, the reg- 
u lat ion prov i des that the Surgeon Genera l  may author ize certa in types 
of v is its, such as those invo lv i ng attendance at an act iv ity off ic ia l ly 
sponsored by another federa l agency. Even so, the regu lat i on proh ib its 
such de l egat i on of approva l  author ity if the fore ign representat ive is 
from one of the countr ies ident if ied in the regu lat ion. 

“Des i g nated countr i es are those whos e  po l i c ies are in imica l to U.S. interests. These countr i es are i den- 
t if ied in Army Regu l at i o n 380-10. Other federa l  agenc i e s i ssue des i g nated country l ist ings app l i cab l e 
to the ir areas of respons ib i l i ty. For examp l e, the Department of Commerce’s l ist ing wou l d  app l y to 
export contro ls. 
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Lack of T ime ly Approva l Informat ion we obta i ned from the Med ica l  Command shows that the 
lack of t ime ly approva l  of proposed fore ign v is itors has been a prob l em 
for severa l years. In Apri l 1990, Command off ices were adv i sed of sev- 
era l fore ign nat iona l s’ v is its that had been made w ithout the requ ired 
30-day pr ior approva ls, caus i ng the Command headquarters to obta i n 
emergency approva ls. The headquarters rem inded its off ices of the 
30-day requ irement. 

An informat ion paper dated February 12, 1987, refers to a reported 
i ncrease in the number of unauthor i zed fore ign v is itors and the need to 
comp ly with Army regu lat ions. Another informat ion paper prepared for 
d istr ibut ion to Command off ices in February 1989 stated that in 1988, 
“out of a tota l of 384 documented fore ign nat iona l  v is its to the Com- 
mand, approx imate ly 2 0% were late subm iss i ons.” 

Our rev iew of the records of fore ign v is itors to the Command from Jan- 
uary through June 1990 substant i ated concerns ra ised in the Apri l 1 9 9 0 
commun i cat i on to Command off ices. The fo l l ow ing two cases i l l ustrate 
the prob l em: 

. In a January 26, 1990, letter to the Med ica l  Research Inst itute of Infec- 
t ious D iseases, a fore ign researcher stated h is des ire to v is it the Inst itute 
on March 23 or 26, 1990. In a letter dated February 7, 1990, the Inst itute 
agreed to the v is it a n d adv i sed the researcher that Army headquarters 
requ ired a m in imum of 30 days to process and c lear the request and that 
he shou l d arrange the request through h is embassy in Wash i ngton, D.C. 
The v is it was made, but the headquarters off ice had no record of 
approva l  for the request. However, at Fort Detr ick a notat i on on the 
Inst itute’s request for v is it author izat ion stated that it h ad been 
approved on March 2 by an off ic ia l at the headquarters off ice. The Inst i- 
tute d id not have correspondence from the researcher’s embassy to 
show comp l i ance with the Inst itute’s February 7 instruct ions. 

l A June 18, 1990, Inst itute memorandum to the Surgeon Genera l ’s off ice 
ident if ied s ix fore ign representat ives (al l from the same country) who 
wou l d b e v is it ing the Inst itute on June 21, 1990, to part ic ipate in a  con- 
ference sponsored by the Med ica l  Research and Deve l opment Command. 
Another June 18 memorandum stated that the Surgeon Genera l ’s off ice 
had verba l l y approved the v is it. 

The Army regu lat i on a l l ows its headquarters off ice to return w ithout 
act ion any requests not rece i ved 30 days before a proposed v is it. We  d id 
not ident ify any requests that had been returned, a l though we were to ld 
that some requests had been returned. 
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Army off ic ia ls agreed that author izat ion requests for fore ign v is itors 
had not a lways been subm itted to headquarters 30 days before the 
v is its, but they be l i eved that secur ity had not been comprom ised and 
that comp l i ance was improv ing. They a lso sa i d that they were tak ing 
steps to ensure comp l i ance, inc l ud i ng rem ind i ng the embass i es of the 
30-day requ irement. Per iod ic memorandums to fore ign mi l itary attaches 
conta i ned such reminders. 

Agency Comments a n d  
Our Eva luat ion 

DOD agreed that some requests for v is it author izat ion were not sub- 
mitted for approva l  as requ ired, but DOD po i nted out that some fore ign 
v is its between January and June 1990 to the Med ica l  Research and 
Deve l opment Command d id not requ ire approva l  from Army headquar- 
ters because the Off ice of the Surgeon Genera l  h a d been de l egated 
approva l  author ity for certa in types of v is its. DOD a lso stated that the 
Army regu lat i on cover i ng fore ign v is its was be i ng rev ised to ref lect the 
de l egated author ity. 

A lthough certa in types of v is its d o not requ ire approva l  from Army 
headquarters, the Command headquarters is supposed to be not if ied in 
advance of the v is its. Accord i ng to the Command’s Apri l 1 9 9 0 memo- 
randum, such not if icat ion was not made. 

Screen ing and 
Report i ng in the 
Chem ica l Personne l 
Re l iab i l ity Program 

Although the Chem ica l  Personne l  Re l iab i l i ty Program (CPRP) has proce- 
dures for screen i ng and eva l uat i ng cand i dates for the program and for 
per iod ica l l y eva l uat i ng ind iv i dua ls a l ready ass i gned, the procedures do 
not inc l ude a cred it check, and the CPRP does not i ssue ‘an annua l  status 
report on ind iv i dua ls in the program. Cred it checks can ident ify f inan- 
c ia l prob l ems or unexp l a i ned aff l uence that cou l d affect an ind iv idua l’s 
su itab i l i ty for the program. Some CPRP requ i rements are s imi lar to those 
of the Nuc lear Weap o n  Personne l  Re l iab i l i ty Program. However, un l i ke 
the nuc l ear program, the CPRP does not prov i de an annua l  conso l i dated 
status report that shows the tota l number of ind iv i dua ls in the program, 
the number of ind iv i dua ls d isqua l i f i ed from the program, and the rea- 
sons for d isqua l i f i cat ion. 
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Screen i ng a n d  Eva luat ion The Army’s chem ica l  surety regu lat i on estab l i shes procedures for 
Procedures Do  Not Inc lude se lect ing, screen ing, and eva l uat i ng cand i dates for the CPRP and for con- 

Cred it Checks t inua l l y eva l uat i ng ind iv i dua ls in the program.3 Eva luat i ons are 
requ ired at least once every 6 years for ind iv i dua ls ass i gned to the CPRP 
or upon reass i gnment with in the program. The screen i ng and eva l uat i on 
process inc l udes an interv iew with the ind iv idua l, ver if icat ion of a 
secur ity c l earance and personne l  secur ity invest igat ion, a rev iew of the 
ind iv idua l’s personne l  a n d med ica l  records, and a cert if icat ion that the 
ind iv idua l is su itab le for a chem ica l  surety duty pos it i on. 

The screen i ng and eva l uat i on procedures do prov i de some assurance 
that on ly ind iv i dua ls who are emot iona l l y stab le, phys ica l l y fit, loya l, 
a nd trustworthy wi l l b e  ass i gned and reta ined in the chem ica l  surety 
program. However, because many of the ind iv i dua ls in the program ho l d 
secret secur ity c l earances, the invest igat ion preced i ng the grant ing of 
the c l earance is on l y a  Nat iona l  Agency Check, or a var iat ion of th is 
type of invest igat ion4 wh i ch does not inc l ude a cred it check. 

The CPRP screen i ng and eva l uat i on procedures do not ca l l for cred it 
checks of cand i dates or ind iv i dua ls a l ready ass i gned to the program. 
Because of the potent ia l  for the unauthor i zed d isc losure of chem ica l  pro- 
gram informat ion or the unauthor i zed transfer of chem ica l s themse lves, 
cred it checks cou l d b e usefu l in ident ify ing f inanc ia l d iff icu lt ies, ind if- 
ference to or d isregard of f inanc ia l ob l i gat ions, or unexp l a i ned aff l uence 
that wou l d warrant a more deta i l ed invest igat ion. The importance of 
obta i n i ng f inanc ia l i nformat ion on ind iv i dua ls in sens it i ve pos it i ons has 
been ident if ied in reports on esp i o nage and DOD secur ity po l i c i es a nd 
pract ices. The DOD Secur ity Rev i ew Commiss i on in its November 1986 
report on DOD secur ity po l i c i es a nd pract ices stated that “other ind ica- 
t ions of poss ib l e esp i o nage act iv it ies . . . inc l ude such th ings as unex- 
p l a i ned aff luence.” The Senate Se lect Committee on Inte l l i gence in its 
October 1986 report, Meet i ng the Esp i onage Cha l l enge, stated that there 
is a  need for more attent ion and better access to informat ion on the 

“Army Regu l at i o n 60-6, “Chem ica l  Surety” (Nov. 12, 1 9 8 6 )  descr i bes chemica l surety as contro ls, 
procedures, a n d  act i ons that contr i bute to the safety, secur ity, a n d  re l iab i l ity of chemica l a gents a n d  
the ir assoc i ated we a p o n  systems throughout the ir l ife cyc le w ithout degrad i n g  operat i ona l  
performance. 

4Examp l es of var iat ions are the Entrance Nat i ona l  Agency Check (for f irst-term mi l itary en l i stees) 
a n d  the Nat i ona l  Agency Check p l us wr itten Inqu ir i es. A Nat i ona l  Agency Check may inc l ude a  check 
of the name, f ingerpr int, a n d  invest igat ive f i les of the Federa l  Bureau of Invest i gat i on a n d  a  check of 
the invest igat ive f i les of the Department of Defense, Off ice of Personne l  Management, a n d  other fed- 
era l agenc i e s to ident ify i nformat ion of a  secur ity nature that ind i cates the n e e d  for a n  e x p a n d e d  
invest igat ion of the ind iv idua l. 
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f i nances of persons with access to sens it i ve informat ion because the 
most common mot ivat ion for esp i o nage is f inanc ia l ga i n. 

The re l evance of f inanc ia l i nformat ion on personne l  in the CPRP i s 
unknown. However, in another ongo i n g ass i gnment invo lv i ng DOD 
secur ity c l earances, a samp l e of 100 cases showed that 17 ind iv i dua ls 
h ad the ir access to c lass if ied informat ion term inated pr imar i ly or in part 
because of f inanc ia l prob l ems. 

Army off ic ia ls to ld us that they d id not be l i eve that cred it checks were 
needed because the off ic ia ls h a d not seen any ind icat ion that f inanc ia l 
prob l ems were a factor in d isqua l i fy ing cand i dates for or ind iv i dua ls 
a l ready in the program. 

Annua l  Status Reports Do  A December 1986 rev is ion to the Army’s chem ica l  surety regu lat i on 

Not Conso l i date Data o n  mod if i ed the CPRP to more c lose ly a l i gn it w ith the nuc l ear program. The 

Ind iv idua ls CPRP i s used to ident ify chem ica l  surety duty pos it i ons and prov i des a 
means of manag i n g persons ass i gned to them, inc lud i ng an assessment 
of the re l iab i l ity a nd acceptab i l i ty of those a l ready ass i gned or be i ng 
cons i dered for ass i gnment. The CPRP covers mi l itary and c iv i l i an per- 
sonne l  a n d contractor emp l oyees. 

The nuc l ear program d iffers in that DOD components must subm it an 
annua l  report that is the bas i s for a conso l i dated report subm itted each 
year to the Deputy Under Secretary of Defense for Secur ity Po l icy. The 
conso l i dated report shows the number of ind iv i dua ls in the program 
(mi l itary, federa l c iv i l i an, and contractor) on December 31, the number 
of ind iv i dua ls d isqua l i f i ed from the program, and the reasons for 
d isqua l i f i cat ion. 

The Army’s chem ica l  surety regu lat i on does not requ ire an annua l  con- 
so l i dated status report for the CPRP, but it does requ ire Army organ iza- 
t ions with chem ica l  surety mater ia l to subm it annua l  surety status 
reports to the Commander of the Army Nuc lear and Chem ica l  Agency.” 
The regu lat i on prescr ibes the format and data to be reported. Examp l es 
of that data are types of surety mater ia l, storage areas, and protect ive 
measures. The prescr ibed report format a lso i nc l udes a sect ion for orga- 
n izat ions to report the number of personne l  in the CPRP, the number and 

“The fo l l ow ing i nformat ion a n d  tab l es o n  the chemica l surety regu l at i on a n d  CPRP were a d d e d  as a  
resu lt of DOD’s comments o n  the draft report. 
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reasons for permanent d isqua l i f i cat ion from the CPRP, and other CPRP 
data. 

Because of the sens it iv ity of some of the informat ion in these chem ica l  
surety status reports, most of them are c lass if ied, wh i ch restr icts the ir 
d istr ibut ion and use. Reported data on the CPRP i s unc lass if i ed, but it is 
not conso l i dated and prov i ded to Army management and other DOD 
organ izat ions. 

We  asked Army off ic ia ls to prov i de us cop i es of the annua l  surety status 
reports for 1987 to 1989. The off ic ia ls gave us the 11 reports subm itted 
by ind iv idua l un its for 1989 and to ld us that s imi lar reports for 1987 
and 1988 were not ava i l ab le. On the bas i s of the reports furn ished to us, 
we comp i l ed stat ist ics for 1989. Tab l e I.1 shows the number of ind iv id- 
ua l s in the CPRP. Tab l e I.2 shows the number of ind iv i dua ls permanent l y 
d isqua l i f i ed from the program and the reasons for d isqua l i f i cat ion. 

Tab le 1.1: Ind iv idua ls in the CPRP (as of 
December 31, 1 9 8 9 )  Type ----.--. 

Mi l itary -.--___ 
Civi l serv ice 

Number 
306 

1 . 8 0 9  
Contractor 555 -.--- -..- 
Tota l 2,670 

Tab le 1.2: Ind iv idua ls Disqua l if ied From 
the CPRP (1989) Reason for d isaua l if lcat ion Number 

Phys ica l or menta l  d isab i l i ty ~-. 
Alcoho l or drug a b u s e  
Rel iab i l i ty 
Poor att i tude 

20 
1 6  
7 
6  

Non jud ic i a l  pun i s hment 3 
Crimina l conduct 1  
Reas o n  not ident if i ed 3 
Tota l 

- 
56 

Army off ic ia ls to ld us that they do not see a need for an annua l  status 
report s imi lar to that used in the nuc l ear program because the chem ica l  
program is much sma l l er a nd the data cou l d not be used to make com- 
par isons and ident ify trends. They sa id that the s ize of the nuc l ear pro- 
gram, for examp l e, enab l e d them to compare a lcoho l  a n d drug abuse 
cases among the mi l itary serv ices and, poss ib l y, the effect iveness of 
each serv ice’s substance abuse program. 
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We be l i eve that a report s imi lar to that used in the nuc l ear program 
cou l d b e usefu l in eva l uat i ng the effect iveness of the program and in 
ident ify ing trends and prob l ems that requ ire management attent ion. 

Agency Comments a n d  
Our Eva luat ion 

DOD agreed with our f ind ing concern i ng cred it checks. However, it sa i d 
that the use of cred it checks in DOD personne l  secur ity invest igat ions for 
secret c l earances had been de l ayed because of a lack of fund i ng. DOD 
stated that the use of cred it checks by the Off ice of Personne l  Manage- 
ment in secret c l earance invest igat ions had to be requested and funded 
by DOD. 

DOD'S comments addressed the use of cred it checks on ly dur i ng per- 
sonne l  secur ity invest igat ions for secur ity c l earances and ind i cated that 
cost is the ma jor factor prec lud i ng the ir use. Our f ind ing is d irected to 
the screen i ng and eva l uat i on of cand i dates for the CPRP and subsequent 
reeva luat i on of ind iv i dua ls a l ready in the CPRP, because many of the 
ind iv i dua ls nom inated for the CPRP had secret c l earances l ong before 
the ir nom inat i on. Even if DOD i s unab l e to imp l ement its program for 
secret c l earances because of fund i ng constra ints, CPRP managers cou l d 
use the serv ices of a pr ivate company to prov i de cred it reports for a 
nom ina l  cost (a sma l l  annua l  fee and an average cost of less than $5 for 
each cred it report). 

DOD a lso agreed with our f ind ing on the need for an annua l  status report 
on the CPRP. However, it sa i d that such a report is a l ready an integra l 
part of the annua l  chem ica l  surety status reports requ ired by the 
Army’s chem ica l  surety regu lat ion. 

Wh i l e the Army is rece iv i ng data on the CPRP from 11 report ing un its, 
the data is not conso l i dated and furn ished to Army management or 
other DOD organ izat ions. Thus, we reaff irm our recommendat i on to pro- 
v ide a conso l i dated report. 

C lass if ied Document The Chem ica l  Research, Deve l opment and Eng i neer i ng Center at Aber- 

Accountab i l i ty 
v 

deen Prov ing Ground, Mary land, d id not estab l i sh a  document accounta- 
b i l ity system when it first began rece iv i ng c lass if ied informat ion for 
severa l of its spec ia l  access programs. Two of its spec ia l  access pro- 
grams have been in ex i stence s i nce 1982 and 1985, but a document 
accountab i l i ty system was not estab l i shed unt i l ear ly 1989. At the t ime 
of our rev iew, the system was in p l ace and operat ing; however, we 
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found a prob l em at one of the Center’s off-s ite contractors. Some c lass i- 
f ied mater ia l stored in a  safe had not been proper ly marked or added to 
the accountab i l i ty system for a spec ia l  access program at the t ime of our 
v is it in December 1989. 

The ch ief of the Center’s Techn i ca l  Integrat ion Div is ion to ld us h is group 
had assumed centra l i zed respons ib i l i ty for the spec ia l  access programs 
when the group became operat iona l  in 1987. Before then, the programs 
were decentra l i zed and the respons ib i l i ty of other groups at the Center. 
He sa id that the programs had generated about 1,000 c lass if ied docu- 
ments and that none had been reported miss ing, a l though some might 
not have been l ogged in. He a lso sa i d that an accountab i l i ty system had 
not been estab l i shed ear l ier because of a lack of staff. 

Document accountab i l i ty systems are used to contro l a n d account for 
c lass if ied documents. Whe n  a c lass if ied document is created or rece ived, 
a record is estab l i shed show ing the un i que ident ify ing number ass i gned 
to it, date of or ig in or rece ipt, creator, leve l of c lass if icat ion, and br ief 
descr ipt ion of the document, The record may a lso ind icate the n ame of 
the custod i an and where the document is stored. If the document is 
transferred, downgraded, dec lass if i ed, or destroyed, the accountab i l i ty 
record is annotated to show the date and method of d ispos it ion. The 
accountab i l i ty records are used to ver ify the ex i stence of the documents. 

We  tested the Center’s document accountab i l i ty system for four of the 
programs and found that about 70 c lass if ied items had been accounted 
for and proper ly marked. 

We  v is ited one contractor fac i l ity to exam ine the document accounta- 
b i l ity system for two spec ia l  access programs. In test ing the system, we 
se l ected about 50 items in the document accountab i l i ty l ogs and then 
ver if ied that the items were in two safes. In check i ng one of the safes, 
we not i ced mater ia l from a prev i ous contract that was unmarked (that 
had no contro l numbers) and had not been recorded in the document 
accountab i l i ty log. After the v is it we d i scussed th is matter with the 
ch ief of the Techn i ca l  Integrat ion Div is ion, who to ld us the items wou l d 
b e added to the accountab i l i ty system. 

The contractor d id not have access logs for the two safes before 
October 1989. Contractor off ic ia ls to ld us that the company started 
keep i ng access logs after the Defense Invest igat ive Serv ice conducted a 
secur ity i nspect ion in October 1989. At the t ime of our v is it, the logs 
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were proper ly ma inta i ned to show the names of ind iv i dua ls who opened 
the safes and the dates on wh i ch they were opened. 

Agency Comments a n d  
Our Eva luat ion 

Although DOD agreed with our f ind ing, it sa i d that on ly top secret or 
sens it i ve compartmented informat ion documents requ ire forma l 
accountab i l i ty procedures. 

DOD’S statement refers on ly to DoD-w ide m in imum standards and not to 
the secur ity requ i rements of spec if ic programs that are i nc l uded in 
secur ity gu i des. The gu i des for the spec ia l  access programs in quest i on 
requ ire forma l accountab i l i ty for top secret, secret, and conf ident ia l  
i nformat ion. Furthermore, the programs conta i ned top secret informa- 
t ion that, by DOD’S regu lat ion, shou l d have been under accountab i l i ty 
even if there were no secur ity gu i des. 
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The Cha i rman of the Senate Committee on Governmenta l  Affa irs 
requested that we exam i ne DOD’S secur ity contro ls at government and 
contractor laborator ies engaged in chem ica l  and b io l og ica l defense 
research and, in part icu lar, rev i ew the adequacy of contro ls over fore ign 
v is itors, techn ica l  data, and spec ia l  mater ia l s at DOD and contractor labo- 
rator ies. He a lso asked for informat ion on the secur ity over the sh ip- 
ment of sens it i ve mater ia l s. 

To accomp l i sh these ob ject ives, we rev i ewed re levant l aws and about 
50 d irect ives, regu lat ions, instruct ions, and manua l s; i nterv i ewed off i- 
c ia ls; and exam i ned records at Army headquarters, Wash i ngton, DC., 
and the fo l l ow ing Army commands and laborator ies: 

9 Army Personne l  Command, Alexandr i a, Virg in ia; 
. Army Mater ie l  Command, Alexandr i a, Virg in ia; 
. Med i ca l  Research and Deve l opment Command, Fort Detr ick, Mary l and; 
. Med i ca l  Research Inst itute of Infect ious D iseases (and laboratory), Fort 

Detr ick, Mary l and; 
. Med i ca l  Research Inst itute of Chem ica l  Defense (and laboratory), Aber- 

deen Prov i ng Ground, Mary l and; 
. Chem ica l  Research, Deve l opment and Eng i neer i ng Center (and labora- 

tory), Aberdeen Prov i ng Ground, Mary l and; and 
l Test and Eva luat i on Command  (and laboratory), Dugway Prov i ng 

Ground, Utah. 

We  a lso v is ited the Department of State, Wash i ngton, DC., and the fo l- 
l ow ing DOD and contractor laborator ies: 

. Un i formed Serv i ces Un ivers ity of Hea l th Sc ience, Bethesda, Mary l and; 
l Batte l l e Memor i a l  Inst itute, Co l umbus, Oh io; 
. Johns Hopk i ns Un ivers ity, Ba lt imore, Mary l and; 
l SRI Internat iona l, Men l o  Park, Ca l i forn ia; 
l IJn ivers ity of Mary l and, Ba lt imore, Mary l and; and 
. Un ivers ity of M innesota, Du luth, M innesota. 

The laborator ies were j udgmenta l l y se l ected to inc l ude government and 
contractor laborator ies conduct i ng chem ica l  and b io l og ica l research 
invo lv i ng c lass if ied and unc lass if i ed informat ion. The Army insta l l a- 
t ions were se l ected because they had pr imary ro les in chem ica l  and b io- 
log ica l research. The contractor laborator ies i nc l uded fac i l i t ies in the 
East, M idwest, and West; at large estab l i shed inst itut ions and a sma l l er 
2-year med i ca l  schoo l ; i nvo l ved in the sh i pment and rece ipt of b io l og ica l 
and chem ica l  mater ia l s; and with spec ia l  access contracts. As part of the 
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se lect ion process, we rev i ewed Army inspect ion reports on secur ity and 
safety pract ices at the fac i l it ies. The Army had chem ica l  a n d b io log ica l 
research and deve l opment contracts with about 100 un ivers it ies, pr ivate 
compan i es, and other government agenc i es in 1989. 

To assess the adequacy of personne l  secur ity contro ls, we rev i ewed the 
Army regu lat i on and procedures govern i ng the Chem ica l  Personne l  Rel i- 
ab i l i ty Program and Off ice of Personne l  Management and DOD proce- 
dures for secur ity c l earance re invest igat ions. We  random ly se l ected 
about 90 ind iv i dua ls in the re l iab i l ity program and compared the ir 
secur ity records with the requ i rements of the program. We  a lso ran- 
dom ly se l ected about 50 ind iv i dua ls in spec ia l  access programs and com- 
pared the ir secur ity records with personne l  secur ity re invest igat ion 
requ irements. 

To assess whether c lass if ied informat ion is adequate l y protected, we 
random ly se l ected about 120 spec ia l  access program documents from 
the document accountab i l i ty records at the Aberdeen Prov ing Ground 
and one contractor fac i l ity, ver if ied the ex i stence of the documents in 
the safes, and exam ined the documents for proper c lass if icat ion and 
protect ive mark ings. In some cases, we rev i ewed al l app l i cab l e docu- 
ments because of the sma l l  number invo lved. We  a lso j udgmenta l l y 
se l ected a sma l l  number of documents in the safes to ascerta in whether 
the items had been l i sted in the accountab i l i ty records. To assess phys- 
ica l secur ity and contro ls over techn ica l  data, we rev i ewed procedures 
and observed contro ls in p l ace. 

To assess the adequacy of secur ity contro ls over fore ign v is itors to 
chem ica l  a n d b io log ica l research laborator ies, we rev i ewed DOD and 
Army po l i c i es a nd procedures and records ma inta i ned by Army head- 
quarters, the commands, and the laborator ies. We  se l ected and rev i ewed 
the documentat i on support i ng 176 proposed v is its to DOD and contractor 
research fac i l it ies from June 1988 through June 1990 to ascerta in com- 
p l i ance with the regu lat ions. In mak i ng our se lect ion, we focused on 
potent ia l  prob l em areas, such as v is itors from des i gnated and other sen- 
s it ive countr ies and approva l  documentat i on in the centra l f i les that 
appeared to be i ncomp lete or unt ime ly. We  a lso rev i ewed procedures for 
hand l i ng requests for techn ica l  data. 

We  assessed contro ls over the hand l i ng a nd sh i pp i ng of chem ica l  a n d 
b io log ica l mater ia ls by rev iew ing regu lat ions, interv iew ing Army offi- 
c ia ls, v is it ing f ive DOD and f ive contractor laborator ies, and exam in i ng 
l ogs and re lated documentat i on, such as sh i pp i ng not ices and rece ipts. 
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We ident if ied mater ia ls used at each locat ion and observed mater ia ls in 
p l ace. 

L im itat ions on the 
Scope of Our Work 

Except as stated above, our work d id not address i ssues beyond secur ity 
contro ls at se l ected government and contractor laborator ies engaged in 
the chem ica l  warfare and b io log ica l defense research program for DOD. 
We d id not address such i ssues as 

qua l i ty of research performed by the laborator ies; 
processes used for qua l i ty contro l, such as peer rev iew; 
government-w ide contro ls over techn ica l  data; 
government-w ide personne l  secur ity programs; 
contro ls over U.S. sc ient ists trave l i ng overseas; 
government-w ide contro ls over fore ign i nvestments in U.S. contractors; 
report ing of informa l contacts with fore ign sc ient ists; and 
computer secur ity. 

We  have prev ious ly i ssued separate reports on some of the broader 
i ssues such as computer secur ity and fore ign i nvestments that ident if ied 
weaknesses in these areas.’ 

We  d id not conduct an i ndependent check of the backgrounds of v is itors. 
However, we d id ver ify that the requests for v is it author izat ion for 
them were approved by the requ ired approva l  author it ies, such as the 
Army’s Off ice of the Deputy Ch ief of Staff for Inte l l i gence. 

These l im itat ions d id not affect the conc l us i ons stated in th is report. 

We  exam ined vu lnerab i l i ty assessments for Aberdeen Prov ing Ground 
and Fort Detr ick and d i scussed reported inc i dents with secur ity off i- 
c ia ls Because the informat ion is c lass if ied, we d id not inc l ude it in th is 
report. 

We  conducted our rev iew from January 1989 through Apri l 1 9 9 1 in 
accordance with genera l l y accepted government aud it i ng standards. 

‘Computer Secur ity: Governmentw i de P lann i ng Process Ha d  L im ited Impact (GAO/IMTEC-90-48, 
a l Data Co l l ect ion o n  Fore i gn Investment in the Un i ted 
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Fore ign V is itor Documentat ion T hat GAO 
Rev i ewed (June 1988 Through June 1990) 

Countrv 

- __ ~- 
Number of v ir itors 

Med ica l Chemica l  
Command Center 

faci l it ies faci l it ies Tota l 
Austra l i a 1  0  1  
Be lg i um 1  0  1  
Can a d a  2  0  2  
Ch i n a (Peop l e ’s Reeub l i c  of la 8 2 1 0  
Czechos l ovak i aa 2 0 2 
Denmark 3 3 6 
France 0  26 26 
Federa l  Reoub l i c  of Germanv  2 2 4 
Ind i a 1  1  2 
Ire l and 0  1  1  
Israe l 
Ita ly 
Korea (South) 
L i ber i a 

28 9 37 _-.-__ 
2 0 2 

IO 0 1 0  
2 0 2 

Niger i a 1  0  1  -- 
Norway 1  0  1  _-_____- ~.. __- 
Peru 1  0  1  
South Afr icaa 4 0 4 
Swede n  3 3 6 ____-- 
Switzer l and 2 0 2 
Ta iwan 3 3 6 -____ 
Tha i l a nd 1 1  0  1 1  -~~-- 
Un i ted K i ngdom 33 4 37 ~__ 
Yugos l av i aa 1  0  1  -- .~_ 
Tota l 122 54 176 

Note: Documentat i o n support i ng an add it iona l f ive proposed v is itors from Ch ina, Un ion of Sov iet 
Soc ia l i st Repub l i cs, and South Afr ica pr ior to June 1988 or after June 1990 was a lso rev iewed by GAO. 
aDes ignated country with po l i c ies in im ica l to U.S. interests, accord ing to Army Regu lat ion 380-10, effec- 
t ive August 29, 1988. 
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Des ignakd Cwntr ies Ident if ied in Army 
Regu lat ion 38040, Effect ive August 29, 1988 

Country Afghan i stan 
A lban i a 
Ango l a 
Bu lgar i a 
Cambod i a  
Ch i na (Peop l e’s Repub l i c of) 
Cuba 
Czechos l ovak i a 
Eth iop i a 
German Democrat i c Repub l i c 
Hungary 
Iran 
Iraq 
Laos 
L i byan Arab Repub l i c 
Mongo l i a n Peop l e’s Repub l i c 
N icaragua 
North Korea 
Po l and 
Roman i a  
South Afr ica 
South Yemen 
Syr ia 
Un i on of Sov iet Soc ia l i st Repub l i cs 
V i etnam 
Yugos l av i a 
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Comments From the Department of Defense 

THE UNDER SECRETARY OF DEFENSE 

WASHINGTON. D. C. 20301-2000 

In rep ly refer to: 
I-90/66406 

1  Q  JAN 199 1  

Mr. Frank C. Conahan 
Ass istant Comptro l l er Genera l  
Nat iona l Secur ity and Internat iona l 

Affa irs Div is ion 
U.S. Genera l  Account ing Off ice 
Wash ington, DC 20548 

Dear Mr. Conahan: 

Th is is the Department of Defense (DOD) response to the 
Genera l  Account ing Off ice (GAO) draft report ent it led--“CHEMICAL 
WARFARE: Protect ing Sens it ive Data and Mater ia ls at DOD 
Research Laborator ies ,I’ 
3916251, OSD Case 8459. 

dated December 6, 1990 (GAO Code 
The DOD genera l l y agrees with the 

report. 

The Department is p leased that the report found secur ity 
contro ls at DOD and contractor research laborator ies adequate 
and suff ic ient and that improvements were found in the DOD 
class if ied document accountab i l i ty program. Spec if ic DOD 
res onses to the f ind ings and recommendat i ons conta ined in the 
dra t report are prov ided in the enc losure. The Department a lso P 
requests that the use of the tens “b io log ica l agents” in both 
the GAO draft report and its transmitta l letter to the Cha irman, 
U.S. Senate Committee on Governmenta l  Affa irs, be rep laced with 
the term “b io log ica l mater ia ls ,I’ 
b io log ica l agents. 

as the U.S. no longer ma inta ins 

The Department recogn izes that the protect ion of sens it ive 
data and mater ia ls concern ing chemica l warfare programs requ ires 
constant v ig i lance and attent ion to 

P 
revent 

potent ia l corn romise or loss and wi l 
the poss ib i l ity of 

P 
cont inue to do so to the 

extent poss ib e. The Department apprec iates the opportun ity to 
comment on the GAO draft report. 

Sincere ly, 

Enc losure 
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GAO DRAFTREPORT - DATED DECEMBER 6, 1990 
(GAO CODE 391625) OSD CASE 8459 

“CRENICAL wARFARR: PROTECTING SENSITIVE DATA AND MATERIALS 
AT DOD RESEARCH LABORATORIES" 

DEPARTMENT OF DEFENSE COMMIZNTS 

***** 

FINDINGS 

FINDING A: Contro ls and Procedures for Protect ing Data At 
DOD Research Laborator iee. The GAO reported that the Army 
is the execut jve agent for admin ister ing the chem ica l  
warfare and b io log ica l defense research program. The GAO 
exp la l ned that Army regu lat ions conta in po l +cy and 
procedures for request ing and approv i ng v is its to DOD and 
contractor laborator ies by fore ign nat iona ls and for the 
exchange of informat ion. The GAO reported that ind iv idua ls 
ass i gned to pos it ions invo lv ing access to, or respons ib i l i ty 
for the secur ity of sens it ive chem ica l  mater ia l s used in 
mi l i tary operat ions must be part of the Army Chem ica l  
Personne l  Re l iab i l i ty Program. 

The GAO found that contro ls and procedures used at research 
laborator ies inc l uded var ious phys ica l deterrents to protect 
the bu i l d i ngs hous i ng the laborator ies. The GAO a lso found 
that hazardous mater ia l s were stored in l ocked conta iners in 
l ocked rooms and l ogbooks show ing quant it ies of mater ia l s 
rece ived were wel l documented and mi l i tary personne l  were 
tra ined to hand l e hazardous substances. 
conc l uded that the secur it 

Overa l l , the GAO 

i: 
contro ls and procedures at DOD 

and contractor research la orator ies were 
to protect chem ica l  and b io lo ! 

enera l l y adequate 
ica l mater ia s and sens it ive 

informat ion. (pp. 2-3/GAO Dra t Report) Ic 

DOD RESPONSis: Concur. 

FINDING B: Fore ign Vis itors Often Do Not Como l v W ith 
Advance Not ice Requ i rements. The GAO reported that, both 
DOD and Army regu lat ions requ ire a request for v is it 
author izat ion for a fore ign representat ive to be submitted 
to Army headquarters for approva l at least 30 days before a 
proposed v is it to an Army organ izat ion, insta l lat ion, or 
contractor fac i l ity under Army cogn izance. The GAO found, 
however, that.noncomp l i ance with these regu lat ions at the 
U.S. Army Med ica l  Research and Deve l opment Command at Fort 
Detr ick, Mary land, has been a cont inu ing prob l em. 

Enc losure 
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Now on  pp. 3, 8-11 

The GAO exp la i ned that informat ion obta ined from the Med ica l  
Conrmand shows.that.the lack of t ime ly not if icat ion of 
proposad fore ign v is itors has been a prob lem.for severa l 
years. Accord i ng to GAO, as recent ly as Apr i l 1990, Command 
off lcea were adv i sed of severa l fore ign nat iona ls’ v is its to 
act iv it ies under the jur isd ict ion of the Surgeon Genera l  
that had been made without the requ ired 30 day pr ior 
approva ls. As a resu lt, the GAO po inted out that the 
Command headquarters obta ined emergency approva ls, and then 
rem inded off ices of the 30 day requ irement. 

The GAO re orted that an informat ion paper, dated 
February 1 s , 1987, refers to a reported increase in the 
number of unauthor ized fore ign v is itors and the need to 
comp l y with Army regu lat ions. The GAO added that another 
informat ion paper, pre ared for d istr ibut ion to Command 
off ices in February 19 Ii 9, stated that in 1988, out of a 
tota l of 384 documented fore ign nat iona l v is its to the 
Command, approx imate ly 20 percent were late submiss i ons. 
The GAO found that a rev iew of the records, from January 
1990 through June 1990, substant iated concerns ra ised in the 
Apr i l 1990 commun i cat i on to the Command off ices. 

The GAO reported that, a lthough Army regu lat ion a l l ows its 
headquarters off ice to return, without act ion, any requests 
not rece ived 30 days before a proposed v is it, it (the GAO) 
d id not ident ify any requests that had been returned. The 
GAO noted, however, that Army off ic ia ls sa id that some 
requests had been returned. 

Accord i ng to the GAO, Army off ic ia ls agreed that 
author izat ion requests for fore ign v is itors had not a lways 
been submitted to headquarters 30 days before the v is its, 
but be l i eved that secur ity had not been comprom ised, and 
that comp l i ance was improv ing. Accord i ng to the GAO, the 
Army off ic ia ls a lso stated that they were do i ng everyth ing 
poss ib l e to comp l y7 inc lud ing rem ind i ng the embass i es. The 
GAO added that per iod ic memorandums to fore ign mi l i tary 
attaches conta ined such reminders. 
Draft Report) 

(pp. 3-4, pp. 8- l o/GAO 

DOD RESPONSE: Concur. The DOD wou l d l ike to po int out, 
however, that some fore ign v is its to the Army Med ica l  
Research and Deve l opment Command, between January and June 
1990, were not requ ired to be submitted to Headquarters, 
Department of the Army, 
of the v is it. 

th irty (30) days pr ior to the date 
Headquarters, Department of the Army had 

de l egated ap rova l author it 
Genera l  for E ore ign nat iona P 

to the Off ice of the Surgeon 
v is its to its act iv it ies under 

the fo l l ow ing cond it ions: 

a. v is its are not sponsored by a fore ign embassy; 

b. v is its are unc lass if ied; 

2 
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c. Headquarters, Department of the Army, is i nformed of 
the v is it; apd 

d. net benef it to the Army ex ists. 

The de l egated author ity does not app ly to v is its by fore ign 
nat iona ls of proscr ibed countr ies, for examp le, commun i st 
nat ions, etc. 

Vis its accepted on short not ice ( less than 30 days) were 
those in it iated by Army off ic ia ls and for wh ich net benef its 
to the Arm 
in it iated Ii 

were accrued. In add it ion, short not ice v is its 
y fore ign embass i es were a lso favorab ly 

cons i dered when strong just if icat ion warranted. 

Army Regu lat i on 380-10, “Disc losure of Informat ion and 
Vis its and Accred itat ion of Fore i gn Nat iona ls,u is be i ng 
rev ised to ref lect the de l egated author ity granted to the 
Off ice of the Surgeon Genera l. 

FINDING C: The Chem ica l  Personne l  Re l iab i l i ty Program Does 
Not Inc lude A Cred it Check. The GAO reported that, a lthough 
the Chem ica l  Personne l  Re l iab i l i ty Program has procedures 
for screen ing and eva luat ing cand i dates for the program and 
for per iod ica l l y eva luat ing ind iv idua ls a lready ass lgned, 
the procedures do not inc lude a cred it check. Accord i ng to 
the GAO? cred it checks can ident ify f inanc ia l prob l ems or 
unexp l a i ned aff luence that cou ld affect the su itab i l i ty of 
an ind iv idua l for the program. 

The GAO found that screen ing and eva luat ion procedures 
prov ide some assurance that on ly ind iv idua ls who are 
emot iona l l y stab le, phys ica l l y fit, lo a l, 
wi l l be ass i gned and reta ined in the C emica l  K 

and trustworthy 
Surety 

Program. The GAO caut ioned, however, that because many of 
the ind iv idua ls in the-program ho ld secret secur ity 
c learancea l the invest igat ion preced i ng the grant ing of the 
c learance la on ly a nat iona l agency check, or a var iat ion of 
th is type of invest igat ion, wh ich does not inc lude a cred it 
check. 

The GAO reported that the Chem ica l  Personne l  Re l iab i l i ty 
Program screen ing and eva luat ion procedures do not ca l l for 
cred it checks of cand idates or ind iv idua ls a lready ass i gned 
to the pro ram. 
potent ia l f! 

The GAO exp la i ned that, because of the 
or unauthor ized d isc losure of chem ica l  program 

rnformat ion or the unauthor ized transfer of chem ica l s 
themse lves, cred it checks cou ld be usefu l in ident ify ing 
f inanc ia l d iff icu lt ies, or unexp l a i ned aff luence that wou l d 
warrant a more deta i l ed invest igat ion. 

3 
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Now o n  pp. 3, 11-13. 

The GAO found that more than ha lf of the 59 ind iv idua ls 
found to be unqua l i f ied for the 
were mi l itary personne l who had 1 

rogram in 1988 and 1989 
een granted secret 

c learances on the bas is of an Entrance Nat iona l Agency Check 
that d id not inc lude a cred it check. Accord ing to the GAO, 
of the 44 ind iv idua ls in the pro ram who were subsequent ly 
d isqua l if ied from the program, 1)5 had 
invest igafrons that were over 5 

personne l secur ity 

d isqua l if icat ion, and another 4 ii 
ears o ld at the t ime of 
ad 

over 10 years o ld. 
invest igat ions that were 

The GAO exp la i ned that the re levance of f inanc ia l 
informat ion on personne l in the Program is unknown. The GAO 
po inted out, however, that in another on-go in 
invo lv ing DOD secur ity c learances, for about K 

ass ignment 
0 percent of 

the 51 ind iv idua ls whose secur ity c learances had been 
suspended, f inanc ia l prob lems vere the reason or part of the 
reason for the suspens ion. The GAO noted, however, that 
f inanc ia l prob lems were not c ited as a reason for 
d isqua l if icat ion in any of the 59 cases in the Chemica l 
Personne l Rel iab i l ity Program. The GAO noted Army offic ia ls 
do not be l i eve that cred it checks were needed, because the 
offic ia ls had not seen any ind icat ion that f inanc ia l 
prob lems were a factor in d isqua l ify ing cand idates for or 
ind iv idua ls a lready in the program. 
Draft Report) 

(pp. 4-5, pp. lO- lZ/GAO 

DOD RESPONSE: Concur. Ind iv idua ls requ ir ing access to 
Secret or Conf ident ia l c lass if ied informat ion are sub jected 
to a Nat iona l A ency Check or a var iat ion of that type of 
invest igat ion ( iret-term mi l itary en l istees rece ive an %- 
Entrance Nat iona l Agency Check and, for civ i l ian emp loyees, 
a Nat iona l A ency Check p lus Wr itten Inqu ir ies, conducted by 
the Off ice o f Personne l Management). Components of each 
invest igat ion are simi lar and none inc lude a cred it check; 
however, the Off ice of Personne l Management wil l conduct a 
cred it check if it is requested and funded by the requester. 

A January 1987, rev is ion to DOD 5200.2-R, “DOD Personne l 
Secur ity Program,” 
DOD Nat iona l 

added another type of invest igat ion, the 
Agency Check p lus Wr itten Inqu ir ies, wh ich 

cons ists of a nat iona l agency check, cred it check, and 
written inqu ir ies to al l p laces of emp loyment of six months 
or more with in the 
imp lementat ion of t K 

er iod of invest igat ion. However, 
e expanded invest igat ion by the 

Components has been de layed, due to lack of fund ing for the 
Defense Invest igat ive Serv ice, the agency respons ib le for 
conduct ing the rnveat igat ions. 

Since 1987, the Defense Personne l Secur ity Research and 
Educat ion Center and the Defense Management Data Center have 
been eva luat ing the imp lementat ion of a ful ly automated 
cred it check system. The research has invo lved: 
a) deve lop ing a scor ing system that d ist ingu ishes between 

4 
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those with no derogatory cred it items and those with 
increas ing amounts of negat ive cred it informat ion; 
b) exp lor ing the potent ia l for uti l is ing other data bases 
(Treasury Enforcement Commun icat ions System and Tit le 31); 
c) se lect ing a cred it vendor who can prov ide a more 
comprehens ive cred it report at a si 
and d) deve lop ing a cred it report t Ii 

n lf icant ly lower cost; 
at is eas ier to read. 

When the ana lys is of the automated cred it check system is 
comp leted, it may become a standard part of the 
invest igat ive scope for secret c learances as ear ly as 
FY 1992. 

In add it ion, an e lement common to al l sub jects of DOD 
inveat i at ions is that both a loca l records check and a 
check o f the Defense Centra l Index of Invest igat ions records 
must be conducted. The loca l records check is a rev iew of 
loca l personne l, post mi l itary po l ice, med ica l recorda, and 
other secur ity records, as appropr iate. The Defense 
Clearance and Invest igat ions Index is an index of persona l 
aames and impersona l tit les that appear as sub jects of 
inc idents in invest igat ive documents he ld by cr imina l, 
counter inte l l i gence, fraud, and personne l secur ity 
invest igat ive activ it ies of the Defense Invest igat ive 
Serv ice 
Nat iona i 

the Defense Crimina l Invest igat ive Serv ice, and the 
Secur ity Agency. Taken together, those checks 

shou ld be expected to ref lect informat ion concern ing an 
ind iv idua l’s f inanc ia l status dur ing the c learance 
ad jud icat ion process. 

PIUDIgG D: The Chemica l Personne l Bel iab i l itv Pronram Does 
Not Issue Annua l Status Reports. The GAO reported that a 
December 1986 Army rev is ion to the chemica l suret 
regu lat ion mod if ied the Chemica l Personne l Rel iab i rty -1. 
Program to more c lose ly a l iga it with the nuc lear program. 
The GAO added that the program. ie used to ident ify chemica l 
surety duty pos it ions and prov ides a means of manag i ng 
persons ass igned to them? inc lud in an assessment of the 
rel iab i l ity and acceptabt l ity of t ft ose a lread 1 ass igned or 
be ing cons idered for ass ignment. The GAO exp a ined that the 
Chemica l Personne l Rel iab i l ity Program covers mi l itary and 
civ i l ian personne l and contractor emp loyees. 

The GAO observed that the nuc lear program differs in that 
DOD Components must submit an annua l  report show ing the 
number of ind iv idua ls in the 
and contractor) on December 3 P 

rogram (mi l itaryl civ i l ian, 
, the number of ind iv idua ls 

d isqua l if ied from the program, and the reasons for 
d isqua l if icat ion. Accord ing to the GAO, the six bas ic 
categor ies ident if ied on the standard report ing form as 
reasons for d isqua l if icat ion are a lcoho l abuse, drug abuse, 
neg l i gence or de l i nquency in performance, mi l itary or 
civ i l lan conv ict ions or a pattern of contemptuous att itude 
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Now o n  pp,3 4, 13-14. 

toward law or author ity, phys ica l or menta l i ncompetency, 
and poor att itude or lack of mot ivat ion. 

The GAO reported the Army chemica l surety regu lat ion does 
not requ ire an annua l  status report for the Chemica l 
Personne l Rel iab i l ity Program. Accord ing to the GAO, if 
such a report were requ ired, the necessary data probab ly 
wou l d be comp i l ed from the Army Form 3180, “Personne l 
Screen ing and Eva luat ion Record.” The GAO exp la i ned the 
form conta ins a record of the screen ing of personne l and 
med ica l records and the personne l and med ica l off icers’ 
determinat ions that the ind iv idua l is or is not qua l if ied 
for ass ignment to the Chemica l Personne l Rel iab i l ity 
Program. The GAO a lso exp la i ned that the form conta ins a 
cert if icat ion that the ind iv idua l has been br iefed about 
chemica l dut 
sect ion of ifl 

respons ib i l it ies. The GAO added that another 
t e form is used to record d isqua l if icat ions from 

the program and the reasons. 

The GAO reported that, at the Army Personne l Command, it 
requested cop ies of the forms that conta ined 
d isqua l if icat ion determinat ions made in 1988 and 1989. The 
GAO found that, on the bas is of the forms furn ished, 
15 cand idates for the Chemica l Personne l Rel iab i l ity Program 
had been determined to be unqua l i f ied and 44 ind iv idua ls 
a lready in the program were d isqua l if ied dur ing the two-year 
per iod. 

The GAO observed that Army offic ia ls do not see a need for 
an annua l  report simi lar to that used in the nuc lear 
program, because the chemica l program is much smal ler and 
;;xn i;ta cou ld not be used to make compar+sons and ident ify 

. Accord ing to the GAO, Army offic ia ls stated that 
the s ize of the nuc lear program, for examp le, enab l ed them 
to compare a lcoho l and drug abuse cases among the mi l itary 
serv ices and, poss ib ly, the effect iveness of the program and 
in ident ify ing trends and prob lems that requ ire management 
attent ion. (pp. 6-7, p. 10, pp. 13-15/GAO Draft Report) 

~DaW'IW!: Partia l ly concur. The DOD agrees that there 
for an annua l  status report concern ing the 

However, the 
i; &&nica l ly inaccurate, 

a lready an integra l 
Stat& Report requ ired by 

paragraph l-4, Army Regu lat ion 50-6, “Chemica l Surety,” 
dated November 1986. 

PIBlDING E: Imorovemente Made In The Document Accountab i l i ty 
The GAO reported the Chemica l Research, 

document ac iouatab i 
ineer iag Center d id not estab l ish a 
ity system when it first rece ived 

c lass if ied informat ion for severa l of its spec ia l access 
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Nowon  p p  4, 15-16. 

Nowon p  4. 

programs. Accord ing to the GAO, two of the Center’s a 
access programs have been in ex istence s ince 1982 and P 

ecia l 
986, 

but a document accountab i l i ty system was not estab l i shed 
unti l ear ly 1989. 
its rev iew, 

The GAO po inted out that, at the t ime of 
the-system was in p lace and operat ing proper ly, 

with one except ion. The GAO found that one of the Center s 
off-s ite contractors had a document accountab i l i ty system 
for two spec ia l access contracts, but some class if ied 
mater ia l stored in a safe had not been proper ly marked or 
added to the accountab i l i ty system, as of December 1989. 

The GAO exp la i ned that document accountab i l i ty systems are 
used to contro l and account for c lass if ied documents. The 
GAO further exp la i ned that, when a c lass if ied document is 
created or rece ived, a record is estab l i shed show ing the 
un i que ident ify ing number ass igned to it, date of or ig in or 
rece ipt, creator, leve l of c lass if icat ion, and br ief 
descr ipt ion of the document. The GAO added that the record 
may a lso ind icate the name of the custod ian where the 
document is stored. Accord ing to the GAO, if the document 
is transferred, downgraded, dec lass if ied, or destroyed, the 
accountab i l i ty record is annotated to show the date and 
method of d ispos it ion. The GAO exp la i ned the accountab i l i ty 
records are used to verify the ex istence of the documents. 
(p. 2, p. 5, pp 1%17/GAO Draft Report) 

DOD RESPONSE: Concur. It shou ld be noted, however? that 
on ly Top Secret or Sens it ive Compartmented Informat ion 
documents requ ire formal accountab i l i ty procedures. 

***** 

RRCOMMJINDATIONS 

RECOMMENDATION 1: The GAO recommended that the Secretary 
the Army estab l ish per iod ic cred it checks for ind iv idua ls 
ass igned to the Chemica l Personne l Rel iab i l ity Program. ( 
5/GAO Draft Report) 

of 

P= 

DOD RESPONSE: Partia l ly concur. Beg inn ing in FY 1989, the 
DOD in it iated the Secret Per iod ic Re invest1 

7 
at ion Program 

for al l persons whose Nat iona l Agency Check Entrance 
Nat iona l Agency Check was more than 10 years o ld. The scope 
of that per iod ic invest igat ion cons ists of a Nat iona l Agency 
Check and a cred it check; however, fund in constra ints and 
invest igat ive requ irements of h i her leve f f c learances 

1 
rec lude reduc ing the durat ion o 
o lders 

these per iod ic rev iews for 
of secret c learances based upon a Nat iona l Agency 

Check invest igat ion. 

In add it ion, a key e lement in the Chemica l Personne l 
Rel iab i l ity Program is the cont inu ing eva luat ion process, 
wh ich requ ires al l personne l to report to the cert ify ing 
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‘. 

off ic ia l (commander, sen ior c iv i l serv ice superv isor, or 
contractor off icer’s representat ive, as appropr iate) any 
change in att itude, behav ior , or med ica l  cond it i ons that may 
affect an ind iv idua l’s j udgment or re l iab i l ity. Based upon 
th is day-to-day cont inua l observat ion process, f inanc ia l 
prob l ems shou l d be reported to the cert ify ing off ic ia l for 
appropr iate act ion. 

Unt i l such t ime as add it iona l funds are made ava i l ab le, or a 
d irect re lat ionsh ip between an ind iv idua l’s f inanc ia l 

%  
rob l eme 
ersonne l 

and subsequent d isqua l i f icat ion from the Chem ica l  
Re l iab i l i ty Pro 

recommendat i on cannot be B 
ram can be made, th is 
u l ly imp l emented. 

RRCCg lWHDATION 2: The GAO recommended that the Secretary of 
the Army requ ire an annua l  status report from the Chem ica l  
Personne l  Re l iab i l i ty Program show ing the number of 
ind iv idua ls ass igned, the number d isqua l i f ied from the 
pro ram, and the reasons for d isqua l i f icat ion. (p. S/GAO 
Dra t Report) f 

DOD BESPONSE: Part ia l l y concur. The requ i rement for annua l  
Chem ica l  Personne l  Re l iab i l i ty Program status report ing 
a lready ex ists with in the context of the annua l  Chem ica l  
Surety Report wh ich is rev i ewed by Army headquarters (see 
the DOD response to F ind i ng D.) S ince the informat ion 
recommended by GAO is a lready conta ined in the Annua l  Surety 
Report, it is the DOD pos it ion that it does not need to be 
reported separate ly from other chem ica l  surety data. 
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Append i x VI 

Ma jor Contr ibutors to T h is Report 

‘LT-L1-m-- l l3- -----1L-- - l wmmu ;3ecumy and Uld is Adamsons, Ass istant Director 

Internat iona l Affa irs 
Irv ing T. Boker, Eva luator- i n-Charge 
E l i zabeth G. Mead, Eva luator 

Div is i on, Wash ington, Leo G. Clarke III, Eva luator 

D.C. 

Ph i l ade lph ia Reg i ona l  Rona l d D. Leporat i S ite Sen i or 7 
O ff ice 
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