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Many forms of identification (ID) 
that federal employees and 
contractors use to access 
government-controlled buildings 
and information systems can be 
easily forged, stolen, or altered to 
allow unauthorized access. In an 
effort to increase the quality and 
security of federal ID and 
credentialing practices, the 
President issued Homeland 
Security Presidential Directive 12 
(HSPD-12) in August 2004, 
requiring the establishment of a 
governmentwide standard for 
secure and reliable forms of ID. 
The resulting standard is referred 
to as the personal identity 
verification (PIV) card. GAO was 
asked to determine the progress 
selected agencies have made in   
(1) implementing the capabilities of 
the PIV cards to enhance security 
and (2) achieving interoperability 
with other agencies. To address 
these objectives, GAO selected 
eight agencies that have a range of 
experience in implementing smart 
card-based ID systems and 
analyzed what actions the agencies 
have taken to implement PIV cards. 

What GAO Recommends  

GAO is making recommendations 
to OMB, including setting realistic 
milestones for implementation of 
the electronic authentication 
capabilities and requiring that each 
agency develop detailed plans 
regarding the extent to which it will 
implement these capabilities. OMB 
provided comments on GAO’s 
recommendations but did not 
specifically agree or disagree with 
any of them. 

Much work has been accomplished to lay the foundations for implementation 
of HSPD-12, a major governmentwide undertaking. However, agencies have 
made limited progress in implementing and using PIV cards. The eight 
agencies GAO reviewed—including the Departments of Agriculture, 
Commerce, Homeland Security, Housing and Urban Development, the 
Interior, and Labor; the Nuclear Regulatory Commission; and the National 
Aeronautics and Space Administration—have generally completed 
background checks on most of their employees and contractors and 
established basic infrastructure, such as purchasing card readers. However, 
none of them met the Office of Management and Budget’s (OMB) goal of 
issuing PIV cards by October 27, 2007, to all employees and contractor 
personnel who had been with the agency for 15 years or less. In addition, for 
the limited number of cards that have been issued, most agencies have not 
been using the electronic authentication capabilities on the cards and have 
not developed implementation plans for those capabilities. In certain cases, 
products are not available to support those authentication mechanisms. A key 
contributing factor for why agencies have made limited progress is that OMB, 
which is tasked with ensuring that federal agencies successfully implement 
HSPD-12, has emphasized issuance of cards, rather than full use of the cards’ 
capabilities. Specifically, OMB has set milestones that focus narrowly on 
having agencies acquire and issue cards in the near term, regardless of when 
the electronic authentication capabilities of the cards may be used. 
Furthermore, agencies anticipate having to make substantial financial 
investments to implement HSPD-12, since PIV cards are considerably more 
expensive than traditional ID cards. However, OMB has not considered  
HSPD-12 implementation to be a major new investment and thus has not 
required agencies to prepare detailed plans regarding how, when, and the 
extent to which they will implement the electronic authentication 
mechanisms available through the cards. Without implementing the cards’ 
electronic authentication capabilities, agencies will continue to purchase 
costly PIV cards to be used in the same way as the much cheaper, traditional 
ID cards they are replacing. Until OMB revises its approach to focus on the 
full use of the capabilities of the new PIV cards, HSPD-12’s objectives of 
increasing the quality and security of ID and credentialing practices across the 
federal government may not be fully achieved. 
 
While steps have been taken to enable future interoperability, progress has 
been limited in making current systems interoperate, partly because key 
procedures and specifications have not yet been developed to enable 
electronic cross-agency authentication of cardholders. According to General 
Services Administration officials, they have taken the initial steps to develop 
guidance to help enable the exchange of identity information across agencies, 
and they plan to complete and issue it by September 2008. Such guidance 
should help enable agencies to establish cross-agency interoperability—a 
primary goal of HSPD-12. To view the full product, including the scope 

and methodology, click on GAO-08-292. 
For more information, contact Linda D. 
Koontz at (202) 512-6240 or 
koontzl@gao.gov. 
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