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| | TO AUDIT OFFICIALS AND OTHERS INTERESTED IN

GOVERNMEN T AUDI TING STANDARDS

GAO mvxtes your comments on the accompanymg proposed changesto
Government Auditing Standards (GAGAS), commonly known as the "yellow

~ book." These changes add a field work standard for financial statement audits

to reqmre ‘additional documentauon when control risk for computer-related -
controls is assessed at maximum. This letter describes the process followed in

revising the standards discusses the proposed changes, outlines the format of
this exposure draft, and requests comments from interested parties on these

proposed revxsmns

To help ensure that the standards contmue to meet the needs of the audlt

commumty and the pubhc it serves, the Comptroller General of the United

States appomted the Adwsory Council on Government Audmng Standards to
review the standards and recommend necessary changes. The Council includes
experts in financial and performance auditing drawn from all levels of

' government, private enterprise, public accounting, and academia. In Februaty

1997, the Advisory Council on Government Auditing Standards endorsed a

o revised approach of issuing individual standards issue-by-issue as the Council

reaches consensus on a partncular lssue, with periodic codification of the
standards This revised approach was adopted to provide more timely revision
of the standards for emerging audit issues. The approach will continue the-
practice of seeking public comment on all draft revisions. The Council will
consider those comments in making recommendations to the Comptroller
General of the Umted States in ﬁnahzmg rewsrons to the standards

This exposure draft reﬂects the Council's reconunendahons to the Comptroller
General regarding a new field work standard for financial statement audits
prescribing additional documentatuon requlrements for (1) the assessment of
control risk at maximum for assertions significantly dependent on computer
applications and (2) the basis for concluding that resulting audit procedures are
designed to effectively aclueve audit objectives and appropnately limit audit
risk. The American Institute of Certified Public Accountants (AICPA), in lssmng
Statement on Auditing Standards (SAS) No. 78, Consideration of Internal .
Control in a Financial Statement Audit: An Amendment to Statement on
Auditing Standards No. 55, requires auditors to document their basis for

- conclusions when control risk is assessed below maximum. However, SAS No.

78 does not impose a similar requirement for assessments of control risk at

_maximum. This proposed standard will help ensure that auditors conducting




financial statement audits in accordance with Government Audttmg Standards
- carefully consider controls related to assertions which are significantly
dependent on computer apphcattons and appropnately lumt audit nsk related to

such assertlons

This exposure draft also presents confomung changes to GAGAS ﬁeld work
standards for financial statement audits to recognize, where apphcable, the
effect of SAS No: 78 on GAGAS for internal control. These changes principally
affect sections 4.21 through 4.33 and consist of updating terminology to -
conform with SAS No. 78 and deleting guidance that is addressed in SAS No 78,
wluch was 1ssued after the 1994 revision of the yellow book '

ln the exposure draft, the proposed changes are mdlcated by lughhghtmg

_proposed language and striking out the proposed deleted language. The

- revision will be effective for ﬁna.nclal statement audlts of penods endmg on or
afterSeptember 15, 1999. S R

The exposure draft is bemg sent to financial management and audit ofﬁcxals at
all levels of government, the public accounting profession, academia, -
professmnal organizations, and public interest groups. Your comments on the
proposed changes are encouraged. To facilitate review of the exposure draft, it
- is ]ocated on the Internet on GAO's Hgme Page (www gao yov) 'Additional
~copies of these proposed standards can be obtained from the U. S. General .
- Accounting Office, Room 1100, 700 4th Street NW, Washmgton, D. C 20548 or
by calling (202) 512-6000 : R )

To facxhtate analysxs of your comments it would be helpful lf you sent them
- both in writing and on diskette (in ASCII format). To ensure that your
comments are considered in preparing the final revised standard, please subxmt
them by. September 30, 1998, to: . _ ,

Government Audmng Standards Comments -
Computer-Related Controls ’
~U.S. General Accounting Office
~-Room 5089 (AIMD) :
441 G Street, NW .~
Washmgton, DC 20548

| I you need addltlonal mfonnauon, please call Robert W Gram]mg Dlrector,
: rporate A its and Standards, at (202) 512-9406 ‘

Assrstant Comptroller General




PURPOSE

43

44

e%workmg papers. (See paragraphs 435 through4:}38)

Thrs chapter prescribes standards of field work for financial audits, which mclude
ﬁnancral statement audrts and financial related audlts

42

For financial statement audlts, generally accepted government auditing standards
(GAGAS) incorporate the American Institute of Certified Public Accountants' (AICPA)
three generally accepted standards of field work which are:

a The work is to be adequately planned and assrstants, 1f any, are to be properly
‘ supervrsed ' :

'b. A sufflcrent understandmg of the internal control strueture is to be obtained to plan N

the audit and to determine the nature, timing, and extent of tests to be performed

_c‘. ‘.i'r*Sufﬁcrent competent evrdennal matter is to be obtalned through tnspectron,

*.observatron, 1inquiries, and confirmations to afford a reasonable basrs for an oprmon
e regardmg the ﬁnancral statements under audnt ' o

‘M_

The AICPA has rssued statements on audmng standards (SAS) that mterpret 1ts standards \

of field work (including a SAS on compliance audmng) Thls chapter incorporates these
SASs and prescnbes addmonal standards on :

a. audrt follow-up (see paragraphs 47, 4 10 and4 ll), - ‘, o

] b. noncompllance other than lllegal acts (see paragraphs 4. 13 and 4, 18 through 4 20),

,,,,,

Thns chapter also presents guldance on three other key aspects of financral statement
audrts :

: 'GAGAS mcorporate any new AICPA standards relevant to financial statement audits unless

the Gcneral Accounting Office (GAO) excludes them by formal announcement L

3




b. mguhnhes% and illegal acts (s_ee paragfaphs 4.14 through 4.17), and

c. . internal controls. (See paragraphs 4244 through 4.33) .

a. - materiality (see p!ar'ag_raphs 4.8 and 4.9),

45 This chapter concludes by explaining whicﬁ standards auditors should fol*ibw in
performing financial related audits. e
421  AICPA standards and GAGAS requlre the following:

Auditors should obiain a isuffici_eht'u.nder‘stzanding of 'int_e"rnal‘ c‘ontrdls'tb plan
the audit and detgrmine the nature, timing, and extent of tests to be performed.
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- 4.26

42

dnternal controls over safeguarding of assets

_(sefegﬂafdmg-een&elsi-consmute a process, effected by an entity's governing body,

management, and other personnel, ‘designed to provide reasonable assurance regarding
prevention or timely detection of unauthorized acquisition, use, or disposition of the .
ennty s assets that could have a material effect on the financial statements. e

Wﬂmﬁaﬂagmwmg eemhm relate to the prevennon or txmely

" detection of unauthorized transactions and unauthorized access to assets that could result

in losses that are material to the financial statements, for example, when unauthorized
expenditures or investments are made, unauthorized liabilities are incurred, inventory is
stolen, or assets are converted to personal use. Such controls-are %desngned to help
ensure that use of and access to assets are in accordance with management's authorization.

- Authorization includes approval of transactions in accordance with policies and procedures

estabhshed by management to safeguard assets, such as establishing and complying with
reqmrements for extendmg and momtormg credit or making investment decisions, and
related documentation. W%&\feguammg eentrels-are & L7 1 not designed
to protect against loss of assets arising from inefficiency or from managements operating
decisions, such as incurring expendltures for equlpment or matenal that proves to be
unnecessary or unsansfactory '

AICPA standards and GAGAS require auditors to obtain a sufficient understanding of
internal controls to plan the audit. They also require auditors to plan the audit to provxde ‘

.reasonable- ssurance. 0 etectmg matenal megu-hfmes% mcludmg matenal

- policies and procedures for. such cqu:smon, use, or dxsp sition: They would also‘mclude
‘comparing existing assets with the related records at reasonable intervals and takmg’

appropriate action with respect to any differences. Finally, controls over the-safeguarding
of assets against unauthorized acqunsmon, use, or disposition also relate§ to making -
avanlable to management information it needs to carry out its responsnblhtles related to




prevention or timely detection of such unauthorized activities, as well as mechanisms to
-enable management to monitor the contmued effective operatnon of such controls.

429 Understandmg fhﬂeWW%safeguammg eontre k' ’, v »

: help audltors recogmze nsk factors such as

o a.

430 ] "

fallure to adequately momtor decentrahzed operatrons, » |

"lack of controls over actxvmes such as lack of documentatlon for major
: 'transactlons T »

Iack of controls over computer processmg, such as a lack of controls over access to
apphcanons that initiate or control the movement of assetS' | ‘

) failure to develop or commumcate adequate pohcles and procedures for secunty of
e data or assets, such as allowmg unauthonzed personnel to. have ready access to data
or assets and : :

o faxlure to mvestrgate s:gmﬁcant unreconcﬂed dlfferences between reconcrhatlons of
a control account and subsxdrary records : .

//// /// 1
7

v dllOl’S shou'ld% desngn the audit to provrde
ements are free of material misstatements

: resultmg from vnolanons of laws and regulanons that have a direct and material effect on

-

T




o

the determmatlon of ﬁnanc1a1 statement amounts. To meet that reqmrement auditors

should have an understanding of internal controls relevant to financial statement assertions
affected by those laws and regulations. Auditors should use that understanding to identify
types of potential misstatements, consider factors that affect the risk of material
misstatement, and desngn substantive tests. For example, the following eentro}
enﬂfenment factors may mﬂuence the auditors’ assessment of control nsk

a. managements awareness or lack of awareness of ‘apphcable laws and regulations,

b auditee policy regardmg such matters as acceptable operating practlces and codes of o

conduct and

c. - 'assxgnment of responsrbrhty and delegation of authonty to deal w1th such matters as_
organizational goals and ob_]ecttves, operatmg functnons, and regulatory
requxrements :




10

o

&




b

‘Ordering Information

The first copy of each GAO report and testimony is free.
Additional copies are $2 each. Orders should be sent to the
following address, accompanied by a check or money order

‘made out to the Superintendent of Documents, when

necessary. VISA and MasterCard credit cards are accepted, also.
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- US. Genere.l Accounting Office

P.0O. Box 37050

Washington, DC 20013
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Room 1100
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U.S. General Accounting Office
Wa.‘shMgton, DC

Orders may also be placed by calling (202) 512-6000
or by using fax number (202) 512-6061, or TDD (202) 512-2537

Each day, GAO issues a list of newly available reports and
testimony. To receive facsimile copies of the daily list or any
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how to obtain these lists.
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