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Employee Standards Of Conduct:
Improvements Needed InThe Army And
Air Force Exchange Service And

The Navy Resale System Office

Standards of conduct regulations were estab-
lished by each Federal agency as a result of
Executive Order 11222.

The Army and Air Force Exchange Service
and the Navy Resale System Office need to
enforce statutes in their standard of conduct
programs dealing with Federal workers’
employment after they leave Government
service. Effective reporting systems to detect
and prevent violations are needed.

This report recommends that the Secretary
of Defense improve standards of conduct
reguiations in these agencies and that the new
Office of Government Ethics in the Office

of Personnel Management improve agency

confidential financial disclosure systems. l \““m\“\
The report alsc recommends a thorough

review of criminal and civil selling laws to 109162

remedy certain shortcomings.
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COMPTROLLER GENERAL OF THE UNITED STATES
WASHINGTON, D.C. 208548

B-148581

To the President of the Senate and the
Speaker of the House of Representatives

Executive Order 11222 prescribes standards of ethical
conduct for Government officials and directs the Civil
Service Commission (now the Office of Personnel Manage-
ment) to establish implementing guidelines. Recently
Public Law 95-521 established an executive branch Office
of Government Ethics to deal with ethical problems, in-
cluding Federal financial disclosure systems. This report
discusses needed improvements in the standards of conduct
programs at the Army and Air Force Exchange Service and
the Navy Resale System Office. It also raises issues that
need to be addressed by the Office of Government Ethics in
the Office of Personnel Management.

We did not obtain formal comments from the Department
of NDefense. However, we did discuss the report informally
with officials of the Department, the Exchange Service,
andi the Resale System Office and considered their comments
in the report.

We are sending copies of this report to the Director,
Office of Management and Budget; the Secretary of Defense;
the Secretaries of the Army, the Navy, and the Air Force;
the Directors, Office of Personnel Management, and Office
of Government Ethics; and other interested parties.

-‘%ﬁ ]
om ﬁ!ller General

of the United States







COMPTROLLER GENERAL'S EMPLOYEE STANDARDS OF CONDUCT:

REPORT TO THE CONGRESS IMPROVEMENTS NEEDED IN THE
ARMY AND AIR FORCE EXCHANGE
SERVICE AND THE NAVY RESALE
SYSTEM OFFICE

he Army and Air Force Exchange Service and
‘ the Navy Resale System Office are the larg- mu@y? )
‘ est of the non-appropriated-fund agencies. lgﬁ.
They were established to provide merchandise NAU
and services to military service personnel
at the lowest practical price and to contrib-
ute to military welfare and recreation pro-
grams from operating profits. /’Thpv employ

tens of thousands of personnel in worldw1de
multibillion dollar operations.

DIGEST Mﬂﬂs\

«fgecause of the magnitude of their operations,
they must be sure that their employees main-
tain the highest standards of conduct. ﬁé@?fdv
tain aspects of the agencies' standards of
conduct programs need improvement:

--The enforcement of post-employment statutes.
--The financial disclosure systems//

fﬁNDﬂy”/Although three statutes restrict the post-
employment activities of Exchange Service
and Resale System Office employees, the Re-
sale System Office has no reporting system
to detect and prevent violations. The Ex-
change Service has a system, but inadequate
filing, processing, and review procedures
prevent it from being effective.

wors v

GAO found/ﬁQ cases of ézzéible violations of
post-employment laws restricting selling ac-
tivities of retired military officers at the
Exchange Service and referred them to the
Department of Justice and the military fin-
ance centers for further inquiry and dis-
position./ (See p. 14.) Because of the
mitigating circumstances surrounding the
cases referred to the Justice Department
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and the vagueness of the criminal statute,
the Department has declined to prosecute.

Weaknesses in the agencies' financial disclo-
sure systems include:

~-In many sensitive i ;nggfzéggﬁ%%gf
grade 13 level, é%ggggéés n e 5
annual financial disclosure statements,

~--Many employees do not report their spouses'
employment. '

~-Specific supplemental standards of conduct
have not been developed for positions and
offices in which there is considerable
potential for conflicts of interesg,

~-Not all advisors, consultants, and members
of the Exchange Service's Board of Directors
are required to file statements.

--Source selection committee members are not
required to certify that they have no con-
flicting interests.

--Agencies do not periodically audit stand-
ards of conduct programs for effectiveness.
({See p.

Since the é%%ﬁ%h&%MServ1ce and the Resale
System Office operate under Department of De-
fense standards of conduct regqulationsy;Zthe™
same problems could exlst in other Defense
agencies.

The Secretary of Defense should take specific
actions to improve the financial dis sure

‘systems the enforcement of post—employment

EEg;gtes. (See pp. 10 and 16.)

Public Law 95-521 established an Office of
Government Ethics in the Office of Personnel
Management to provide leadership and enforce-
ment in the executive branch ethics program.
The Director, Office of Personnel Management,
shou o
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--ggzglggﬂgggﬂ;ggula;iggg concerning confi-

entia inancial disclosure systems,
a&dkegg;ggﬁthgmgwghﬁﬁms.dLscussed in this
report and in previous GAO reports. ‘

--Thoroughly study, in coordination with
the Departments of Justice and Defense,
the criminal and civil selling laws to
determine their effectiveness and how
they should be amended and enforced.
(See p. 20.)

Several key questions concerning the laws
warrant further study:

~--Should they be consolidated into one
overall selling law with specified
penalties?

v——Should they apply to all former Regular

and Reserve officers who have more than
a specified period of active service
and Defense civilian employees?

--Should they apply to former employees of
all Federal agencies and not just Defense?

--Who should enforce the laws, and what is
the best method of enforcement?

--For how long should the laws prohibit
sales activity?

--Should the laws be rescinded and
18 U.S.C. 207 revised to include spe-
cific selling prohibitions in a single
statute? (See p. 19.)
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CHAPTER. 1

INTRODUCTION

Since 1974 we have reported on the effectiveness of
financial disclosure systems in many Federal agencies.
(See app. I for a list of reports.) Our summary report
(FPCD~77-23, Feb. 28, 1977) on these systems recommended
that the President of the United States establish an exec-
utive branch Office of Ethics with strong administrative
and enforcement powers to make the financial disclosure
system effective. On October 26, 1978, the President
signed the Ethics in Government Act of 1978. This act
sets forth new public financial disclosure requirements
for high-level officials in the three branches of Govern-
ment and establishes an executive branch Office of Govern-
ment Ethics. This act provides the type of organization
and authority needed to remedy the administrative and
enforcement problems in the disclosure systems.

This report discusses confidential financial disclo-
sure systems and standards of conduct for employees of the
Army and Air Force Exchange Service (AAFES) and the Navy
Resale System Office (NAVRESO). It also points out inade-
quacies in the regulations on which the executive branch
agency programs are based.

AGENCIES MISSIONS

AAFES and NAVRESO are the largest of the non-
appropriated-fund Federal agencies, operating principally
from sales revenues. They have tens of thousands of em-
ployees who operate worldwide multibillion dollar activ-
ities. Their missions are to

--provide merchandise and services to authorized pa-
trons at the lowest practical cost and

--contribute to welfare and recreation programs for
military personnel from operation profits.

AAFES operates Army and Air Force exchanges and 1is
headquartered in Dallas. It is a joint command of the
Army and the Air Force, governed by a Board of Directors
composed of representatives from the two services. AAFES'
purchases for resale totaled about $2 billion in fiscal
year 1978, including over $50 million from its largest
supplier.




NAVRESO operates under the Naval Supply Systems Com-
mand and is headquartered in Brooklyn. NAVRESOQ provides
support, administrative and technical gquidance, and assis-
tance to, but does not operate, Navy exchanges. It also
operates the Navy commissaries. In fiscal year 1977
NAVRESO purchased over $1 billion of items for resale in
exchanges and commissaries.

Because many AAFES and NAVRESQO buyers are individually
responsible for annual purchases of several million dollars,
AAFES and NAVRESO must prevent conflicts of interest and
maintain acceptable standards of employee conduct.

CURRENT. BASIS. FOR STANDARDS
OF. CONDUCT PROGRAMS

Executive Order 11222, dated May 8, 1965, sets forth
~-~executive branch policy on employee ethical conduct;

--gstandards concerning acceptance of gifts, entertain-
ment, and favors; and

--requirements for financial disclosure by executive
branch personnel, including consultants and other
special employees.

The Order also gave the Civil Service Commission (CSC) 1/
the responsibility to implement the Order and to approve
and periodically review supplementary agency regulations.
In November 1965 CSC issued its implementing regulations.

The Department of Defense (DOD) standards of conduct
directive (DOD Directive 5500.7) prescribes regulations
concerning conflicts of interest, financial disclosure,
outside employment, acceptance of gifts, personal conduct,
gambling, use of Government facilities, and statutory post-
employment restrictions. Army, Air Force, and Navy regula-
tions basically restate the DOD directive.

AAFES complies with both the Army and the Air Force
regulations and has also issued supplementary regulations
for its personnel in procurement and related positions.
NAVRESO uses the Navy standards as issued.

1/Now the Office of Personnel Management (OPHM}.




CHAPTER 2

AAFES' AND NAVRESO'S STANDARDS

OF CONDUCT PROGRAMS CAN BE IMPROVED

AAFES' and NAVRESO's standards of conduct regulations

generally comply with CSC and DOD regulations under Execu-
tive Order 11222, However, the financial disclosure systems
and the standards of conduct programs could be improved.
These improvements include

--requiring many employees in sensitive positions below
the grade 13 level to file annual financial disclo-
sure statements;

~-~clarifying instructions to assure reporting of em-
ployment of spouses;

--issuing supplemental standards of conduct for posi-
tions or offices in which there is considerable po-
tential for conflicts of interest;

--requiring financial disclosure statements from advi-
sors, consultants, and all members of the AAFES Board
of Directors;

--requiring certification from source selection com-
mittee members that they have no conflicting inter-
ests; and

--periodically auditing the standards of conduct pro-
grams for effectiveness.

Many problems in the AAFES and NAVRESO programs are

attributable to inadequacies in the regulations implementing
Executive Order 11222 and the lack of executive branch
leadership in monitoring and improving{ the programs.

MORE

EMPLOYEES SHOULD FILE STATEMENTS

cial
real

CSC requires each agency to obtain confidential finan-
disclosure statements (listing financial assets, debts,
estate, and outside employment) from:

--Employees paid at a level of the Executive Schedule.
--Employees classified at grade 13 or above who are

in decisionmaking positions or have duties which
could involve conflicts of interest.




--Employees classified below grade 13 who occupy posi-
tions otherwise meeting the above criteria. An
agency must obtain CSC approval to require such em-

ployees to file.

The CSC requlations require DOD components to issue
their own standards of conduct requlations. The armed serv-
ices must regulate the conduct of their members and imple-
ment financial disclosure systems in a manner consistent
with the Executive order and CSC regulations.

Until January 1977 the DOD directive 4did not provide
for obtaining disclosure statements from personnel in po-
sitions below the GS-13 level., The current directive re-
quires statements from employees in any positions below the
GS-13 level which have been specifically approved by CSC.
However, the directive does not require management to review
the duties of positions below the GS-13 level to determine
if incumbents should be filing statements. 1In accordance
with DOD and implementing departmental regulations, AAFES
and NAVRESO require statements only from civilian employees
in designated positions in grades 13 and above and lieuten-
ant colonels and commanders and above.

Our review of selected position descriptions at AAFES
and NAVRESO disclosed that many more employees, perhaps as
many as 1,500 at AAFES and 760 at NAVRESO and the Navy ex-
change system, should be required to file statements. All
these positions are below the GS-13 level, but the posi-
tions are particularly sensitive to potential conflicts,
such as buyers, contracting officers, exchange managers,
lodge managers, and employees who develop equipment speci-
fications. These employees have responsibilities which
significantly affect AAFES and NAVRESO vendors. For exam-

ple

--a grade 12 AAFES employee annually buys about
$58 million of drug items,

--a grade 9 AAFES buyer selects sources and negotiates
prices for nearly $7 million of children's wear annu-

ally, and

--a grade 7 Navy commissary store employee buys pro-
duce from local sources totaling about $3.4 million

annually.

In 1970 AAFES requested permission from the Secretary
of Defense to obtain disclosure statements from an esti-
mated 2,500 personnel below the grade 13 level because




their decisions or actions could significantly affect the
economic interests of non-Federal enterprises. AAFES stated
that the request had been denied, but AAFES did not retain

a record of the reason.

AAFES, NAVRESO, and DOD officials agreed that, regard-
less of grade level, an employee should be required to file
a statement if management determines that his position nor-
mally provides opportunities for conflicts of interest or
for the appearance of conflicts.

Advisory groups should also file statements

AAFES and NAVRESO periodically obtain guidance from
retail industry consultants and advisors. AAFES also re-
ceives overall direction from a military Board of Directors
and often uses exchange customers on committees to evaluate
competing brands for sale in the exchanges. Many of these
are not required to file financial disclosure statements.

AAFES and NAVRESO commanders periodically meet with
high level executives from the retail and merchandising
industries to discuss mutual retailing issues. These con-
sultants and advisors do not file statements. Because of
their access to AAFES and NAVRESO information, these con-
sultants and advisors should be required to file statements

AAFES has a l13-member military Board of Directors
which provides overall direction to AAFES, including ap-
proving basic policies, plans, and programs and reviewing
operating results. Three of the members are below the rank
of lieutenant colonel and do not file statements. Because
of their access to AAFES information and their overall
responsibilities, they should be required to file state-
ments.

Exchange customers sometimes serve on AAFES source
selection panels to evaluate competing brands and determine
which should be stocked in the exchanges. They do not sub-
mit statements and may have a personal interest in the com-
peting brands. As panel members they influence source
selection decisions. We believe they should be required,
at a minimum, to certify that they do not have any conflicts
of interest.

DOD INSTRUCTIONS SHOULD CLEARLY
REQUIRE REPORTING EMPLOYMENT OF
SPOUSES AND HOUSEHOLD MEMBERS

The employment of other household members, usually
spouses, is not being reported on the financial disclosure




statements. At AAFES only 5 of 491 employees reported work-
ing spouses; at NAVRESO, only 1 of 87. AAFES and NAVRESO
officials stated they knew of instances when the employment
of spouses was not being reported.

CSC regulations, the DOD directive, and the three serv-
ices' regulations contain instructions similar to the fol-
lowing, which appear on the DOD disclosure statement. (See

app. II.)

"5, NON-FEDERAL AFFILIATIONS AND FINANCIAL INTER-
ESTS. The interest of a spouse, minor child,
and any member of your household shall be re-
ported in the same manner as your interests.
List the names of all corporations, firms, part-
nerships, and other business enterprises, nonprof-
it organizations, and educational, or other
institutions: (a) with which you are (or since
last filing were) affiliated as an employee,
officer, owner, director, member, trustee, part-
ner, adviser, agent, representative, or consult-
ant, or as a person on leave from or having any
understanding or plans for future affiliation;
(b)Y in which you have any continuing financial
interests, such as through a pension or retire-
ment plan, shared income, continuing termination
payments, or other arrangements as a result of
any current or prior employment or business or
professional association; or (c¢) in which you
have any financial interest through the legal

or beneficial ownership of stock, stock options,
bonds, securities, or other arrangements includ-
ing trusts. Identify any financial interests

in commodities which you have had since last
filing." (Underscoring supplied.)

Many employees and supervisors interpret "interests”
as not including "employment" or "affiliation." AAFES,
NAVRESO, and DOD officials stated that the CSC and DOD
regulations clearly required reporting the employment as
well as other financial interests of spouses, minor chil-
dren, and other household members. DOD officials agreed
that the instructions on the DOD disclosure form should
be clarified.

MORE SPECIFIC STANDARDS NEEDED

AAFES developed supplemental standards of conduct
regulations for buyers and employees in related positions.
These address some ethical situations that personnel may




encounter, including the offering of gifts, appearances of
favoritism, and collusive bidding, NAVRESO has not devel-
oped supplemental standards for its buyers.

We believe both the AAFES and NAVRESO standards of
conduct programs should specify to employees and supervi-
sors the types of interests that should be avoided. AAFES
and NAVRESQO have business contacts with about 48,000 and
25,000 firms, respectively. While developing one set of
overall standards tailored for each agency may be difficult,
each agency could tailor individual standards to the activ-
ities of each division or office. We raised questions
about the sufficiency of their guidance, such as:

-~Should buyers in any given product line, such as
clothing or luggage, be allowed to have any inter-
ests in firms which sell that line?

--Should military retail store managers be allowed to
have any interests in, or be concurrently employed
by, private retail stores?

--Should employees or their spouses or minor children
be allowed to work for vendors?

--Should employees who develop eguipment standards
and specifications be allowed to own any interests
in firms which could be affected by their duties?

--Should top AAFES and NAVRESO officials be allowed
to have any interests in major vendors?

Qur concern is not with the legality of these ques-
tions, which is covered in 18 U.S.C. 208 ("Acts Affecting
a Personal Financial Interest"), but with situations that
could create (or lead to) improprieties or the appearance
of conflicts of interest.

AAFES and NAVRESO stated that such questions were best
solved on a case-by-case basis. We believe these questions
should be addressed in their standards for employees.

Such cases would be easier to resolve if criteria al-
ready existed in the supplemental standards. The guidance
would inform employees in advance of the types of employ-
ment and financial interests they should avoid. If cases
did arise, such guidance would lend consistency in deter-
mining the appropriate resolution, such as divestiture or
disqualification. It would also aid supervisors in re-
viewing the disclosure statements.




PROGRAMS SHOULD BE AUDITED
FOR EFFECTIVENESS

AAFES and NAVRESO auditors have not evaluated the
effectiveness of their agencies' standards of conduct
programs. Their audits have only verified compliance with
certain procedures, such as determining whether employees
semiannually certify that they are aware of the standards
of conduct and annually file disclosure statements.

Navy regulations require the Naval Audit Service (NAS)
to make effectiveness audits of the standards of conduct
programs of Navy components. However, an NAS regional of-
ficial said NAS is not required to audit NAVRESO exchange
or other non-appropriated-fund activities. DOD, Army, and
Air Force regulations do not require such audits.

We believe effectiveness audits of these programs and
policies by internal auditors or other review groups would
have detected the problems we found. Such audits, if made
periodically, would help insure program effectiveness and
determine whether additional standards are needed to deal
with current ethical situations.

COMBATING THE PROBLEMS OF GIFTS AND KICKBACKS

Considering the thousands of vendors seeking to sell
billions of dollars of goods and services to the exchanges
annually, AAFES and NAVRESO have tried to develop and imple-
ment programs to prevent the offer and acceptance of gifts
and kickbacks. DOD and service regulations include special
prohibitions against accepting kickbacks or gifts, includ-
ing any advertising or promotional items with intrinsic
value of $5 or more, and require employees to certify twice
annually that they are familiar with the standards of con-
duct.

In addition, AAFES regulations prohibit AAFES employ-
ees from accepting any gifts, and both AAFES and NAVRESO
include special terms in their contracts prohibiting gifts
or kickbacks and providing penalties for violations. Before
the holiday season, NAVRESO sends all vendors letters and
AAFES and NAVRESO send all employees memorandums reminding
them of the prohibition.

AAFES and NAVRESO have standards of conduct training
programs to help assure employee awareness of the standards,
including this prohibition. AAFES also has issued supple-
mental guidelines for procurement personnel concerning
their dealings with vendors.




To further discourage vioclations, AAFES publicizes
detected violations and penalties assessed so that employ-
ees will be aware of management's concern and intent to
maintain the standards of conduct. In October 1977 AAFES
issued a memorandum to all salaried personnel stressing
the need to maintain high ethical standards. It included
an attachment listing violations and the disciplinary ac-
tions taken, which ranged from employee counseling to dis-
missal.

For the 37 conduct violation investigations closed at
AAFES during fiscal year 1977, 25 employees were either
terminated or allowed to resign for various violations,
including acceptance of gifts. NAVRESO does not have a
system for compiling reports on such matters, and the
deputy counselor is aware of only a few cases of miscon-
duct over a period of several years.

In April 1978 there was widespread publicity about
several AAFES employees and vendors' representatives who
had been charged with involvement in a kickback scheme.
As a result of an AAFES referral, several persons were
fined and given prison sentences after a long-term task-
force investigation by several Federal agencies.

AAFES believes that acceptance of gifts and kickbacks
is its biggest ethical problem and is hard to detect through
basic audit techniques.

CONCLUSIONS

The standards of conduct programs at AAFES and NAVRESO
generally implement CSC and DOD requlations. However, AAFES
and NAVRESO should make these regulations specifically ap-
plicable to the agencies' operations and periodically audit
the programs for effectiveness. Supplemental regulations
could include

--the specific positions in which employees must file
disclosure statements,

~-emphasis on reporting of spousal employment,

--guidance for various divisions or positions as to
the types of financial interests and outside employ-
ment that could create conflicts of interest or
otherwise appear improper, and

~--instructions to supervisors as to the type of inter-
ests to be questioned in reviewing the statements.




Many issues raised in this chapter are not unique to
AAFES and NAVRESO but exist due to the lack of strong lead-
ership and effective implementation of CSC and DOD financial
disclosure regulations. For this reason, the same problems
may exist throughout other DOD components, since all the
systems are based on the CSC and DOD regulations.

0

RECOMMENDATIONS

We recommend that the Secretary of Defense:

-~Require AAFES and NAVRESO to identify, in supplemen-
tal standard of conduct regulations, all positions,
especially those below the grade 13 level which nor-
mally provide opportunities for conflicts of inter-
est, and require the incumbents to file annual
financial disclosure statements. T

) . %ZI”EW“MW’ wmend ) .
--Require AAFES and NAVRESO to develop specific guid-
ance Tor ctertain divisions, offices, or sensitive

positions as to the types of financial interests,
outside employment, or other situations which could
create the appearance of conflicts of interest.

ZZClarify instructions on the DOD disclosure form to
require that the employment of spouses, minor chil-
dren, and other household members be reporteq)/

--Require that all consultants and advisors to—AAFES
. ) , ; s)
file disclosure statements and that AAFES obtain
certification from source selection committee mem-
bers that they have no conflicting financial inter-
ests?f

--Require periodic audits of the standards of conduct
regulations rand the financial disclosure systems
throughout DOD to determine whether they are adequatg,/
effective, and tailored to the needs of DOD and its
components.

10




CHAPTER. 3

POST-EMPLOYMENT STATUTES SHOULD BE ENFORCED

For many years there has been much concern about former
Government officials and employees using their public expe-
rience and contacts to personal advantage in the private sec-
tor. This concern is reflected in three statutes enacted
by the Congress which restrict certain post-employment ac-
tivities. One of these (18 U.S.C. 207) applies to all
former executive branch officers and employees, including
former military members and civilian employees, while two
(18 U.S.C. 281 and 37 U.S.C. 801l(c)) apply to all retired
Reqular military officers.

NAVRESO has no reporting system to detect and prevent
post-employment violations. AAFES has a reporting system
by which former AAFES employees and military personnel com-
plete notice of appearance forms before doing official
business with the agency. However, more information should
be disclosed on this form, and AAFES processing and review
procedures must be formalized.

In reviewing these forms we found 19 instances of pos~
sible viclations of the laws applicable to retired military
officers. Five of these possible violations relating to the
civil selling law (37 U.S.C. 80l(c)) were referred to the
Army and the Air Force finance centers for further inves-
tigation, while 14 names were referred to the Department of
Justice for possible violations of the criminal selling law
(18 U.S.C. 28l). The Justice Department has informed us
that it has declined to prosecute these cases as violations
of 18 U.S.C. 281 because of the mitigating circumstances
surrounding the cases. (See app. V.)

POST-EMPLOYMENT .STATUTES

18.U.5.C.. 207

This criminal statute placed two types of restrictions
on employment activities of all former executive branch offi-
cers and employees, including tormer military members and
civilian employees:

~-Section (a) permanently barred former military mem-
bers and civilian employees from acting as an agent
or attorney in a particular matter involving specific
parties in which the United States had an interest
and in which the individual had substantially and
personally participated while at the agency.

11




-=-Section (b) prohibited, for a period of 1 year, for-
mer military members and civilian employees from
personally appearing as an agent or attorney for
anyone before an agency in a particular matter in-
volving specific parties in which the United States
had an interest and over which he/she had had offi-
cial responsibility within the past year.

This statute has been revised by Public Law 95-521
(Ethics in Government Act of 1978) and effective July 1,
1979, the statute will (1) increase the debarment period
in section (b) from 1 to 2 years and (2) prohibit certain
aiding and assistance activities on the part of former
Government employees (GS-17 and above). This revision
also added a section (¢}, which prohibits, for 1 year,
specified former high level agency officials and military
officers from any contacts with their former agencies on
behalf of others to influence the outcome of any matter
then pending before their former agencies.

18 U.s.C. 281

The "criminal selling law," 18 U.S.C. 281, reads:

n* % * Nothing herein shall be construed to allow
any retired officer to represent any person in the
sale of anything to the Government through the
department in whose service he holds a retired
status * * * "

37 U.S.C. 801(c)

The civil statute, 37 U.S.C. 80l1(c), provides that:

"Payment may not be made from any appropriation,
for a period of three years after his name is
placed on that list, to an officer on a retired
list of the Regular Army, the Regular Navy, the
Regular Air Force, the Regular Marine Corps, the
Regular Coast Guard, the Environmental Science
Services Administration, or the Public Health
Service, who is engaged for himself or others in
selling, or contracting or negotiating to sell,
supplies or war materials to an agency of the
Department of Defense, the Coast Guard, the
Environmental Science Services Administration,
or the Public Health Service." (The Environ-
mental Science Services Administration was abol-
ished on Oct. 30, 1970, and its functions were
transferred to the National Oceanic and Atmos-
pheric Administration.)

12




Both selling laws are interpreted as being applicable
only to retired Regular officers and not to retired Reserve
of ficers or other retired members.

AAFES SYSTEM TO PREVENT
VIOLATIONS NEEDS IMPROVEMENT

AAFES has a reporting system to detect potential vio-
lations of the post-employment statutes. Anyone wishing
to appear before AAFES on official business (mainly company
representatives who present their products to AAFES for
possible sales in the exchange) must register their names
in a log before visiting an AAFES buyer. If they are former
Government employees or former military personnel, they are
to fill out AAFES Form 3900.7--"Notice of Appearance Before
Exchange Activity" (see app. III) to disclose the purposes
of the visits and their present or former statuses in the
military service or Federal Government, including the dates
of service. They also are to declare (1) whether the matters
on which they are appearing involve the military departments
in which they hold retired status and (2) their past rela-
tionships with the subject matters while in military service
or Government employment. These forms are then reviewed in
the merchandising division.

Several weaknesses in this system, which prevent it
from being effective, include:

--There is no procedure to insure that all retired
military officers or former civilian employees who
contact AAFES complete the notice of appearance form.

--The form does not require disclosure of certain data
needed to readily determine whether the appearance
would violate the post-employment statutes.

--AAFES processing and review procedures are informal
and do not include reviewing the forms for possible
violations of the selling laws.

I1f changes were made, we believe this system could be effec-
tive in preventing post-employment violations and should be
evaluated for use in other DOD components.

AAFES has not issued specific regulations as to how the
system should operate.

For example, there are no procedures to insure that
all retired officers or former employees who contact AAFES
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complete the form. Nor is there any notice to those who
complete the form that specific prohibitions apply to cer-
tain former employees and retired military.

The form does not require disclosing the name of the
firm and the products or services represented by the vendor
or the position title and products or services with which a
former employee was involved while employed by AAFES. As a
result it can be difficult, on the basis of the completed
form alone, to determine whether 18 U.S.C. 207 would be vio-
lated by the proposed sales effort.

Further AAFES' review of the forms generally is not
indicated on the form. The form does not identify who re-
viewed it, what determination was made, or whether it was
reviewed by general counsel. Also the principal reviewing
of ficial said he reviewed the forms only for potential vio-
lations of 18 U.S.C. 207 and not for possible violations of
the selling laws, although information provided on the form
would make judgments possible concerning the selling laws.

AAFES officials agreed that changes needed to be made
in their reporting system.

AAFES NOTICE OF APPEARANCE FORMS
ARE NOT ADEQUATELY REVIEWED

Review of the forms filed at AAFES headquarters and
regions in the United States disclosed that during the
42-month period ended in June 1977:

--Thirty-five former employees had appeared before
AAFES in a selling capacity. We were advised that
five of these had left AAFES specifically to set up
businesses which would sell to AAFES.

--Nineteen persons, who identified themselves as retired
Regular Army or Air Force officers, had appeared be-
fore AAFES in a selling capacity, apparently in tech-
nical violation of the criminal and/or civil selling
laws.

On June 21, 1978, we referred the names of 14 indi-
viduals to the Department of Justice for further investiga-
tion because the forms indicated possible violations of
18 U.S.C. 281l. The Department of Justice has informed us
that it has declined to prosecute these cases as violations
of 18 U.S.C. 281 because of the mitigating circumstances
surrounding the cases (e.q., the individuals had completed
an AAFES Form 3900.7 before they engaged in the activities
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in question, and no objections were made by AAFES offi-
cials at that time). Also, because of the vagueness of the
statute, the Department expressed doubt whether a given case
could be successfully prosecuted as a Federal crime under

18 U.S.C. 281.

We also referred the names of five persons to the Army
and Air Force finance centers for further investigation for
possible violations of 37 U.S.C. 801l(c).

None of the possible criminal or civil selling law
violations were questioned by AAFES during its review of
the forms.

NAVRESO HAS NO DETECTION SYSTEM

NAVRESO requires all vendor representatives to sign a
log at the reception desk before visiting a NAVRESO buyer.
The log indicates the name of the visitor, the company repre-
sented, and the person being visited. This log is retained
for several months and then discarded. Visitors are not
required to state whether they are former NAVRESO employees
or retired Regular military officers.

NAVRESO, therefore, has no reporting system for de-
tecting potential violations of post-employment statutes.
However, all employees attend semiannual standards of con-
duct training courses, where they are informed of the post-
employment restrictions and the criminal or civil penalties
for violating them.

NAVRESO officials believe that post-employment viola-
tions are not a problem, primarily because very few buyers
have left the organization in recent years. However, they
did agree that a reporting system, such as that in effect
at AAFES, could help prevent any violations. They also
believe that those leaving have not returned as vendors or
vendor representatives. Since January 1, 1973, 69 manage-~
ment personnel in procurement or related positions left
NAVRESO-~-61 civilian employees and 8 military officers.
Without a reporting system we could not determine whether
there had been any appearances by former employees, former
Navy officers, or retired Reqular officers of the Navy.

CONCLUSIONS

Because of the amount of products and services purchased
for sale in the exchanges, AAFES and NAVRESO must have effec-
tive reporting systems to detect and prevent post-employment
violations and possible undue influence in the purchasing
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activities. Currently NAVRESO has no such system. AAFES'
system could be effective if improvements were made and if
the system were formalized and the notice of appearance
forms properly reviewed. AAFES' system, with the improve-
ments we have recommended below, should be evaluated for
use in other DOD components.

RECOMMENDATIONS

We recommend that, to improve enforcement of post-
employment statutes, the Secretary of Defenge:

1. Require the commander, AAFES, tq//

T

regulatlons to spec1fy flllng, processing, and
review procedures for the notification of appear-
ance form to help assure that post- employment
sfatutes are being effectively and uniformly en-
forged at point-of-buy 1ocat10ns//

--Revise the form and related instructions to ob-
tain sufficient information from former employees
and retired military officers to determine whether
their appearances or other contacts would violate
%he post—-employment statutes.

——f sure that the notice of appearance forms are

promptly reviewed and prospective sellers cleared
ny potential violations at all major point-
locations.

k)
2. //aequ1re the commander, NAVRESO, to develop and im-
plement a post-employment reporting system.

3. Determine whether such systems should be imple-
mented at other DOD components where there is sig-
nificant procurement activity.

errie
4 Wa%%ﬁf L gple e W’{ g
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CHAPTER 4 -

MATTERS. FOR ACTION BY THE NEW

OFEICE OF GOVERNMENT ETHICS

The issues discussed in this report concerning financial
disclosure systems, standards of conduct, and post-employment
restrictions have Government-wide significance. Many have
been reported by us in more than 20 reports. Many have re-
sulted from the lack of leadership and enforcement of Execu-
tive Order 11222.

Recently the Congress enacted, and the President signed,
the Ethics in Government Act of 1978. This act establishes
an executive branch Office of Government Ethics with overall
responsibility for financial disclosure and ethics regula-
tions and their enforcement. While much of the act is
geared toward the new public financial disclosure system
established by the act, the agency does have responsibility
for

--monitoring and investigating individual and agency
compliance with any additional financial reporting
and internal review requirements established by law
for the executive branch,

--interpreting rules and regqulations issued by the
President or Office of Personnel Management governing
conflict of interest and ethical problems and the
filing of financial statements, and

--assisting the Attorney General in evaluating the ef-
fectiveness of the conflict of interest laws and in
recommending amendments.

We believe the above responsibilities, if properly
carried out, could resolve the issues discussed in this re-
port and in previous reports. If Federal agency confidential
financial disclosure systems were monitored and investigated,
the Office of Government Ethics would find a consistent pat-
tern of issues, such as raised in this report. The Office
should also study the criminal and civil selling laws, in
coordination with the Department of Justice and the Depart-
ment of Defense, to determine their effectiveness and what
should be done to make them equitable.
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CONFIDENTIAL FINANCIAL
DISCLOSURE REPORTING SYSTEMS

In developing new confidential reporting requirements
for executive branch employees, the Office should act on
most of the issues raised in chapter 2 of this report and
those in our February 28, 1977, report, "Actions Needed To
Make Executive Branch Financial Disclosure Systems Effective"
(FPCD~-77-23). (See app. IV for copy of the digest of the
report.)

Areas in which agency regulations should be improved
are

--criteria for determining positions whose incumbents
should be required to file financial disclosure state-
ments;

--procedures for collecting, reviewing, and controlling
statements;

--specifics concerning the types of information required
to be disclosed on the statements;

--supplemental standards of conduct for employees in
particularly sensitive positions; and

--a requirement for periodic effectiveness audits of
agency financial disclosure systems and standards of
conduct programs.

These issues should be thoroughly reviewed by the Office and
dealt with in assessing the present basic regulations con-
cerning confidential financial disclosure reporting systems.

CRIMINAL AND CIVIL SELLING
LAWS SHOULD BE REVIEWED

Former Government officials using, or appearing to use,
their public experience to their personal advantage in pri-
vate business can detrimentally affect the Government's
credibility. On August 28, 1978, we issued a report, "What
Rules Should Apply to Post-Federal Employment and How Should
They Be Enforced?" (FPCD-78-38) detailing many issues in-
volved in enforcing post-employment regulations.

In our work at AAFES and NAVRESO, in determining the
extent to which post-employment statutes, 18 U.S5.C. 207, and
the criminal (18 U.S.C. 281) and civil (37 U.S.C. 801l(c))
selling laws were enforced, we raised many questions and con-
cerns about the effectiveness and equity of the laws.
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The criminal selling law prohibits a retired Regular
military officer from selling anything to the Government
through the department in which the officer holds a retired
status. The civil selling law prohibits a retired Regular
of ficer from selling supplies or war materials to any DOD
agency for 3 years after retirement. These laws apply only
to retired Regular military officers and not to retired Re-
serve officers or civilian employees who have career exper-
iences similar to those with which the laws are concerned.

At AAFES and NAVRESO one of the most sensitive posi-
tions is that of a buyer. Buyers purchase millions of
dollars of merchandise from private industry for resale
worldwide in the exchanges. They select, or participate in
the selection of, vendors; evaluate competing proposals;
negotiate contracts; and place orders against the contracts.
The buyers exercise considerable influence on sources and
prices.

These buyers, usually civilians, deal with many compa-
nies daily. Some are, and others could be, hired by compa-
nies at substantial increases over their Government salaries.
At least 35 former employees returned to sell to AAFES over
a 42-month period, and at least 5 of these left AAFES specif-
ically to establish their own businesses which would sell
to AAFES. At least 22 former employees returned to sell to
AAFES within 1 year of leaving. Any such employees might
use their former contacts and knowledge of the AAFES pro-
curement system for personal gain and for benefiting their
new employers, and yet the selling laws do not apply to
them.

We believe the Office, under its authority to help the
Attorney General evaluate the effectiveness of conflict of
interest laws, should study the selling laws. Several key
questions warrant further study:

--Should the two laws be consolidated into one overall
selling law with specified penalties?

--Should they apply to all former Regular and Reserve
officers who have more than a specified period of
active service and DOD civilian employees?

--Should they apply to former employees of all Federal
agencies and not just DOD?

--Who should enforce the laws, and what is the best
me thod of enforcement?
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-=For how long should the laws prohibit sales activity?

=~Should the laws be rescinded and 18 U.S.C. 207 re=
vised to include specific selling prohibitions in
a single statute?

The present laws are not equitable in that they apply
to one class of former employees, retired Regular officers,
but not to others who are in an equal position to use their
knowledge and former contacts to influence sales. The De-
partment of Justice has informed us that there is some ques-
tion whether the present criminal selling law is enforceable
as a Federal crime because of its present vagueness caused
by a 1962 amendment.

CONCLUSIONS

Over the past 4 years, we have issued many reports on
deficiencies in Federal agency financial disclosure systems.
These deficiencies are widespread throughout the executive
branch. The Ethics in Government Act of 1978 will, through
public disclosure, improve the systems for designated high-
level officials and military officers. However, no action
has been taken to improve the confidential reporting sys-
tems.

The civil and criminal selling laws are not equitable
as they apply only to retired Regular military officers.
Retired Reserve officers and civilian employees, who also
can use their former contacts and knowledge to influence
sales, are exempt. According to Department of Justice offi-
cials, there is some guestion whether the criminal selling
law is enforceable as a Federal crime.

RECOMMENDATIONS

We recommend that the Director., OPM:

--Develop new regulations concerning confidential fi-
nancial disclosure systems, addressing the problems
discussed in this and in our previous reports.

--Thoroughly study, in coordination with the Depart-
ments of Justice and Defense, the criminal and civil
selling laws to determine their effectiveness and how
they should be amended and enforced.
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CHAPTER 5

SCOPE OF REVIEW

We made our review primarily at AAFES and NAVRESO head-
quarters. We also visited several AAFES and NAVRESO field
locations and obtained information from other field loca-
tions, including overseas locations. We assessed the ade-
quacy and effectiveness of AAFES' and NAVRESO's

--gtandard of conduct regulations,

--financial disclosure systems, and

--enforcement of post-employment laws.

In reviewing the financial disclosure statements filed

by AAFES and NAVRESO employees, we maintained the confiden-
tiality of the statements at all times.
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APPENDIX I > APPENDIX I

REPORTS ON AGENCIES' FINANCIAL DISCLOSURE SYSTEMS

Report title, number,

Agency ' and issue date
Federal Power Commission "Need for Improving the Reg-

ulation of the Natural Gas
Industry and Management of
Internal Operations," B-18028,
9/13/74.

U.S. Geological Survey "Effectiveness of the Finan-
cial Disclosure System for
Employees of the U.S. Geo-
logical Survey," FPCD-75-131,
3/3/75.

Civil Aeronautics Board "Effectiveness of the Finan-
cial Disclosure System for
Civil Aeronautics Board Em-
ployees Needs Improvements,”
FPCD-76-6, 9/16/75.

Federal Maritime "Improvements Needed in the
Commission Federal Maritime Commission's
Financial Disclosure System
for Employees," FPCD-76-16,
10/22/75.

U.S. Railway Association "Improvements Needed in Pro-
curement and Financial Dis-
closure Activities of the
U.S. Railway Association,”
RED-76-41, 11/5/75.

Department of the "Department of the Interior
Interior Improves Its Financial Dis-
closure System for Employees,”
FPCD-75-167, 12/2/75.

Food and Drug "Financial Disclosure System
Administration for Employees of the Food and
Drug Administration Needs
Tightening," FPCD-76-21,
1/19/76.
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APPENDIX I

Agency

U.S. Geological Survey

Inter-American
Foundation

Federal Aviation
Administration

Department of Commerce

Small Business
Administration

Export-Import Bank

Federal Communications
Commission

Tennessee Valley
Authority

APPENDIX I

Report title, number
and issue date

Letter report to Congress-
man John Moss on U.S. Geo~
logical Survey employees'
divestiture, FPCD-76-37,
2/2/76.

"Inter-American Foundation's
Financial Disclosure System
for Employees and Its Pro-
curement Practices,"” ID-76-69,
6/30/76.

"problems With the Financial
Disclosure System, Federal
Aviation Administration,"
FPCD-76~50, 8/4/76.

"Problems Found in the Fi-
nancial Disclosure System for
Department of Commerce Em-
ployees," FPCD-76-55, 8/10/76.

"Management Control Functions
of the Small Business Admin-
istration-~Improvements Are
Needed," GGD-76-74, 8/23/76.

"Export-Import Bank's Finan-
cial Disclosure System for
Employees and Its Procurement
Practices," ID-76-81, 10/4/76.

"Actions Needed To Improve the
Federal Communications Commis-
sion Financial Disclosure Sys-
tem," FPCD-76-51, 12/21/76.

"Tennessee Valley Authority:
Information on Certain Con-
tracting and Personnel Manage-
ment Activities," CED-77-4,
12/29/76.
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APPENDIX I

Agency

Food and Drug
Administration

Energy Research and De-
velopment Administration

Department of Agriculture

The White House

Office of the Comptroller
of the Currency

The Federal Deposit

Insurance Corporation

Civil Service Commission

Federal Reserve Board

Commodity Futures Trading

Commission

APPENDIX I

Report title, number
and issue date

"The Food and Drug Adminis-
tration's Financial Disclo-
'sure System for Special
Government Employees:
gress and Problems,"
FPCD-76-99, 1/24/77.

Pro-

"An Improved Financial Dis-
closure System," FPCD-77-14,
1/26/77.

"Financial Disclosure System
for Department of Agricul-
ture Employees Needs Strength-
ening," FPCD-77-17, 1/31/77.

"Action Needed To Make the
Executive Branch Financial
Disclosure System Effective,”
FPCD-77-23, 2/28/77.

"Financial Disclosure Systems
in Banking Regulatory Agen-
cies," FPCD-77-29, 3/23/77.

"T"he Federal Deposit Insurance
Corporation's Financial Dis-

closure Regulations Should Be
Improved,”" FPCD-77-49, 6/1/77.

"Financial Disclosure for High-
Level Executive Officials: the
Current System and the New Com-
mitment," FPCD-77-59, 8/1/77.

"pProposals Regarding the Fed-
eral Reserve Board's Financial
Disclosure System," FPCD-77-46,
8/12/77.

"Regulation of the Commedity
Futures Markets--What Needs to
Be Done," CED-~78-110, 5/17/78.
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APPENDIX I

Agency

NDepartment of Commerce

Bank Regulatory Agencies

APPENDIX I

Report title, number,
and issue date

Letter report to the Chair-
man, Subcommittee on Commerce,
Consumer, and Monetary Affairs,
House Committee on Government
Operations, on Department of
Commerce Actions to implement
GAO recommendations concerning
the Department's financial
disclosure system, FPCD-78-42,
4/13/78.

Letter report to the Chair-
man, Subcommittee on Commerce,
Consumer, and Monetary Affairs,
House Committee on Government
Operations, concerning actions
taken by three bank regulatory
agencies to implement GAO
recommendations on their fi-
nancial disclosure systems,
FPCD-78-54, 7/14/78.
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APPENDIX II : APPENDIX II

I ADDITIONAL SPACE |8 REGVIRED, UBE SEPARATE SHEIT AND INDICATE ITEM NUMBER

CONFIDENTIAL STATEMENT OF AFFILIATIONS AND FINANCIAL INTERESTS
DESANTMENT OF DEFENSE PERSONNEL

(INCLUDING SPECIAL GOVERNMENT EMPLOYEES)
DATA NEOUIRRD BY THE MILVACY ACT OF

AUTHORITY L is in this B4 under the suthority of Bxecutive Order 11293,
PRINCIPAL PURPOSE. Information is requimd from categoriss of DoD p | ified in Do D ive 8600.7, Bection XIX or implementing regulation to en-

sble supervisors and othsr responsible DoD ol’lhhh 0 determine whather thare are sctual or spparent conflicts of interest belween the indivi
dual's present and prospective official duties and non-Federsl affilistions or finandal interests.

ROUTINE USES: This informstion shall be treated ns fldential except a8 d d by the P t head concerned or the Civil Service Commimion
DISCLOSURE Filing is voluntary in the senst that no crimuial penalties will !ollw from refuss) to fie. However, the nfuul 10 provide requested informa-
tion may result in such ] of of duties, ¥ sction, or termunation of
employment.
e ——

1 NAML (Laat, frel. middie iniital) 2 T1Tul OR POSITION

st sty st
7 DATE OF APFOINTMENT TO PARSENT POMTION & DOD COMPONENT ANG MAJOM ONGANIZATIONAL SEGMENT

PART i - YO BE COMPLETED BY TNOSK DOO PERSONNEL INDICATED IN
SECTION Xi1X. OF DOB DIRECTIVE S600.7 OR HPLEMENTING REGULATION

8. NON-FEDERAL AFFILIATIONS AND FINANCIAL INTERESTS The in- inLereats in commodilies which you have had since last filing. If none, write

tarent of a apouss, minoe child, and ary membaer of your housrhold shall b “None ~

reported In the same manner a1 yout inlerests. Lt the names ol‘ ali corporn:

tions, firma, partnerthips, and other b enterprises, P A with, of in, apr ional, chantable, relipous, social,

tions, and educational, or other institutions. {(a) with which you are Lcl fraternal recrestional, public service, civic, or political organization not con-
ducted for profit and which u not n hip or duct of 2

nnoe lsst filing were) affilisted s sn empioyee, officer, owner, director, mem
ber, trustee, partner, sdviser, agent, Tepresentative, or consullant, Or as 3 per- business for profit w not required Educations! and other instifutions doing
son on lesve [rom or having any uudcnuﬂdml or plans lor future affilistion, research and development or related work involving grants from or contracts
(b)n which you have any ¢ , such as through » with the Government are 10 be 1ncluded io this report

penaion ot retirement plan, shared income, coalnuing termination payments,

or other arrangement aa a resuit of sny cufrent or prior empioymens of bue
ness or profesmonal sssocistion; or (¢) in which you have any financial inter ed by the Standards of Conduct Counselor or Deputy Counselor. For re

&t through the {(sgal or beneficial ownership of stock, stock optons. bonds, ¢ guired information not known to you but known to another person, you are
stcurities, or other arrangements including trusta  Identify any finencial i required Lo request ita submission on your hehalf

Amounts of financial interests need not be reported uniess specifically request.

NATURE OF FINANCIAL INTERESTY
NAME AND KIND OF ORGANIZATION AODRESS '0"[1;?:”?:"':':::::‘”0'4 (STock, prior butsness \ncoms.
pension. efc 1
!
4
\
|
4 ] |
T 1
|
. L |
M I T
! i
4 " .
t t 1
i !
t
]
6 CREDITGRS List all creditors viher than those providing arms length, cunventional losns on customary commercial terms  If none, wnte “"NONE ~
NAME AND ADORESS OF CAEDITOR NATURE OF DEWT (Personel fown, aute ete |
+ N
D FORM 1555 EDITION OF 1 MAR 66 1S OBSOLETE. REPLACES OD FORM 1555 1.1 MAR 66, WHICH 1S 0BSULETE
1 AN 77
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APPENDIX II APPENDIX II

" 7 .
wm Tl your Talaresls 1 ronl propeciy other (haa parsoeal redents you occupy. Noix tay Dab conirasior resiionship, resent or

s
. TYM OF PROPLATY

NATURE OF INTERESY
(Owacahp. morigage, 1ien. osesiment wust, « &) !Inl‘:ulo. o-rl-u' ':l‘o.

ADONESS

0. INFORMATION REQUESTED FROM OTHER PERBONS. If uny informatvion is 40 be supplied by other perons (¢.£., (rusies. aliorney, sccountenl, relative),
indicate name and addrem of such pevson, dats on which you requested information, and subject matier involved. If none, write “"NONE"

NAME AND ADORESS DATE OF MEQUESY SUBIECT MATTIR

PAAT |1 - ADDITIONAL INFORMATION TO BE FURNISHED DMLY BY “SPECIAL GOVERANMENT EMPLOYELS”
(Temporsry o part-lime “aduisers or consulianie’ as praserbed in Section 1 C of Lold Dir 5500.7 or implomenting reguistion)

9. ERTIMATE THE NUMBER OF DAYS ON WHICH BERVICER ARE EXPECTED TO BE PERPORMED

. WITH EMPLOYING DOD COMBONENT b WITH OTHER FRDEMAL AGENCHS s BUM OF a. AND &.
T ==,

4 NUMBER OF DAYE WOARED FOR DOD DURING THE 284 ¢ NUMBEN OF DAYS WORKED COA EMPLOYING OOD COMPONENT OURING THE 208 DAYS PRECEDING
OAYS M DATE OF C1 T APPOINTMENT DATE OF CUNRENT APPOINTHIENT

10 FEDERAL SOVERNMENT EMPLOYMENT. List all other DoD Components and Federsl sgencies in which you are presently employed. If none write "NONE."

INTMI ¥ PEM
COMPONENT OR AGENCY AND LOCATION TATLE O KIND OF POSITION APTO Y PERIOD ESTIMATED NUMBER
From 2 05 DAYS
. B AL b

[ certily that the statements | have made are Lrue, compiete, snd correct to the best of my knowiedge and belwf, and thut | have read and understand the contents ul
DoD Directive 5500.7 se implemented by n.y ing DuD C > fati

SIGNATURE OATE

SUPERVISOR'S EVALUATION
1Nee enclosure J wr Ll e S300 T ur iImplementing reguisiical

1 have revi the abnve sta in light of the present and prospective duties of the Individual to ensure that both sctual and appareal conthcts of intreest are
aveided. My evsluation w

[0 Vo sfilimion/financial interests reparted.
D Reported affillation/finencial interesta are lated 10 msigned oe P duties, and no conflicts appear o exist
D Astigned duties require participatinn i maliers involving or which may ‘nvalve the ‘cliowing reported atfilauon/financial nteresia Thie canflict e apoar:nt cun

st will be resolved by (] Change \n asnigned duties, L. D ¢ af he Inturesta and rebief o meumbent f~om st rer Lt datien Pending dives. %
Co fication: (] Otbwe ( plain). A copy of my sdvice is sttached. Nutice of cumpieted curraciive action will fufiow
{1 e tatiawing reporied affilistian/financul interests sre reialed to asigned or proepects.¢ dutws, bul ~ave been d 1 by the appeopriate AP wifscl
10 he not 30 substantis! a8 to affect Lhe integrity of the individwal's services:
A capy of thel formal deter inn snd retionade is L
D The prospeciive smployes's duties will require participstion in matten lving the [ vg reported affilation/financisl . and Lhe apy vannat
be d uniil di of Unese i -

L
ﬂuounuu OF IUPERVISOR FRINT OR TYFE NAME AND TITLE DAt

STANDARDS OF CONDUCT COUNSELLON/DEPUTY COUNBELLOR  BVIEW rNov wnclosun ) »f Dbl Ihe 8706 2 e ymplemyating "viulat.on!

As 3 duly designated counasiior for Deputy € Hor, | have exa d the (oreguing 8t and Evaluation
D 1 concur with the supervisor's evalustion
D [ do not concur with the supervisor's evaluation snd vend the ( ¢ weton
SIGNATURE DarE
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APPENDIX III APPENDIX ITI

ARMY ALD AIR FORCE EXCHANGE SERYICE “TDATE
NOTICE OF APPEARANCE BEFORE EXCHANGE ACTIVITY ’
TO: (Indicate Organizationel Activity ond Address) FROM: (Typed Nome, Business Address ond Telephone Number) 7

| KEREBY FILE NOTICE OF APPEARANCE IN THE MATTER DESCRIBED BELOW AND CERTIFY THAT THE
REPRESENTATIONS MADE HEREIN ARE TRUE AND CORRECT TO THE BEST OF MY KNOWL EDGE. ]

1. SUBJECT MATTER (Enter Contract or Clgim Number, or describe in detgil purpose of visit )

2. MY PRESENT OR FORMER STATUS IN THE MILITARY SERVICE, Civilian Employ/U.5. Government, Inciuding the Exchange Service.(Check os Appli.)
" 0. None b, Retired Officer of Regulor Component of U.S. Armed Forces.
" ¢. Mamber Former Mamber Non-Regular "~ d. Former Officer or Employee Other than <.
Component of the WS Armed Forces 71 w. In Active Service ar Emplay of the United Siotes, Inciuding with the Exchange Service.

Not on Agtive Duty,

3. PERIODS OF SERVICE OR EMPLOYMENT IN THE U.S. GOVERNMENT, Including the Exchange Service (If None, So State.)
DATES

FROM TO

} DEPARTMENT AND AGENCY, OFFICE OR EXCHANGE ACTIVITY
t
|

4. THE ABOVE MATTER ' DOES | DOES NOT INVOLVE THE MILITARY DEPARTMENT IN WHICH | HOLD A RETIRED STATUS.
THE ABOVE MATTER IWAS S WAS NOT PENDING IN ONE OF THE EXECUTIVE DEPARTMENTS OF THE GOVERNMENT
WHILE | WAS IN THE ACTIVE SERVICE OR EMPLOY OF THE UNITED STATES, INCLUDING THE EXCHANGE SERVICE.

5. MY RELATIONSHMIP WITH ABOVE SUBJECT MATTER -While in Active Service or Employ of the U.S. Government, Including the Exchange Service.

a. Subject Motter Within the Area of my Responsibility or the Responsibilities of Subordinates Cver Whom | Exercised Supervision

b Performad Duties, Gave Personal Considerotion To, Made Decisions, or Otherwise Goined Specific Knowledge with Respect to Abave Matter.
<.

d.

1

it

Otherwise Connected With Above Matrer.
Nane

VR

6. REMARKS EXPLANATIONS (If None, So Stote.)

SIGNATURE:

AAFES FORM 3900-7 (REV MAY 75) (PREV EDITION USABLE) UNIT OF ISSUE- 10 CUT SHEETS
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APPENDIX IV APPENDIX 1V

COMPTROLLER GENERAL'S ACTION NEEDED TO MAKE THE
REPORT TO THE CONGRESS EXECUTIVE BRANCH FINANCIAL
DISCLOSURE SYSTEM EFFECTIVE

DIGEST

The system requiring Federal employees to
report their financial interests is not
working as it should.

Operation of the system was delegated to the
Civil Service Commission by the President,

e T 1Q£ 8 mrammerishad wnmAdar Doamithieorn
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Order 11222, the standards of ethical conduct.

On the basis of GAO's 18 previous reviews on
financial disclosure systems in Federal de~
partments and agencies, GAO recommends that
an office of ethics be established in the
executive branch with administrative and
enforcement authority strong enough to carry
out the multiple responsibilities involved
in operating a sound financial disclosure
system. The executive branch conflict-of-
interest program can no longer be managed

on an ad hoc basis with limited support and
insufficient resources.

GAO came to this conclusion after finding
numerous cases in which employees owned
stock or had other financial interests in
companies that could conflict with their
official duties. Many of these potential
conflicts were obvious, yet those who re-
viewed the statements either did not ques-
tion them or, if they did, failed to resolve
the potential conflicts.

Many employees who were required to file
statements failed .to do so or filed late.
Many others had filed but their statements
were missing. Many were not even required
to file, although they should have been.

In addition, GAO found problems in the:
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--Developing financial disclosure forms so
that all relevant information is obtained
concerning employee interests needed to
enforce conflict-of-interest matters.

--Making periodic audits of the effective-
ness of agency financial disclosure sys-
tems on a sample basis to see that they
include appropriate procedures for col-
lecting and reviewing statements and
followup procedures to preclude possible
conflicts of interest.

--Egtablishing a formal advisory service
to render opinions on matters of ethical
conduct so that all agencies are advised
"of such opinions.

--pProviding criteria for positions requir~
ing financial disclosure statements.

--Investigating and resolving ethical “con-
duct matters unresolved at the agency
level, including allegations against a
Federal employee or officer.

--Providing a continuing program.of infor-
mation and education for Federal officers
and employees.

‘~-pdministering the financial disclosure

system for Presidential appointees under
section 401 of Executive Order 11222.

—-Reporting annually to the President and
the Congress on the effectiveness of the
ethics program and recommending changes
or additions to applicable laws as appro-=
priate.

Amend Executive Order 11222 to clearly
define the terms "conflict substantially”
and "substantially affected" so that all
parties have an understanding of what is
meant by these terms.
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--Criteria for reviewing financial disclosure
:igtements and for determining who should
e.

--procedures for collecting, processing, and
controlling the financial q1scloaure
statements.

--Methods for exacting timeiy remedial action
to resolve conflicts that are detected.

--Procedures to ascertain that employees who
have been required to disqualify themselves
on matters affecting their financial hold-
ings have, in fact, done so.

Some agencies have strengthened their systems
in line with GAO's recommendations. However,
departments and agencies will have to obtain
more information from their employees if the
appearances of conflicts of interest are to be
avoided.

GAO recommends that thé President:

1, Issue a clear statement to the heads of all
executive departments and agencies setting
forth a firm commitment to the highest
standards of ethical conduct. Such state
ment should indicate the need for (a) each
agency to promulgate ethics regulations
that include compliance with regulations
and laws applying to the functions and
activities of the agency and (b) more
stringent enforcement and evaluation of
coriflict-of-interest regulations.

2. Establish an executive branch office of
ethi¢s with adequate resources to address
the problems of enforcement and compliance.
The office should have the following re-
sponsibilities, among others:

--Issuing uniform and clearly stated
ethical standards of conduct and finan-
-cial disclosure regulations as discussed
in this report.
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4. Amend Executive Order 11222 to (a) require
all employees designated to file to dis-
close the types of data discussed in chap-
ter 4 of this report and (b) require the
collection of information necessary to en-
force agency conflict-of-interest laws and
administrative prohibitions.
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UNITED STATES DEPARTMENT OF JUSTICE

WASHINGTON, D.C. 20530

Address Reply 10 the
Division Indicatod
and Redor o Imitisly and Number
PBH:THH:CCD: ph 28
186~16~New WAR 1379

Mr. Milton J. Socolar
General Counsel

General Accounting Office
Washington, D.C.

Attention: Ray Wyrsch
Office of the General Counsel

Dear Mr. Socolar:

On June 21, 1978, your office referred to this Division
for prosecutive review as possible criminal violations of
18 U.S.C. 281, several matters involving the sale of
materials to Army-Air Force Exchange Services by former
Army and Air Force officers. On July 11, 1978, we acknowledged
receipt of your correspondence, informed you that we had
some question concerning the continued vitality of 18 U.S.C.
281 as a criminal statute following the repeal of most of the
statute in 1962, and we agreed to advise you when our
prosecutive review of these matters was completed. Since
that time, Craig C. Donsanto of this office has discussed
these matters informally with Ray Wyrsch of your staff and
indicated to him that we do not believe that prosecution
under section 281 is appropriate here.

All of the matters you referred involved former military
officers who had been requested to complete questionnaires
concerning their past military service by AAFES prior to
their undertaking the selling activities which were the
subject of vour referral. In each instance, the officer
in question completed the form accurately revealing the
nature and scope of his military record. In each instance
AAFES personnel accepted these forms, filed them, but
continued to allow the putative defendants to engage in
the selling activities which section 281 arguably forbids.

In none of the instances involved here was any effort
apparently made to inform these former officers, either
orally or through a written statement on the disclosure form
they were required to execute, that selling material to AAFES
could subject a former Army or Air Force officer to criminal

liability.
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As we indicated to you in our letter of July 11, 1978,
we have had continuing question whether 18 U.S.C. 281, in
its present form, states a criminal offense for which
individuals may be subjected to the Federal criminal justice
system. As you know, section 281 was largely repealed in
1962, and its substance transferred to what is today 18
U.S.C. 203. Accompanying the repeal of the former statute
was a statement in the Public Law to the effect that nothing
in the repeal should be "construed to permit” former officers
of the armed services to contract for the sale of material
with the military service in which they had served. Violations
of section 281 were Federal felonies, punishable by fines of
up to $§10,000 and/or by imprisonment for up to 5 years.
Accordingly, to the extent that the statement reflected in
the repealer provision for section 281 states a Federal
crime, the activities described in your referral could
feasibly be subject to these criminal penalties.

We are not in a position at this juncture to state
positively that the unusual manner which the Congress chose
to express its disapproval of the activities involved here
does not constitute a Federal crime. In an unusually aggravated
case we may feel the facts might warrant an attempt to apply
this statute in a criminal setting. However, this is not
such a case. Little perceptible harm to the Government
appears reflected in your incoming material. Moreover, the
failure of AAFES to warn these prospective defendants that
they may be subject to criminal liability substantially
weakens the matters from the standpoint of jury appeal, and
may well give rise to delicate questions of estoppel and
due process. Viewed in their entirety, we do not believe
that these matters are appropriate vehicles to litigate the
complex and novel questions concerning the continued vitality
of 18 U.S.C. 281 as a Federal crime.

It is our understanding that administrative remedies
are available to the Department of Defense in matters such
as this, including requiring the officers in question to
forfeit a portion of their military retirement pay under 37
U.S.C. 801(c). Under the circumstances present here, we
feel that such action is an appropriate manner in which to
redress public law enforcement interests, and in this
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connection we note from your original referral that your
office has already brought these matters to the attention
of appropriate authorities at the Department of Defense.

We appreciate your brinding these matters to our
attention. If we can be of assistance, please advise.

Sincerely,
PHILIP B. HEYMANN

Assistant Attorney General
Criminal Division

>
HOMAS H. HENDERSON,

Chief, Public Integrity Section

(964110)
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