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United States

.
General Accounting

Resources, Community, and
Economic Development Division

B-276675

April 24, 1997

The Honorable Wendell H. Ford

Ranking Minority Member

Subcommittee on Aviation

Committee on Commerce, Science,
and Transportation

United States Senate

Subject: Aviation Security: Commercially Avaijlable Advanced Explosives

Detection Devices
Dear Senator Ford:

As a result of the recommendations contained in the initial report by the White
House Commission on Aviation Safety and Security, also known as the Gore
Commission, and subsequent appropriations by the Congress,! the Federal
Aviation Administration (FAA) is in the process of purchasing and installing a
variety of advanced explosives detection devices at selected airports in the
United States.? By February 1998, FAA plans to have purchased and installed
over $100 million worth of devices at some of the nation's busiest airports.

In August and September 1996, we testified on aviation security issues before
the Senate Commerce, Science, and Transportation Committee and provided

"Initial Report to President Clinton, White House Commission on Aviation
Safety and Security (Sept. 9, 1996). Omnibus Consolidated Appropriations Act,
1997, P.L. 104-208, Sept. 30, 1996.

*For purposes of this report, we defined an advanced explosives detection
device as one that, in most cases, has an automatic alarm that signals the
operator if potential explosives are detected. If the device does not have an
automatic alarm, then it has some other advanced capabilities to provide more
information to the operator, such as highlighting or color coding a potential
explosive.
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the Committee with information about devices that were currenily available or
under development for detecting explosives and the devices' operational
capabilities.® As requested, we are providing you with updated information on
the advanced explosives detection devices that are commercially available and
can be used to screen checked baggage, carry-on items, passengers, and cargo
and mail. Enclosures I through IV of this report provide information on these
devices and their underlying technologies, manufacturers, costs, capabilities,
and other related information.

You also asked that we review the financial, airport-related, and operational
issues associated with deploying detection technology at U.S. airports. Many
security initiatives have been undertaken since the July 1996 crash of TWA
Flight 800. In its final report of February 1997, the Gore Commission said that
it expected that the National Civil Aviation Review Commission would
consider a variety of options to pay for security measures; a report on funding
is expected to be made in the fall of 1997. In addition, FAA has directed that
the contractors installing the explosive detection devices gather data on the
effect that deploying these devices has on airport-related and operational
issues. As discussed with your office, we agreed to reassess the need for us to
do further work on the financial and operational issues associated with
deploying detection technology at U.S. airports on the basis of the final
outcome of these two initiatives.

In summary, a number of advanced explosives detection devices are
commercially available that can increase the probability of detecting concealed
explosives. However, all of them have performance limitations.* For example,
some devices can detect only certain explosives, while others have slow
baggage processing rates; others rely almost entirely on the skills of the
operators rather than on automatic alarms. Despite their various performance
limitations, these devices can improve security while providing operational

SAviation Security: Immediate Action Needed to Improve Security (GAO/T-
RCED/NSIAD-96-237, Aug. 1, 1996) and Aviation Security: Oversight of
Initiatives Will Be Needed (C-GAO/T-RCED/NSIAD-96-20, Sept. 17, 1996). The
September testimony, which is classified, was presented before the Committee
in a closed-door hearing.

*We previously reported on the limitations in performance of explosives
detection devices and their operators in our testimony entitled Aviation

Security: Technology's Role in Addressing Vulnerabilities (GAO/T-RCED/NSIAD-
96-262, Sept. 19, 1996).
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performance information that can be useful in improving the current or next
generation of devices.

The predominant technologies available for detecting the presence of explosive
materials are various types of X-rays, chemical trace detection, and
electromagnetic analyses. These technologies are incorporated into a variety
of devices used to examine checked baggage; carry-on items and electronic
equipment, such as personal computers; passengers; and cargo and mail.

Generally, X-ray devices operate by passing X-rays through screened items and
projecting an image of the contents being examined on a monitor. Potentially
explosive materials are identified by their density, average atomic number, and
appearance. The detection capabilities of these devices vary in terms of how
the X-ray systems function—for example, by providing cross-sectional images or
by using "reflected" energies known as backscatter. The devices also vary in
terms of whether the presence of potential explosives is signaled by an
automatic alarm or is manually identified by an operator. FAA has certified
one X-ray device for screening checked bags, the CTX 5000 SP, as meeting its
performance standard.’

Chemical trace devices rely on the identification of the presence of explosive
vapors and residues that are associated with explosive materials. These
devices are also known as "sniffers" or "trace detectors." Samples are obtained
through techniques such as using a wipe or a vacuum, examining a document
or some other item that has been handled by the passenger, or sampling air
gathered at walk-through portals. For each technique, the sample is analyzed
by a device to detect explosives. Most of these devices include an automatic
alarm when explosive materials are found.

Electromagnetic devices generally use radio frequency pulses that probe
baggage or other items to elicit unique responses that would be associated
with explosive materials. These devices generally include an automatic alarm
if the presence of explosives is detected.

The details of FAA's certification standard are classified. Generally, the
standard sets minimum performance criteria for (1) the explosive substances to
be detected, (2) the probability of detection, by explosive, (3) the quantity of
explosive, and (4) the number of bags processed per hour. In addition, the
standard specifies the maximum allowable false alarm rate, by type of explosive
material.
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AGENCY COMMENTS

We provided copies of a draft of this report to the Department of
Transportation and FAA for review and comment. FAA agreed with the facts
presented in this report and provided some suggested technical and clarifying
language. We have incorporated these changes as appropriate. The
Department did not provide any comments.

SCOPE AND METHODOLOGY

The information contained in this report is based on our previous work
involving security technology and has been updated to include devices that
have become commercially available since our testimonies in August and
September of 1996.° A wide range of other devices, currently in various stages
of development for screening applications, were discussed in a previously
issued report.” Our work was conducted during February and March 1997 in
accordance with generally accepted government auditing standards.

As requested, unless you publicly announce its contents earlier, we plan no
further distribution of this report for 7 days. At that time we will send copies
to appropriate congressional committees and make copies available to others
on request. If you or your staff should have any questions about explosives
detection technology, please call me at (202) 512-3650. Major contributors to
this report were Michael Bollinger, Thomas Noone, and Marnie Shaul.

Sincerely yours,

Gerald L. Dillingham
Associate Director, Transportation Issues

Enclosures - 5

®A list of Related GAO Products appears in enclosure V at the end of this
report.

"See Terrorism and Drug Trafficking: Technologies for Detecting Explosives
and Narcotics (GAO/NSIAD/RCED-96-252, Sept. 4, 1996) for further details of
the various types of equipment under development.
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ENCLOSURE V ENCLOSURE V

RELATED GAO PRODUCTS

Aviation Security: Technology's Role in Addressing Vulnerabilities (GAO/T-
RCED/NSIAD-96-262, Sept. 19, 1996).

Aviation Security: Urgent Issues Need to Be Addressed (GAO/T-RCED/NSIAD-96-251,
Sept. 11, 1996).

Terrorism and Drug Trafficking: Technologies for Detecting Explosives and Narcotics
(GAO/NSIAD/RCED-96-252, Sept. 4, 1996).

Aviation Security: Immediate Action Needed to Improve Security (GAO/T-
RCED/NSIAD-96-237 Aug. 1, 1996).

Terrorism and Drug Trafficking: Threats and Roles of Explosives and Narcotics
Detection Technology (GAO/NSIAD/RCED-96-76BR, Mar. 27, 1996).

Aviation Security: Development of New Security Technology Has Not Met
Expectations (GAO/RCED-94-142, May 19, 1994).

(341520)
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