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Why GAO Did This Study

The Department of Homeland
Security (DHS) Privacy Office was
established with the appointment
of the first Chief Privacy Officer in
April 2003, as required by the
Homeland Security Act of 2002.
The Privacy Office’s major
responsibilities include:

(1) reviewing and approving
privacy impact assessments
(PIA)—analyses of how personal
information is managed in a federal
system, (2) integrating privacy
considerations into DHS decision
making, (3) ensuring compliance
with the Privacy Act of 1974, and
(4) preparing and issuing annual
reports and reports on key privacy
concerns.

GAO'’s objective was to examine
progress made by the Privacy
Office in carrying out its statutory
responsibilities. GAO did this by
comparing statutory requirements
with Privacy Office processes,
documents, and activities.

What GAO Recommends

GAO recommends that the
Secretary of Homeland Security
take several actions including
appointing privacy officers in key
DHS components, implementing a
process for reviewing Privacy Act
notices, and establishing a
schedule for timely issuance of
Privacy Office reports.

DHS generally agreed with the
content of this report and its
recommendations and described
actions initiated to address GAO’s
recommendations.

www.gao.gov/cgi-bin/getrpt? GAO-07-522.

To view the full product, including the scope
and methodology, click on the link above.
For more information, contact Linda D.
Koontz, 202-512-6240 or koontzl@gao.gov.

DHS PRIVACY OFFICE

Progress Made but Challenges Remain in
Notifying and Reporting to the Public

What GAO Found

The DHS Privacy Office has made significant progress in carrying out its
statutory responsibilities under the Homeland Security Act and its related
role in ensuring compliance with the Privacy Act of 1974 and E-Government
Act of 2002, but more work remains to be accomplished. Specifically, the
Privacy Office has made significant progress by establishing a compliance
framework for conducting PIAs, which are required by the E-Gov Act. The
framework includes formal written guidance, training sessions, and a
process for identifying affected systems. The framework has contributed to
an increase in the quality and number of PIAs issued (see fig.) as well as the
identification of many more affected systems. The resultant workload is
likely to prove difficult to process in a timely manner. Designating privacy
officers in certain DHS components could help speed processing of PIAs, but
DHS has not yet taken action to make these designations.

The Privacy Office has also taken actions to integrate privacy considerations
into the DHS decision-making process by establishing an advisory
committee, holding public workshops, and participating in policy
development. However, limited progress has been made in updating public
notices required by the Privacy Act for systems of records that were in
existence prior to the creation of DHS. These notices should identify, among
other things, the type of data collected, the types of individuals about whom
information is collected, and the intended uses of the data. Until the notices
are brought up-to-date, the department cannot assure the public that the
notices reflect current uses and protections of personal information.

Further, the Privacy Office has generally not been timely in issuing public
reports. For example, a report on the Multi-state Anti-Terrorism Information
Exchange program—a pilot project for law enforcement sharing of public
records data—was not issued until long after the program had been
terminated. Late issuance of reports has a number of negative consequences,
including a potential reduction in the reports’ value and erosion of the
office’s credibility.
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Source: GAO analysis of published DHS PIAs.

United States Government Accountability Office


http://www.gao.gov/cgi-bin/getrpt?GAO-07-522
http://www.gao.gov/cgi-bin/getrpt?GAO-07-522


<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /PageByPage
  /Binding /Left
  /CalGrayProfile (None)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.3
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /SyntheticBoldness 1.00
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveEPSInfo true
  /PreserveHalftoneInfo false
  /PreserveOPIComments true
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Preserve
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasGrayImages false
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasMonoImages false
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputCondition ()
  /PDFXRegistryName (http://www.color.org)
  /PDFXTrapped /False

  /Description <<
    /JPN <FEFF3053306e8a2d5b9a306f300130d330b830cd30b9658766f8306e8868793a304a3088307353705237306b90693057305f00200050004400460020658766f830924f5c62103059308b3068304d306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103057305f00200050004400460020658766f8306f0020004100630072006f0062006100740020304a30883073002000520065006100640065007200200035002e003000204ee5964d30678868793a3067304d307e30593002>
    /DEU <>
    /FRA <>
    /PTB <>
    /DAN <>
    /NLD <>
    /ESP <>
    /SUO <>
    /ITA <>
    /NOR <>
    /SVE <>
    /ENU <>
  >>
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


