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Why GAO Did This Study

The Department of Homeland
Security (DHS) relies extensively
on information technology (IT) to
carry out its mission. For fiscal
year 2008, DHS requested about $4
billion—the third largest planned
IT expenditure among federal
departments. Given the size and
significance of DHS’s IT
investments, GAO’s objectives
were to determine whether DHS
(1) has established the
management structure and
associated policies and procedures
needed to effectively manage these
investments and (2) is
implementing key practices needed
to effectively control them. GAO
used its IT Investment Management
(ITIM) framework and associated
methodology to address these
objectives, focusing on the
framework’s stages related to the
investment management provisions
of the Clinger-Cohen Act.

What GAO Recommends

GAO recommends that DHS fully
define the project-level and
portfolio-level policies and
procedures defined in GAO’s ITIM
framework and implement the
practices needed to effectively
control investments. In written
comments on this report, DHS
agreed with GAO's findings and
recommendations and stated it will
use the report to improve its
investment management process.

www.gao.gov/cgi-bin/getrpt? GAO-07-424.

To view the full product, including the scope
and methodology, click on the link above.
For more information, contact Randolph Hite
at (202) 512-3439 or hiter@gao.gov.

INFORMATION TECHNOLOGY

DHS Needs to Fully Define and Implement
Policies and Procedures for Effectively
Managing Investments

What GAO Found

DHS has established the management structure to effectively manage its
investments. However, the department has yet to fully define 8 of the 11
related policies and procedures that GAO’s ITIM framework defines (see the
table below). Specifically, while DHS has documented the policies and
related procedures for project-level management, some of these procedures
do not include key elements. For example, procedures for selecting
investments do not cite either the specific criteria or steps for prioritizing
and selecting new IT proposals. In addition, the department has yet to define
most of the policies associated with managing its IT projects as investment
portfolios. Officials attributed the absence of policies and procedures at the
portfolio level to other investment management priorities. Until DHS fully
defines and documents policies and procedures for investment management,
it risks selecting investments that will not meet mission needs in the most
cost-effective manner.

DHS has also not fully implemented the key practices needed to actually
control investments—either at the project level or at the portfolio level. For
example, according to DHS officials and the department’s control review
schedule, DHS investment boards have not conducted regular investment
reviews. Further, while GAO found that control activities are sometimes
performed, they are not performed consistently across projects. In addition,
because the policies and procedures for portfolio management have yet to
be defined, control of the department’s investment portfolios is ad hoc,
according to DHS officials.

Officials told GAO that they have recently hired a portfolio manager and are
recruiting another one to strengthen IT investment management. Until DHS
fully implements processes to control its investments, both at the project
and portfolio levels, it increases the risk of not meeting cost, schedule,
benefit, and risk expectations.

Execution of Policy and Procedure-Related Key Practices in GAO’s Framework

Stage 3: developing a

Stage 2: building the Key practices complete investment Key practices

investment foundation executed portfolio executed

Instituting the investment Defining the portfolio criteria

board 11 0N

Meeting business needs 11 Creating the portfolio 01

Selecting an investment 1/3 Evaluating the portfolio 0N

Providing investment Conducting postimplementation

oversight 0/ reviews 0N

Capturing investment

information 0N

Overall 3/7 0/4
Source: GAO.
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