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Why GAO Did This Study

Increasing computer inter-
connectivity has revolutionized the
way that our nation and much of
the world communicate and
conduct business. While the
benefits have been enormous, this
widespread interconnectivity also
poses significant risks to our
nation's computer systems and,
more importantly, to the critical
operations and infrastructures they
support. The Homeland Security
Act of 2002 and federal policy
establish DHS as the focal point for
coordinating activities to protect
the computer systems that support
our nation’s critical infrastructures.
GAO was asked to summarize
recent reports on (1) DHS's
responsibilities for cybersecurity-
related critical infrastructure
protection and for recovering the
Internet in case of a major
disruption (2) challenges facing
DHS in addressing its cybersecurity
responsibilities, including
leadership challenges, and

(3) recommendations to improve
the cybersecurity of national
critical infrastructures, including
the Internet.

www.gao.gov/cgi-bin/getrpt? GAO-06-1087T.

To view the full product, including the scope
and methodology, click on the link above.
For more information, contact David Powner
at (202) 512-9286 or pownerd @ gao.gov.
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CRITICAL INFRASTRUCTURE
PROTECTION

DHS Leadership Needed To Enhance
Cybersecurity

What GAO Found

In 2005 and 2006, GAO reported that DHS had initiated efforts to address its
responsibilities for enhancing the cybersecurity of critical infrastructures,
but that more remained to be done. Specifically, in 2005, GAO reported that
DHS had initiated efforts to fulfill 13 key cybersecurity responsibilities, but it
had not fully addressed any of them. For example, DHS established forums
to foster information sharing among federal officials with information
security responsibilities and among various law enforcement entities, but
had not developed national threat and vulnerability assessments for
cybersecurity. Since that time, DHS has made progress on its 13 key
responsibilities—including the release of its National Infrastructure
Protection Plan—but none have been completely addressed. Moreover, in
2006, GAO reported that DHS had begun a variety of initiatives to fulfill its
responsibility to develop an integrated public/private plan for Internet
recovery, but these efforts were not complete or comprehensive. For
example, DHS established working groups to facilitate coordination among
government and industry infrastructure officials and fostered exercises in
which government and private industry could practice responding to cyber
events, but many of its efforts lacked timeframes for completion and the
relationships among its various initiatives were not evident.

DHS faces a number of challenges that have impeded its ability to fulfill its
cybersecurity responsibilities, including establishing effective partnerships
with stakeholders, demonstrating the value it can provide to private sector
infrastructure owners, and reaching consensus on DHS’s role in Internet
recovery and on when the department should get involved in responding to
an Internet disruption. DHS faces a particular challenge in attaining the
organizational stability and leadership it needs to gain the trust of other
stakeholders in the cybersecurity world—including other government
agencies as well as the private sector. In May 2005, we reported that multiple
senior DHS cybersecurity officials had recently left the department. In July
2005, DHS undertook a reorganization which established the position of the
Assistant Secretary of Cyber Security and Telecommunications—in part to
raise the visibility of cybersecurity issues in the department. However, over a
year later, this position remains vacant.

To strengthen DHS’s ability to implement its cybersecurity responsibilities
and to resolve underlying challenges, GAO has made about 25
recommendations over the last several years. These recommendations focus
on the need to (1) conduct threat and vulnerability assessments, (2) develop
a strategic analysis and warning capability for identifying potential cyber
attacks, (3) protect infrastructure control systems, (4) enhance
public/private information sharing, and (5) facilitate recovery planning,
including recovery of the Internet in case of a major disruption. These
recommendations provide a high-level road map for DHS to use to help
improve our nation’s cybersecurity posture. Until they are addressed, DHS
will have difficulty achieving results as the federal cybersecurity focal point.

United States Government Accountability Office


http://www.gao.gov/cgi-bin/getrpt?GAO-06-1087T
http://www.gao.gov/cgi-bin/getrpt?GAO-06-1087T


<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /PageByPage
  /Binding /Left
  /CalGrayProfile (None)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.3
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /SyntheticBoldness 1.00
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveEPSInfo true
  /PreserveHalftoneInfo false
  /PreserveOPIComments true
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Preserve
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasGrayImages false
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasMonoImages false
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputCondition ()
  /PDFXRegistryName (http://www.color.org)
  /PDFXTrapped /False

  /Description <<
    /JPN <FEFF3053306e8a2d5b9a306f300130d330b830cd30b9658766f8306e8868793a304a3088307353705237306b90693057305f00200050004400460020658766f830924f5c62103059308b3068304d306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103057305f00200050004400460020658766f8306f0020004100630072006f0062006100740020304a30883073002000520065006100640065007200200035002e003000204ee5964d30678868793a3067304d307e30593002>
    /DEU <>
    /FRA <>
    /PTB <>
    /DAN <>
    /NLD <>
    /ESP <>
    /SUO <>
    /ITA <>
    /NOR <>
    /SVE <>
    /ENU <>
  >>
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice




