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SUMMARY  

OF  

JOINT INQUIRY REVIEW 

OF  

ANTHRAX ATTACKS  

In October 2001, the Congress, the United States Postal Service (USPS), and 

elements of the domestic infrastructure were the targets of anthrax attacks that eventually

killed five Americans. The Joint Inquiry requested that the General Accounting Office

review those attacks, focusing on the difficulty of producing and spreading anthrax, mail

as a delivery system, the status of USPS efforts to detect anthrax, the federal investigation 

into the attacks, and how the government is preparing for other incidents. 

When the Joint Inquiry report was filed, the GAO investigation had been 

substantially completed, with an initial finding that no consensus exists among experts 

regarding the ease with which terrorists or a disgruntled scientist could effectively 

produce and disseminate anthrax on U.S. soil. According to the GAO, technical experts 

believe that it would be very difficult to overcome technical and operational challenges to 

produce and deliver biological warfare agents sufficient to cause mass casualties. 

According to the experts the GAO interviewed, delivery of anthrax by mail is not 

as efficient a method of producing mass casualties as military technologies. However, in 

the public’s mind and in terms of economic damage, anthrax powder in the mail

represents a potentially significant problem.  The USPS effort to defend against 

biological agents illustrates a key aspect of homeland defense: the distinction between

reactive and proactive operational environments. Whereas the nation’s posture had been 

to prevent attacks against military facilities, the anthrax attacks targeted civilian facilities

that unprepared to react.
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According to the GAO, the FBI is aware of numerous anthrax incidents 

throughout the United States, which were random in nature and determined to be hoaxes. 

Because this was the first time the FBI responded to an actual attack, however, there was 

some initial confusion about the investigative roles and responsibilities of various 

agencies. The Bureau has recognized the need to involve subject-matter experts and, as a 

result, its investigative teams include scientists, criminal investigators, hazardous-

material experts, investigators from other federal agencies, and federal laboratories. 

As a result of the anthrax attacks, the FBI and other investigative agencies have 

increased attention on chemical and biological threats.  These agencies have reached 

agreements delineating roles and responsibilities, increased liaison with public health 

officials, developed a Center for Disease Control and FBI handbook for conducting 

investigations, and identified state and local officials who need security clearances for 

access to classified information.

To date, no connection has been established between the anthrax attacks and the 

terrorist attacks of September 11. 

A copy of the GAO report follows. 
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CTC WATCHLISTING GUIDANCE 

December 1999 

Questions raised by Senator Shelby and his staff in December 2002 prompted the 

Joint Inquiry to inquire further regarding whether CIA’s Counterterrorist Center (CTC)

had any established guidance concerning the watchlisting program.  The Joint Inquiry

had asked CTC about such watchlisting guidance in April 2002,and had been told in a 

written CIA response that no such guidance existed. 

As a result of this renewed request, the Joint Inquiry was able to determine that 

CTC had sent a cable in December 1999 to all Directorate of Operations (DO) stations 

and bases, the subject of which was “Terrorism Guidance.” The cable was designated as 

“Read and Retain,” and its purpose was to remind DO personnel of pre-existing, 

periodically republished guidance regarding several important subjects of relevance to 

their counterterrorism efforts. The Joint Inquiry also determined that the unit in CTC that 

was responsible for matters relating to Usama Bin ladin and al-Qa’ida received a copy of 

the cable.

One paragraph of the nine paragraph “Terrorism Guidance” cable (see attached 

copy) reminded recipients of the procedures for watchlisting “potential,” “possible,” 

“known,” or “suspected” terrorists. The guidance stated, in part, that: 

. . . It is important to flag terrorist personality information in DO intelligence
reporting for [the State Department watchlist program] so that potential terrorists
may be watchlisted. Information for inclusion in [the State Department watchlist 
program] must raise a reasonable suspicion that the individual is a possible 
terrorist . . . . Information for [the State Department watchlist] program should be 
based on the following priorities: 

-- known or suspected terrorists who pose or may pose a present 
threat to U.S. interests in the United States or abroad:

. . . . 
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Thus, CTC personnel and CIA station and base personnel abroad were reminded

in December 1999 of the existence, importance and thresholds of the watchlisting 

program shortly before CTC learned in January 2000 that a known al-Qa’ida associate – 

al-Mihdhar – possessed a multiple entry U.S. visa; one month before the Malaysia

meeting; and three months before CTC received information from the field indicating that 

at least one known al-Qa’ida associate – Nawaf al-Hazmi – had traveled to the United 

States.
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