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Foreword 

This report wn+s prepared primarily to inform Congressional members and 
key staff of ongoing assignments in the General Accounting Office’s 
Consolidated Audit and Computer Security issue area. This report 
contains assignments that were ongoing as of February 2,1998, and 
presents a brief background statement and a list of key questions to be 
answered on each assignment. The report will be issued quarterly. 

This report was compiled from information available in GAO'S internal 
management information systems. Because the information was 
downloaded from computerized data bases intended for internal use, some 
information may appear in abbreviated form. 

If you have questions or would like additional information about 
assignments listed, please contact Robert Dacey, Director, on 
(202) 512-3317. 
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?TnE: CONSOLIDATED FEDERAL GOVERNMENT FINANCIAL STATEMENT AUDIT (919ibl) 

mEZ:v, HRA 27: EDP- CO&TROLS A*:AGENCIES UNDER4XVERNMENTWD A;UDITS: THEIR EFFECTIVENESS AND 

: RELATED ~G,AUJMT.PROCEDURES~(91?136) .._: . . .. .,_ .. .,:,:. :.; ,,_ .~ .- 

K.EY QUl%kONS : The 1994 Goveiilrhent Management Reform Act(GMRA) requires GAO to~audit the PY 
1997 g&t-ivide consolidated~financiril state&nk The ade@tacy of goirt-&de agencies’ (such &-the 
Departments’of Justice, Commerce; Treasury, .and GSA; and OPM) audit of EDP cotitrols~ a& the effectiveness 
of these controls directly affect our audit efforts at these agencies. Ql What is the nature and extent of EDP 

. . .i 
,control audits perf&ied~‘by the IGs? Q2.Whatis the eff&ivene&‘of HDP’cont$ols,~as shi% by agency ‘. -. 
audits/reviews and our analysis and selected testing of controls. . 1 .’ . . . : :: -I ‘_ 
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=Ez --HRA27zEDP CONTROLSAT HEHS AGENCIES: THEIR EFFECTIVENESS AND RELATED.IG AUDIT : 

, :PRW~~=S.Pl?Wl .: / ./ 

’ KEY~QTJFkIONS-:. The -1994 Govemment:Managenient Reform Act’(GMRA) requires GAO toaudit the PY 
1997 government-wide consolidated financial statements. The ad&p&y of agencies’ (such as the Departments 
of Education, Labor;Health atid HumanServices,%d’the \‘A) audit of l&&onic Data Processing (EDP) 
controls;%id the effectiveness of these controls directly’affect our audit efforts at these agencies. Ql.‘What is 
the nature and extent of of EDP control audits performed by the Inspectors General? 42. What is the 
eff&iveues&f EDP controls, as shoaby agency audits&views and ourown~aualysis and selected testing of . 
controls.. :. - 

‘, ., 
,̂ /: . . . : 

T’l’l’La HRA 27:EDp CONTROLS AT l-$CRD A~&~CIES: THEIR EF’FECvN@S AND RELATE? IG, AUDIT 
PROCEDURES (919138j ” ‘. :: 1. : 

KEY QUESTIONS : The 1994 Government Management Reform Act(GMRA) requires GAO to audit the PY 
1997 govt-wide consolidated financial statements. The adequacy ofRCED agencies’ (such as USDA, HUD, and 
the Department of Transportation) audit of EDP controls, and the effectiveness of these controls directly affect 
ouraudit efforts at RCED’agencies. Ql.What is’ the nature and-ext&itWEDP controlaudit$performed by the 
IGs? 42 What is the effectiveness of EDP controls, as shown by agency audits/reviews and our analysis? 
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TITZE: HRA 27:EDP CONTROLS AT AGENCIES UNDER DEFENSE AUDITS: THEIR%FFJXTIVENESS AND:RELATED 
IG AUDIT i’R&pJJRF;S (919139) 

_ _. . .,... 
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KEY QUESTIONS.:.,The, 1994 Government Management Reform (GMRA) requires GAO to audit the FY 1997 
govt-wide conso$iated,fmancial statements.. The adequacy of EDP control reviews by agencies under Defense 

Audits (Departments of Defense and.State,..NASA, and-The Agency For Intemationai Development)+nd the ,./.Gl._ .,... 
effectiveness of these cont$s.directly affect our audit efforts at these agencies. 

_. 
Ql.,W@t is thepature and 

..e+ntpf EDP.control audi,$s performed,,bythe IG’s? ,Q2 What is the effectiveness of EDP.controls, as shown by 
:. agency .audits/reviews .aud our analysis? ” ..I: 

7. , .::‘ _ ::.: ? _ “j : &.:!* 1, ,, ,“, 2s-j 
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‘ITIZE: HRA 27: EDP CONTROLS AT SMALL CFO AGENCIES: ‘JXEIR EFFECTIVENESS AND RELATED IG AUDIT 
~PROCEDURES(919140).: :ic -. /’ ‘..: ..“‘Z .I-. I-’ .” ,..“,‘. : , ‘:, ‘) -:,, :: 

REY QUESTIONS : The 1994 Government Management Reform Act (GMRA) re&ires~GAO to audit the:FY : 
1997 govt-wide consolidated fmancial statements. The adequacy of the subject agencies’ (such k FDIC, and the 
U.S. Postal Service) audits of EDP controls, and the,effectiveness of these controls directly affect our audit 
efforts at ,m.ese agencies. Ql What is the nature and extentpf EDP control-audits performed by the IGs? 42 
.What is the effectiveness of EDP controls, as shown by.,agency,auditslreviews and our analysis? (, ,.._- 

-.., : : _ I’ , .- /. : 
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mzE: ERA 27: ASSESSMENT OF DOD’S PROGRESS IN ADDRESSING EDP GENERAL CONTROLS . 

RECOMMENDATIONS (919159) 
,, ._ . 

KEY QUESTK$S : In financial management review of-‘&e Nati and of‘D@s Jvlilikry Retirement Trust ‘, 
Fund, GAO testedEDP general controls at selected DOD data centers and found extensive control, weaknesses. 
The recommended corrective actions require a high level of coordination among DOD cixirponents;e;g. between 
military services and defense agencies. (1) What cor-rectiveactions have been taken? (2) Is DOD focusing on 
the fundamental issues we have raised?, (3) Is DOD’s plan for addressing,our.recommendations reasonable and 
likely to. be effective, and (4) what barriers hasDGD encountered in their efforts to address our c.oncems? We 
will: also assess the Defense, Information Systems Agencyls process for overseeing security in ,fhemegqqenters. 
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ITIZE: HRA:27 UPDATE ON GOVERNMENT-WJDE INFORMATION SECURITY CHALLENGES (91916r) 1,’ 

KEY QUESTIONS : Since 1993, GAO and Inspector General audit repqts have identified serious information 
,*. _..,., : : : 

s-2 security weaknesses at a growing number of federal agencies. This evidence has increased significantly since 
mid-1996 asboth GAO and IGs have stepped up their audit efforts in this area. In early fiscal ye& 1998, the 

Chief Information Officer Council named improved information security as one of its strategic goals. (1) What 

isthe current status of federal information security? (2) What actions can agencies, the Office of Management 
and Budget, and the CIOCouncil take to substantively address information security problems? 
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