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*Mr. Chairman Andy Members of the Subcommittee: 

We are pleased to be here today to discuss the status of com- 

puter and telecommunications security for selected automated infor- 

matlon sys=srLs .: -4: Yv i L I - 1. .2 fz<er;L civil agencies.. I have with me Dr. 

Harold J. Podell, Group Director from the Information Management 

and Technology Division, and Mr. Raymond J. Wyrsch, Senior Attorney * 

from our Office of General Counsel. 

Mr. Chairman, as the government becomes increasingly dependent, 

on computers to do its work, automated information systems security 

takes on even greater importance than before. By using two ques- 

tionnaires and through subsequent interviews, we surveyed the 

security status of 25 mission-critical1 automated information 

systems at 17 civil agencies.2 Our survey involved systems that 

(1) make monthly payments to millions of beneficiaries of various 

government programs, (2) process electronic funds transfers involv- 

ing financial institutions, or (3) maintain on-line information 

essential to safeguarding human safety and the economic vitality of 

key United States industries. Effective security in these systems 

is needed to prevent undesirable events, such as denial of benefits 

to citizens, unauthorized disclosure of sensitive information, loss 

of government money, waste of federal resources, human injury, and 

in extreme cases, loss of life and endanqerment of the national 

welfare. 

tMission-critical systems are defined as those systems that 
significantly affect agency programs, finances, property, and 
other resources. 

2For further details on our objectives, scope, and methodology, see 
appendix I. 



We ,believe. that good'automated information systems security 

consists of two elements: management responsibilities and the 

establishment of actual security safeguards. Panagement responsi- 

bilities include such steps as those prescribed in Office of P/ran- 

agement and Budget (OMB) Circular A-71, Transmittal Memorandum No. 

1, which requires agency heads to establish policies and procedures 

and assign responsibilities for automated information systems se- 

curity. Actual security safeguards are those measures necessary, 

both in and around automated systems, to protect sensitive 

mission-critical data. As agreed to by experts, weaknesses in 

actual security safeguards increase system vulnerabilities and are 

often attributable to a lack of implementation of management 

responsibilities. 

Generally, the results of our survey showed that each of the 

systems is vulnerable to abuse, destruction, error, fraud, and 

waste. Specifically we found that, 

--key management responsibilities were missing. For example, 

many agencies do not use a risk management approach as part 

of implementing a security program, and 

--the actual safeguards needed to protect systems from poten- 

tial threats were not always in place. For example, COnput- 

erized techniques (passwords) allowing access to systems 

were not always periodically changed. 

In determining the status of agency automated information sys- 

tems security, we primarily used the results of the auestionnaires, 

interviews, and existing governmentwide criteria, which included 



OMB poiicy, the National Bureau of Standards' (NBS') Federal Infor- 

mation Trocessing Standards (FIPS), Office of Personnel Management 

(OPM) instructions, and expert opinion. We also used the Depart- 

ment of Defense's (DOD's) Trusted Computer Systems Evaluation Cri- 

teria, which is being considered for future application by civil 

agencies. Detailed questionnaire results and potential effects of ) 

security problems are presented in the appendices to my statement. 

I will now discuss in some detail the status of automated in- 

formation systems security. 

AGENCY SECURITY MANAGEKENT 

XEEDS IMPROVEMENT 

Generally, we found that agencies have not executed all the 

management responsibilities, most of which are prescribed in cur- 

rent OME policy and supplemented by NBS guidelines and OPM instruc- 

tions. These management responsibilities are: risk management, 

training, assigned responsibility, budgeting and accounting for 

security costs, automatic data processing (ADP) personnel security, 

contingency plans, independent audit and evaluation, and written 

procedures. All of these responsibilities must be implemented in 

order to establish an effectivre combination of security safe- 

guards.' For example, FDP personnel security is needed to ade- 

quately protect the system fro;? undesirable employee actions. 

As you can see in our first chart, no one management element 

was implemented for all of the 25 systems. Note also that train- 

ing, ADP personnel security, assigned responsibility, and 



budgeting and accounting ior security costs were implemented for 

only a few systems. Two of these key management responsibilities, 

namely, automated information systems security training and risk 

manaqemenc, deserve special mention. 

Security training is important to ensure that agency personnel 

involved in the management, operation, programming, maintenance, 

or use of information technology are aware of and know how to meet 

their security responsibilities. This point was recognized in your' 

Subcommittee's April 1984 report3 on computer and communications 

security and privacy, which recommended that expanded training for 

all employees associated with automated information systems is 

needed so that they understand their roles for protecting sensitive 

data. While most agencies have some security traininq policies 

and/or procedures, only two have made efforts to formalize their 

approach by identifying, for example, audiences, course subjects 

needed, freauency of training, etc. Without a formalized aporoach, 

agencies cannot provide the necessary foundation for improving the 

security of automated information systems. 

The second management responsibility we would emphasize is 

risk management. The objective of this approach is to strike an 

economic balance between the expected loss associated with the risk 

and the cast of >rotactive aafeauards. _I The approach should include 

3Computer and Communications Seccritv and ?rivacyq. (Report 
prepared by the Subcommittee on Transportation, Aviation and 
Xaterials, House Committee on Science and Technology, dated Apr. 
1984.) 

4 



determinations,of (1) data sensitivity; (2) system vulnerabilities, 

threats, and risks; ,(3) alternative safeguards, their costs, and 

relative benefits; and (4) the most appropriate safeguards. Other- 

wise, agencies have less assurance that they are proDerly protecci- 

ing th? automated information systems effectively and economi- 

cally. Qisk management was applied to onlv eight of the systems 

studied. 

In looking at the other management responsibilities, we also ' 

found weaknesses. For example, while contingency plans were devel- 

oped for 18 systems, only 9 of them were tested. 'Failing to meet 

responsibilities like this one can have an undesirable effect on 

the security of systems. For example, without develooing and test- 

ing contingency plans, organized recoveries in the event of a major 

emergency are not assured. 

Chart 2 shows examples of potential effects of missing manage- 

ment elements. Such deficiencies are of particular concern because 

they can lead to weaknesses in the security safeguards, my next 

topic. 

USE OF PHYSICAL, TECFINICAL, AND ADMINISTRATIVE 

SAFEGUARDS NEEDS 18PROVEMFNT 

There are three categories of safeguards: physical, technical 

and administrative. These are established in OMR Circular A-71, 

Transmittal Yemorandum Yo. 1. The necessary protection levels and 

combinations of safeguards should be identified in the risk nanage- 

ment process. Al though there is no such thing as absolute secur- 

ity, a balance of these three categories of safeguards is needed. 

5 



r;lithout such a balance, existing controls may be more easily cir- 

cumvented. For example, without adequate separation of duties 

technical safeguards may be bypassed. 

As you can see from chart 3, only five systems contained each 

of the physical, technical, and administrative safeguards evalu- 

ated. I would now like to briefly discuss each of the three cate- 

gories of safeguards. 

Physical safeguards include measures, such as locks, badges, j 

alarms, or similar devices, to protect personnel and property from 

damage by accident, fire, loss of utilities, environmental hazards, 

and unauthorized access. This category does not have as severe 

problems as other categories. However, as the chart shows, only 16 

out of 25 mission-critical systems were protected by physical pe- 

riAneters, such as fences or detection devices, outside the computer 

facility. .Although agencies have taken steps to implement Tany of 

the physical safeguards, one might reasonahly expect a computer 

center processing mission-critical systems to have some form of 

each of these. 

Technical safeguards are automated system features that help 

control access, limit user privilege, maintain program and data in- 

tegrity, and provide the needed tools for detecting security viola- 

tions. For criteria in assessina technical safeguards, we used 

selected provisions of the Xl? Trusted Computer Systems Evaluation 
. 

Criteria-- to date the most comprehensive criteria for establishing 

technical safeguards. F?e used selected provisions that we believe 

are most appropriate for civil agency implementation. 

6 
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One of the important technical safeguards is the,capability of 

the system to identify and authenticate users. Mechanisms such as 

passwords and user identification are generally accepted techniques 

to accomplish this objective. It is necessary that these mecha- 

nisms be protected by the system so their identity cannot be com- 

promised. Twenty-three of the 25 systems contained this 

capability. 

Another important technical safeguard is the maintenance of 

audit trails. An audit trail is a record that collectively pro- 

vides documentary evidence of processing and should disclose (1) 

all attempted or actual accesses to the systems, programs, or 

files; (2) deletion or modifications of files: and (3) all system 

activity initiated by computer operators, system administrators, 

and/or system security officers. Only 10 systems meet these 

criteria. 

The final category shown on the chart involves administrative 

safeguards. These are non-automated techniques for safeguarding 

information systems and include procedures, practices, separation 

of duties, and a broad range of other techniques. Administrative 

safeguards are essential to complement physical and technical safe- 

guards to ensure that the risks to automated information systems 

are reduced to an acceptable level. 

Agencies have weaknesses in key administrative safeguards. 

One of the major threats to any automated information System is 

from inside the organization, namely, intentional and unintentional 

actions of employees. For instance, separation of duties is 

7 



'intended to pr.event unauthorized actions by employees. We found 

that written procedures and/or organizational structures did not 

always provide for separation of duties necessary for the execution 

of critical functions. 

We also found five instances where data processing security 

procedures were not tested to ensure that they were effective. 

Also, agencies responded that passwords were required for 24 sys- 

tems. However, we found three cases where passwords were not re- ' 

quired to be changed. 

Chart 4 shows the potential effect of not having selected 

safeguards in place. For example, without audit trails there are 

limited means to track actions or security violations or to deter- 

mine quickly, the impact of unauthorized access to the system or 

agency. Without testing security safeguards there is less assur- 

ance that they are working. 

In conclusion, no agency met all management responsibilities, 

and only five systems evaluated contained each of the safeguards 

studied. Improvements are needed in both of these important 

areas. with regard to making these improvements, officials of 

several agencies cited reasons for the shortfalls in implementing 

management responsibilities and security safeguards. These in- 

cluded a lack of (1) management commitment, (2) funds and re- 

sources, and (3) assistance in implementing policy and guidance. 

Therefore, Mr. Chairman, these determinations lead us to conclude 

that the automated information systems studied are vulnerable to 

threats and their potential effects. It is the responsibility of 

agency heads to ensure that policy and guidance emanating from the 

8 
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responsible central agencies are implemented. Our survey indicates 

that such policy and%guidance often are not implemented. 

This com pletes m  y prepared rem arks. We would be pleased to 

answer any questions that you m ay have. 
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'APPENDIX I APPENDIX ;I 

ORJEC?IVES, SCOPE AND METHODOLOGY 

On August 7, 1984, the Chairman, Subcommittee on Transporta- 
tion, 3viation and Materials, House Committee on Science and Tech- 
nology requested that we assess the extent to which selected fed- 
eral agencies are protectinq the data in automated information 
systems for which they are responsible. For our review, we selec- 
ted 25 mission-critical automated information systems at 17 federal 
civil agencies. After selecting the agencies and the systems, we 
met with Subcommittee staff to obtain their concurrence. 

To assess the security status of these systems, we used exist- 
ing criteria and two questionnaires which focused on two inter- 
related issues to collect relevant information about the security ' 
status of the systems. 

One issue primarily involved Office of Management and Budget 
(OMB) policy reflected in OYB Circular A-71, Transmittal Memorandum 
No. 1, which focuses on automated information systems security man- 
agement responsibilities. Criteria used to develop this management 
questionnaire were supplemented by National Bureau of Standards 
(NBS) Federal Information ?rocessinq Standards (SIPS), Office of 
Personnel Management (OPM) instructions, and expert opinion. 

The second questionnaire focused on the actual security safe- 
guards for mission-critical automated information systems. The 
questions were developed primarily using the Department of Defense 
(DOD) Trusted Computer System Evaluation Criteria, NBS Federal In- 
formation Processing Standards, and expert opinion including NBS, 
National Computer Security Center (NCSC), and the Department of 
Defense Computer Institute (DODCI). 

We also developed scenarios of the potential effects of prob- 
lems in areas such as those covered in the aforementioned question- 
naires. These scenarios show how systems are vulnerable when cer- 
tain management responsibilities and security safeguards are not in 
place. Ye validated these potential effects with the VBS, the 
NCSC, and the DODCI. 

Follow up interviews were held at several agencies to validate 
the responses received from the two questionnaires, and exit con- 
ferences to present the results of our survev were held with all 
agencies. This survey did not involve testing the effectiveness of 
the management responsibilities and safeguards. 

The following appendices reflect the aggregated detailed re- 
sults of the survey and disclose (1) a list of the 17 #agencies sur- 
veyed, (2) aggregated survey results of the questionnaires includ- 
ing general information; 
physical, 

management resoonsibility elements: 
administrative, and technical safeguards; and other 
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. security information obtained from  the questionnaires, (3) manage- 
ment responsibilities and scenarios of potential effects of weak- 
nesses in the responsibilities assigned, and (4) physical, admin- 
istrative, and technical safeguards and scenarios of potential 
effects of safeguards not in place. Appendix III identifies the 
potential effects of weaknesses in management responsibilities, 
such as those identified in appendix II, and appendix IV identifies 
the potential effects of weaknesses in security safeguards also 
shown in appendix II. 



APF,FNDIX I 

FEDERAL AGENCIES INCLUDED 
IN 

AUTOMATED INFORYATION SYSTEMS SECfJRITY SURVEY 

DEPAQTMENT OF AGRICTJLTURE 

DEPARTMENT OF COMMERCE 

DEPARTMENT OF EDUCATION 

DEPARTMENT OF ENFQGY 

DEPARTMENT OF HEALTH AND HUMAN SERVICES 

DEPARTMENT OF HOUSING AND UR9AN DEVSLOPMENT 

DEPARTMENT OF INTERIOQ 

DEPARTMENT OF JUSTICE 

DEPARTMENT OF LABOR 

DEPARTMENT OF STATE 

DEPARTMENT OF TR~~~S?ORTATION 

DEPARTMENT OF TREASURY 

FEDERAL R?2SERVE SYSTE!4 

GE:JERAL SERVICES ADMINISTRATION 

NATIONAL AERONAUTICS AND SPACE ADMINISTRATION 

SMALL BUSINESS ADMINISTRATION 

VETERANS ADMINISTRATiO?J 



APPENDIX II 

QUESTIONNAIRE RESULTS 

ELEMENTS EVALUATED 
NO. OF 1 
SYSTEMS 

GENERPJ INFORb.!.!TION 

Length of Time this Information System has 
been Operational 

Less than 1 year .............................. 
At least 1 year ............................... 
At least 5 years .............................. 
10 years or more .............................. 

People/institutions having System Bccounts 

0 ............................................. 
1 - 25 ........................................ 
26 - 200 ...................................... 
201 - 1,000 ................................... 
1,001 or more ................................. 

1 
2 

11 
11 

MANAGEMENT RESPONSIBILITIES 

Risk Management 
Risk analysis within past 5 years . . . . . . . . . . . . . 
Fisk management procedures . . . . . . . . . . . . . . . . . . . . 
Risk analysis used to determine current 

level of security control . . . . . . . . . . . . . . . . . . . 

19 
14 

14 

Contingency Plans 
Plan exists . . . . . . . . . . . . . . . ..~................. 
Plan is tested . . . . . . . ..*.*.*.................. 

18 
9 

Assigned Responsibilitv for Computer Securitv 
Security officers' position description 

contain security responsibilities . . . . . . . . . . . 20 
ADP personnel position descriptions contain 

security responsibilities . . . . . . . . . . . . . . . . . . . 4 
Information Systems Security Officer (ISSO) 

Assigned . . . . . . . . . . . . . . . . . ..*....... . . . . . . . . . 23 

Written Procedures for Computer Security 
Facility procedures . . . . . . . . . . . . . . . . . . . . . . . . . . . 
Overall policies & procedures . . . . . . . . . . . . . . . . . 

22 
13 

ADP Personnel Security 
Position sensitivity levels designated ........ 17 
Use of new OPM regulations .................... 2 
rJse of old OPM regulations .................... 18 

ISystems do not always add tc 25 because of non-response to certain 
questions. 



I AP,PENDIX II APPENDIX II 

QUESTIOMNAIPE RESULTS 

ELEMENTS EVALUATED 
NO. OF 
SYSTEKS 

Computer Security Costs 
Budgeted and accounted for separately . . . . 

Computer Security Training Program 
Policies and/or procedures . . . . . . . . . . . . . . . 
Formal program . . . . . . . . . . . . . . . . . . . . . . . . . . . 

Audits and/or Evaluations 
Evaluation performed . . . . . . . . . . . . . . . . . . . . . 
Independent and within past 3 years . . . . . . 

PHYSICAL SAFEGUARDS 

Physical Perimeter . . . . . . . . . . . . . . . . . . . . . . . . . . 16 

Physical Access ............................. 
Electronic b?onitoring 

Computer room ........................... 
Computer room access halls .............. 
Building access ......................... 

Badge Entry ................................. 
Secu-rity Guards ............................. 
Cypher Locks ................................ 
var i ous Detectors 

Metal ................................... 
Smoke ................................... 
Zest .................................... 

ADMINI STX4TIVE SAFSSUARDS 

Written procedures for safeguarding this system's 
information contained on microcomputers and related 
storage media at the information center . . . . . . . . 

Written procedures for safeguardinq this system's 
information while it is being transmitted between 
the microcomputers and related storage media at the 
information center .*...................*....... 

*Not applicable to all systems reviewed. 

5 

1 

19 
2 

22 
19 

All 

7 
9 

13 
23 
22 
14 

3 
23 
24 

2 * 

1* 



APPENDIX II APPENDIX II 

QUESTIOM??.\?RE ?.E.SVL?'S 

ELEMENTS EVALUATRD 
NO. OF 
SYSTEMS 

ADP positions at the information center 
designated in terms of sensitivity,............. 

Federal Personnel Manual, Chapter 732, used for 
ADP positions at the information center . . . . . . . . 

eackground investigations in compliance with 
Federal Personnel Vanual 732 for information 
center personnel 

Data entry personnel ........................ 15 
End Users ................................... 12 
SeTlurity officers ........................... 21 
Systems Programmers ......................... 20 
Contractors ................................. 16 
Systems Analysts ............................ 17 
Application Programmers ..................... 18 
Computer Operators .......................... 18 
ADP Auditors ................................ 11 
Data base Administrators or ?4anagers ........ 18 
Communications personnel .................... 16 

For the ADP personnel at the information center, 
to what extent does the organization comply with 
the background investigations provisions of 
OPM's F?M, Chapter 736 

To little or no extent ...................... 
To some extent .............................. 
TO a moderate extent ........................ 
TO a substantial extent ..................... 
Fully ....................................... 

Tested the Physical, Administrative and 
T e c '3 n L e al Procedures . . . . ..*...........*........ 

Review Audit Trail Information .*............... 

Formal Security Procedures Manual at the 
Information Center 

For all systems ............................. 
For this system ............................. 

separation of Duties in the FOllOsring Areas 

Input processing ............................ 
Error correction ............................ 

b 

17 

3 

20 

10 

16 
3 

21 
21 



Ak+dUl~ 11 APPENDIX II 

. 
QUESTIONNAIRE RESULTS 

NO. OF 
ELEMENTS EVALUATED SYSTEMS 

Software design, development, test and 
operation l . . . . . . . . . ..*.................... 

System program m ing and data base 
administration . . . . . . . ..*......*.........*. 

Computer operations, telecommunications, and 
maintenance . . . . . . . . . . ..*....*....*........ 

Computer and telecommunications security . . . . 
System access - retrieval . . . . . . . . . . . . . . . . . . . 
System access - update processing . . ..*...... 

19 

21 

24 
19 
18 
19 

(Jnescorted System Maintenance Personnel 
Access to System . . . . . . . . . . . . . . . . ..*....*....... 13 

Unescorted System Maintenance Personnel with 
Clearances at Highest Level of Data Processed . . 10 

Inactive Accounts Purged? 

Xe;/er done .................................. 2 
Upon reassignment or employment term ination . 21 
Upon term ination of a system account ........ 9 
At least once a year ........................ 14 
Longer than a year .......................... 1 

Frequency of Password Changed for this System 

Not reuuired to be changed .................. 
At least every 3 months ..................... 
Between 3 and 6 months ...................... 
Between 5 and 12 months ..................... 
More than 12 months ......................... 

Passwords are Changed by 

User . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 12 
System administratgr/sec ~.!rity administrator . 11 
System, centrally managed by an administrator 4 
System, independent of an administrator . . . . . 1 

Passwords are Distributed by 

Letter ...................................... 
Electronically from  the system .............. 
Discussion with TSSO ........................ 
User creates and maintains .................. 

8 
3 
7 

11 
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, QJESTIONNAIRF RESULTS 
NO. OF 

ELEMENTS EVALUATED SYSTEMS 

TECHNICAL SAFEGUARDS 

Identification and Authentication . . . . . . . . . . . . . . 

Audit Trails or Logs . . . ..*..................... 

Discretionary Access Controls (Authorization) . . 

Restrictive Markings Limit Access to Data . . . . . . 

Users have Access to all Data in the 
System . . . . . . . . . . . . ..*.............*.......... 

Software Changes ar2 Eiecordeci 

Manually .................................... 20 
Automatically ............................... 15 
Not recorded ................................ None 
No changes are allowed ...................... 1 

TJses Add-On Security Software . . . . . . . . . . . . . . . . . . 17 

Users are Automatically Informed at 
each Log-on of the Time and Date of Last 
Log-on . . ..*...................*................ 

Users are Automatically Notified at each 
Log-on of Invalid Attempts to Use the System 
Account . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 

Use Encryption (encoding) Techniques . . . . . . . . . . . 

TELECOMMUNICATIONS SECURITY 

Off-hours Access Via Leased or Cial-up Lines . . . 16* 

Anti-Hacker Devices 

Dial back capability . . . . . . . . . . . . . . . . . . . . . . . . Few* 

*Not applicable to a.11 systems reviewed. 

8 

23 

10 

24 

10 

2 

5 

2 

Few* 
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QUESTIONNAIRg RESULTS I 
NO. OF 

ELEMENTS EVALUATED SYSTEMS 

Never Permit Maintenance Personnei to Perform 
pardware/So ftware Diagnostics Via Unclassified 
Dial- tip Lines . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 

Lines Leaving Afforded Transmission Protection . 

CONTRACTOR SECURITY 

Role of Contractors for the Hardware Operation 
and Maintenance 

Operated and routinely maintained by agency 
personnel . . . . . . . . . . . . . . . . . ..*...........*. 

Operated by agency personnel but routinely 
maintained by contractor . . . . . . . . . . . . . . . . . . 

Operated and routinely maintained by 
contractor . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 

Operated by contractor but routinely 
maintained by agency personnel . . . . . . . . . . . . 

Role of Contractors for the Software Operations 
and Maintenance 

Operated and routinely maintained by agency 
personnel .,......*..............*.....*... 

Operated by agency personnel but routinely 
maintained by contractor . . . . . . . . . . . . . . . . . . 

Operated and routinely maintained by 
contractor . . . . . . . . . . . . . ..a................ 

Operated by contractor but routinely 
maintained by agency personnel . . . . . . . . . . . . 

CONTINGENCY PLANS 

Center Experienced an IJnplanned Operational 
Discontinuity . . . . . . . . ..*.......*............... 

Unplanned Discontinuity Occurred . 

Less than 1 year ago ........................ 13 
From 1 to 3 years ........................... 6 
More than 3 years ago ....................... None 

*Not applicable to all systems reviewed. 

9 

13* 

Few* 

2 

14 

9 

None 

14 

3 

7 

hJone 

19 
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Uninterruptible Fewer Supply . . . . . . . . . . ..*.....* 

Type of Uninterruptible Power Supply 

Battery ..................................... 1 
Generator ................................... 2 
Both generator and battery .................. 12 

SECURITY MANAGEMENT APPROACH 

Staff Effort Devoted to System Security 
Functions 

hJOll70 . ..*..*.**...*.....*.....*...........*.. None 
l/2 staff year or less . . . . . . . . . . . . . . . . . . . . . . 7 
More than l/2, but less than 1 staff year . . . 4 
1 staff year, but less than 3 staff years . . . 5 
3 staff years, but less than 5 staff years . . 3 
5 staff years or more .*..................... 5 

13 



MN?GESlEXL’ CRITERIA, AND JJUENW% 1MPmmmm 
Analysis of Fianaqemnt Responsibilities for Coquter and Teleoarmun ications Secixity 2 

CJ 
FOI'EWTIAL EFFECT OF WEAKrlflSSES 

I'VVIAGEMKYT CRITERIA AND STV$XJ?DS 
5; 

CRITICAL REST)ONSIRIJ,TTIES . ' --- (ON SAJY'F~JARDS AND CONTI-XXS) -.- -.- l- I- 
Agencies should establish AGEWY SXIJRI'IY t- 

--- 
an aqency comp\lter (auto- PKXXAM 
mated inEormati;>n) secu- 
rity proqram at a manaye- 
i%nt level colnnens(Iratt? 

An agency computer 
and telecanunic+ 

Inadequate program can lead to inadequate 
implementation and control. 

with respnsibilitics tions (automated 
id-lvolved and with suffi- information) security 
cierit authoiritv to enForce program at appropriate 
established requirements. management level. 

The program should 

1. Establish a formal 
ADP System Security 
Orqanizational Frame- _- 
mrk that 

-assign responsibili- 
ties and authorities 
for security of 
data processinq 
installations, 
security officers, 
users, operators, and 
contractors via 
procedures and 
contract clauses. 

Authority to enforce 
program requirements 

1 ORGANIZATIONAL FRAME- 
WXK 

Fo~nal (written) 
responsibility arm3 
authorities that 

are clear and not 
0verla.ppif-q or 
fracmnted. 

clearly define 
respnsibilities of 
(see next .paqe) 

Insufficient authority tends to perpetuate 
known weaknesses and prevent 
identification of unknown weairnezseri;. 

IJnclear, overlapping and fragmented 
responsibilities can lead to 
organizational procrastination in 
identifying and implementing safeguards 
and duplication of effort, Control 
problems go undetectkl or uncorrected for 
periods longer than necessanl. 



MANPC;~C~RIA,ANDPORUPIALIMPACISONS~~ i b . 
.: Analysis of Mitnagement Responsibilities for Computer ad Wl ecmmunications Security ; .Y : I 
i ,% . k 
'7 : 
;i . . 
>: KYlY3J'l'IAL EFFECT OF WEAKNESSES -;..- I.. ~~AC%PENT CRITERIA AND cS7'ANDARDS CRITICAL RESFONSIBILITIES (ON SAFFXXJARDS AND c(3r\TI';:')I,S) : 
1 I- -- -- 

1. j -data processing 
installation 
personnel, 

-managers, 

-primary users, 

-monitoring 
entities 
(evaluation), 

-contractors, 

-security officers. 

Effective management can be negated if skcurity is 
not perceived as part of total job responsibil- 
ity and stated in employee fxxition descriptions. 
Causes procrastination and duplication si,xe the 
position description i s a major solirce ol account- 
ability and enforcement. 

(SAME EFFECT AS A!3OVE) 

If responsibilities and accountabilities are not 
spelled out in position descriptions, persons/ 
organizations most knowledgeable of data sensitiv- 
ity and pssible harm or loss may not be involved 
in automated information systems srcurit! 
decisions. 

Adequacy of automat& information systems security 
program and controls may not be evaluate1, if 
position descriptions are devoid of resp.xxibil- 
ities for automated information systems security. 

Insufficient contract clauses specifying contrac- 
tor responsibilities and authorities cawes en- 
forcement, procrastination, duplication and other 
problems. 

Position descriptions that do not clearly describe 
rezqzonsibilities and authorities for automated in- 
formation systems security can cause unresolved 
clashes with ADI? operations and users. Clashes ; 
among security officers also may not be resolved. b 
Needed controls can go rlnimplementcd or prol )lems L 
undetecteil. i t 



- CRITERIA, AND pc)TENpT9[,IMpAcps(M-J~ 
Analysis of Managewwt Rkqonsibilities for Cornplter and ~1 ecmmunications Security 

MANAGEMENl' CRITFRIA AND S'i 'ANDWS 

2 Fonnul.;tte a comprehensive 
ADP Systems automated 
information systems 
securit y policy. 

3 Develop written comprehen- 
sive ADP systems security 
standards and procedures -.--___ applicable to all organi- 
zational (Inits respc)nsible 
for processi IXI and 

P w 
protecting d;ita. 

J'OI'ENTIAL EFFECT OF 'ZAKNESSES 
CRITICAL Rt?SF'CNSTRILITIES (ON SAFEGUARDS AND C0NTRor.S) 

ADP SX?l'F,M SECURITY 
EkIcY 

The existence of 
policy. 

STANDARDS AND 
i%-ES - 

l?or developing, 
implementing and 
operating the 
automated 
information systems 
security program. 

They should 
cover 

-appropriate 
organizational 
entities and people. 

-risk management 
and data 
sensitivity. 

Absence of, or unclear policy can 
result in no clear organizational 
position. Controls couLd not be 
implemented or enEorced because of 
confusion. 

If entities and employees are 
uninformed of their role for 
effective security, control 
violations or problems can be 
created. 

Failure to require and use data 
sensitivity and risk management 
can lead to overprotection or 
underprotection. Appropriate 
levels of- controls to afford 
cost--effective protections can not 
be determinel. 

: 
2 z c i I- x 
‘. l- 

I- 
t- 



'4?WG~C~A,ANDPCJIFNPIALIME'~ON- 
Analysis of M vnt Responsibilities for Carputer and lreleamnun ications Security 

KYPENTIAL EFFGCL' OF WUNNESSES 
MAN?VX~ CRITERIA AND STANDARLX CRITICAI, RESPC)NSIRII,ITIES (ON SAFI33JARDSAlWOIS) 

-budqetinq and costing. tick of security budgeting and costing 
can result in unmntrolled 
overprotection, failure to identify 
inadequate controls, resource conflicts 
leading to inadequate saEeguards, 
inability to monitor cost-effectiveness 
of controls, compare costs, monitor 
plans, etc. 

-training. 

-security planning. 

-tyoes of data and 
processing covered. 

,: :: 

-mechanisms for 
corrective actions 
(reporting and follow 

UP) l 

See "traininq and awareness proqrams." 

Inadequate planning can lead to 
inadequate program implementation and 
exnosed vulnerabilities because of 
inadequate controls. 

Sensitive data in hands of those unaware 
of protection requirements is a vulner- 
ability. Importance increased because of 
end user computinq. Information 
processes not covered also represents a 
vulnerability. 

Poor or no procedures or mechanisms for 
assuring effective corrective actions can 
lead to control problems detected which 
are not always corrected, or corrective 
actions which do not work effectively. 



)SANACMNTCFWIlZRIA,ANDPOTENPI[AL IMP= ON ziAl?Emm 0 
Analysis of Manaqemnt Rxqmnsibilities for Caqmter ad ~leamnun icatims Security 

MAWGMENT CRITERIA AND STAWARDS 

4 

5 

b--J Ul 

Require the formulation 
and testing of backup and 
recovery contingency 
plans. 

Assign resJA?nsibilities 
for conducting pt:ricrlic 
risk analysi s and imple- 
ment cost efEective tech- 
nical, administrative, 
and physical safeguards 
based on a risk 
management approach. 

FOTFNTIAL EFFECT OF WEXKNFSSES , . 
CRITICXL RESFONSIRII,ITIES (&AFr;X;IJ?@JX A_hJD 'COWROTS)- 

4 ccu\pTIrx;~m l?JLANs 

The existence of 
plan. 

Mission can be impaired with significant 
discontinuity if no plan exists. Human saEety 
can be erldangered in some applications. 

Nstinq of plans. 

5 RISK MR'\AGEMENI' 

Respnsibilities 
assigned for 
mnducting periodic 
risk analysis. 

llse of risk manage- 
ment approach for 
implementing 
controls. 

Determining data sen- 
sitivity and data 
sensitivity levels. 

If existing plans are not tested, backup plans 
may not he effective, again leading to 
potential mission impairment. 

Unclear assignment of responsibilities may 
result in not oonductinq or impro-perly 
conducted risk analysis. This can impact 
control effectiveness since it forms basis for 
selecting proper mix of controls. 

Insufficient compliance in performing risk 
analysis and using risk management approach 
can lead to not identifying or implementing 
cost effective controls (underprotection), 
Costly overprotection (without closing 
vulnerability) is also a possible result. 

If data sensitivity determinations are not 
being made or levels not established, then 
risk management can result in inadequate 
controls for highly sensitive data leading to 
high risk (underprotection). Data 
sensitivity, including criticality and value, 
is a key factor in risk management. Its 
absence negates the risk management process. 



bVWGW%T CR1[TERIA, ANIl FxYn3wIAL 1MPm ON -ARns 
Analysis of Manaqmmt Responsibilities for Ccnnpter and 

% . Vkl ecmumnications Semrity t IT 

6 Establish personnel security 
policies for screening all 
individuals flarticipating in 
design, operation, main&- 
nance, or having access to 
data in federal cxmputer 
systems. 

CRITICAL RESPONSIRILITIES - 

Element:; of risk 
managem.:rlt approach 
employed (data sensi- 
tivity, vulner- 
abilities, threats, 
risks, alternative 
safeguards, costs, 
relative effective- 
ness, etc.). 

Frequency of risk 
analysis and changes 
in circumstances. 

Existence of policies 
for screeninq 
personnel. 

ResEJonsibilities for 
implementing policy. 

EEfectiveness of 
implementing policy. 

POTENTIAL EFFEX?JY OF WEXWWSES 
(ON SAE'FGIJA~DS AND cXMt'ROI,S) 

r\Jot using risk management approach can 
result in cost effective safeguards not 
identified or implemented. Over or 
underprotection is possible while 
vulnerabilities remain. 

z c - t- 
? . . 
I- I- l- 

Major changes in circumstances may 
create new vulnerabilities, threats and 
increas&i risks which need to be 
identified and safeguarded. If risk 
analysis is not done peridically or 
when circumstances change (modifica- 
tion, new site, employee changes, arti 
changes in processing procedures) tlley 
may not be identified. 

Absence of policy may result in 
overscreening or underscreening. 

Unclear responsibilities can result in 
orqanizational procrastination or 
duplication. Personnel control 
(screening) may be inadequate. 

Ineffective policy may 
result in overscreening or 
underscreening. 



P 
-CRImA,AND-ALIMP-ON-= 

A.', k.3 Analysis of mmnt Responsibilities for Canputer ad 
: 

Tel tr: 
g 

ecmmmications .Security '2 
I '" c 
x t- 
,: 3( ii :; J!KYI-'E~.JTIAL EFFECT OF PJEAmSSES 
k. MANAGEMENT CRITERIA AND S'T'ANOAFUX CRITICAL RESMNSIRILITIES (CW SAFEXXJARDS AND CONTROLS) 

"I- 
:a -2 I- __I I- 
1; : ,r- .I T)esic~nation of sensitive If ADP positions are not desi,jnated in 
4~ -;; positions terms of sensitivity, then tht?re may be an ' ,< _' inappropriate basis for performing 
: iw t~ckyround checks. A major threat to 
t. ,i- :>; systems is employees. Fsnployees in 
i. 1 --* sensitive positions can exploit controls 

2' :.r: an4 cornnit fraud and abuse. -,r 
.TY 
,: 
i i 

,.:; , ,r: 

,: ;’ 

1: 

Use of sensitivity levels 
for Ar>P positions. 

Oackground investigations 
pecfonned 

Eor all applicable 
personnel. 

upcllates of background 
investigations. 

clearance information 
used in risk 
management. 

Levels of sensitivity needed are for 
managing extent of personnel control. 

E,nployees are a major threat to systems. 
1'4 checks are not perEorm4 for all 
a!:olicable personnel there is insufficient 
b:,:;is for trust. Controls can be 
exploited. 

Since people and circumstances change, 
infrequent updates of investigations may 
result in not identifying a new threat. 

Threat of unauthorized access is 
ilkcreased if clearance information i.s not: 
II:;:.~ in performinq risk manngeinent. 



?JWUG-CRI~A,AM)~IMF~ON-~ 
Analysis of Management Responsibilities for Computer ad lkleamnu nications Semrity 

FVLWNTIAL EFFECT OF WEAKtWSSES 
MANA(3DENl! CRITERIA AND STANDARDS CRITICAL RESPONSIRILITIES (ON SA.FWtiA~ AND C0N'lYU-U~ 

7 Establish manaqement 
control process 

a) to budget and account Budgeting and account- 
fOK oxr\@er and tele- inq and/or estimating 
comnunications secu- where appropriate for 
rity costs and re security costs 
SOllKCeS, for planning, and resources. 
risk management, and 
control purcoses. 

b) to evaluate risk 
analysis. 

Use of budqet and cost 
for planning, and 
control. 

Use of budget and cost 
in risk manaqement. 

Agency evaluation of 
risk management 
approaches. 

Agency evaluation of 
risk analysis 
conducted. 

Tack of awareness of security costs and 
related cost components for systems and 
agencies can result in uncontrolled 
overprotection, failure to identify 
inadequate controls, and inability to 
nx3nitor cost-effectiveness of controls, 
etc. 

Manaqement planninq and control is 
not fully effective without knowledge of 
costs. 

Risk management is not effective without 
knowledqe of costs of alternative con- 
trols. 

Risk manaqement approaches used may not 
be appropriate if not evaluated. Impact 
on control effectiveness is a possible 
result. 

Risk management effort may not be 
adequate if not evaluated. Impact on 
control efEectivcness is a possible 
result. 



MAIWSMW CRImA, AND J-JcmMmAL rMPAcrs ON SB 
JInal.ysis of Managemnt Responsibilities for Cmqmter ad ~1 ecmmunications.mrity 

MANAGEMENT CRImRIA AN3 STAWARDS 

8 

9 
P 
W  

c) involving procedures 
and mechanisms to 
assure that expscd 
vulnerabilitics or 
corrective actions 
recommended are 
adequately and 
effectively acted on. 

Establish an annual 
security plan. 

Establish comprehensive 
automated information 
Security Traininq and 
Awareness Proqrams and 
manaqe it to assure its 
effectiveness. 

CRITICAL RESQ3NSIJ3ILITIES 

Follow up on 
roo3mniWlations. 

8 WJNOAL SECURITY PLAN -- 
Existence 0E plan 

9 TRAIJ'JING AND AWARFNESS 
PlxrLxtiS 

Existence of training 
program, which should 
include 

audience. 

traininq content 
(topics). 

JXYTENTIAL EFFECT OF LGSKNESSES 
-(ON SAFEGIJARDS AND (XYXWROLLS) 

Failure to act on recomnendations to 
correct problems (vulnerabilities, etc.) 
because 0E poor or no procedures or 
mechanisms for taking corrective 
actions, can result in vulnerabilities 
which remain (unsecured), and controls 
in place which may not be totally 
effective. 

Inadequate planning can lead to 
inadequate control. 

Employees responsible for sensitive 
data, if untrained, may be unaware of 
controls available, responsibilities, 
potential impacts, etc. Rxistinq 
controls may not be effective. 

If user awareness of vulnerabilities and 
controls are not a primary target, then 
the user may be unaware of how to 
eEfectively implement controls. 

Proper subjects not presented to 
employees can render controls 
ineffective. 

h 

;  

;  



-mfuA,AND lW.EMWLIMl?eoNV 
Analysis of Man&pent Responsibilities for Corquter and TIM eocaumnicatiw Security 

mIAL IMPACT OF WEAKNESSRS . , 
MANAGJMEXI' CRITERIA AND ST?UKM!DS CRITICAL RM'ONSIBILITIES (ON sAFEG11AJuls AND OLS ) -. 

t-4 10 
0 

Establish agency program 10 
for conducting audits and 
evaluations to determine 
the compliance with and 
cost effectiveness of the 
security program. 

feedback to deter- 
mine effectiveness 
(testinq etc.). 

Claking an assllmption that training is 
effective without requiring and 
receiving feedback can result in 
inadequate controls implemented by 
employees or comnission of errors 
causing damage. 

training of security 
officer. 

Inadequate training of security 
officers can lead to inadequate 
controls. 

AUDITS AND EVALJJA- 
TIONS (M3NIMRINC~ - 

Existence of Without independent evaluation, there 
periodic indepen- is no validation that cost effective 
dent audits. controls exist. 

Certifications and 
recertifications. 

Implementation of 
recomnendations. 

without certification and/or 
recertification, inadequate controls 
may continue to exist. 

Without sufficient follow-up, needed 
controls and safeguards may not be 
implemented or may not work 
effectively. 



MANAGPWENP CR.IWmA, AND KH!0mIALIMPAclpsoNsApBcxIAFMG 
Analysis of l%magaent Responsibilities for Coqmter and ~leammun' icationsSScxxxity- 

MANAGEMEk?l? CRITERIA AND STANDARDS 

11 Actively monitor the 
application of computer 
and telecomnunications 
security by contractors 
performing data processing 
for the federal 
government. 

KYL'ENTIAL IMPACT OF WFAKNECSES . , 
CRITICAL R!?3'9NSlRILITTES .-- (ON SAFfXUARDS AND CYNi?ROL,S)- 

Monitoring of 
contractor security 
measures. 

Procedures for 
protecting assets 
when contractors 
change. 

Without monitoring, needed 
controls may not be 
implemented. Also controls 
implemented by contractor may 
not be effective. 

Vulnerability is created by 
changes in contractor/ 
employees. Assets and data 
are vulnerable. 



APPENDIX IV 

Physical 

Physical 
Controls 

Administrative 

Testing 
Frocedures 

Separation of 
l?.uties 

Position 
Sensitivity 
Levels 

Physical security 
controls should exist 
and be adequate. 

Security procedures and 
features should be 
tested. 

Procedures and/or 
partitions should exist 
to ensure separation of 
duties. 

Personnel positions at 
the infonration 
(computer) center should 
be designated in terms of 
sensitivity. 

22 

APPFRXX ?X 

EFFECT IF 

Poor physical security 
allows unauthorized access 
to infonrration resources. 
Physical security is 
becoming increasingly 
important because of 
portability and size of 
micrc+oomputer systems. 

Without independent testing 
of security safeguards there 
is less assurance that 
controls are in place and/or 
working effectively. 

Major threat is from 
inside the organization. 
Separation of duties is a 
key internal control 
(administrative safe- 
guard) to prevent 
internal intrusion 
without collusion. 

If positions are not 
desianated in terms of 
sensitivity there is 
little basis for decisions 
abut the level of access 
to be granted to 
individual employees, the 
extent and nature of back- 
ground checks, duties to 
be senarated, procedures 
for disgruntled employees 
etc. 



APPENDIX Iv .l4PPENilIX Iv 

ORY OF J?OIEVCIAL EFFECT IF SAF!DJXG 
SAFEG-JlAR.D 7YPE OF SIIFEGrJA~~ KYI' IV PLACE 

Position 
Sensitivity 
Designation 

CPM FPM Chapter 732 Without using a standard to 
INSTR 311 should be used identify sensitivity levels 
to identify sensitivity for federal personnel involved , 
levels for 9DP and other in F\DP processing, differences 
key positions. in criteria can lead to 

unidentified potential 
threats. 

Eack?round %xkground investigations 1as:;fficient background 
Investigations should be Derformed in investigations may result in 

accordance with OPM FPY the failure to disclose a 
732, Chapter 736. primary threat to the informa- 

tion system. 

!&date rJ@ates of background Circumstances and habits 
&kground investigations should be change and uflatos are needed 
Investigations performed periodically. to disclose significant 

changes which may mse a 
threat to the system. 

Change 
Passwords 

Password changes should Not changing passwords 
be required and performed leave systems vulnerable to 
frequently. attack by former employees. 

Generation of Users should not generate Ilndertrained users may not be 
Passmrds their own Tassmrds xhen sufficiently aware of the 

they are changed (unless pitfalls of using passhords 
NBS PIPS is used). that are easy to break. TJsers 

may be inclined to use birth 
date, wedding anniversary, 
names, short passwords or 
other personal identifiers 
that are more easily broken 
based on personal knowledge of 
the individual. Use Of NBS 
FIpS is needed for sensitiTJe 
systems. 



' APPENDIX IV APPENDIX IV 

Audit Trails 
Reviewed 

Reviews of audit trails 
for security should be 
made, performed 
frequently and 
effectively. 

Microcom~ter Procedures should exist 
Procedures for protecting data 

while residing on micre 
computers and for 
nrotectins information 
being transmitted 
between microcomputers 
and mainframe 
computers. 

Security 
Procedures 
Nanual 

Restrictive 
Markings 

POSTNTIAL EFFECT IF 
SAFEGJARD NCYT IN PLACE 

Existence of an audit trail 
(a technical control) is 
not sufficient. Frequent 
reviews are needed to 
determine if irregularity 
exists. Audit trails are ' 
not an effective violation 
detection mechanism unless 
such reviews are 
effectively performed and 
detection is followed up. 

Without procedures, data 
from or for system may not 
be protected on micro- 
computers. Sensitive or 
costly information on 
microcomputers must be 
protected regardless of its 
source. Sensitive 
information being 
transmitted between 
ccmtouters must be 
safeguarded to an extent 
dependent on risk 
managemnt. 

There should be a :&7ithout formal 
form1 security procedures, trsinina and 
procedures manual at the actual use, implementa- 
information center tion of control can be 
(computer center). haphazard. -Some 

emnloyees, e.g. new 
hires, may be unfamiliar 
with controls and 
sccidently violate them. 

There should be Without restrictive 
restrictive markings that markinqs for sensitive 
limit access to data at data, employees may not bs 
the information center aware of its sensitivity, 
(computer center). and may not implement 

effective control in its 
handling and use. 



APPENDIX .Iv 

CA'JXCDRY OF l?OlYWMAG EFFECT IF 
S.AFEGIJARD TYPE OF S?FEGUA~ sAFEc;Jm!3 NcYr m ?LA.cE 

Clearances- 
maintenance 
personnel 

TJnescorted maintenance 
personnel who have 
access to the system 
should have appropriate 
clearances or 
authorizations. 

Maintenance personnel 
represent a threat of 
unauthorized access to the 
system. Escorts and 
clearances are basic 
safeguards against this 
threat. 

sys te!! 
Accounts 
Purged 

The status of 
individual system 
accounts should be 
reviewed periodically 
and inactive accounts 
purged. 

Access accounts should be 
up to date to be an 
effective technical 
control. Reviews should 
be done frequently and 
when ah individual is 
reassigned or terminated. 
Failure to review and 
purge inactive accounts can 
lead to use of accounts of 
terminated or reassigned 
employees to access the 
authorization . 

25 
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APPENDIX IV APPEXDIX IV 

CATJXXRYOF 
s.AFmA!RD TYPE OF SZWFGTJAFD* 

Discretionary &Software or hardware 
Access Control protection should 

exist to protect user 
files via access 
control lists, file 
psswords or class or' 
user. (LEVEL Cl) 

POTENTIAL EFFECT IF 
SAFEGUAPD?U7. R\J PLACE 

EAay not have the reauired 
technical access control 
needed to deter unauthorized 
access (e.g. extent of ' 
complexity, sophistication and 
cost) , which s;?oilld be 
dependent on risk levels, and 
risk management. 

The overall system 
effectiveness of technical 
access controls rest to a 
large degree on the balance 
of administration of pasmrd 
updates and changes, 
personnel and other 
administrative controls with 
the supporting technical 
controls. Poor 
administration of these 
technical controls can 
potentially result in their 
circumvention leading to 
system violation. 

*Minimum level requirements contained in 
the DCD Trusted Computer System 
Fvaluation Criteria. 



APPENDIX IV 

CXL'EGORY OF 
SAFEGUARD TYPE OF SAFEGUARD* 

Identification The system should 
and possess identification/ 
Authentication authentication features 

e.g. log on/password 
which uniquely 
identifies an individual 
and is protected by the 
software/hardware from 
unauthorized acquisition 
and modification. 
(LEEL Cl) 

*Yinimum level reuuirements contained in 
the DOD Trusted Computer System 
Evaluation Criteria. 
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PCYTTWTIAL EFFECT IF 
SAFEGUARD ?OT IN PLACE 

The system does not identify the 
source of authorization and ' 
identifica+;on e.9. institution -"A 
or user. This is needed to 
determine potential sources of 
intrusion, leak, usage history 
and to effectively validate 
user's authority. 

Passwords and other identifica- 
tion and authentication mech- 
anisms are not protected and are 
more easily disclosed. 
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APPENDIY Iv 

CATEGORY OF 
TEKXNICAL 
(zcmTRoLs 

Audit 

APP!3JDIX Iv 

TYPE OF SAFEXJARJ3* 

System  should have 
capability to record in 
an audit trail or 
console log attem pts at 
log on, file accesses, 
network access, 
security vioiations, 
user privilege changes, 
security review 
actions, and console 
operator actions. It 
should record users 
actions by individual 
identity and/or security 
level. (LEVEL C2) 

Yo m eans to track system / 
network accesses or security 
violation. 

T Inable to m onitor actions 
being taken by persons 
responsible for perform ing 
security reviews. 

Unable to identify user 
privilege changes by com puter. 

Audit trail weaknesses lim it 
the m eans for detecting 
unauthorized access to system  
and to determ ine, quickly, the 
impact on the system  and 
agency. Can also impede 
effective recovery. 

Poor adm inistrative control 
related to audit trail (e.g. 
failing to review audit trail 
frequently, or at all for 
security purposes) could 
render this detection, and 
correction technical control 
ineffective. 

*Minimum level requirem ents contained in 
the rx3D Trusted Com puter System  
Evaluation Criteria. 
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APPENDIX IV APPENDIX IV 

CATEGOFCOF PC3lZNTIAL EFFECT IF 
SAFEXJARD TYPE OF SAWGUARD SAFEGUAFD IK'T I?? PLACE 

Uninterrupt- Uninterruptable Power 
able Power Supply should be used 
Supply where justified. 

Mission can be degraded or 
impeded and data can be 
lost. 

Transmission 
Protection 

Telecommunications 
lines should be 
encrypted or physically 
secured where 
justified. 

Transmission over 
telecomnunications lines 
represents a vulnerability 
to the unauthorized access, 
monitoring, or altering of 
automated data. 

rag-on 
Notification 

The system should 
inform user at log on 
of prior (last) kg on 
date and time. 

Yithout control for 
sensitive systems, user 
is not aware of 
unauthorized use of 
his/her access code. 
Control could lead to 
the identification 
(detection) of 
unauthorized access to 
system . 

Invalid 
Attempts 
Wotiflcation 

The system should 
notify the user (at log 
on) of invalid attempts 
to use system accounts. 

-Absence of control could 
delay or prevent timely 
detection of unauthorized 
access and delay or prevent 
timely apprehension of 
perpetrator. Notifying 
security officers may be 
even more desirable. 



W?ENDIX ,IV 

CATEGORYOF 
Si!XCUAPD TYPE OF SAFFGUAPD 

Encryption Encryption should be 
used to secure 
sensitive or 
~partmented data, 

Error Reports The system should 
produce reports that 
specify actual or 
estimated error rates. 
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APPEYDIX IV 

POTCJTIAL EFFECT IF 
SMEGUARDW IN PLACE 

In critical or 
particularly sensitive 
systems, encryption is 
dependent on risk 
management. Xowever 
encryption of key data 
such as pasmrds, as well 
as sensitive data (at 
certain levels) may be a 
cost effective control. 

Integrity and accuracy 
are significant consi- 
derations in system 
security. Yrrors and 
sources need to be 
detected and corrective 
action taken. A system 
can detect and/or correct 
many types of (but not 
all) errors. Erroneous 
data can lead to mission 
impairment, uneconomical 
actions, and human safet;l 
problems. 
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A P P W D IX  V  A P P E N D IX  V  

C O M P U T E R  S E C U R ITY  M A N A G E M E N T  F V A I,rJA T IQ N  

M a n s g e m e n ts ?aszonsibi l l t i3s* 

Risk M a n a g e m e n t 

T ra in ing  

A D P  Pe rsonne l  Secur i ty 

A ss igned  Responsib i l i ty  

B u d g e tin g  a n d  A ccoun tin g  fo r  Secur i ty Cos t 

C o n tingency  P lans (exist a n d  tes ted )  

In d e p e n d e n t W a lua tio n  o r  A u d i t 

W ritten P rocedures  

N u m b e r  o f S ~ rstem s I 
M e e tin g  Reau i remencs  

a  

2  

2  

4  

1  

9  

1 9  

1 1  

*E l e m e n ts o f cr i ter ia used  to  eva lua te  agency  i m p l e m e n ta tio n  
o f each  o f these  m a n a g e m e n t respo ,nsibi l i t ies a re  s h o w n  in  
append ix  II. 

C V A R T  1  
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APPENDIX V 

POTENTIAL EFFECTS 
MANAGEMENT RESPO?TSISILIT.IES 

NO? I!4 PLACE 

APPE:,JDIX 77 

RESPONSIBILITY POTENTIAL EFFECT 

Lack of Risk Management Controls missing and/or not cost effective. 

Lack of Continuity of 
Operations Plan and 
Testing the Plan 

Mission can be impaired and human safety 
endangered. 

Lack of a security 
training program 

Employees unaware of controls needed. 

Lack of independent 
audits and 
evaluations 

No validation that controls exist. 

CHART 2 
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.  6  I  I ,  

A P P E N D IX  V  A P P E N D IX  V . 

P H Y S ICAL,  T Z C H N ICAL,  A N D  A D M INIS T R A T IV E  
S E C U R ITY  S A F E G U A R D S  

S Y S T E M S  H A V ING  S A F F G U A R D S  

P H Y S i C A L  S A F E G L 'A A D S  

Phys ica l  P e r i m e te r  
E n try by  B a d g e  o r  Cyphe r  Lock  
Use  o f Secur i ty G u a r d s  
Use  o f S m o k e  a n d /o r  H e a t 

1 6  
2 4  
2 2  

D e tec tors  2 4  

. 

T E C H N ICAL S A F E G U A R D S  

Id e n tif ication a n d  A u th e n ticat ion 
A u d i t Trai ls  o r  L o q s  
Discret ionary A ccess C o n trols 

( A u thor izat ion)  

2 3  
1 9  

2 4  

A D M INIS T R A T IV E  S A F E G U A R D S  

S e p a r a tio n  o f D u ties  
Physical ,  A d m inistrat ive a n d  Techn ica l  

P rocedures  Tes te d  
A u d i t Trai l  In fo r m a tio n  Rev iewed  
Passwords  Requ i red  to  b e  C h a n g e d  

1 5  

7 2 0  
1 0  
Zl 

H A V E  A L L  S A F E G U A R D S  5 "  

*A lth o u g h  these  svstcm s con ta ined  al l  eva lua te d  sa fegua rds , th e y  m a y  
still b e  vu lnerab le  because  (1)  G A O  eva lua te d  se lected sa fegua rds  
only,  a n d  (2)  al l  eva lua te d  m a n a g e m e n t responsib i l i t ies we re  n o t 
i m p l e m e n te d . G A O  does  n o t know  h o w  vu lne rab le  th e  system s m a y  b e  
because  th is  survey d id  n o t invo lve tes t ing  th e  e ffec t iveness o f th e  
sa fegua rds . 

C H A R T  3  
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,APPENDIX V  APPENDIX V‘ 

POTENTIAL EFFECTS 
PHYSICAL, ADp4INISTRATIVE, AND TECHNICAL SAFEGUARDS 

NOT IN PLACE 

SAFEGUARD 

Lack of Physical 
Safeguards 

Lack of Testing 
Security P rocedures 

Lack of Separation of 
Dutias 

Laclc of Audi? T rai?.s 

POTENTIAL IMPACT 

Unauthorized access possible. 

Less assurance that safeguards are working: 

Threat of employee fraud and abuse is 
increased. 

Detection of unauthorized access lim ited. 

CHART 4 
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