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Executive Summary

Purpose

Terrorist acts in the United States have thus far been too few to raise
serious public concern, but the nation faces the dilemma of maintaining
an effective level of protection without curtailing civil liberties. Con-
cerned that security measures imposed without thorough study and
planning may lead to measures that could be unintentionally repressive
of civil liberties. the Subcommittee on Civil and Constitutional Rights of
the House Committee on the Judiciary asked Gao to describe what was
being done to protect against terrorism in two selected domestic infra-
structure components—the federal courts and mass transit systems.
GAO's study framework consisted of six elements: the roles and responsi-
bilities of units and individuals involved; their perceptions of terrorism
threats; the existence and quality of risk assessments; risk-reduction
selection factors such as concern for civil liberties; implemented risk-
reduction strategies; and evaluations of performance, effectiveness, and
intrusiveness. Since GAO sampled only seven sites, used a case-study
design, and focused on protective measures, the findings cannot be gen-
eralized to all federal courts or mass transit systems or to the totality of
U.S. antiterrorism activities. (See pp. 17-23.)

Background

Terrorism is the threat or the use of violence to frighten people and gov-
ernments into some ulterior political act. Targets include individuals.
symbolic structures, political events, and various components of the
nation’s infrastructure, such as transportation systems, government
buildings. and energy facilities. A planned antiterrorism approach could
help prevent incidents or reduce losses, while ensuring the preservation
of civil liberties. However, little is known about the antiterrorism plan-
ning and organizational responses of most U.S. organizations. (See pp.
10-17))

Results in Brief

Court officials indicated heightened awareness of threats to security
because of high-risk trials involving organized crime. drugs, and terror-
ist groups. The court districts Gao visited have programs to protect
against high-risk and more general threats. Their programs include
threat assessments. security surveys and plans, and security measures
for various threat levels. When selecting risk-reduction strategies. most
court officials seriously sought to preserve the openness of the court
process and to protect the civil liberties of the general public, but the
protection of the participants in judicial activities was paramount in
high-risk situations. (See chapter 2.)

Page 2 GAO PEMD-88-22 Domestic Antiterrorism Efforts at Selected Sites



Executive Summary

Transit officials had no direct experience of terrorist incidents, per-
ceived the likelihood of incidents to be remote, and had no antiterrorism
programs. The transit officials GAo talked to described terrorism as a
rare emergency event much like natural disasters, for which they do
have plans for response and recovery. They also had crime prevention
and safety programs to protect people. property. and system operations
as well as possible, given the open nature of transit facilities and opera-
tions. Transit officials expressed little awareness about the intrusive-
ness of their protective strategies vis-a-vis the civil liberties of the
general public. (See chapter 3.)

Due to the lack of evaluations by both court and transit officials, it is
difficult to determine how effective the current strategies are in regard
to the threats they were designed to protect against, and what remains
to be done to cope with terrorism threats in a manner that also pre-
serves civil liberties. (See p. 84.)

Principal Findings

Federal Courts

The U.S. Marshals Service (U'SMS), with assistance from other executive
and judicial agencies, safeguards federal court facilities and personnel.
USMS programs were implemented in the district courts, where some
resource and coordination problems were identified. Court officials
expressed concerns of various kinds about the possibility of terrorism
given the types, frequency, and duration of the high-risk trials that they
conduct. (See pp. 24-32.)

The risk-assessment process established by UsMs was implemented dif-
ferently in the seven court districts Gao reviewed. Actual threats were
formally assessed. Assessments of criticality were not explicitly con-
ducted, but the vulnerable aspects of court facilities were identified. The
courts had emergency response procedures, but placed more emphasis
on prevention. (See pp. 32-42.)

Court officials emphasized the selection of risk-reduction strategies that
would not negatively affect the openness of the judicial process. They
stressed the need for facilities designed for security, emphasized the use
of qualified security personnel, and considered the cost and technical
quality of the equipment selected. The seven court districts had imple-
mented most of a standard security package Usms provides and had

Page 3 GAO PEMD-88-22 Domestic Antiterrorism Efforts at Selected Sites



Executive Summary

enhanced their security measures for threatening situations. (See pp. 42-
52.)

Ga0 did not find evaluations of the overall effectiveness or potential
intrusiveness of the court security systems. Some technical performance
tests and special security surveys had been conducted. including assess-
ments of the adeqguacy of selected security measures against particular
threats. (See pp. 52-54.)

Mass Transit Systems

Local transit authorities are responsible for the safety and security of
their transit systems. The Urban Mass Transit Administration (I'MTa)
has begun a technical assistance project on terrorism prevention and
response strategies. Civil liberty issues, however, are not addressed.
Local transit officials considered the threat of a terrorist attack to be
minimal, and regarded their systems as only secondary targets. GAO
found only one risk assessment that was specifically related to terror-
ism. However, transit officials pointed out numerous critical and vulner-
able areas in their systems. (See pp. 55-66.)

Transit officials considered the prevention of accidents and common
crimes more important than terrorism prevention. Officials stressed law
enforcement for the protection of the public and basic security technolo-
gies for protecting transit property. Cost, safety. and practicality were
mentioned as important factors in selecting strategies against criminal
threats, but no formal selection process was described. An emergency
preparedness structure had been established in each system for
responding to crime and other emergencies, a structure that might be
useful in responding to a terrorist incident. The issue of intrusiveness
had been considered at two transit systems, not for the public but only
as it related to labor union objections. (See pp. 66-73.)

Transit officials had generally not tested the performance, effectiveness.
or intrusiveness of their security systems. A few surveys and studies
had been conducted in response to specific security problems. Drills and
exercises for responding to emergencies (especially fires) had been con-
ducted, but civil liberties had not been addressed. (See pp. 73-74.)

Overall Planning and
Evaluation

GAO found no one executive agency responsible for providing technical
information and expertise to federal agencies regarding the planning.
coordination, and evaluation of domestic antiterrorism strategies. GAO
found neither uniform. systematic, and comprehensive planning efforts
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Matter for
Congressional
Consideration

Agency Comments

nor sufficient attention being given to evaluating the effectiveness of
current activities. (See pp. 84-85.)

Congressional committees that are concerned about the need for careful
planning against the threat of domestic terrorism and about the preser-
vation of civil liberties may want to request that agencies provide infor-
mation on the strategies they have developed to prevent and respond to
terrorist acts. Of special interest would be the extent to which agencies
have evaluated the effectiveness and intrusiveness of existing preven-
tive measures, not only for threats in general but also for terrorism
threats. (See p. 85.)

In commenting on a draft of this report, the Department of Transporta-
tion found the information generally accurate and the findings reason-
able. The Administrative Office of the United States Courts remarked on
the report’s comprehensiveness and usefuiness and supported the need
for a realistic, formal evaluation process by indicating plans to take
action in this area. The Department of Justice (D0OJ) made a number of
comments that were helpful, and changes to the draft were made where
appropriate. The General Services Administration (GsA) and DOJ con-
tended that coordination problems were minimal. However, Gao found
evidence of longstanding problems, such as the unresolved issue of
which agency will provide perimeter security. Both Gsa and DoJ also
pointed to the lack of serious breaches of security as evidence that the
present procedures are effective. GAO notes that a lack of incidents alone
is not sufficient evidence to conclude that a system'’s performance is
effective. Further evidence is needed before such a cause-effect relation-
ship can be established. The letters from the four agencies and GAO's
comments are printed in appendixes I1I-V1.
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Chapter 1

Introduction

Terrorism and the fear it creates present a challenge to an open, demo-
cratic society that is devoted to protecting its citizens while preserving
their freedoms. Because of their concern that responses to the threat of
terrorism should be planned with careful attention to the potential
effects on the civil liberties of our citizens. the Subcommittee on Civil
and Constitutional Rights of the House of Representatives’ Committee
on the Judiciary asked Gao to provide information on current efforts in
two parts of the nation's infrastructure to protect against terrorist
actions. (See appendix I for the letter requesting this study.)

Specific definitions of terrorism vary, but a common feature among
them is the use of violence for political aims. For example, according to
the Federal Bureau of Investigation (FBI),

“Terrorism is the unlawful use of force or violence against persons or property to
intimidate or coerce a government, the civilian population, or any segment thereof,
in furtherance of political or social objectives.™"!

Jenkins defines terrorism in a broader context as

"violence or the threat of violence calculated to gain widespread attention by its
inherent drama and to create an atmosphere of fear and alarm, which in turn causes
people to exaggerate the strength of the terrorists and the importance of their
cause. Terrorism is violence for effect. not necessarily for the physical effect on the
actual target or victim of the violence. which may be of secondary effect to the ter-
rorists. but rather it is violence for the psyvchological effect of the people
watching.”™-

Wilkinson defines terrorism simply as the use of coercive intimidation to
achieve political goals.”

Distinctions between acts of terrorism and other kinds of criminal acts
or warfare are not always clear or easy to make and, as a result, terms
such as “'terrorist,” “‘guerrilla,” and “insurgent’’ are frequently used to
describe the same thing. Fromkin's distinction is helpful in that it distin-
guishes terrorism from other criminal acts as ‘‘a strategy that aims to

'Terrorist Research and Analytical Center. Terrorism Section. Criminal Investigative Division. Fed-
eral Bureau of Investigation. FBI Analysis of Terronst Incidents and Terrorist Related Activities in
the United States 1984 (Washington. D.C.: 19857, preface

“Brian M. Jenkins. “International Terrorism: Trends and Potentialities.” in U.S Congress. Senate
Committee on Governmental Affairs. An Act to Combat International Terrorism. Report to Accom-
pany S. 2236. Senate Report No. 95-908.95th Cong . Znd sess. ( Washington. D.C.. U5 Government
Printing OfTice. 1978). pp. 143-144

*Paul Wilkinson. Terrorism and the Liberal State. 2nd ed. (London: Macmillan, 1986 ). p. 51.
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Terrorism in the U.S.

achieve its ultimate objectives not through violence but through ter-
ror.”"* For example, when a violent criminal kills a government official,
the end he has in mind is typically limited to the person of his victim. A
terrorist, however, kills a government official for a reason that extends
beyond his victim, that is, to create a climate of fear in which the origi-
nal violence has only an instrumental role. Thus, it is the fear generated
by violence rather than the violence itself that achieves the objective.

FBI statistics on domestic terrorism indicate that the annual number of
incidents has generally declined during the 1980's. Between 1980 and
1982 there were 122 domestic terrorist incidents. From a high of 51 inci-
dents in 1982, the number declined to 31 in 1983, 13 in 1984, and 7 in
1985. In 1986, 17 incidents were recorded, 9 of which were bombings or
attempted bombings in Puerto Rico. Seven incidents were documented in
1987 and none so far in 1988." A number of groups with a known his-
tory of terrorism still exist in this country, but the arrests and convic-
tions of several key members have been followed by a decline in
activity. The arrests of members of the United Freedom Front (a leftist
group responsible for a series of bombings in the Northeast) and of the
Puerto Rican Armed Forces for National Liberation (known as FALN), a
separatist group that claimed responsibility for several bombings in the
1970’s, and the subsequent decline in the activity of these groups, are
examples of this trend.

Although the United States is often perceived as being relatively free of
domestic terrorist incidents, data collected by the Rand Corporation and
Risks International indicate that this has not always been the case. Until
the late 1970's, the United States actually experienced a greater number
of terrorist incidents annually than all but a handful of other countries.
What differentiates the United States from other countries. however, is
that terrorist incidents in this country have tended to be far less severe
than those experienced in other parts of the world. In addition, attacks
by foreign groups (transnational terrorism) have occurred only rarely in
this country, and the majority of incidents have been bombings of prop-
erty rather than of people. Finally, terrorist incidents in the United

'David Fromkin. “The Terrorist Mind.” The New York Times. June 28, 1987, p 22

"FBI statistics. however, are not necessarily comprehensive. To be counted as a terrorist incident by
the FBI. the situation must involve two or more persons who are engaged in an enterprse invohing
violent or criminal acts committed in the pursuit of political or social goals. Using this critenion. the
FBI excludes certain incidents that other analysts might define as terrorism. such as the bombing of
abortion clinics. Despite these omissions. many analysts agree that the FBI statistics do accurately
reflect a decrease in terrorist incidents in the United States.
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States have tended to be overshadowed, partly because ordinary crimi-
nal activity is so prevalent.

The possible reasons for the current low level of terrorist activity in the
United States are varied. Terrorism experts frequently mention that the
arrest, prosecution and imprisonment of key members of terrorist
groups for related criminal activity have kept major terrorist incidents
from occurring. Several historical characteristics of American society
have been identified as further possible contributing factors. For exam-
ple, ethnic-based separatist movements have not been prominent in the
United States. and domestic ideological splits have not led to the forma-
tion of broad-based extremist groups of the left or right. The opportuni-
ties for economic and political participation in the United States for
virtually everyone also appear to inhibit the kind of frustration that
leads to the nihilistic terrorism seen elsewhere. The American political
system seems thus far to have been able to assimilate many different
forms of dissension. The United States gives explicit constitutional pro-
tection to the freedoms of speech and assembly and provides a mecha-
nism for peaceful change, thereby reducing the need for terrorist acts as
a means of political protest. Another factor explaining the rarity of ter-
rorist acts carried out by foreign groups on U.S. soil is the perception
that it is easier to attack U.S. interests overseas. In addition, interna-
tional terrorist groups may be wary of U.S. reaction to terrorist inci-
dents directed against domestic targets.

The threat of terrorism in the United States thus appears to be minimal
on the basis of recent domestic evidence. What has raised levels of con-
cern about terrorism in the United States. however, is the potential for
transnational terrorism. This concern is related to several factors: the
large number of attacks against U.S. interests abroad; the continuing
presence of the United States in Middle East and Latin American affairs:
the statements by officials of the Iranian government containing threats
to carry terrorist attacks to U.S. shores; the evidence that a portion of
terrorism is state-sponsored and thus better funded and organized: and
finally the possibility that terrorists may become attracted to an open
socliety like that of the United States as a result of encountering more
effective European efforts at fighting terrorism. The director of the FI
recently testified before Congress that the potential for significant ter-
rorist violence against Americans by both foreign and domestic groups
continues to be quite real both at home and abroad.
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In the United States. potential targets of terrorism are not difficult to
identify. Symbolic structures, such as government buildings and monu-
ments, and politically significant contemporary events, such as a bicen-
tennial celebration. are obvious targets. In addition, various parts of our
society's technological infrastructure are vulnerable and thus could also
become prime targets of terrorism. Transportation. energy, telecommu-
nications, and other systems provide essential support to the economic,
social. and political structure of the nation. Terrorist attacks could seri-
ously disrupt these svstems, and therefore measures to protect these
infrastructure facilities against potential disruptions should be
considered.

Responses to Terrorism

Terrorism is not a problem for which a solution can readily be found;
rather, steps can be taken either to reduce the possibility that the prob-
lem will occur or, if it does occur, to reduce its consequences. Respond-
ing to terrorism is not a simple task. Terrorists have several advantages,
such as the ability to choose among a broad range of targets. the selec-
tion of the time of attack, and the determination of the method of
attack. In addition, terrorists are usually highly motivated, are often
well-trained, and tend to have little regard for the consequences of their
actions. These factors make it difficult for government institutions to
determine what to protect and how to provide protection.

In order to respond to the threat of terrorism, governments such as that
of the United States have developed a diverse set of objectives and
activities. We found it conceptually useful to distinguish four levels of
objectives and activities in the U.S. response to terrorism. (See table
1.1.) The first two levels include objectives and activities to prevent ter-
rorist incidents from occurring (often referred to as antiterrorism
efforts); the last two focus on activities to respond to incidents that
have occurred (often referred to as counterterrorism efforts).” In prac-
tice, however, the activities involved in the four levels are interrelated
and. at times, overlap. For example, on the first level, one set of activi-
ties that attempts to address the sources of terrorism is the enacting of
laws and policies designed to make domestic U, S. targets unattractive to

"The terms antiterrorism and counterterrorism were frequently used to distinguish between these
tvpes of prevention and response efforts. but we found no agreement on the precise use of the two
terms. The Department of Defense’s Joint Chiefs of Staff offer a formal definition of both terms:
anuterrorism applies to defensive measures used to reduce the vulnerability of individuals and prop-
erty to terrorism: counterterrorism is defined as offensive measures taken to prevent, deter. and
respond to terrorism
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terrorists. However, some of these policies may be the same ones imple-
mented after a terrorist incident occurs, which would place them on the
fourth level of our conceptual scheme.

Table 1.1: Objectives and Activities Associated With Four Levels of a Response to Terrorism?

Level of response Objective

Activity

1 Addressing sources To thwart terrorist incidents before they occur
of terronsm

National and international deterrent policies and laws. monitoring of
suspected terrorist groups. preemptive measures, including arrests
for other criminal acts

Coping with terronist  To prevent and deter and to provide a safe
threats and secure environment with minimal
intrusiveness

|

Plans for prevention. mitigation, and response: security measures to
deter, detect. delay. communicate. and respond; intelligence for
early warning; public education

w

Managing a terrorist
incident

To minimize casualties and loss of property;
to enhance ability to capture terrorists

Procedures for a crisis response: negotiation. use of incident and
counterterrorist forces. public information. preserving evidence

BN

Recovering from a
terronst incident

To restore operations, calm fears. and
maintain public confidence in government

Resume operations: investigate and prosecute terrorists: modify
prevention and response plans: retahation (political, economic.
military)

3GAO limited its study to level 2 of this four-level response to terrorism

Antiterrorism Programs

Although all four levels are important in a comprehensive approach to

combating terrorism, the focus of this report is limited to the second
level—those activities undertaken to cope with terrorist threats. As
noted earlier, activities at this level are often considered to be “antiter-
rorism’ efforts, and antiterrorism is a term we will use in this report.

Although antiterrorism programs have been developed in a few infra-
structure areas such as airports and nuclear energy facilities, very little
is known at the present time about what antiterrorism policies, plans, or
programs, if any, are used by most other infrastructure organizations.
Numerous articles and books have appeared in recent years on the
nature of terrorism: What causes it: what its effects are; and how gov-
ernments should respond to it. However, only limited empirical informa-
tion has been produced about what institutions have done to protect
their people and facilities against terrorism.

The approach we have taken in our review of antiterrorism efforts
starts from the principle that institutions need a planned, structured
program to protect their people and facilities against terrorism. There
are many benefits of a planned program. Chief among these are: the
increased possibility of prevention and deterrence of terrorist incidents:
the likelihood of increased effectiveness of response if an incident
occurs; the ability to build-in safeguards and restraints to maximize the
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preservation of civil liberties: and the opportunity to organize and coor-
dinate activities among a host of different actors and agencies. Lack of
planning increases the likelihood that actions taken by authorities after
an incident occurs will involve unnecessary disruption, lessened effec-
tiveness, and potentially greater damage to civil liberties.

An organized program for coping with terrorist threats can be viewed as
similar to, and perhaps would be included within, programs for coping
with other threats, such as common crimes. Such an antiterrorism pro-
gram, like other anti-crime programs, would be based on a perception of
likely terrorist threats and would involve assigning responsibilities to
appropriate offices and individuals. In addition, a series of logically
linked efforts would be required in order to develop specific plans and
procedures. To initially determine how much protection is needed would
involve an assessment of risk. This assessment would begin with a care-
ful analysis of the nature and seriousness of the threat and would also
involve analyses of critical and vulnerable targets. Appropriate security
or emergency preparedness measures to counter unacceptable risks
could then be identified. Measures for the particular environment would
then be selected, developed. and implemented, considering such factors
as effectiveness, cost, and effect on civil liberties. These measures might
include not only preventive ones but also preparations for responding if
an incident occurs. The latter efforts may indirectly have deterrent
effects and, if implemented, should at least reduce losses from a terror-
ist incident. Once these measures are in place. their effectiveness could
be evaluated. (A more detailed discussion of these elements of an
antiterrorism program is provided in appendix II.)

Civil Liberty
Considerations in
Antiterrorism Programs

Terrorism poses a threat to civil liberties both from those performing
terrorist acts and from those acting to protect or react against terrorism.
Terrorists exploit democratic rights and often aim to disrupt the govern-
mental and societal systems that guarantee those rights. Such basic
democratic rights as those of due process, free association, freedom of
movement, and privacy can be threatened and even violated by steps
taken against terrorist movements. One costly aspect of terrorism,
besides the destruction of physical property and loss of life. is—as ter-
rorists intend—the weakening of the social and political foundations of
our democratic society.

According to some experts, the challenge to democracies is to maintain

the delicate balance of protecting citizens from terrorist action and the
fear it causes while at the same time protecting both the collective and
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the individual civil liberties that together ensure the continuation of a
democratic society. It is essential for public confidence and cooperation
that democratic governments be seen as employing only those security
measures necessary to protect the lives and property of their citizens
from terrorist attack. However, it is also important that programs to
prevent terrorism be examined closely to see what their effects are on
civil and constitutional rights. Physical security measures, for example,
may affect civil liberties such as those of free access and privacy. Erect-
ing barriers around buildings or checking the identification of those
entering buildings may limit public access to and use of buildings.
Increased security checks and greater police surveillance and search-
and-seizure powers may lead to infringements of the individual's right
to privacy. The use of closed circuit television cameras to monitor
employees within a building, and of electronic detection devices to
search those entering a building. are examples of security measures that
may violate the individual's right to privacy.

Some experts point out that in addition to their possible immediate and
direct effects on civil liberties, highly visible security measures adopted
In response to terrorist threats or incidents can, ironically, intensify the
climate of fear and intimidation and, at the same time, lead the public to
a false sense of security if the measures are not truly effective. Obvious
and obtrusive security measures also can demonstrate both the power of
the terrorists to attack at any time and at any place. and the difficulties
the government and its security forces face in attempting to protect
every likely target all of the time against every type of terrorist attack.
Further, terrorists often seek to force the government into undertaking
costly security measures that by their inconvenience and their disrup-
tion of daily life and commerce serve to alienate the public. Excessive
antiterrorist measures may also leave the terrorists with a feeling of
having achieved some measure of victory. In a broader sense, security
measures that restrict access to and use of public areas could curtail the
openness of our institutions, leading to reductions in our ability to
accommodate group protest and divergent political and social views—
an ability, some analysts suggest. that may have contributed to the cur-
rent low incidence of domestic terrorism in the United States.

How much security is enough, and to what extent the various security
measures are considered intrusive. are questions that are not easily
answered in objective terms. The answers depend. to a great extent, on
the context at any specific time——that is. on the current perception of
the threat of terrorism and the level of fear and alarm that this percep-
tion generates. as well as on people's expectations of living in a social
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environment that is protective of individual liberties. Some analvsts
point out that what the public regards as an infringement of civil liber-
ties in the absence of specific terrorist incidents. or at least of a percep-
tion of a threat of such incidents. may be demanded as a protection in
the presence or even fear of terrorist activity. For example. Department
of State officials have stated that video monitors in the reception areas
of overseas embassies were carefully concealed as recently as ten vears
ago to avoid affronting the citizens of the host country. Today, the occu-
pants of those reception areas are uncomfortable unless the cameras are
readily visible as evidence that the embassy is interested in ensuring
their safety. The challenge to democratic societies is to take necessary
precautions while at the same time preventing the enormous erosion of
civil liberties that could be made to seem rational in a climate of fear
generated by terrorist incidents or even threats.

In summary, in an open society like that of the United States, the ad hoc
imposition of security measures may result in an unnecessary level of
intrusiveness or some other infringement of individual liberties. Planned
measures, by contrast. can be designed to ensure an effective level of
protection without destroyving democratic freedoms in the process.

Objectives

Concerned that responses to the threat of terrorism should be effective
while at the same time preserving the civil liberties of our citizens, the
Subcommittee on Civil and Constitutional Rights of the House Commit-
tee on the Judiciary requested that GAO provide information on current
efforts to protect against domestic terrorist actions. In particular, the
Subcommittee is aware of the possibility that an ad hoc response to ter-
rorism could be overly repressive of the civil liberties of the general
public. The Subcommittee also believes that a way to preclude such
overreaction might be to have previously developed plans in place that
deal with the issue of intrusiveness in a more careful way than would be
possible in time of crisis. (See appendix I for the letter requesting this
study.)

Because intrusiveness is a relative concept and therefore difficult to
objectively measure, and because there is a lack of available information
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about existing efforts to protect infrastructure facilities against the
threat of terrorism, it was decided, after consultation with the Subcom-
mittee staff, that we would conduct an exploratory study that would
describe antiterrorism programs currently in place at a sample of sites,
focusing on two components of the nation’s infrastructure—federal
court buildings and mass transit systems. Six study questions were
developed to guide our data collection. These questions are presented in
table 1.2 and described in greater detail in appendix II.

Table 1.2: Antiterrorism Program
Elements and Six Study Questions

Element Question
Roles and responsibilities Who is responsible for antiterrorism policies and for their
implementation?
Perceptions of terrorism What is the current perception of the nature and level of the
threats threat of domestic terrorism among those responsible for
counterng this threat?
Risk assessments What processes. methods. or procedures are used to

assess the risk of terrorism—ncluding assessments of the
threat, the criticaity of faciities and operations. and their
overall vulnerabilities?

Selection factors " What factors—such as costs. safety. :mpactsfc}n cvil
liberties. or on the environment—are considered when
selecting antiterrorism strategies?

Risk-reduction strategies What risk-reduction strategies are being used” (Strategies
include structural. design and space use aspects of
facilities: policies and procedures: and security measures
involving personnel. systems, and equipment )

Evaluations How are the implemented risk-reduction strategtes
evaluated concerning their technical performance.
operational effectiveness. and pessible intrusiveness on civil
liberties?

Scope

Prior to selecting two components from our nation's infrastructure for
our case studies, we considered a number of different components.
including public (federal) buildings. ports and ships, airports, railroads.
mass transit, electric power, water resources, pipelines and storage facil-
ities, and telecommunications. In consultation with Subcommittee staff,
we chose federal buildings and mass transit systems because both have
traditionally maintained open access to the public.” These two compo-
nents were also chosen because they are quite different in their overall
operations, the number and level of government agencies involved in
their management, and security programs in place.

“Other areas of major interest. such as airports and nuclear power facilities. were excluded because
they were the subjects of other studies
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We later narrowed the scope of our work from public buildings to fed-
eral court facilities for our first case study. Many experts view the
United States court system as a potential target of terrorism on account
of both a general threat related to the symbolic nature of the courts as
reflective of democracy in our society, and a more specific threat related
to the role of the courts in trying alleged terrorists.

If a terrorist group wanted to make a statement about the “'system™ in
this country, the courts present a very visible target due to their impor-
tant and highly symbolic role. Further, the courts are a logical target of
terrorism, as they have been in Europe and South America, on account
of the desire of terrorist groups to obtain the release of their members
either before or after sentencing. In recent years, a number of domestic
terrorist group members have been brought to trial, found guilty, and
sentenced to significant prison terms. These terrorists or their sympa-
thizers may plan to disrupt trial proceedings or plan retaliatory attacks
against those courts in which they were convicted. Threats against jury
members, judges, witnesses, or attorneys are not uncommon in such tri-
als. Terrorism trials can also lead to increased risk for other targets.
Terrorists affiliated with those standing trial may initiate terrorist inci-
dents elsewhere in the hope of asserting some influence over trial out-
comes or government policies toward terrorism.

The recent legislation expanding the extraterritorial jurisdiction of
United States courts over criminal acts committed against Americans
abroad. while important for bringing terrorists to justice, may also
increase the threat of terrorism directed against the courts and other
domestic targets. Although no international terrorist has yet been extra-
dited, court officials indicated that several extradition requests are cur-
rently pending. The Lebanese terrorist Fawiz Younis, though not the
subject of a extradition proceeding, was nonetheless seized abroad and
brought to the United States to stand trial.

In our second case study. we narrowed our focus to urban rapid rail
systems. These systems can be viewed as a possible target of terrorism
for a variety of reasons: They carry large numbers of people within con-
centrated areas and timeframes: they are designed to provide easy
access for users and are therefore highly vulnerable; they are networks
which cover extensive geographic areas using bridges, tunnels. track
and roadways: rapid-rail security systems that would effectively
address threats such as terrorism are often not practical; and any major
disruptions to service could have serious economic effects on some local
communities. If the objective of terrorism is to compel action on behalf
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of some identified political cause through fear achieved by violence or
its threat. then an attack on a rapid-rail mass-transit system could con-
ceivably generate the desired level of public panic. While rapid rail sys-
tems in this country thus far have not been subjected to terrorist attack.
their security. safety, and emergency preparedness are manifestly
important issues.

In summary, we chose federal court facilities and urban rapid rail sys-
tems for this study because they are different in their functions, man-
agement, and operations and thus can provide some variation in regard
to our six evaluation questions. but also because they are similar in
being both highly vulnerable to terrorist attack and also difficult to pro
tect without inconveniencing the public and threatening their civil
liberties.

Methodology

In order to gain an understanding of programs for combating terrorism.
we first reviewed the literature on terrorism. focusing on domestic ter-
rorism issues. (A selected bibliography is included at the end of this
report.) Next, in addition to interviewing experts on terrorism and
related issues. we met with representatives of those federal executive
departments and agencies with some role concerning terrorism issues.
such as staff of the National Security Council that had worked on the
Vice President’s Task Force on Combatting Terrorism. Office of Manage-
ment and Budget, Federal Emergency Management Agency, FBI, and the
Interdepartmental Group on Terrorism at the Departments of State,
Defense and Energy. We also talked with officials from several depart-
ments and agencies that have responsibility for different infrastructure
components to obtain information about their mandates for dealing with
security in general and terrorism in particular. These officials included
representatives from the Departments of Transportation, Justice and
Treasury, the General Services Administration. and the Nuclear Regula-
tory Commission. In addition, we visited research, development, and test
and evaluation divisions of the Departments of Defense and Energy to
obtain information on security technologies and practices. Finallv, we
convened an advisory panel to extend our knowledge of terrorist
threats, antiterrorism issues, protection strategies, law enforcement and
physical security system technologies and practices, and civil liberty
and constitutional rights issues. We also worked with the Committee on
the Protection of Federal Facilities Against Terrorism of the Building
Research Board of the National Research Council who were developing
guidance for federal agencies to improve the security of persons. build-
ings, and information against terrorist attacks. Their report. entitled
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Protection of Federal Office Buildings Against Terrorism. was published
in April 1988.-

To answer the evaluation questions related to elements of an antiterror-
ism program. we chose a case study approach. Our case study method
was designed to collect descriptive information illustrative of the
antiterrorism practices being used in a judgmentally selected sample of
federal court facilities and urban rapid-rail mass-transit systems. In
addition to examining specific policies or programs addressing terror-
ism. we also focused our study on a broad range of activities related to
security, safety. and emergency preparedness that might have some
application to the prevention of or response to terrorism. Strategies to
address situations such as bomb threats or hostage taking by criminal
elements are examples of activities that might be applicable to antiter-
rorism efforts.

Our data came from semistructured interviews that included the use of
open-ended interview guides, available documents, and on-site observa-
tions. We did not conduct a sample survey or employ other means of
structured data collection. We gathered information from appropriate
federal executive-agency officials and experts on terrorism issues and
related security practices. Our principal data-collection effort. however,
focused on gathering extensive information from representatives of our
two infrastructure components: federal court facilities and urban rapid-
rail mass-transit systems. To obtain information about these compo-
nents. we visited seven cities in the spring of 1987. The federal court
facilities and mass transit systems in these cities provided variation
across a number of factors. including geographic location. workload of
the court and size of transit system. age of court facilities and transit
systems. experience with and awareness of terrorism-related issues, spe-
cial characteristics of protection practices, and organizations with
responsibility for the security of federal court facilities and transit
systems.

For help in answering the evaluation questions. we developed interview
guides for collecting information from federal judicial and mass transit
officials. The guides were used to obtain information about perceptions
of terrorist threats. efforts taken to identify risks, strategies either con-
sidered or considered and implemented to reduce risks. evaluations of
these strategies in response to complaints from the public and employ-
ees regarding the alleged intrusiveness of security technologies and

"t Washington, D.C.: National Academy Press. 1988 ).
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practices. and overall roles in and responsibilities for antiterrorism
plans and programs.

At the federal court facilities, we interviewed the chief judge for the
district court, judges for other courts (such as appeals and bankruptcy ).
the United States marshal and his staff, the United States attorney. and
other members of the court family such as the clerk of the courts and
the circuit executive. In addition, we interviewed the GSA regional repre-
sentatives, local law-enforcement officials, and the FBI whenever possi-
ble. At the mass transit systems, we primarily interviewed either the
executive director or representatives from management (or both), and
those individuals responsible for security, safety, and operations. If
appropriate, we also talked with staff from legal counsel, public rela-
tions, and county or regional transit-authority offices.

In addition to our interviews, we requested and reviewed available doc-
umentation of annual reports; plans. policies and procedures; and risk
assessments, security surveys, drills and evaluations. At the federal
court facilities, we visited such areas as courtrooms and judicial cham-
bers, the U.S. marshals’ command center, prisoner transportation and
holding areas, and other buildings that housed court facilities. We also
toured the mass transit systems’ operations, including such areas as the
control center and selected stations and rail lines.

We analyzed the data for the federal court facilities and mass transit
systems separately, using the summaries of interviews, documents, and
observations aggregated for each site. We also used information
obtained from interviews with appropriate federal agency officials and
experts as well as from our literature review.

Our findings regarding antiterrorism practices in federal court facilities
and mass transit systems are presented in chapters 2 and 3 respectively,
and similarities and differences between the two case studies are dis-
cussed in chapter 4. For security reasons, we do not identify particular
facilities or systems.

Strengths and Limitations
of Our Review

Growing concern about the threat of terrorism has led to a proliferation
of written material on various aspects of terrorism, but relatively littie
has been written specifically about domestic antiterrorism practices.
Our collection of information about such practices in two diverse compo-
nents of our nation’s infrastructure should be useful to those involved in
developing programs to deal with terrorist threats. In areas where little
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has been done to plan for terrorism. our information may be helpful in
raising levels of awareness of and consideration given to the possibility
of terrorist threats. The identification of existing practices may also pro-
vide other institutions with strategies for improving their antiterrorism
efforts. In addition. the identification of existing gaps in antiterrorist
programs can indicate where government efforts may be needed.

Our data collection about specific antiterrorism practices, however, was
limited to the federal courts and rapid rail systems in the seven cities
that we visited. These sites were judgmentally selected and are not rep-
resentative of all federal courts or rapid rail systems. Federal courts dif-
fer according to their number of judges, the number and types of cases
tried. and the types of buildings they occupy. Transit systems vary in
regard to their size, organization, operations, and public use. In view of
differences like these, it would be improper to generalize on the basis of
our sample of sites about current practices at other federal courts or
transit systems. Furthermore, due to our focus on protective measures
within these two components, it would also be improper to generalize to
the totality of U.S. antiterrorism activities.

We collected most of our information through interviews with various
federal court and transit system officials. Our study’'s accuracy and the
completeness of its data, therefore, depended largely upon the availabil-
ity. cooperation, and recall of those key officials. Furthermore, an
assessment of the quality of the antiterrorism efforts described by these
officials was not within the scope of this study. Our objective was to
document the types of measures, if any, undertaken in selected federal
court facilities and mass transit systems to cope with the threat of ter-
rorism, and to provide this information to the Subcommittee in the form
of a report.
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Antiterrorism Practices in the Federal Courts

Roles and
Responsibilities

Terrorist incidents involving the courts have occurred in several foreign
countries and have had an influence on their judicial processes. How-
ever, although the court system in the United States has been the target
of a small number of terrorist incidents, terrorism has not yet had a
major impact on our judicial process. We visited a sample of seven fed-
eral court districts to discover what steps were being taken to protect
judicial officials, facilities, and operations against possible terrorist
attack. This chapter presents our findings as they relate to the six eval-
uation questions contained in table 1.2. In addition to the information
gathered at our sample sites, we include information obtained from
experts on either the federal courts or antiterrorism strategies (or both)
and from available literature.

Evaluation question 1 was who is responsible for antiterrorism policies
and for their implementation? Responsibility for protecting the federal
courts, which includes securing them against terrorist attack, involves a
number of federal judicial and executive agencies. The agency with prin-
cipal responsibility for the protection and security of federal judicial
facilities is the U.S. Marshals Service (UsM$) of the Department of Jus-
tice (DOJ). Other departments, agencies, and individuals that assist the
UswMs in fulfilling this protective function are shown in table 2.1. Gener-
ally, these agencies set policies at a national level that subsequently are
implemented within judicial districts that experience differing threats
and security problems.

Table 2.1: Principal Departments,
Agencies, and Individuals Involved in
Federal Court Security?

|
Branch of government ) Department, agency, or individual

Federal executive brancn Department of Justice
U S attorney general
U S Marshals Service
Court Secunity Division’
Threat Analysis Division
U S Attorneys Office
Justice Management Division
General Services Administration
Federal Bureau of investigation

Federal judicial branch ' - ~ Judicial Conference
Aaministrative Office of the U S Courts
Federal district judges

Executveand judicial  US distrct marshals
branches combined Court-district security committees

‘Entities such as 1ocal law enforcement agencies and other tenarts in muitiuse busdimQs wnere courts
are iocated also nave a role in court securty

“This division has prmary resporsibility for the protecticn and secunty of feceral courts
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Federal Roles and
Responsibilities

The UsMS security role for the federal judiciary dates back to the Judici-
ary Act of September 24, 1789 (1 Stat. 73). which established both a
decentralized judicial system and the position of [U.S. marshal to serve
this system. Under the act, U.S. marshals were appointed by the Presi-
dent to attend sessions of the federal courts and execute all processes
and orders directed to them. Marshals were authorized to command all
assistance necessary to execute their duties.

In 1861, Congress enacted legislation which placed marshals under the
“general superintendence and direction’ of the attorney general, also a
presidential appointee, and left unchanged the original requirement that
marshals attend sessions of court when so directed by the judiciary. In
1870. Congress established the Department of Justice, designating the
attorney general as its head. In 1969, the attorney general established
the Marshals Service as a bureau within the Department of Justice.

Under the current structure. the President appoints. subject to Senate
confirmation. one marshal for each of the 91 judicial districts and 3 ter-
ritorial district courts, except in the territorial district court of the Vir-
gin Islands where the marshal is appointed by the attorney general. The
attorney general appoints the director of the Marshals Service. who has
the authority to allocate resources for and set the priorities of the Mar-
shals Service. Marshals, however. are still required to carry out the
orders of the judiciary. including attending court sessions when so
directed.

Within the Usms. the Court Security Division is responsible for develop-
ing security programs. Judicial security is managed through four secur-
ity program elements:

Judicial Facility Security Program. which provides security systems and
equipment and court security officers:

Courtroom Security Program. which provides deputy marshals for
security in court proceedings and for other duties such as handling
juries:

Personal Security Program. which provides personal security for mem-
bers of the federal judiciary. trial participants. and other officials whose
welfare and safety are threatened during the course of performing their
official duties; and

Technical Assistance Program. which provides assistance to court dis-
tricts in conducting security surveys and determining security require-
ments. A physical security inspection program is also included in this
function.
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A separate unit, the Threat Analysis Division. maintains a threat data
base and conducts threat assessments for the various divisions and
offices of the Marshals Service.

Providing judicial security is one of the responsibilities assigned to the
Marshals Service. Other major program responsibilities include witness
security, investigation and apprehension of fugitives, and the handling
of federal prisoners. To reduce the competition for available funds.
appropriations for the Judicial Facility Security Program are made
through the Judicial Branch and the Administrative Office of the United
States Courts (A0USC). Since fiscal year 1984, these funds have been
transferred to the vsMs Court Security Division for allocation to the
court districts. AOUSC has oversight responsibility for monitoring the
program's effectiveness and use of appropriated court security funds.

The UsMs has responsibility for the protection of court proceedings,
court officials, and court areas occupied by the judiciary, such as court-
rooms, judges' chambers, and other office areas used by members of the
judiciary. This could include areas such as adjacent corridors, lobbies.
and even parking areas. The General Services Administration (GSA) is
responsible for providing general building and perimeter security. The
level and type of protection to be provided is determined by Gsa. During
unusual situations, such as sensitive trials. Gsa will provide additional
security, on a reimbursable basis, to the USMS.

The U.S. attorneys, as part of the Department of Justice. are responsible
for the protection of their offices. The Executive Office for U.S. Attor-
neys and the Justice Management Division, in conjunction with Gsa who
owns or leases their space, assist the U.S. attorneys in providing ade-
guate security for their facilities.

The FBI has no direct role in court security but supports the USMS by
investigating threats against court officials and providing intelligence
information. The FBI is also the lead federal law enforcement agency for
response to non-aviation-related domestic terrorist incidents. As such. it
is responsible for preventing, interdicting. and investigating the criminal
activities of domestic and international terrorist groups and individuals.

Judicial District Initiatives

Coordination between those agencies responsible for providing security
and the members of the court being protected is accomplished through
court-security committees in each judicial district. The membership on
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the court security committees differed in the districts we visited; how-
ever. it usually included the U.S. marshal. the U.S. district court chief
judge, the U.S. attorney. the clerk of the court, and a GSA representative.
Some committees also included other judges from U.S. district, appeals
and bankruptcy courts, and circuit-court executives. Court security
committees were chaired by either the district court chief judge or his
designee, or the U.S. marshal. All these committees met on an as-needed
basis, which in most districts averaged about once or twice a vear.

According to the UsMs and confirmed by our interviews with court per-
sonnel in seven districts, the purpose of the court-security committee is
to provide a forum for members of the court to identify and discuss
security needs and also to provide some input into the development of
ways to respond to problem areas. The range of items generally dis-
cussed by the court-security committees included proposals for security
resources, plans for security improvements, and security problems
brought to the committee’s attention either by its members or by other
court employees. Annually, the district marshal prepares and submits a
security budget plan to the committee for approval before forwarding it
to USMS headquarters for review and to a0UsC and the Judicial Confer-
ence for budget considerations.

In addition to the roles and responsibilities of the 1'SMS, Gsa and AOUSC.
individual district judges may, and on occasion do, dictate changes in
security arrangements through the use of court orders. We found, for
exampie, that in one district we visited, responsibility for perimeter
security had been transferred from Gsa to the USMs by a court order
signed by all the federal judges in that district. The reason for this
action was concern by the district judges that security was insufficient
to address the threat related to an upcoming high-risk trial. In other dis-
tricts, court orders had been issued requiring the presence of marshals
in the courtroom or dictating the use of specific security technology.

Concerns About Roles and
Responsibilities

The designated judicial branch funding and the establishment of most of
the district-court security committees cited in our review were based on
recommendations contained in a 1982 report by the Attorney General's
Task Force on Court Security. The Task Force was appointed in 1981 by
the attorney general because budget reductions. funding uncertainties
and reductions-in-force, as well as an existing fragmentation of responsi-
bility for court security between the UsMs and Gsa, had caused concerns
about the provision of security for the judiciary. At the time, these con-
cerns were associated with a court environment in which the number of
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judges and the number of complex and sensitive cases had grown. These
factors contributed to a heightened concern about the adequacy of
existing security arrangements.

Based on their examination of the court security requirements. the Task
Force developed a number of recommendations for protecting the fed-
eral judiciary and maintaining the integrity of the federal judicial pro-
cess. Their 1982 report provided basic policy guidance. endorsed by the
attorney general and the Chief Justice, for the implementation of cur-
rent security plans and procedures. This guidance was formally reiter-
ated in 1984 in memorandums of understanding between the UsMs and
AOUSC, and again in 1987 between the USMS, AOUSC. and GSA.

Although these memorandums of understanding established guidelines
and procedures to implement security recommendations, the court offi-
cials we interviewed indicated that many of the same issues addressed
in 1982 exist today, even though improvements had occurred. Responsi-
bility and resources for. and the adequacy of, perimeter security were
still at issue. Court officials in most of the districts we visited expressed
concern over the level of perimeter security that Gsa had provided. As a
result of this situation, the UsMs had assumed a greater role in the provi-
sion of perimeter security in some court facilities. In two of the district
court facilities we visited, for example. GsA had almost totally relin-
quished its responsibility for building security. In several of the court
districts we visited, Gsa officials expressed concerns about the negative
perceptions of court officials regarding the security Gsa provided. In one
district, a GsaA official emphasized that he perceived his agency’s role as
one of performing management functions rather than providing direct
services. In another district. Gsa officials indicated that, according to
their assessments. the existing levels of security appeared to be ade-
guate but that security could be enhanced if tenant agencies would
cover the cost increases.

Many of the court officials we interviewed emphasized that they relied
on the experience and expertise of their district's U.S. marshal for secur-
ity matters. These officials supported the efforts of the Marshals Service
and felt that the marshals were doing a good job. In a few districts. how-
ever. officials expressed some concern about the adequacy of existing
antiterrorism security arrangements. These officials suggested the need
for other sources of information and expertise on terrorism prevention
measures. In one district, court officials expressed concern about the
ability of government agencies. which lack experience and expertise
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with terrorism, to develop adequate plans and programs to prevent
terrorism.

Another area of concern involved the role of the FBI as the lead federal
agency for responding to domestic terrorist incidents. In one court dis-
trict. federal and local agencies. including the FBI. participated in a com-
mand-post exercise, which simulated a court-related terrorist incident.
in order to identify coordination issues. At the conclusion of this exer-
cise. officials from both court security and other federal and local law
enforcement agencies challenged the FBI's lead agency role. A court
security official in the district involved stated that the U.S. marshal has
statutory authority over other law enforcement officials for the protec-
tion of the judiciary. According to this official. this authority would
extend to any terrorist incident involving a threat against a court facil-
ity or member of the judiciary. Officials from the federal legislative
branch who participated in the security exercise also questioned the FBl
claim to lead-agency status in the case of an incident that occurs in a
legislative office building. stating that the FBI's lead-agency designation
only applied to executive-branch agencies. (Local law enforcement offi-
cials asserted that the FBI lead-agency role only applied to federal
agencies.)

summary

Federal court security involves several executive and judicial branch
agencies at the federal level and court participants and U.S. marshals at
the district level. The principal policies and programs to protect the
courts are provided by the UsMs. Other agencies and participants have
responsibilities for the security of particular court components, program
oversight, and the implementation of security measures. The ability of
all of the participants to provide the necessary resources and to coordi-
nate efforts in planning for and responding to a terrorist incident was a
concern raised by several court officials we interviewed, and this same
concern surfaced during a major antiterrorist exercise conducted in one
district. While improvements in coordination have been made. problems
remain—in particular those involving Gsa’s role in providing perimeter
security.

L -
Perceptions of the

Threat of Domestic
Terrorism

Evaluation question 2 was what is the current perception of the nature
and level of the threat of domestic terrorism among those responsible
for countering this threat? While court officials in our study indicated
an awareness of the general threat of terrorism in this country, they
showed greater concern about threats more directly related to their
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court districts. Their awareness of the general threat of domestic terror-
ism had been heightened by recent terrorist incidents directed against
American interests overseas and courts in other countries. Court offi-
cials expressed concern about the possibility of these incidents occurring
in the United States but characterized the threat as moderate. If interna-
tional terrorism were to invade this country, the courts would be a likely
target according to the court officials we interviewed. The symbolic
nature of the courts was mentioned frequently as a reason for this likeli-
hood. In several districts, other facilities were also suggested as likely
targets. These included government buildings, corporate headquarters.
and other visible infrastructure facilities (such as bridges, monuments,
and transportation facilities). Courts, however, were most often viewed
as the potential primary target of domestic terrorism.

Perceptions of Potential
Threat Sources

The threat of terrorism was viewed by court officials in our study as
part of their overall concern with the high-risk trials that are conducted
periodically in many court districts. Trials involving groups such as ter-
rorists, crime syndicates. motorcycle gangs, and drug distribution orga-
nizations were often considered likely targets of terrorist threats by the
officials we interviewed. These groups pose a threat to the courts for a
number of reasons: They are generally charged with serious and often
violent crimes, they have considerable resources at their disposal that
could be used to obtain their release through nonlegal means, and they
have a history of making threats against the court system. In addition.
trials involving these groups are often highly visible and generate a good
deal of attention in the media. These factors contributed to a heightened
level of awareness on the part of court officials of the possibility of ter-
rorist threats.

The court-district officials at our study sites varied in their responses
according to their differing perceptions of the seriousness of the threats
against their courts. These responses were associated with the number
of high-risk trials held in the court districts and with threats emanating
from the local community. (See table 2.2.) Five of the seven court dis-
tricts in our review had completed high-risk trials in recent vears or
were in the process of conducting such trials. In these districts, concerns
about the threat of terrorism were heightened by specific cases, many of
which involved terrorist groups. Officials in one district were particu-
larly concerned about the possibility of having to try extradited. state-
supported terrorists. In a sixth court district, officials described a threat
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climate that was broader in context and more constant than a case-spe-
cific threat. In this district. there was a perception of a long-term terror-
ist threat directed against the entire court district. rather than a short-
term one related to a specific case. Here. officials indicated that. because
of the large number of high-risk trials being conducted in the district.
there had been a continuous threat in effect for the last few vears. The
seventh court district in our study had a very limited history of high-
risk trials. Officials from this district perceived the threat of terrorism
to be minimal.

Table 2.2: Characteristics of District Court Threats

Site Experience with high-risk trials Local community environment
T Terrorism trial in progress, generating a high level of concern Some remnants of support for leftist terrorst organizations
2 A moderate number of important terronst trials held in recent Concern about activity of gangs with linkages to terrorist
] years organizations
3 Several drug-trafficking trials. creating a threat of terronsm Immigrant population. opposed to certain foreign

against the entire court governments. that has resorted to violent acts in the past
4 Several lengthy, multiple-defendant trials involving organized Concentration of terrorist groups known to be active in the

w

crime terrorsts. and drug traffickers

area

Very Iimited number of high-nisk trials in past

Family and church-oriented community. notgjrbprbrﬁ\;e of
terronsm

Periodic high-risk tnials held in past

Community tolerance of dissenting pamoal views, reducing
potential for terrorism

Periodic high-risk trials and concern about possible terronst

Threat of protests against government

extradition tnals in the future

Several interviewees in the court districts we visited described the ter-
rorism threat more broadly in terms of the local community environ-
ment. Officials in one district noted their community’s history of gangs
that have participated in terrorist related activities. such as maintaining
bomb factories and safehouses. In recent years, at least one of these
groups had attempted to align itself with an international terrorist
organization. Officials in this district thought that their experience with
terrorist trials would probably continue, given the continued existence
of gangs supportive of terrorism. In another district. officials described
their family and church oriented community as less supportive of ter-
rorists, in their view perhaps one reason why they had not vet expe-
rienced terrorist trials.

In addition to their concerns about high-risk trials, officials that we
talked with expressed a general concern about other threats which
could lead to disruptions or violence in the courts. Of particular concern
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to them was the potential threat posed by disgruntled litigants in vari-
ous civil or criminal cases. The 1979 assassination of a federal judge in
Texas highlights the threat posed by such litigants, especially those
involved in drug-related cases. Several examples were provided by court
officials of alleged assassination contracts directed against members of
the court or litigants appearing in court and aimed at harming witnesses
or court officials. Court officials also suggested that a threat was posed
by unbalanced individuals who are not involved in any court case but
who might have some grudge against government institutions or the
court system. In one district, for example, officials described an incident
in which an individual who was dissatisfied with the ability of a federal
program office to resolve a benefit dispute broke windows and
threatened to start a fire in the courthouse. Several officials also men-
tioned public demonstrations as a potential threat to the courts. Protes-
ters have demonstrated at government buildings against controversial
court decisions and various federal government policies. These demon-
strations were viewed as having the potential to become disruptive and
thus destructive of building activities and facilities.

Summary

Risk Assessments

Court officials expressed concern about a broad range of threats to the
courts. Some officials felt that courts, due to their symbolic nature,
would be likely targets if terrorism were to increase in this country, but
they characterized such a threat as moderately low. Actual threats
directed against members of the judiciary by disgruntled trial litigants
or convicted felons and anticipated threats related to high-risk trials
involving organized crime, drug traffickers, and terrorist groups were
highlighted by interviewees. Concerns about such threats varied across
the districts we reviewed and were associated with the incidence of
high-risk trials and other threat experience. One district that had con-
ducted a series of high-risk trials characterized the threat as constant,
serious, and directed toward the whole court district rather than toward
a specific case. In the other districts. there was a heightened awareness
associated with periodic high-risk situations.

Evaluation question 3 was what processes. methods. or procedures are
used to assess the risk of terrorism. including assessments of the threat,
the criticality of facilities and operations, and their overall vulnerabili-
ties? Of the multiple organizations involved in providing court security.
only the UsMS and the Gsa regularly conducted formal risk assessments.
The UsMs had undertaken efforts to implement the recommendations
made by the 1982 U.S. Attorney General's Task Force on Court Security.
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The Task Force encouraged a comprehensive and systematic approach
to court security based upon a systems approach and risk-management
principles. They recommended institutionalizing security-risk manage-
ment, which was defined as

“the anticipation. recognition and appraisal of a security risk. and the initiation of
appropriate action to remove or reduce that security risk. [t assumes that various
levels of anticipated risk and actual threat environments can be measured and
defined. Risk management also provides for resource justification and allocation on
the basis of an assessment of the projected or actual need for court security
services."!

The following sections describe the U'SMs risk-assessment initiatives and
those of other agencies.

Security Assessments

USMS

Based on the recommendations of the 1982 Attorney General's Task
Force, the U.S. marshals were to conduct uniform, comprehensive secur-
ity surveys of all federal judicial facilities in their districts and develop
written security plans, including detailed instructions and procedures
for meeting court security needs at various levels of anticipated risks
and actual threats of terrorism. The Task Force said that these plans
should attempt to balance the public’s right of access to a public build-
ing—in this case a judicial facility—with the need to protect all partici-
pants involved in the judicial process and to maintain the integrity of
that process.

The UsMs had developed procedures for conducting court security
surveys. Standard forms were provided to U.S. marshals that addressed
a number of topics for inclusion in a survey. General information on
characteristics of the building. occupants, and the immediate neighbor-
hood was required. In addition, specific information on court facilities—
such as a description of building access points, size and type of security-
guard force, and inventory of existing security equipment—was solic-
ited. A determination of areas vulnerable to intrusion or disruption was
also to be made, for itemization in a survey. The survey also was to look
at selected court facility components, such as courtrooms and judges’

'Department of Justice. Report of the Attorney General's Task Force on Court Security « Washington,
D.C. March 1982). p. 2.
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GSA

chambers, to identify whether security systems were in use and operat-
ing properly and to determine vulnerabilities. such as access points.

We found that security surveys were conducted by district deputy mar-
shals or by UsMms Court Security Division inspectors. who spend most of
their time in the field providing technical assistance to the districts. The
USMSs was unable to provide security surveys for all of the seven court
districts in our survey. However, based on the four surveys that we
reviewed, the surveys appeared to have similar features, although there
was some difference in the amount of detail provided on building char-
acteristics and vulnerabilities. This was due in part to the differing
security considerations and physical configurations of the various court
facilities.

Special surveys were conducted in several of the districts we visited in
response to scheduled high-risk trials or other increased-threat situa-
tions. These special surveys, in contrast to the regular court security
surveys, focused on the identification of vulnerabilities and the ade-
quacy of existing security measures against specific kinds of threats
that varied across studies. These surveys variously addressed strategies
for countering prison escapes, armed assaults. and vehicle-bomb attacks.
In two of the court districts we reviewed, outside consultants and fed-
eral-agency security personnel assisted in conducting these assessments.

GsA had developed a process to assess risks using three interrelated com-
ponents. The first component involved the assignment of levels of criti-
cality, ranging from one to three, based on the sensitivity of the tenant
agency's function (such as importance to national security). degree of
public contact, and value of the property. Second, Gsa regional staff
were required to conduct security surveys to identify physical security
hazards or deficiencies in a facility. The survey included an inventory of
building and tenant characteristics. This information was also used to
help determine the criticality levels previously noted as well as to com-
plete the third component, a computer-generated “‘risk-assessment
matrix.” This latter assessment included additional threat information.
such as the incidence of crime in the building and immediate neighbor-
hood. bomb threats that had occurred. demonstrations conducted. and
specifically terrorist incidents that had taken place. The matrix was
developed with an algorithm which assigned various weights to the dif-
ferent categories of information. These weightings were then calculated.
and an overall risk level was produced. Gsa used this risk matrix as a
tool to determine adequate levels of security and physical protection for
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Executive Office of U.S.
Attorneys, Justice Management
Division

each building and leased space. including both a standard protection
level and special protection measures that could be provided on a reim-
bursable basis.

We found that while these methods had been established by Gsa head-
quarters, their use by regional officials varied. Gsa security surveys
were readily available for our review in three of the seven federal court
facilities we visited. The three surveys included the general types of
information outlined in GSA guidelines and also appeared to take account
of the sorts of threat specifically associated with the courts. Two of the
surveys concluded that existing court-facility security systems were
inadequate in view of the criticality of the tenant agencies’ activities.
The third survey stated that the present court security system would
suffice but that improvements should be implemented when funding
became available.

According to the Gsa officials we interviewed, the risk-matrix system
had only been implemented within the last year and therefore had been
applied to only a limited number of federal court buildings. Gsa officials
in one district indicated that the risk matrix should not be viewed as a
comprehensive method of determining risk because the risk levels pro-
vided by the matrix were directly related to the quality and quantity of
information used as input. The threat information that was used in this
district, for example, was limited exclusively to incidents that had
occurred. They did not include any consideration of potential future
threats.

Emergency preparedness plans for responding to emergencies such as
bomb threats, fires, or natural disasters were also available in the court
districts we reviewed. These plans were developed through Gsa-organ-
ized building-occupant committees. The largest tenant agency in a build-
ing usually was designated as lead agency for organizing and
implementing an emergency plan. Plans included procedures for notify-
ing authorities in case of emergencies, conducting building searches, and
evacuating personnel.

Prior to the mid-1980s, a security-compliance form was used regularly
to review the adequacies and deficiencies of security programs in U.S.
attorneys’ offices as well as other Department of Justice facilities. This
lengthy form required data on perimeter. building and internal security.
and on safeguards for information (for example. tax. grand jury. and
personal records), automated data processing. and safety and health.
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Lacking the resources to continue this regular assessment. the Justice
Management Division presently conducts security surveys only when
requested. We reviewed reports on facilities in three districts that we
visited. The studies had been requested because of concerns about the
adequacy of security in relation to perceived threats to personnel and to
information related to organized crime. international drug trafficking.
and terrorism cases. The studies focused on and made recommendations
for changes in physical security systems, the guard services. and office
operations, as well as procedures for monitoring building access and
safeguarding information.

Threat Information

Actual Threats

The UsMs and court officials we interviewed distinguished between an
“actual threat environment' that was quite specific and an “anticipated
security risk environment' that was more general. An actual threat
existed when a bona fide written or verbal threat had been made whose
aim was either to cause injury to a federal judge. a U.S. magistrate. or
other trial participant; or to lessen the integrity of the judicial process in
a particular trial or judicial proceeding through intimidation of the
threatened party. Anticipated security risks included the potential for
violence, an estimate based mainly on factors specific to cases being
tried.

The main activities and decisions to be undertaken in response to an
actual threat to a judicial official are diagrammed in figure 2.1 on pages
38 and 39. Generally. threats were initially investigated by the U.S. mar-
shal in the court district of the target. The U.S. marshal could authorize
a 72-hour protective detail and forward the information to the Usms
headquarters’ Court Security Division and Threat Analysis Division
(TAD), which was established in 1983 to conduct assessments of the
validity of threats received against members of the federal courts. The
TAD assessed the intent of the individuals who made the threat. and
what their capabilities were, and then produced some estimate of the
danger posed to those who were the target of the threat. This assess-
ment was based on information collected from the district that was the
source of the threat, background information on the past history of the
individual or group responsible for the threat, and current threat infor-
mation supplied by other federal investigative agencies. such as the FBI.
Central Intelligence Agency. and Bureau of Alcohol. Tobacco and Fire-
arms. Because the threat could change over time. subsequent reassess-
ments were made. depending on the nature and seriousness of the
threat.
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TAD categorized threats as low, medium, or high but did not make rec-
ommendations on how the UsMS should respond to the threat. (The USMS
has attempted to provide TAD with independence from UsMSs divisions in
order to limit the influence of resource allocation issues on threat analy-
sis.) Based on the information provided by the U.S. marshal and TAD.
the Court Security Division then decided whether to continue a protec-
tive detail or provide other security protection. They also determined
when the threat had been reduced to the point that the protective detail
should be removed. Our court district interviewees indicated that while
this process worked fairly well. there were disagreements at times about
the seriousness of the threat and the necessity for protective details.

Having been supplied information obtained from a number of law
enforcement investigative agencies, TAD officials then distinguished
between intelligence for threat analysis and intelligence for investiga-
tions for prosecution. While the latter was useful for threat analysis, it
typically had not been shared by investigative agencies because such
disclosure might interfere with the development of a case. With increas-
ing experience, TAD had planned to develop its own data base of threat
information to expedite its analyses.

According to data provided by the Marshals Service, actual threats
against members of the federal judiciary have increased in recent vears.
During fiscal years 1983 and 1984, there were 271 recorded threats.
while in 1985 and 1986 there were 447 identified threats. Of the threats
received in fiscal vear 1986, about 75 percent were directed against dis-
trict judges. and the remainder were against U.S. attorneys, magistrates,
and other members of the judiciary. The majority of these threats in
1986 originated with individuals. (About 30 percent of the authors of
these threats were serving time in prison. while another 40 percent were
classified as nonprisoners.) Terrorist-related threats accounted for 2
percent of the total. while organized crime and drug cartels were respon-
sible for 4 percent.
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Figure 2.1: USMS Threat Response
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Anticipated Threats

The 1982 Attorney General's Task Force on Court Security recom-
mended that the determination of an "anticipated security risk environ-
ment” (threat) include the consideration of case-specific factors. such as
type of trial, subject matter of the case. stage of proceeding. and identity
and number of participants. Using these factors, the Task Force further
defined an indicator system for identifying four levels of an anticipated-
risk environment to guide the court districts in determining appropriate
security measures. The lowest level pertained to civil proceedings or
criminal pre-trial proceedings where there are no indications of poten-
tial disruption or violence (or both); the highest risk level included crim-
inal trials and other proceedings where it is determined that a high
potential for disruption or violence (or both) exists.

In the court districts we visited. interviewees described threats using the
case-specific factors outlined by the task force. We did not find. how-
ever, a formalized process for the gathering and analysis of this threat
information. Most court districts relied on informal, ad hoc communica-
tion on the assumption that high-risk cases had such visibility that they
would be well-known. In addition to sharing information during the dis-
trict’s court security committee meetings, the U.S. marshal and his staff
also maintained liaison relationships with local law enforcement organi-
zations. In some cities. terrorism task forces had been established in
response to the need for joint investigative activities among the FB.
state police, and local law enforcement organizations. While their focus
was on investigation for prosecution, these task forces were also a
source of threat information.

One court district in our review had initiated special procedures for
sharing threat information. In this district. the marshal had developed a
form which was circulated between the clerk of courts, U.S. attorney
and chief judge to assist in the flow of information about serious-threat
cases and enable the UsMs to better meet the demands for security per-
sonnel. This district had also recently developed a computerized pris-
oner-management system so that information was available to those
transporting prisoners about a prisoner’s potential for violence and the
likelihood of an escape attempt.

Identification of Critical
and Vulnerable Elements

The court officials in our study sites identified the critical elements in
the federal court environment as the individuals. facilities. and informa-
tion or materials used in carrving out the judicial process. Officials con-
sidered these categories of elements to be interrelated rather than
mutually exclusive. In terms of personnel. critical elements included the
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judges, prosecuting attornevs, witnesses. and juries. The loss of any of
these individuals. all of whom are directly involved in the judicial pro-
cess, could lead to a disruption of ongoing trials. The assassination of a
judge. for example, could result in a mistrial or, at the least. a delay in
concluding a trial. If, as suggested by officials in one district. a judge
was presiding over a lengthy trial and it appeared that a guilty verdict
was imminent. a defendant could gain additional time and freedom if the
judge were removed from the case.

The facilities in the court environment that were considered critical
included those areas where the judicial process formally operated
{courtrooms), where critical individuals worked (judges' chambers, U.S.
attorney offices, and jury rooms). and where prisoners were held and
transported. Similarly, critical information or material included evi-
dence and records that might be essential for developing or presenting a
case. In addition, information pertaining to the identification of infor-
mants was also viewed as sensitive. (See table 2.3 for a list of court
elements.)

Table 2.3: Elements of the Court
Environment That Are Either Critical or
Vuinerable, or Both

I
Element Type

Personnel

staff. junies witnesses. public

Faciites Judges chambers. courtrooms. U.S. attorney offices
prisoner holding areas. garage area. clerks offices. court
executive offices. probation offices. other judiciai offices
Marshals Service offices

Information Evidence. dispositions. records court fees

The vulnerabilities in the court environment were discussed by court
officials in relation to protecting the critical entities discussed above.
Vulnerabilities associated with various access points to the court facili-
ties were of concern to most of the officials in the districts we visited.
Public entrances as well as restricted ones for deliveries or parking were
viewed as vulnerable points. This was of particular concern in buildings
that housed multiple agencies. Some officials identified the lack of pro-
cedures to monitor custodial and maintenance staff within court build-
ings as another vulnerabilitv. In addition, the failure to adhere to
security precautions on the part of some court personnel was a concern
to members of the Marshals Service. Examples of this failure included
distributing keyvs to nonauthorized personnel. leaving doors unlocked.
and failing to use CCTV monitors.
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Summary

In response to the relatively high level of concern on the part of federal
court officials over threats, including terrorist ones. the UsMs had devel-
oped a planning process for assessing various threats. identifying vul-
nerabilities. and determining security needs. Security survevs that
inventoried building characteristics and existing security measures and
identified court areas vulnerable to intrusion or disruption. were con-
ducted at the district level. In addition, special surveys which focused
on the potentially more serious threat posed by high-risk trial situations
were completed in several of the districts in our review. Gsa also had
developed a facility risk-assessment process which included assigning
levels of criticality to federal buildings, conducting security surveys,
and utilizing a computer-based risk matrix to determine security
requirements. We found, however, that there was variation in the imple-
mentation of this process among the districts we visited.

Actual and anticipated threats against the courts were assessed by the
UsMS Threat Analysis Division when requested. The Threat Analysis
Division assessed the individuals or groups who initiated threats in
terms of their capabilities and motivations and then provided an esti-
mate of the danger posed to those who were the target of the threat. The
elements of the court environment that were considered critical by the
court officials we interviewed included the individuals, facilities, and
information directly involved in carryving out the judicial process.

Selection Factors

Evaluation question 4 was what factors—such as costs, safety, impacts
on civil liberties, or on the environment—are considered when selecting
antiterrorism strategies” Headquarters staff of the Marshals Service.
Court Security Division, played a central role in the selection of the
types of security devices and technologies used and the number of
security personnel allocated to the various court districts. The district
court officials in our review provided some input into the selection pro-
cess as well as retained decision-making authority regarding the security
measures actually used in their districts. The building entry-control
screening systems that were used at many of the court facilities in our
review, were selected by the Marshals Service. However, the district
court, through either the marshal or the court-security committee, con-
figured the systems to address site-related security concerns.

We found that recommendations or proposals for security measures
were part of the Marshals Service risk-assessment process. When secur-
ity surveys of court facilities were conducted. strategies for reducing
risks were often included. Court Security Division officials and district
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court officiais considered a number of factors in selecting risk-reduction
strategies. These factors were not necessarily developed syvstematically
into a formal assessment, but the court officials we interviewed indi-
cated that they were taken into consideration and sometimes discussed
in security survey documents or during court security committee meet-
ings. The key factors discussed by these officials included civil liberties,
practicality, costs, and technical quality. Officials pointed out that these
factors are interrelated, and they did not ascribe any rank order to
them.

Civil Liberties

A number of court officials in the districts we visited emphasized that
difficulties existed in providing security to federal judicial facilities. Of
major concern was how to provide security to safeguard the functional
integrity of the judicial process while preserving the open nature of our
court system. The interviewed court officials pointed out that security
systems must provide protection without affecting too significantly the
conduct of the courts. Too much security could disrupt trial proceedings
or possibly influence juries who are deliberating a case. Too little secur-
ity could place court members, jurors, witnesses, court employees, or the
public at nisk.

The need to preserve the court system as an open, democratic institution
was strongly advocated. even if this meant that security risks were
increased. Security measures that might create the appearance of an
“armed camp’’ or that could possibly have a negative impact on judicial
proceedings, were of concern to court officials. The added security, for
example, that surrounds a high-risk trial could give juries a biased
impression that might influence their deliberations and possibly even
result in a mistrial. Security measures could also damage the defend-
ants’ right to be presumed innocent until proven guilty and perhaps
even impede the defendants’ right to prepare their own defense.

Court officials, sensitive to these concerns, had attempted to provide
security measures that were low-key and unobtrusive while, at the same
time, equal to any perceived threat. Keeping security low-key involved
such things as requiring court security officers and deputy marshals to
wear business garb rather than law enforcement uniforms, limiting the
use of CCTV monitoring systems in areas where lawyer-defendant discus-
sions might take place. and taking steps to ensure that prisoners are seg-
regated from other trial participants and spectators. This latter point
has involved clearing corridors before escorting prisoners into a court-
room and removing prisoners’ handcuffs before seating them in front of

Page 43 GAO 'PEMD-88-22 Domestic Antiterrorism Efforts at Selected Sites



Chapter 2
Antiterrorism Practices in the Federal Courts

juries. Court officials in one district indicated that the effort to keep
juries and the public from any contact with prisoners had at times led to
delays in conducting court trials because of the time and trouble
involved in escorting prisoners to courtrooms. restrooms. and areas
where lawyer-client meetings were held.

Court officials in some districts in our study indicated a reluctance to
implement a high level of security which might give the impression that
the court has “‘given in" to a threat situation. This view was particularly
important in relation to terrorism because one major objective of terror-
ism is to expose weaknesses in a governmental system and, through
intimidation, cause changes in existing policies. One example of this con-
cern that we encountered in two of the court districts included in our
review, was the idea of conducting high-risk terrorism trials in a highly
secure location, such as a military base. Court officials in these districts
were opposed to the use of a military base for holding trials largely
because of the negative effect maximum security might have on the tri-
als. These officials felt that the presence of military personnel and other
security measures associated with a military base might compromise a
juror’s objective view of a trial defendant.

Practicality

Practical issues were mentioned by court officials we interviewed con-
cerning both the selection and the implementation of security strategies.
Many problems in providing adequate security for the courts we visited
stemmed from the fact that a majority of these facilities were not ini-
tially designed to meet the threats currently facing the courts. At the
time these facilities were constructed. security threats against the courts
were not perceived to be an important issue. These court facilities were
therefore designed to provide a functional space for carryving out the
activities of the judiciary. including an emphasis on providing access to
the public. Current efforts to retrofit buildings with security devices
often has been made difficult by architectural impediments and resource
constraints.

The location of many court functions in multi-tenant buildings contain-
ing other federal government agencies or. in some cases. nongovernment
offices also had posed some difficulties concerning the provision of
security in the court districts we visited. The presence of other federal
agencies increased the public tratfic in these buildings and thus made it
more difficult to implement access-control measures to protect court
activities. In some buildings. access control was particularly problematic
because court facilities were scattered throughout the building rather
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than concentrated in a particular section. In one district building in our
study. for example. court facilities were located on ten different levels
between the second and twentieth floors. Interviewees pointed out that
even when it was feasible to integrate security measures into such build-
ings. there was still the possibility that such measures might adversely
affect the operations of other building tenants. In three of the court dis-
tricts we visited, some of the court functions were located in facilities
which contained only court-related activities. Interviewees indicated
that these buildings were often easier to secure. but in some cases there
were security constraints due to the historical significance of a building
or its neighborhood location. In addition. structural problems. such as
the presence of asbestos, were found to be a limiting factor in the imple-
mentation of security measures.

We noted other instances of space-use and structural problems in the
districts we reviewed. We found. for example, that some court districts’
proposals to reconfigure existing court facilities or to install screening
systems to improve access-control capabilities were considered from the
perspective of their potential effect on building operations or other
building-tenant activities. In at least two court districts in our study.
major plans to redesign court facilities were proposed as a means to
improve security. These plans involved the reconfiguration of various
court facilities, including offices, courtrooms, and prisoner holding
areas. These plans were judged impractical from the perspectives of cost
and level of impact on building activities. In another proposal for secur-
ity upgrading of a court building, consideration was given to the instal-
lation of a screening system on the upper floors of a building where
court facilities were located. This proposal was determined to be imprac-
tical by the court-security inspectors who conducted the survey due to a
lack of space for the screening equipment. an anticipated disruption of
the offices near the screening system. a need to reprogram existing ele-
vator service in the building. and the inability of the screening system to
limit access to lower floors of the building.

In view of these problems, court officials in several districts and head-
quarters offices advocated better security planning in the selection. sit-
ing and construction or renovation of court buildings. In court districts
where there is a greater threat to security, officials suggested that,
where possible. buildings be used that are dedicated entirely to judicial
activities and are designed with a focus on security. Where multi-tenant
buildings are used. these officials suggested that greater attention. espe-
cially on the part of Gsa, should be given to space-use policies and to the
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coordination of court security needs with the needs of other building
occupants.

Costs

The level of security in the various district courts is constrained by
budget resources according to court security officials in the Marshals
Service and in the court districts we visited. These officials felt that the
number of court security officers and deputy marshals available was
inadequate to counter the level of threat that was perceived to exist.
Also, the standard package of security devices recommended by the
Attorney General's Task Force for use in the courtrooms and judges’
chambers (duress alarms, entry control, bullet-resistant benches) has
not been allocated to all court districts. As a result of their limited secur-
ity resources, officials considered cost an important factor in the selec-
tion of security strategies. Officials of the Marshals Service, Court
Security Division, for example, indicated that one strategy being consid-
ered in the procurement of security devices is the development of inter-
agency procurement agreements. Such agreements, involving the
procurement of larger amounts of security equipment through inter-
agency contracts, could be more cost effective according to officials at
the Marshals Service.

At the court-district level. court officials stated that they had little con-
trol over budget resources. Their requests for security personnel and
devices were submitted to the Marshals Service to be reviewed and inte-
grated with other court-district requests into a national budget request
forwarded to the Congress for appropriation through the Administra-
tive Office of the U.S. Courts (A0UsC). Officials in many of the court dis-
tricts in our study indicated that cost was often the reason given by the
Marshals Service when certain requests for security were denied.

Technical Quality

The Marshals Service reported that their physical security specialists
reviewed the technical aspects of various security devices and equip-
ment under consideration for use in court protection. These staff did not
have a formal testing program but conducted informal assessments of
existing commercial security products and relied to some degree on the
experience of other agencies with the security products under review.
The Department of State. Department of Defense, and other federal law
enforcement agencies were mentioned as agencies where useful security-
equipment test and evaluation information had been obtained. The Mar-
shals Service did not conduct formal testing of security equipment. but
in some cases equipment had been distributed to selected court districts
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for a trial run. A new type of magnetometer, for example. was infor-
mally tested by three court districts in this way.

Summary

While we found no systematic process in place for the selection of secur-
ity risk-reduction strategies, USMs and district court officials noted that
they did consider such factors as civil liberties and intrusiveness. practi-
cality, costs, and technical quality. We further found that the vsMs had
chief responsibility for selecting security equipment and allocating
resources to the court districts, where court members and the district
marshal implemented security measures to meet district needs. Of major
concern to court officials we interviewed was the maintenance of a bal-
ance between the provision of security and the open nature of the court
system. These court officials advocated the use of security measures
that would provide adequate protection without negatively affecting the
conduct of the courts. However, when the risks appeared great,
enhanced security measures were chosen to protect the participants in
Judicial activities. The issue of practicality was raised with regard to the
possible effect of security measures on building operations and activi-
ties. The provision of security in buildings not originally designed with
today's security issues in mind and where multi-tenant agencies resided
was problematic according to interviewees. Court officials at the UsMs
noted that costs were an important factor in determining the amount
and type of security equipment to be purchased. They also pointed out
that information on the technical quality of security equipment was
often obtained from other federal agencies or through assessments by
the UsMms.

Risk-Reduction
Strategies

Evaluation question 5 was what risk-reduction strategies are being
used? (Strategies include structural, design and space use aspects of
facilities: policies and procedures; and security measures involving per-
sonnel, systems. and equipment.)- Different levels of security were
implemented in the district courts we reviewed to address threats whose
sources ranged from infrequent high-risk or politically sensitive trials to
the more common cases involving litigants in civil proceedings. Officials
described certain standard security measures used in court facilities for
low to moderate level threats and enhanced measures for high-level
threat situations like terrorism trials. Security measures used in the

“The personal protecuion of key court officials (such as Judges and US attornevss outside of the fed-
eral court factlities is important. However. this section concentrates on strategies to safeguard people.
information, and physical structures within the court facilities.
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courts included a combination of physical security devices and technolo-
gies, personnel. procedures and operations. and design-related features.
We found some variation in the level and application of security at the
court facilities in our review. This variation reflected differences in
actual and anticipated threats and site characteristics such as the loca-
tion and configuration of court facilities. In some cases. variation may
also have reflected differences in district needs or requests for security
measures, resource availability. and implementation efforts. In addition.
in some districts enhanced security measures originally installed for
high-risk trials had been retained because of concerns about other
threats.

Standard Security
Measures

The following are examples of standard security measures utilized in
many of the court districts included in our review:

security personnel stationed at entrances or at various other locations in
the court building;

x-ray machines and magnetometers for screening building visitors:

CCTV systems to monitor building entrances. corridors. and prisoner cell-
block areas;

duress alarms and ccTv entry-control packages for judges' chambers:
duress alarms in courtrooms, clerks’ offices, and other court locations:
locks and alarms on building perimeter doors, windows. and gates:
bullet-resistant material applied to court benches:

emergency lighting in courtrooms and light switches protected from
public access;

vaults for safeguarding sensitive trial information;

card entry-control devices for garage entrances and access control sys-
tems for cell-block areas: and

elevators and entrances dedicated to the exclusive use of judges or for
prisoner transport.

The following are examples of enhanced security measures being used
for high-risk situations in some of the court districts under review:

screening at building entrances. with secondary screening set up at
courtroom entrances:

an increased presence of security personnel in the court building and
courtroom. including arrangements for support from outside law
enforcement agencies;
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personal protection provided to key court members in response to spe-
cific threats:

physical searches of courtrooms or other critical areas for weapons or
explosive devices;

use of special high-security courtrooms:

restrictions on courtroom seating through the use of “small™” courtrooms
or by requiring visitors to show identification and sign in: and

the use of sequestered or anonymous juries.

In addition, the officials we interviewed mentioned the following as
examples of security measures that had been considered for high-risk
situations:

barriers, including concrete planters and hydraulic vehicle ramps:
armor coating on building windows;:

moving trials to high-security facilities. such as military bases: and
closing the courthouse to all but those who are directly involved in a
high-risk trial.

Security Personnel

Deputy marshals and court security officers provided a security pres-
ence in federal court facilities. Their role was to protect against possible
threats and to respond if incidents occurred. Court security officers
were deputized with law enforcement authority within the court facili-
ties. Their duties included operating and monitoring entry-control
screening systems, patrolling building areas. and guarding various court
activities. Court security officers were hired through competitive con-
tract and were required to have graduated from an accredited police
academy and to have prior law enforcement experience. They also
received additional training at federal law enforcement training centers.
Deputy marshals had a broader range of responsibilities related to court
security and other federal law enforcement activities. In regard to court
security, marshals had been used to perform the duties prescribed for
court security officers in addition to providing personal protection for
court members, transportation of prisoners. and security assessments of
court facilities. Deputy marshals had received formal law enforcement
training at federal centers.

The court districts in our review relied on security support from local as
well as federal law enforcement agencies. This support had been used
for perimeter protection at court facilities during high-risk trials. pris-
oner transport, and to provide personal protection for court members
under threat. Deputy marshals from other districts around the country
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had also been temporarily reassigned to high-risk trials. Court officials
indicated that tactical-response teams from local or other federal law
enforcement agencies would be used for bomb disposal and possibly hos-
tage situations. Most of the districts in our review had experienced
intermittent bomb threats. and on at least one occasion a hostage situa-
tion involving a disgruntled litigant had taken place.

In each of the district court facilities we visited, the Marshals Service
maintained an operations center for administrative work, prisoner hold-
ing, and for monitoring security activities throughout the court facili-
ties. cCTV, alarm, and communication systems were typically monitored
and controlled from these centers, and any necessary security response
efforts were coordinated from here. In three of the court districts in our
sample, USMS security personnel were on duty in the court facility at all
times. In other districts, security personnel were active only during the
normal working hours. If there was a security incident during evening or
weekend hours. law enforcement personnel from GSa, if available. or
local law enforcement agencies were called upon for assistance.

Gsa provided a small number of contract guards and maintained building
perimeter alarms that were linked to local or regional Gsa control centers
or to the Marshals Service operations center in five of the court facilities
in our review. In one of the other two court facilities that we visited, the
Marshals Service had taken over full security monitoring and guard
responsibilities. In the seventh court facility. Gsa did not provide an
operational perimeter alarm system or guard services because of a per-
ception that the existing threat was minimal.

GSaA officials that we interviewed pointed out that their budgets had been
so reduced in recent years that they did not now possess the law
enforcement resources to provide a timely response to incidents at the
federal buildings within their jurisdiction. At the time when we visited
the seven court districts, Gsa maintained only a small security-response
force to cover federal buildings in areas often of several hundred square
miles. Gsa officials noted that they had developed a greater reliance on
local municipal law enforcement agencies in responding to incidents in
federal buildings. Gsa officials indicated that the perimeter building
alarms that are located in many federal buildings annunciate to Gsa con-
trol centers that are sometimes located far away in other cities or even
other states. Where such great distances were involved. Gsa officials
stated that after an alarm signal was received they would contact the
municipal law enforcement agencies with whom they have cooperative
agreements and request a response.
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Access Control

Screening systems were used as a basic strategy by the UsMs to control
access to the court facilities we reviewed. We found that six of the seven
court facilities had installed magnetometers and x-ray devices either at
main building entrances or within buildings at main entry points to the
court itself. In the seventh district, the Marshals Service had recom-
mended using a screening system, but court officials had opposed its
regular use because of their recollection of disruptions to building activi-
ties when a similar screening system had been used in the mid 1970's. Of
the six district courts that used screening systems, five screened only
building visitors and the other one screened all persons entering the
building, both visitors and court employees. In the latter district, court
officials perceived a relatively high level of threat associated with vari-
ous drug-trafficking trials. Concern over this threat led to security
efforts aimed at addressing a possible “'insider” threat as well as any
threat from outside sources. Court security officers in this district set
the screening equipment to higher levels of sensitivity and also used
informal threat profiles as guides in screening for individuals who might
pose a threat to the court. In the other courts that employed screening
systems, court employees and government workers with official identifi-
cation were exempted from screening.

In some cases, access control measures in the court facilities we
reviewed also were integrated with building design features and opera-
tional procedures. Where screening systems were in place, for example,
other building entrances were often closed in order to limit the number
of access points. In two of the court facilities, we found that court
offices had been moved to different locations within the building to
reduce the amount of public traffic around critical areas. For instance,
clerks’ offices, which receive a high volume of traffic, were relocated to
lower floors within the court buildings, and judges’ chambers were
moved to upper floors where traffic was typically lighter. Similarly,
hours of operation were limited in a few of the court buildings in our
review to those times when entry-control screening systems were in
operation.

Card-entry systems were used to limit access to underground garage
areas and to restrict building use during off hours. District-court offi-
cials pointed out that the magnetometer and X-ray screening systems
did not cover those personnel who entered the building through the
garage entrances. Other perimeter access points, such as delivery
entrances. were protected by guard stations or CCTV monitoring (or
both). cCTv monitoring was also employed around the main entrances of
most of the facilities we visited.
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Within the court buildings, separate elevators for prisoner transport and
for judges were features of the more recently constructed court facilities
we visited. These elevators usually operated by keyv control and were
equipped with duress alarms. In the older court facilities. public eleva-
tors were used to transport prisoners and judicial officials. except in
high-risk situations when elevator use was temporarily limited to pris-
oner-transport purposes. In one court district. a proximityv-access card
system was being installed to control access to selected areas within the
building. such as the prisoner elevator, cell block area. and the Marshals
Service operations control center.

Summary

Different levels of security were implemented in the courts to deal with
situations that ranged from high-risk trials to more common civil and
criminal proceedings. We encountered both standard and enhanced
security measures in these court districts. Although we noted some vari-
ation in the use of security strategies. security personnel plaved a major
role in guarding court facilities and their employees and in the manage-
ment and operation of security systems. Access-control screening sys-
tems, alarms and CCTV monitoring were used extensively in the court
facilities we visited. Design elements and operational procedures also
contributed to overall security programs.

Evaluations

Evaluation question 6 was how are the implemented risk- reduction
strategies evaluated concerning their technical performance, operational
effectiveness, and possible intrusiveness on civil liberties?

Formal Evaluation

Formal evaluations, to determine if overall court-security systems were
effective against the threats they were designed to protect against, were
not conducted in the court districts we visited. We found some fragmen-
tary examples of evaluations of existing security measures that were
integrated into some of the court-security survey assessments and the
court-security inspections conducted by the Marshals Service. These
efforts mainly addressed issues related to assessing the performance of
security equipment and personnel. In addition. we found that some court
districts in our review also conducted periodic technical performance
tests of security equipment to determine whether equipment was opera-
tional or in need of repair or replacement.
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As part of its technical assistance program, the Marshals Service
recently established a court-security inspection program in order to con-
duct physical inspections of court facilities. The intent was to conduct
these inspections on a regular basis. However, because of a lack of avail-
able resources to carry them out, only a limited number of court-security
inspections had been conducted and subsequently documented as writ-
ten reports. There were no inspection reports available for review in the
districts we visited.

One of the intended purposes of court-security surveys—particularly
those surveys conducted for high-risk situations—was to determine the
effectiveness of existing security measures. In some of the special high-
risk security assessments, testing of existing measures was undertaken.
This included checking various locations to see if there were areas that
ccTv systems did not cover or measuring the time needed to gain access
through locked doors. For example. we found one security survey in
which a number of cipher locks were tested to see if access could be
gained within a set time.

Informal Evaluation

Officials from a majority of the court districts included in our review
indicated that security personnel did conduct testing of certain security
equipment and measures. In three districts. regular weekly or biweekly
testing of alarms. locks, CCTV cameras, and screening system equipment
was conducted, according to the officials we interviewed. In the other
districts, similar testing was conducted but on an irregular basis. The
testing that was conducted at these court facilities consisted of security
staff checking to see whether doors were properly locked and setting off
alarms to determine whether security equipment was functioning and,
in some cases, testing the sensitivity of screening equipment to see
whether certain objects could be detected. In one court facility, security
personnel had used concealed weapons to test the detection capabilities
of a screening system and the alertness of those monitoring the
machines. Several court officials also indicated that an additional infor-
mal testing situation that had occurred from time to time in many court
facilities was the accidental activation of duress alarms by individuals
who were unfamiliar with their use. Since all activated alarms must be
responded to. court officials viewed these incidents as one way of test-
ing emergency-response procedures.

As previously mentioned. court officials at one of our study sites had

recently participated in a terrorism-related command post exercise. This
exercise involved several different federal and local law enforcement
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agencies and was intended to focus on certain issues of coordination that
would be involved in responding to a terrorist incident. The scenario
was directly related to a current court concern, the extradition of inter-
national terrorists to the United States to stand trial. The exercise

involved several concurrent terrorist incidents instigated in an attempt
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officials as an 1mportant consideration in the selection of risk-reduction
strategies. Civil liberties, however, were not addressed in the evaluation
efforts we reviewed. For example, the Marshals Service had made no
effort to record instances of intrusiveness caused by security strategies.
Court officials that we interviewed indicated that they were aware of
only a few incidents that involved concerns about civil liberties on the
part of the public or court employees. They recalled a few complaints
about the intrusiveness of security measures that were generally related
to the installation of screening systems in court-occupied buildings.
These complaints tended to originate with defense attorneys who
viewed such systems either as an inconvenience or as a threat to lawyer-
client confidentiality. The majority of court officials interviewed in our
review felt that security measures, such as screening systems, had been

generally accepted by the public and by court employees.

al T a
ducted in the court districts in our survey. Some assessment was
included in the court security-survey process and arrived at through
informal tests by district security personnel. These efforts focused on
whether security equipment was working and, in the special surveys for
high-risk situations, on the effectiveness of security measures to protect
against identified threats. While we found intrusiveness and civil liber-
ties to be concerns in the selection of risk-reduction strategies, we did
not find these factors included in any evaluation efforts. The court offi-
cials we talked with felt that, although some complaints had been made
early on, the public had generally come to accept the use of security
measures in the court environment.
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Mass Transit Antiterrorism Practices

While rapid rail systems in this country have not thus far experienced
terrorist incidents, they could become targets like their counterparts in
other countries. To answer our six evaluation questions about practices
implemented to prevent terrorism (listed in table 1.2), we collected
information from eight large domestic urban-rail systems located in the
seven cities we visited. As we did in the previous chapter on federal
court antiterrorism practices, we present our information together with
information supplied by experts knowledgeable in the area and that
found in the available literature.

Roles and
Responsibilities

Evaluation question 1 was who is responsible for antiterrorism policies
and for their implementation? The answer to this question is that roles
and responsibilities for the regulation, oversight, and management of
mass transit systems are shared by federal and local public and private
agencies.

Federal Roles and
Responsibilities

Federal government involvement in mass transportation is formally
structured by the Urban Mass Transportation Act of 1964. The purpose
of the act is to provide assistance to communities for the development of
improved mass transportation capabilities. Through a series of pro-
grams operated by the Urban Mass Transportation Administration
(UMTa), financial aid is allocated to communities for the purchase of
transit equipment, and for operating expenses, planning, engineering,
and designing of transit systems. In addition, the agency sponsors
research and development, demonstration projects, and technical studies
that assist in the development and operation of mass transportation
systems.

UMTA functions principally as a “‘grants’ agency and not as a regulatory
agency dictating how local mass transit systems must operate. The
agency has no direct federal government responsibility for operating
mass transit systems—which are typically owned by local intergovern-
mental agencies, quasi-governmental transportation authorities, or pri-
vate companies. Through its role as manager of federal-assistance grant
programs, UMTA has some discretionary authority in awarding grants
and thus can indirectly influence how funds are used by transit
recipients.

The Office of Safety (08), recently established as an independently func-
tioning unit of UMTA, provides guidance, research support, and training
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assistance on transit safety and security matters.  This office reports
directly to the administrator of tMTA. Officials in this office, having no
direct responsibility for the safety and security of transit svstems. view
their role as largely one of promoting safety and security awareness
within the transit industry. In the past, they prepared guidelines and
sponsored research studies on various aspects of transit safety. security,
and emergency preparedness. 0S has used research centers. such as the
Transportation Systems Center in Cambridge, Massachusetts, to develop
emergency preparedness guidelines for rail transit systems. to evaluate
transit fire-safety measures, and to survey transit security problems
and countermeasures. In addition, training programs in rail and bus
safety and security are supported by 0s through the Transportation
Safety Institute in Oklahoma City. One of the security training programs
includes a four-hour segment on terrorism prevention-and-response
strategies and another half-day segment on explosives-incident
management.

There are no policies or programs at UMTa with the specific objective of
preventing or responding to terrorism. In 1986, however, 0ss began a
project through the Transportation Systems Center to assess the threat
of domestic terrorism and how it might affect mass transit systems. The
purpose of this effort, which is currently in progress, is to learn more
about terrorism prevention-and-response capabilities and to disseminate
this information to transit system officials in order to raise their level of
awareness concerning terrorism. One component of the project involves
the collection of information on past terrorist incidents, the characteris-
tics and motives of terrorist groups, and the strategies used by other
government agencies for the prevention of and response to terrorism.
Civil liberties issues. however, have not been included. A second
planned component of the project is a series of regional workshops to
disseminate this information to local transit authorities.-

In addition to the mass transit terrorism study, the Transportation Sys-
tems Center recently conducted security-related studies and projects for
other federal agencies. such as the Department of Defense and Depart-
ment of State. These activities included the management of a physical

'Prior to December 1987 this office was known as the Office of Safety and Security (0SS and wes
part of the technical assistance tunction at UMTA

~Another component initially proposed but subsequently cancelled involved either one or a series of
terrorist-related demonstrations. These demonstrations. as proposed. would have involved various
terrorist-incident scenarios (such as a bombing. hostage-taking. or hijacking) enacted on different

urban mass-transit systems  such as bus. heavy rail. or light rail )
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security test and evaluation program, analysis and design of access-con-
trol security systems, and the evaluation of telecommunications security
measures. Officials at the Transportation Systems Center indicated that
an important reason for conducting this work was to develop a core of
expertise in security systems work that would be available, should the
need arise, for transportation agencies as well as other government
agencies concerned about terrorism or other security matters. To date.
however, the center has not had a formal role as a clearinghouse for
disseminating technical information on security systems to local mass-
transit systems or to other government agencies.

Local Transit System
Initiatives

At the local transit-system level, we found that response to the threat of
terrorism was not identified as a separate initiative by transit officials."
As a result, specific roles and responsibilities in addressing terrorism
were not delineated within these transit organizations. However, roles
and responsibilities for security, safety, and emergency preparedness
activities were assigned to various organizational units within the sys-
tems. All of the transit systems we reviewed relied on municipal fire
departments for emergency services and local law-enforcement agencies
for backup assistance or tactical-response support.

The transit industry, through the American Public Transit Association,
has developed its own system to monitor the safety and security of
transit systems. Review boards composed of transit system officials
have met on a regular basis to discuss transit safety and security issues
and to share information on existing prevention and response practices.
In addition, peer reviews of selected transit systems have been con-
ducted periodically either to provide input for the planning of a new
system or to assess a transit system'’s response to an emergency inci-
dent. Terrorism itself has not been a specific focus of this organization’s
effort. APTA officials have been more concerned with basic security
issues related to transit crime.

4 An office of special planning that addresses terrorism issues has been functioning for several vears
at one study site. This office was established in response to concerns regarding terrorist incidents at.
and threats to the numerous facilities (including major airports. port terminals. bus factlities. heli-
ports. tunnels. a bridge. and a large building. in addition to the rapid rail system that was the focus of
our study ) operated by the parent organization. The rapid rail component was included In risk assess-
ments conducted by the office of special planning.
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Concerns About Roles and
Responsibilities

Transit officials interviewed in our study did not perceive a need for
greater UMTA involvement in antiterrorism efforts. They indicated that
they would rather see an increase in federal support for conventional
safety and security problem-solving efforts. According to these officials.
UMTA's oversight of safety and security and its technical and training
assistance to transit systems have been reduced in recent years due to
federal budget reductions. A restoration of federal support for these
traditional activities was advocated by these interviewees.

Transit officials at two sites in our review expressed an interest in the
establishment of some focal point that could provide expertise on terror-
ism prevention-and-response planning. They felt that there would be a
need for information about the implementation of effective measures
against terrorism if the threat of terrorism increased, but they did not
specify where such a focal point should be located in order to be most
helpful to them.

Summary

Although UMTA does not currently have policies and programs to address
terrorism, UMTA officials have recently shown an awareness of the ter-
rorist threat and have initiated a project to learn more about the subject.
In addition, some technical expertise on security systems has been
developed through federal-agency contracts with the Transportation
Systems Center. Local transit-system officials that we interviewed had
not previously shown much concern about terrorism and therefore had
not identified roles and responsibilities for addressing terrorism plan-
ning. Although the transit system authorities were officially responsible
for the safety and security of transit patrons, employees. property, and
operations, they coordinated with municipal agencies for emergency-
response assistance. Some transit officials believed that it would be use-
ful to establish a focal point from which they could obtain expertise and
technical assistance on antiterrorism planning and responses.

L .
Perceptions of

Terrorist and Other
Threats

Evaluation question 2 was what is the current perception of the nature
and level of the threat of domestic terrorism among those responsible
for countering this threat? The transit officials at our study sites per-
ceived the current threat of terrorism against U.S. mass transit systems
to be minimal, due largely to the lack of incidents or threats against
domestic transit systems in the past. Transit officials from several of the
systems we visited viewed their transit systems as possible secondary
targets of terrorism, and certain government buildings, corporate head-
quarters, monuments, electric power plants, airports, bridges, or tunnels
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as primary targets. This view was based on the perception of the offi-
cials that their transit systems had less visibility and recognition than
these other facilities. At one transit system, however, officials viewed
their system as a possible target if terrorism were to increase because
other primary targets in the area had recently added protective secur-
ity, thus making a facility without much security, such as a transit sys-
tem, a more attractive “‘soft’ target. Transit officials from two of the
systems in our review also felt that their transit systems would not be a
likely target because the systems had such a low ridership that any dis-
ruption to service would produce only a small effect on transportation in
the community.

Perception of Terrorist
Threat

The transit officials we talked with tended to view terrorism as similar
to other types of rare emergency events, such as a natural disaster, over
which they have little or no control but for which they must be pre-
pared because the consequences could be so great. They also viewed ter-
rorism as a lower priority than other basic safety and security issues,
such as the protection of transit riders from criminal acts and the avoid-
ance of transit accidents. The types of threats of common concern to the
transit officials we interviewed are listed in table 3.1. Except for bomb
threats or bombings, terrorist acts per se were not mentioned as common
concerns. Transit officials, however, at times described some of these
common threats as similar to those that might be instigated by terrorists
(as noted in the table footnote). These officials indicated that their
crime-prevention plans and their response, safety, and emergency
preparedness procedures for other threats would probably also be used
for terrorist incidents because no plans and procedures had been devel-
oped specifically for the latter.
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Table 3.1: Types of Threats of Concern to
Transit Officials

Threat categories Particular threats

Transit crimes Vandalism. graffiti
Fare evasion

Theft from system
Vagrancy. trespassing

Pickpocketing

Robbery of patrons
Assault®

Rape

Homicide®

Arson?

Kidnapping®

Bomb threats or bombings?®
Auto theft

Floods

Earthquake:
High-velocity winds
Snow and ice
Lightning

Fire

Derailment

Train collision

Death or injury on right-of-way
Gas leak or toxic spill
Explosion

Power failure
Structural collapse

General crimes

Natural disasters

Accidents?

3The transit officials we interviewed described these events as being similar in terms of strategies and
conseguences—although not in terms of motives—1o terrorist incidents such as assassinations indis-
criminate shootings. hostage anad barncade situations hijackings. chemical or biological poiIsonings
and sabotage

Perception of Crime and
Accident Threats

Criminal acts were considered a major priority by officials at all the
transit systems we visited. Officials were concerned not only with the
incidence of crime but also with how the public's perception of transit
crime affected transit ridership. The type and level of crime that con-
cerned officials varied across the transit systems in our study. In three
of the transit systems, for example, officials described numerous types
of crimes as problematic. Grouped together by these officials were
crimes against transit property (such as graffiti, vandalism, and fare
evasion) and crimes against transit riders (such as pickpocketing. rob-
bery. assault. and homicide). Officials from two of these transit systems
indicated that the incidence of these crimes on their systems reflected
the generally high crime rates in the urban areas where their transit
systems operated. Officials from the third system maintained that the
incidence of crime was lower on their system than in the local urban
area. but that the public perceived that crime was a problem on the svs-
tem. In the other five transit svstems in our study, transit officials were
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concerned about a narrower range of crimes. In these systems—that
were largely commuter-oriented in their service—crimes such as
pickpocketing, fare evasion. and thefts at transit station parking lots
were considered problems.

Accidents such as fires. train derailments, or injuries on the right-of-
way, and natural disasters such as floods, were identified by the transit
officials in our study as being serious threats that could have a major
impact on transit riders, property, and operations. Several of the transit
system officials pointed out that train fires or accidents occurring in dif-
ficult to reach locations. such as in a tunnel or on a bridge. were threats
of particular concern.

Summary

Risk Assessments

We found that the transit officials in our study perceived the threat of
terrorism directed against their systems to be minimal, primarily
because there had been no history of such events. These officials felt
that if terrorism were to increase in the United States, transit systems
for the most part would be viewed as secondary targets in comparison to
more visible government buildings and other infrastructure facilities.
Officials were concerned largely with problems of transit crime and
tended to equate terrorism with rare emergency incidents such as acci-
dents and natural disasters.

Evaluation question 3 was what processes, methods, or procedures are
used to assess the risk of terrorism. including assessments of the threat,
the criticality of facilities and operations. and their overall
vulnerabilities?

Formal Risk Assessments

Seven transit systems in our review did not conduct risk assessments
with regard to terrorism. Only one transit system had conducted a for-
mal assessment that looked at the threat of terrorism, determined what
components within the system it was most important to protect, identi-
fied various vulnerabilities of the system. and recommended measures
for guarding against possible incidents. The approach used in con-
ducting this assessment was to study the characteristics of past terrorist
incidents against nontransit targets and then apply this knowledge to
the development of different attack scenarios against the transit system.
As part of the assessment, the system facilities were also surveyed in
order to identify existing security measures and their adequacy against
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a terrorist attack. This survey involved a review of equipment and of
system-design characteristics.

While they did not have a formal risk-assessment process for terrorism,
we found there was evidence of some risk-assessment activities among
the other transit systems we reviewed that focused on crime-related
safety and security concerns. In five of these transit systems, security
surveys of selected facilities—such as rail stations, rail maintenance
yards, and revenue-collection operations—were conducted. The purpose
of these surveys, according to transit officials we interviewed, was to
inventory existing safety and security measures and to determine where
maintenance and replacement of equipment might be needed or possible
improvements made. Transit officials indicated that these surveys were
completed intermittently as time and resources permitted.

Security assessments were also conducted as part of the overall design-
planning process which preceded the construction of four of the newer
transit systems in our study. Assessments focused on strategies for
deterring crime, detecting criminal activity, and avoiding injuries or
losses in the transit system through the integration of architectural fea-
tures, security devices and technologies, and operational procedures. In
the other, older transit systems in our review, officials indicated that
security was not a consideration at the time these systems were built.
but that security considerations were included in the design of recent
rehabilitation and system-expansion projects.

All the transit systems included in our study had formal plans and pro-
cedures for responding to emergency situations. Emergency response
plans were tailored to individual systems and to the personnel responsi-
ble for carrying out the plans, but all tended to address situations that
posed a major risk to the safety of one or more of the following: persons,
property, and system operations. These plans, for the most part,
included the types of response activities listed in the UMTA emergency
preparedness guidelines for rail transit systems. The tMTa guidelines
recommend that transit systems prepare procedures for

e reporting the emergency;

e evaluating and establishing the parameters of the emergency;

* e notifying emergency response organization personnel:

" e dispatching emergency response personnel and equipment to the
emergency site;

*“s coordinating the activities of all emergency response personnel;
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" = protecting passengers, personnel, and equipment at the emergency
site;

* e evacuating passengers;

" » keeping passengers, employees, emergency response personnel, and
other agencies informed; and

" e restoring the normal operations of the transit system.™™

Some transit systerms had developed special equipment or technical aids
for emergency response efforts. A few of the transit systems, for exam-
ple. had designed emergency response vehicles that could be utilized in
fighting fires, evacuating transit riders, or transporting rescue teams. In
addition, a couple of systems had created computer-based emergency-
response information systems to provide transit managers with informa-
tion that might be needed in responding to an emergency situation.

Threat Information

Local transit system officials indicated that they have not received
information concerning terrorist threats on a formal or regular basis.
This lack of information can largely be attributed to the relatively low
incidence of domestic terrorism and the lack of threats against transit
systems. Officials at only one transit system said that they had received
information regarding a specific potential terrorist threat. According to
these transit officials, federal intelligence sources had obtained informa-
tion about an international terrorist threat against a U.S. transit system
called “metro.” Since this “'metro’’ system was not specifically identi-
fied, a number of transit systems around the country were informed of
the potential threat.

The transit police officials we interviewed stressed that they had main-
tained contact with other municipal and federal law enforcement agen-
cies in the course of regular crime prevention activities. This interaction
had occurred through work on joint investigations and joint planning
efforts for special events, and through interagency groups such as pro-
fessional law enforcement associations that met to discuss crime-related
issues. Transit officials felt that if an actual threat were identified by
another law enforcement agency. the intelligence information would be
shared in a timely manner with officials at the transit svstems. Officials
at one transit system, however. expressed some concern over the fact

W T Hathaway. S.H. Markos. and R.J. Pawlak. Recommended Emergency Preparedness Guidelines
tor Rail Transit Systems. 'MTA-MAO6-0152-85-TTWashington. D.C- U-S. Department ol Transporta-
tion. Julv TOR6). pp. 2-1 and 2-2
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that federal law enforcement agencies such as the rBI have not tradition-
ally been very cooperative with local agencies concerning the sharing of
intelligence information. These officials felt that information would
probably be shared, but only at the discretion of the federal agency and
based on its judgment of the requesting official’s need to know.

Identification of
Vulnerabilities

The critical and vulnerable components of transit systems as described
by officials in our study are summarized in table 3.2. Officials identified
these components on the basis of familiarity with their transit systems
rather than as a result of any structured assessment. There was little
differentiation by transit officials concerning what was viewed as criti-
cal or vulnerable, or both. Criticality was discussed in terms of two ele-
ments: the level of impact on people (either the public or emplovees) and
on the system itself.

Table 3.2: Risk Assessment of Transit
System Components?

Criticality or level of

impact
Transit components People System Vulnerability
Stations . - High® o - nghkgw
Rail B - o T
Track o T tw g
Cars ) High' ) Low r—;@; -
Maintenance yards Low Medium Meaum
Switching stations ~low  Medum  Medum
Electric power ) B - -
Source for system ) Medlumm ‘ nghw ) "Vé&uﬁ%‘"”"" i
Substations - ~ Llow  Medum  Medum
Command control center Low™ Jiﬁik::'g'h)i N Ec;v;/rii o
Revenue collection facihties Low’ Medwm  Low
Bridges. tunnels ) © Medium  Medium Medium
Fans. vents. and emergency hatches ) Low »¥T\/7!7éa|'um Medlum

“These ratings are based on our assessment of the information coliected from interviews with trarsit
officials avallable literature and observations during site visits

“Depends on what time of day incident occurs Greater impact would be experenced during rush hous
than non-rush hours

-Depends on the locatior In the system where an incident occurs An incider’ at a crossover or mair
junction would have greater impact than one at ar outlying station or track segmen: Also depends or
the alternatives avalable. such as regundancies. rerouting capabiliies and other factors

“Affects employees only
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Transit officials identified rail stations and rail cars as the areas where
transit patrons are concentrated within the system and therefore where
the greatest potential for personal injury would exist if an incident such
as a bombing took place. Depending on the timing and location of an
incident, the level of effect could also be high if certain other compo-
nents were the target. A bombing of a tunnel or bridge. for example.
could cause a high level impact if a train full of riders happened to be
caught in that section of the system when the incident occurred.

When disruption to the system was considered by the transit officials
we interviewed, they identified the primary sources of electric power to
the system and the central command control center as critical elements.
The electric power source was considered critical because of the transit
svstems’ dependence on electricity for operating the trains. The central
control facility was considered critical by transit officials we inter-
viewed because that is where train traffic is controlled, track power is
monitored, communications to train and station operators and to the
public are carried out, and where any response to emergency problems
tvpically would be coordinated. Various backup capabilities were
designed into the systems, but they are not usually automated or cen-
trally located. Track switching, for example, could be carried out on the
system. but in order to do so it would be necessary to manually activate
the switches at various track locations. Another critical component men-
tioned by transit officials was those centrally located stations or track
segments that, if damaged, would limit traffic on other sections of the
system. However, the degree to which such a component was considered
critical depended on the particular transit system’s ability to reroute
traffic.

With respect to vulnerabilities, officials considered factors such as
access to and the lack of protection for various transit elements. Offi-
cials at our study sites considered transit systems to be highly vulnera-
ble to damage or disruption from a terrorist attack. This view was based
on the fact that transit systems are extensive networks that cover large
geographic areas, transport large volumes of people within concentrated
timeframes and, for the most part. have not been designed to protect
against terrorist threats. Transit systems are closed in the sense that
access to them is gained by purchasing a ticket; however, theyv are also
designed to allow for easy access and use by the public. Thus. if a terror-
ist wanted to attack a transit system. it would not be difficult to gain
access to the system and select a target from among numerous alterna-
tives. Particular components identified by transit officials as vulnerable
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were rail stations, track areas, and rail cars. The fare collection and cen-
tral control facilities were considered less vulnerable targets because
they had been secured. Some transit components were also considered to
have differing criticality and vulnerability factors. Rail tracks. for
example, had a high vulnerability rating but low criticality with respect
to the potential for impact on the public,

Summary

Transit officials at all but one of the transit systems in our study had
not conducted formal risk assessments that addressed the terrorism
threat. Some examples of risk-assessment efforts that focused on other
criminal threats were evident, however. These included various security
surveys of selected transit facilities and security assessments of newer
transit systems to integrate crime prevention considerations into design
plans. In addition, plans for responding to emergency incidents were
available at all the systems we visited.

For the most part, local transit officials had not established a structured
process for identifying components of their transit systems that would
be considered critical or vulnerable, or both. in relation to terrorist
attack. However, these officials did provide information on those com-
ponents of their systems that they considered critical and particularly
vulnerable. Officials characterized transit systems in general as highly
vulnerable to terrorist attack. This view was based on the fact that
transit systems are extensive, unprotected networks within which large
numbers of people are concentrated.

L gy
Selection Factors

Evaluation question 4 was what factors—such as costs, safety, impacts
on civil liberties or on the environment—are considered when selecting
antiterrorism strategies? Transit officials at the systems we reviewed
noted that strategies specifically designed to prevent terrorism have not
received much consideration in security planning due to the fact that
transit officials have felt relatively little concern about the threat of ter-
rorism. These officials pointed out, however, that even if the threat of
terrorism were to increase, it would still be difficult. costly. and perhaps
impractical to implement certain preventive measures. Any attempt to
screen transit passengers to detect explosive devices or weapons, for
example. would very likely be too disruptive of normal operations. Simi-
larly. the level of security that would be needed to protect against an
armed terrorist assault probably would exceed the resources or capabili-
ties of transit systems, according to the officials we interviewed. One
official described the problem in this way: The purpose of a terrorist
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attack might be to strangle the transit system, but it is possible that the
security measures implemented to prevent such attacks would achieve
the same purpose.

Cost and Applicability

We did not find evidence of a structured selection process at transit sys-
tems for choosing among alternate risk-reduction strategies for security
against crime. The costs of risk-reduction measures. their possible
impact on safety, and their practicality in relation to system operations
were factors most often mentioned as considerations in the selection of
security measures. Requests for security equipment or resources usually
competed with the requests of other transit system components in the
budget process. Several transit officials we talked with thought that
security was viewed as less important than other activities more directly
involved in transit operations. The cost and effectiveness of any pro-
posed activity were important, according to officials we interviewed,
because reductions in federal mass transit grants, along with rising
operating expenses, had imposed general restrictions on spending for
transit systems.

Transit officials identified different sources from which they had
obtained information on security measures and technologies. In many
cases, they relied on the experience of other transit systems and the
expertise of professional security contractors. Officials provided exam-
ples of instances when they had contacted other transit systems to learn
about a particular security technology, such as ccTv. or had requested
information on strategies for dealing with particular criminal threats.
Transit officials pointed out that security information was often shared
through contacts made at meetings of the American Public Transit Asso-
ciation, other professional associations (such as the American Society
for Industrial Security), and through informal contacts among transit
officials. In addition, at four of the transit systems we visited. officials
stated that they had some staff who were specifically knowledgeable
about various security technologies.

Concern for Civil Liberties

The use of cCTV provides an example of a technology—either in use or
considered for use in all of the transit systems we visited--that poten-
tially intrudes on civil liberties. Factors mentioned by transit officials as
contributing to their decisions to use CCTV systems for security included
practicality, cost. and maintenance considerations; consideration of the
effects of CCTV use on civil liberties plaved a minor role in their
decisions.
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In five of the transit systems where CCTV was used. officials advocated
its use because they felt CCTV increased monitoring capabilities and pro-
vided some deterrence against crime by its very presence. In three other
transit systems, CCTV was considered for security but was either not
used or only used on a limited basis due to a lack of clear lines of sight
and problems in integrating CCTV equipment into the existing transit-sta-
tion setup. At one of the transit systems. officials were also concerned
about vandalism and the adequacy of response capabilities as theyv were
associated with the use of a CCTV system.

We found that the possible impact of security measures on the civil and
constitutional rights of transit patrons or emplovees was not a major
factor in the selection of risk-reduction strategies. At two transit sys-
tems in our study, there was mention of concerns on the part of transit
employee unions over the use of security technologies that were consid-
ered intrusive. In these cases, the unions had objected to the use of ccTv
to monitor transit workers on the job. According to transit officials,
these concerns had some influence on the placement of CCTV cameras in
transit stations. This attention to union concerns. however. was distinct
from any awareness regarding the civil liberties of the public. We did
not find this latter concern to be an important selection consideration
for any of the transit systems in our study.

Summary

The officials in the mass transit systems we examined had not imple-
mented any specific antiterrorism strategies and also had not developed
a structured process for selecting risk-reduction strategies applicable to
terrorism or crime threats. But factors such as cost, safety, and practi-
cality of proposed security measures received some consideration by
decision makers. However, the civil and constitutional rights of transit
patrons and employees received only minor attention from those
involved in the selection of security measures.

Risk-Reduction
Strategies

Evaluation question 5 was what risk-reduction strategies are being
used? (Strategies include structural, design and space use aspects of
facilities; policies and procedures; and security measures involving per-
sonnel. systems, and equipment.) In the transit systems we reviewed.
risk-reduction strategies consisted of law enforcement activities, physi-
cal security devices and technologies. and system-design-related compo-
nents. We found little variation in the general strategies being used
across the sites in our study. Some variation, however. was evident in
the extent of use of security measures and the placement of security
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devices in the different transit systems. The transit officials we talked
to indicated that it was not practical to provide a high level of security
protection for all elements of their transit systems. Implemented secur-
ity measures focused on components viewed as critical and those where
security problems may have been identified during risk assessment or
planning.

Law Enforcement

Law enforcement services at our study sites were provided through dif-
ferent organizational arrangements. Five of the transit systems had
their own in-house transit police force, two had a designated transit
police unit provided by the municipal police department. and one system
had both. Six transit systems also used contract guards to supplement
transit police units. Guards were used at one system to monitor rail sta-
tions and at the other systems for property protection and revenue-col-
lection purposes.

The transit police forces we observed operated in a fashion similar to
that of regular municipal police forces. Officers received both basic law
enforcement training and special transit police training to familiarize
them with the transit environment and transit security problems.
Transit officials believed that a uniformed police presence in stations
and on trains was very important and acted to some degree as a deter-
rent to crime. Regular patrols by police officers were carried out in all
the systems we visited and often were supplemented by plainclothes
details.

The transit police officials we talked with had established plans and
procedures for several types of incidents, including serious situations
like bormb threats or hostage takings. These officials indicated that if
serious incidents occurred, they would generally depend on support
from tactical-response units (bomb disposal squads and “‘SWAT"" teams)
called in from local law enforcement agencies or, in some cases, from
nearby military bases. One of the transit systems in our study had its
own "“sWaT" team. Officials at this system thought that it was important
to have such a team available because its members were more highly
trained than a normal "'SWAT" unit in tactical-response measures
designed for use on a transit system. This training included techniques
for approaching trains undetected. gaining access to barricaded trains.
and using weapons effectively in a transit environment.

All of the transit systems we reviewed had been targets of bomb threats.
According to officials we talked to, the number of bomb threats that had
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occurred in the past ranged from a few per year at three of the systems,
to a dozen or more per year in the other systems. Transit officials indi-
cated that all threats were taken seriously but that response actions
were generally undertaken only when there was sufficiently detailed
information about the bomb threat. This detail tended to include infor-
mation on the time and location of the intended bombing. Transit offi-
cials emphasized that there were no absolute rules to follow in

it wac nfto ttor nf nidging
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whether to take no action or to respond by conducting searches, closing
stations, rerouting trains, or evacuating trains and stations.

Physical Security Some examples of the security equipment and technologies in use on the

Measures various transit systems we visited are provided in table 3.3. Several of
these devices (such as fences, gates, lighting, and locks) are fairly stand-
ard in the security and safety field and were used extensively in the
transit systems in our study. Other devices (such as CCTv, intrusion-
detection alarms, and access-control measures) were not in widespread
use in the transit systems we reviewed.

Table 3.3: Examples of Security Measures Used at Transit Systems in Our Review

general category Type of measure Particular measure
Law enforcement activities Police patrols Uniformed
(Routine and special) Plainclothes
Canine units

Physical security equipment Closed circuit television

Constant monitoring. video recording capability: alarm-
activated. monitored safety zones

Intrusion-detection alarms

Electro-mechanical
Microwave
Ultrasonic

Access control for non-public areas

Employee ID badges: magnetic-card key: employee sign-in
procedures: fences and gates, locks. vaults

Communications

Radio; public address system: emergency station and rail car
phones: train-approach annunciator system; sitent alarms

Open-site stations: unobstructed views: barriers: elevated
guideways. ighting

Excess train capacity. spare parts

System and design-related Design
components
Redundancy
Matenals

Vandal-resistant stations ana rail cafs builet-resistant station
booths
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Transit officials emphasized that there traditionally has been a strong
overlap between the areas of safety and security on transit systems. A
key distinction between the two areas is that security relates to inten-
tional threats or acts while safety relates to accidental events. One illus-
tration of the overlap between safety and security functions is the use
of CCTV transit station monitoring in the transit systems we visited. CCTV
provided station operators or viewers in a command control center with
the capability to monitor potential criminal acts against transit patrons
or property. At the same time, CCTV also enhanced safety by providing a
better means for assessing crowd size and activity and for monitoring
safety violations.

We found that transit systems used cCTV within transit stations to moni-
tor platform areas, fare collection machines or ticket booths, and station
access points. Transit officials in these systems considered cCTV to be an
important means of preventing station-related crimes such as fare eva-
sion, vandalism, robbery, and assault. Officials emphasized, however,
that ccTv systems must always be linked with an adequate response-
force capability in order to be effective in crime prevention. In one
transit system, CCTV was relied upon almost exclusively in selected sta-
tions where there were no transit employees assigned to operate the sta-
tions. At these stations, transit police officials had established “'safety
zones,’’ monitored by CCTv cameras, where patrons could stand while
waiting for a train.

Other examples of security measures used in the transit stations in our
study were enhanced lighting, gates to block off closed station entrances
and to keep unauthorized persons from entering track right-of-ways,
fences or barriers around station perimeters, and alarms on fare card
machines, ticket booths, and emergency exits. In some stations, operator
ticket booths were hardened with bullet-proof material and equipped
with silent alarms for use in emergencies. Public address systems were
standard equipment in most transit system stations as were radiotele-
phones for use by transit employees.

Enhanced security measures were evident at the fare collection facilities
and the command control centers of the transit systems we reviewed. In
both transit components, entry-control measures were used to confine
access to authorized personnel. In several transit systems, these meas-
ures included formal sign-in procedures and the use of card key or com-
bination access locks. In the fare-coliection facilities, measures to protect
against theft included cCTV to monitor access points and employees han-
dling revenues. vaults to store collected revenue, and alarms on access
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points to detect attempted break-ins. In several systems, fare-collection
emplovees were also required to wear pocketless uniforms or work with
a partner to discourage misappropriation of revenue.

System-Design-Related
Components

A number of the transit systems we reviewed had examples of design-
related elements that helped to reduce the vulnerability of the system to
damage or disruptions. (See table 3.3.) Redundancy and excess capacity
were built into most of the systems in our study to allow for the continu-
ation of train service if some segment of a system network was dis-
rupted. Types of redundancy included train rerouting capabilities and
the use of bus "'bridges™ to bypass breakdowns that might occur on the
system due to train malfunctions, power outages, or maintenance work
on a rail line. The ability of a system to overcome such problems
depended in part on the size of the system and the linkages among
existing rail lines. In fact, officials at one transit system believed that
their system was so extensive that it would be very difficult to shut
down completely. The ready availability of a supply of spare parts also
contributed to a transit system'’s ability to more rapidly restore dis-
rupted service.

The use of damage-resistant materials in the construction of transit
facilities was also considered an important risk-reduction element.
Transit officials that we talked with pointed out that transit stations
and other system components were not initially designed to protect
against bombing incidents. In most transit systems, however, certain
components (such as underground stations and tunnels) were designed
with a high degree of structural support. In some systems, these compo-
nents were designed to withstand natural disasters such as earthquakes
and floods. Concern about crime prevention also has influenced the
design of several newer transit stations and train cars that feature unob-
structed views and uncluttered spaces. Transit officials felt that these
design features eliminated many locations where bombs could be
hidden.

Summary

A combination of security personnel. equipment and technologies. and
design features were used by the transit svstems we reviewed to address
criminal threats and emergency situations. Law enforcement services
were provided by in-house transit police forces or by municipal transit
police units. Standard security devices such as fences, gates. and light-
ing were found on all systems: the use of alarms. cCTV, and entry-control
measures was less widespread. Transit officials also noted that it was
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Evaluations

not practical to attempt to protect all elements of a transit svstem. In
critical areas of the system and in areas where particular security prob-
lems had been identified. enhanced security measures were used.

Evaluation question 6 was how are the implemented risk- reduction
strategies evaluated concerning their technical performance. operational
effectiveness, and possible intrusiveness on civil liberties? The transit
systems that we reviewed did not have structured evaluation plans or
programs to test existing risk reduction strategies. Technical perform-
ance tests were rarely conducted to determine if security devices were
working properly. and operational effectiveness tests were not routinely
completed to determine if existing security measures provided the pro-
tection that they were designed to provide. Some examples of evaluation
studies and exercises were described by the transit officials we inter-
viewed. but these either addressed particular security areas that were
identified as problematic or were conducted in response to some major
incident on the system, such as an accident. In one transit system, for
example, a consultant team with experience in corporate security was
brought in to review the fare-collection process. At another transit sys-
tem, a study was conducted to assess the effectiveness of existing law
enforcement protection on the system and to determine whether alter-
nate strategies were needed. A major tunnel fire on one system and a
snow emergency on another were the subjects of studies to assess the
adequacy of emergency-response efforts.

Emergency Response
Testing

Transit officials at all the systems in our study indicated that thev had
conducted regular emergency preparedness drills and exercises for
reacting to incidents such as fires and transit accidents. These exercises
were viewed by transit officials as an important means of testing emer-
gency preparedness plans and procedures. training employees and sup-
port agencies. and improving interagency coordination efforts. In
several systems, “worst case’’ accident scenarios were included in these
exercises. Exercises were usually conducted during off hours when
transit svstem operations would not be adversely affected.

We found only a few examples of exercises involving terrorism related
threats. The one transit system that had its own "swaT™ team conducted
periodic exercises involving terrorism-type scenarios such as train hos-
tage rescues. Another transit system had participated in a terrorism-
response exercise imvolving several local and federal law enforcement

Page 73 GAO. PEMD-88-22 Domestic Antiterrorism Efforts at Selected Sites



Chapter 3
Mass Transit Antiterrorism Practices

agencies. This “command post” exercise was organized to test coordina-
tion efforts among agency participants. While these exercises served as
a means of evaluating emergency-response capabilities. they did not
include an assessment of measures designed to prevent unwanted
occurrences.

The related issues of the possible intrusiveness of risk-reduction strate-
gies and their impact on civil liberties were not addressed by any transit
system evaluation effort. Transit officials were not particularly con-
cerned about intrusiveness, in part because they had not received any
complaints from the public about this issue. Most of the complaints
received, either through letters or phone calls, involved requests by
patrons for more security on transit systems.

Summary

Evaluations of risk-reduction strategies were not performed in any rou-
tine fashion by the transit systems in our study. We found some exam-
ples of security studies that were conducted to address specific security
problems (such as protection of fare-collection facilities) and a few stud-
ies that followed major incidents (such as accidents on the system).
Emergency-response drills and exercises were conducted in all the
transit systems we studied. These exercises were viewed by transit offi-
cials as an important means of testing existing plans and procedures for
reacting to major incidents. However, we found no effort either to deter-
mine systematically the effectiveness of risk-reduction strategies or to
explore the possible effect of those strategies on civil liberties.
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In this chapter, we examine our two case studies in relation to each
other in order to compare and synthesize our findings. These two case
studies—federal courts and mass transit systems—were selected
because of their differences with respect to operations, government
involvement, security threats, and public use. In view of these differ-
ences, it is not surprising that we also found differences in the level and
type of antiterrorism practices in place. In the courts we reviewed, offi-
cials had an awareness of terrorism and other high-risk threats. These
concerns had led to the development of a process for assessing risks and
planning risk-reduction strategies, and to the use of more stringent
security measures in the court facilities we visited. In contrast, we found
that transit system officials had minimal experience with terrorist-
related incidents, had little sense of an imminent terrorist threat, and
had not established a structured planning process nor implemented risk-
reduction strategies that specifically addressed terrorism. The major
similarities and differences that we identified in the antiterrorism prac-
tices at the federal court and mass transit facilities in our review are
summarized in Table 4.1 and are highlighted in the following sections of
this chapter.
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Table 4.1: Antiterrorism Program Elements and Their Implementation

Program element

iImplementation

Courts

Transit systems

Role and responsibilities

Feaeral

USMS has major role but other federal agencies. from
both the executive and judicial branches. share
responsibility for security policy at the national level

No direct federal responsibifity for securm UMT
provides oversight and technical assistance

Local

Implementation responsibility at distrnict level involves
several agencies and various court members

Local transit authorrtres have prrmar» responsrbrlrtv ror
safety, security. and emergency preparedness

uenerat observations

Specific policies and programs exist to address
security threats. including terrorism

No major polrcres or programs to address terrdrrsm but
UMTA technical assistance project planned

Some 1ssues addressed but coordination, resources.
and implementation problems remain. including
confiicts between USMS and GSA over perimeter
security

Fsérceptnons of terrorism
threats

Specific terrorism
threats

Moderate awareness of threats based on history of
actual threats against courts generally

Little awareness of exrsutrrrg threats based on minimal
expernence with threats

Experience with high-risk trials varied across districts

Terronsm in relation to
other security issues

Ongeing concerns with other threats. including high-
nsk trials. disgruntled litigants. and demonstrations

Treatment of terrornsm as rare emergency event similar
to accidents and disasters

Risk assessments

Terrorism risk
assessments

Threat validity assessed by TAD special surveys
performed for high-risk situations. including terrorist
threats

Only one transit svystem had performed a terrorism
assessment

Helated assessments

Regular security surveys conducted by districts

Other activities conducted 1o address crime secunty
surveys of selected transit facilities and security
systems design planning

Emergency response plans developed

Emergency response pians developed

Generai observations

Formal USMS and GSA processes for assessmg threat
and planning security measures. but implementation
varied across districts

No structured process for assessment of threats
criticalities. or vuinerabilities: informal. ad hoc sharing
of threat information and knowledge of cntical and
vulnerable elements

éeléétron factors

Centralized selection through USMS: some national
guidance and standards but also some discretion in
implementation at the district level

No federal gurd;nce. no identified structured selection
process at local transit authorities

Securrty competes with other operatronal components
in local budgetary process

Issues consrdered

uenera! observanons

Increasing threat ievel warranted standardized basic
security and enhanced security for high-nisk tnals

Cwvil iberties practrcahty costs. and technical quanty
consigdered important

Concern with marmammg a secure environment
without unduly affecting the operations. conduct. and
integnty of the judicial process
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Threats did not warrant additional measures

Costs and safety considered n selection of crime
reduction strategies

Secumv secondary to main ooeratrons recognition
that antiterrorism measures difficult to implement in
'ransrt envrrommen wrmout major etfect on opera 1ons

(continued:
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Iimplementation

Courts

Program element
R.sk-requc: 1on stratemes

~ Standard secumy package for low to moderate level
threat

Standard basic
measures

Reliance on secunty persormel equipment and
~technoiogies. and design features

t’Tf’*a’V’QO measures

Ennhanced secunty for high-nisk situations

Protective measures stressed but secumy remains
problematic due to lack of coordination among

General observations

Transn systems

mtegratlor of secunty personnel eouvpmem ang
design features for r cnme preventior

Greater emphasvs on emergency preoara 1ons to
_respond to and recover from mcrdents

" Additional measures employed for specwa! evems

Emergenc, preparedness stressed protective
measures difficult to implement in a network system

.aluations
Effectveness

n

rformance

implemented on regular basis

agencies and to open nature of the courts

Exercises and dril's conducted to test emergency
response plans but mot prevermve measures

No examples of securnty system tests identified: some
examples of studies to address specific secunty
problems

Secunty inspection program developed but not

Some testing of secunity equipment by dlstrlct court
personnel

v\/ll hbemes

No assessment of impact on civil liberties Nec assessment of impact on civil iberties

General cbservations

Effectiveness of current secunty unknown due to lack
of evaluation

Effectiveness of current securnity unknown due to lack
of evaluation

Roles and There is a direct federal responsibility for the safety and security of the
vl federal judicial system. A history of various threats against the courts
ReSpOHSIbllltleS has raised levels of awareness towards security among agency adminis-

trators, resulting in the development of policies and programs to address
a broad range of threats, including terrorism. Although the UsMs has the
principal responsibility for the protection of federal court facilities and
their employees, other agencies of the executive and judicial branches of
government assist in providing security. Due to the location of courts
within federal buildings. Gsa has responsibility for perimeter security
and for the building in general. At the local district-court level, further
responsibilities for implementing security provisions are delegated to
the marshal and to various members of the court.

Since the transit systems that we visited are owned and operated by
regional or local quasi-public agencies, roles and responsibilities for
security, safety, and emergency preparedness reside chiefly with the
transit systems themselves. We found that transit system officials gen-
erally had not defined any specific plans or programs for terrorism pre-
vention or response within their organizations, but that they had done
so for transit crime, accidents, and other emergency situations. At the
federal level, UMTA has traditionally provided some financial and techni-
cal assistance to local transit authorities. but the agency has not estab-
lished policies or programs to address terrorism. A growing awareness
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of the threat of terrorism by officials in UMTA's Office of Safety, how-
ever, hasled to a recenuy initiated transit terrorism pldﬂnli‘lg pl‘UJeLL
that may provide local transit system managers with basic information

on strategies for the prevention of and response to terrorism.

The numerous agencies and individuals involved in providing security to
the federal courts have raised concerns about the coordination of roles
and responsibilities and the allocation of resources. While interviewees
noted that improvements have been made with respect to the coordina-
tion of the agencies involved, conflict still remains, particularly about
the issue of perimeter-security responsibility. In the transit systems we
reviewed, coordination appeared to be less of a problem, but this may be
due to the fact that transit systems are largely autonomous organiza-

tions. Transit systems had developed agreements with municipal agen-

cies for law enforcement and emergencv-resnonse assistance. Several

T3 iz A2l LRanalat QLA TAUTL /UANRL Y TA TS PUVIWST QISiSLas VDT VL

transit systems relied on these outside agencies for day-to-day security,

and all trangit gugtamg raanivad thair aggigrtanan in ragnanding +a firag
aitl ail L alidit Sy SLTiiD 1cyuircu their assistance in ITTOpUILIULILE to tires

and accidents when they occurred. As a result of frequent contact
between transit systems and outside security agencies, certain coordina-
tion problems may have been overcome or minimized. However, the
transit systems we visited had not been faced with the high-risk situa-
tions found in many of the court districts we visited, and therefore these
systems had not needed to rely on outside agencies for special assis-

tance, a relationship in which coordination problems can arise.

Threat ?erceptions

The court officials that we interviewed in our study considered the
threat of terrorism to be one of several serious threats against the
courts. These officials expressed concerns about high-risk trials involv-
ing terrorist groups, organized crime figures, and drug traffickers. In

addition, they also included threats from disgruntled litigants involved
in civil or eriminal trials. threats from individuals who mmhr target

a2 L0 L4 AdlIIGRL LI aki3, LIUTGRUVSY 220V MaitVitlilials v /Y

courts because of some unrelated grudge against government institu-

tinng and thraate nagced hvy mithlie Adamongtrationg in tha catagaryv of
Liviig, ajlu uuuacard PUDCU U.y Puull\. uxcitivitour ariviiwn 11t LllC Lab(.«6Ul Yy U

serious threats. \elghborhood crime and emergency events such as nat-
ur d.l UISESLGTS dlLllngll Ul Some concern., were uueatﬁ Ul lt’Sb lmp(u-
tance to most of the court officials we interviewed. Court officials’
perceptions of threats were associated with the actuai threat situations
that had occurred in their districts. For example, one court district had a
high number of ongoing high-risk trials and characterized the threat of
terrorism as a continuous one against the entire district court. while
other districts had occasional high-risk trials that posed only a periodic

threat to certain court members.
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Risk Assessments

We found that transit officials at the eight mass transit systems in our
review had a general awareness of terrorism but that they viewed the
threat of terrorism against transit systems as minimal. This perception
was largely based on the relative lack of terrorist threats or incidents
directed against transit systems in the past. Transit officials tended to
lump terrorism together with other types of emergency situations and
expressed a much higher level of concern about transit crime in their
systems. Crimes against transit patrons (such as robberies or assaults)
and crimes against transit property (such as fare evasion or vandalism)
were generally considered serious problems by transit officials, along
with emergency events such as fires, accidents, and natural disasters.

In the courts, we found a structured planning process, although one that
was not uniformly implemented across the court districts we visited.
The 1982 Attorney General’s Task Force on Court Security identified a
number of security problems, which led to the establishment of several
USMS court-security planning activities. These included a special threat-
assessment group to validate court district threats, a court security-sur-
vey program to inventory building features and identify court areas vul-
nerable to intrusion or disruption, and the development of written plans
for meeting security needs. For high-risk situations, additional security
surveys were conducted with greater attention focused on potential vul-
nerabilities and the adequacy of existing security measures. GSA also has
a process in place for assessing risks to federal buildings. The compo-
nents of this process include the assignment of criticality rankings to
federal buildings based on occupant functions and property value.
security surveys to identify vulnerabilities, and a computer-based risk-
assessment matrix to determine security needs.

We found only one example of a transit system risk assessment that
focused on terrorism. In the other transit systems in our review, we
identified a limited number of examples of risk assessment activities
related to other threats. such as crime. These included security surveys
of various transit facilities and security-systems studies completed for
the design of certain transit systems or system extensions. Transit offi-
cials indicated that threat information has typically been exchanged on
an ad hoc basis through informal contacts with law enforcement agen-
cies and that the identification of critical and vulnerable transit system
components has been determined largely through transit officials’ famil-
iarity with their systems rather than by any formal assessment process.
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Although transit system officials generally did not consider the threat of
terrorism in their planning, certain of the planning activities we identi-
fied may have some application to antiterrorism strategies. The transit
systems we reviewed, for example, have established a structure for
responding to emergency incidents. Emergency-response plans have
been developed, coordination with various municipal agencies has been
set up, and drills are conducted regularly to practice existing plans and
procedures. These activities are similar to the kinds of strategies that
would be employed in responding to certain tyvpes of terrorist incidents.
A train fire, for instance, that results from a mechanical failure, or one
that results from a terrorist bomb explosion, and a bomb threat from a
disgruntled employee versus one from someone claiming to represent a
terrorist group, are types of emergencies that would require a similar
kind of immediate response, regardless of the fact that the causes of the
incidents are different. (However, those attempting to effectively
resolve a terrorist incident may need to devote more attention to the
question of motives.)

A focus on emergency-response planning may be a reasonable approach
given the open nature of transit networks and transit officials’ current
perception of the terrorist threat as minimal. Further efforts to imple-
ment preventive security measures may be unwarranted unless the level
of threat increases. However, the lack of risk assessments focused spe-
cifically on terrorism makes it difficult to know what different levels or
types of security measures are needed for different threat levels. Once
risk assessments are conducted, transit organizations may find that
existing measures are enough or that only minor modifications are
needed to enhance security. The ongoing effort by U"MTa to provide infor-
mation about terrorism prevention and response to local transit authori-
ties may result in more risk assessments and further efforts to address
identified risks.

In the district courts, we also found emergency response plans. but there
appeared to be a greater emphasis by officials in this sector on the
development of plans and measures to prevent incidents. While the dis-
trict courts had not developed strategies specifically designed to prevent
terrorist incidents. officials did recognize different levels of threat,
including high-risk situations such as terrorism trials. The planning
activities for these high-risk situations appeared to be similar to the
planning that would be conducted in an antiterrorism program; what
may perhaps be needed is additional consideration of terrorist motives
and methods.
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In the courts, security was viewed as an important function by officials
we interviewed. Of special concern to court officials was providing a
secure court environment without affecting the operations. conduct, or
integrity of the judicial process. Court officials pointed out that due to
the open nature of the.court system, where the right of public access
must be maintained. it has been difficult to implement a high level of
security protection. In addition, because court facilities were not origi-
nally designed to address current security threats and because many
courts are located in multi-tenant buildings, there have been problems in
achieving improvements in security.

The UsMs has played a central role in the selection of security measures
and technologies and in the allocation of security resources to the dis-
tricts. At the district level, court members have some input in the selec-
tion process for security measures to address their site-specific security
problems. As was true in the case of the transit systems, the court sys-
tem’s budget process was found to be an important factor in determining
what level and type of security could be used, even though funds were
specifically earmarked for court security by the judicial branch of the
federal government. In addition to cost, the practicality and technical
quality of security measures also were considered important by program
managers. In order to make determinations about technical quality, UsMs
staff have conducted informal assessments of security equipment and
have also relied on test and evaluation information supplied by other
federal agencies.

Transit officials indicated that strategies to protect a transit network
specifically against terrorism have not received much consideration
because of the lack of a serious threat climate. Officials pointed out that
even if the threat of terrorism were to increase, thev did not know what
kinds of preventive measures could be implemented without seriously
affecting normal transit-system operations.

We also found that the transit systems in our review did not have a
formal set of procedures for selecting preventive security strategies to
address more common threats. Security-staff proposals for equipment or
resources typically competed with other transit system functions in the
budget process. Transit officials we interviewed frequently considered
security secondary in importance to the activities that directly support
transit operations. Trade-off factors considered when crime-reduction
strategies were being selected most often included cost and safety. In
several transit systems in our review, safety officials reviewed security
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Risk-Reduction
Strategies

proposals to identify potential safety problems. In contrast to this con-
cern for the physical safety of transit system riders, the civil and consti-
tutional rights of the public received only limited consideration in the
security-system selection process.

In the courts, we found a standard set of security measures in use to
address low to moderate level threats and various enhanced security
measures for serious threat situations. As in the transit systems, secur-
ity measures in the court facilities in our review included a combination
of security personnel, equipment and technologies, and design-related
features. In the court districts we visited. there appeared to be some
differences in the level and use of security measures. These differences
may have reflected variations in actual and anticipated threats, site con-
figurations, resource availability, and willingness or method of
implerentation.

All the court districts in our review used deputy marshals and court
security officers with special qualifications for guard and patrol duties
and for general protective services. Some examples of security equip-
ment we were shown were locks, alarms, cCTv, and card entry-control
devices. In addition, access-control systems consisting of magnetometers
and X-ray machines were used in six of the seven court facilities to
screen building visitors. Examples of enhanced security measures for
high-risk situations included the use of dual screening systems at both
building and courtroom entrances, greater numbers of security person-
nel, personal protective details for members of the court, and physical
searches of court facilities.

The transit systems in our review used a combination of law enforce-
ment personnel, security equipment and technologies, and design-related
features to respond to transit crime threats. The basic strategies in use
were fairly similar across the systems we visited, but we found some
variation in the application of security measures to different transit sys-
tem elements. Where security problems were recognized as part of plan-
ning or transit components were viewed as critical to operations,
enhanced security measures were used by transit officials. Law enforce-
ment services were provided either by in-house transit police forces or.
as we found in a few systems, transit units from municipal police forces.
Municipal law enforcement agencies also provided backup assistance to
transit systems for crime prevention and response as well as tactical-
response support for high-risk incidents such as bomb threats. Security
equipment such as fences, locks, and lighting was used extensively in
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the transit systems we reviewed, and equipment such as cCTv, intrusion-
detection alarms, and entry-control devices was found in most systems
but was employed less extensively. A limited number of design-related
elements (such as track redundancies, stocking of spare parts. and unob-
structed transit station views) were also identified as being applicable to
security issues.

We found that formal evaluations of performance and effectiveness
were not routinely conducted in the court districts we reviewed. The
USMS has established a court-facility security inspection program, but it
had not been implemented in the districts we visited. Some security
assessments were conducted as part of the security planning process,
particularly for high-risk situations. In the special security surveys con-
ducted for high-risk threats, we found a small number of cases where
security measures had been tested to determine vulnerabilities. Court
officials in several of the districts in our review also indicated that
security personnel informally test security equipment to determine if
equipment was functioning properly or in need of maintenance. We did
not find the issues of intrusiveness in particular or civil liberties in gen-
eral to be the focus of any evaluation efforts in the courts.

The transit systems that we reviewed also did not have plans or pro-
grams to routinely test the performance or effectiveness of existing pre-
ventive measures. We found some examples of studies conducted to
assess selected security strategies, such as fare-collection protective
measures. These studies were conducted on an as-needed basis in
response to identified security problems. Transit systems did have pro-
grams of exercises and drills to test emergency preparedness plans and
procedures. In a few cases, these exercises involved terrorism-related
threat scenarios. We did not find any evidence of evaluations of the pos-
sible connection between security measures and intrusiveness or other
infringements of civil liberties.

In both the courts and transit systems, the lack of evaluation of the per-
formance and effectiveness of security measures makes it difficult to
know how well certain measures work in deterring or protecting against
identified threats. Where evaluation activities were conducted. they
tended to be responses to identified security or emergency-response
problems. A more systematic evaluation approach would provide empir-
ical information that could in turn be used to strengthen the security
planning process.
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This exploratory study has provided descriptive information on the
antiterrorism security practices found in two components of the nation'’s
infrastructure. At the present time, very little is known about what
antiterrorism efforts have been developed by other infrastructure orga-
nizations. Therefore, in this study. we have developed a framework for
conducting an assessment that could be used to examine other infra-
structure components.

Based on our review of two infrastructure components in seven cities. it
is clear that antiterrorist security is still at a relatively low level of
development, particularly in mass transit systems but to a lesser degree
in court districts too. Although they expressed some concern about the
current potential threat of domestic terrorism, transit officials have not
undertaken a concerted effort to develop risk assessment and planning
strategies that specifically address the prevention of or response to ter-
rorist incidents. District-court officials have taken some actions in these
areas. However, the paucity of studies and evaluations of existing
antiterrorist security measures means that the effectiveness of the cur-
rent systems and practices is virtually unknown. Overall. the lack of
such evaluative information regarding transit systems and court dis-
tricts makes it nearly impossible to determine what can and shoulid be
done to improve our current antiterrorism strategies and responses. and
especially how to do so in the manner that is least intrusive on civil
liberties.

Although not a major focus of this study, concerns about the availability
of expertise and technical assistance for planning domestic antiterror-
ism strategies were sometimes raised by officials we interviewed. The
responsibility for coping with the threat of domestic terrorism is shared
not only by multiple federal agencies but also by numerous state, local,
and private sector organizations. Several federal organizations have
been established to coordinate policies and programs to combat terror-
ism, but their efforts have been focused mainly on international terror-
ism and response and investigative measures. Information regarding
protective measures neither has been made available in a coordinated
manner nor has been effectively dispersed among agencies that have
responsibility for the safety and protection of people and facilities
within the United States.

We did not find any one executive agency responsible for providing
technical information and expertise to federal agencies regarding the
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Agency Comments and
Our Response

planning, coordination. and evaluation of domestic antiterrorism strate-
gies. Consequently, we found neither uniform, systematic, and compre-
hensive planning efforts nor sufficient attention being given to
evaluating the effectiveness of current activities. Furthermore, we
found no thorough study of the impact on civil liberties of these antiter-
rorism strategies.

Congressional committees that are concerned about the need for careful
planning against the threat of domestic terrorism and about the preser-
vation of civil liberties may want to request that agencies provide infor-
mation on the strategies they have developed to prevent and respond to
terrorist acts. Of special interest would be the extent to which agencies
have evaluated the effectiveness and intrusiveness of existing preven-
tive measures, not only for threats in general but also for terrorism
threats in particular. Until such evaluations of the effectiveness of
existing security strategies are conducted, it is difficult to know whether
those strategies are more or less protective than necessary. As part of
the evaluations, consideration should be given to different threat levels
so that knowledge is gained about how protective strategies can be
effective and flexible in addressing different terrorist threats. while at
the same time adhering to a consistent standard of minimal intrusive-
ness on the civil liberties of the public and employees. Congressional
committees might also want to ensure that the antiterrorism programs
that are developed are compatible with the mission and operations of
their institutions or facilities, are integrated with related functions such
as safety and emergency preparedness, and are coordinated with appro-
priate law enforcement agencies.

DOT, AOUSC, GSA. and DOJ commented on a draft of this report; their com-
ments appear in appendixes I11, IV, V, and VI respectively. Overall. Dor,
AOUSC. and GsA were in substantial agreement with our findings. DOT
found the report accurate and the findings reasonable, and AOUSC
remarked on its comprehensiveness and usefulness. DOT also highlighted
the report’s role in training and in disseminating information. which we
agree is important in raising levels of awareness about antiterrorism
measures among local transit agencies. D0J made a number of comments
that were helpful, and changes were made where appropriate.

Regarding coordination among the agencies involved in court security.
AOUSC and Gsa concurred with our observations that there are problems
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in this area, primarily at the local and regional levels. However, Gsa fur-
ther noted that disagreements were rare and quickly resolved. DOJ
stated: “‘There is no problem....” We found, however, exampiles of points
of contention, some of which had been longstanding ones, in each of the
seven court districts we visited. Problem areas included the responsibil-
ity for perimeter security, the type of security provided in parking
areas, and the level of security available after normal work hours.
Although these 7 districts were not a representative sample of the 94
federal districts, the fact that all 7 had problems suggests to us that
coordination issues need reexamination.

AOUSC, GSA, and DOJ also commented on our findings concerning the lack
of routine evaluation procedures. AOUSC agreed that more can be done in
this area and indicated their intention to work with UsSMS to develop a
realistic, formal evaluation process. GsA and DOJ, however, said that the
lack of any serious or life-threatening breaches of security indicates that
established procedures are working. Since the lack of security breaches
might be due to any of a number of reasons—for example. the rarity of
domestic terrorist incidents—we disagree that the lack of breaches is a
proof of effectiveness. Instead, we believe that the systematic evalua-
tion approach that we mention in our report is needed to determine
effectiveness.
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Comptroller General of the
United States

General Accounting Office
441 G Street, N.W.

washington, D.C. 20548

Dear Mr. Bowsher:
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June 19, 1986
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to the threat of terrcrist

activities against targets within the United States are both
adequate and consistent with constitutional principles. As
terrorist incidents involving American interests in foreign
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the security systems used and the level of 1ntrusiveness they

public, as well 315 an

i assessment of the extent to which the ettectiveness ~f such

systems have been tested, would be mnst usetftul t~ the

Subcommittee., Members ot the Subcommittoe staff have Iirsousse

; our interests In this regard with staff from your Prouram

Evaluation and Methodolngy Division

systems may De feasibi=. Given the
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components and agencies involved, however, it will be necessary
to limit the review to selected components.

This letter is to request that this work be done for the
Subcommittee. By the Fall of this year, I hope that GAO staff
will be able to brief us on characteristics of security systems
used to protect selected infrastructure components and also their
plans for the remaining work to be done on the evaluations of the
security systems. At that time we could also decide on the type
of report that would be most useful to the Congress. The
Subcommittee staff will, of course, be available to assist in
establishing criteria for selecting the infrastructure components
to be reviewed and other assistance as appropriate.

Thank you for your cooperation in responding to this
request.

Sincerely,

Don Edwards

Chairman

Subcommittee on Civil and
Constitutional Rights

DE:jdb
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Antiterrorism Programs

This appendix describes the six issues that we consider to be most
important in planning antiterrorism programs: (1) assigning roles and
responsibilities; (2) perceiving and understanding terrorism threats: (3)
assessing risks; (4) selecting alternative strategies for reducing risks; (5)
implementing risk-reduction policies and protective measures; and (6)
evaluating their performance, effectiveness and intrusiveness. Overall.
the objective of an antiterrorism program (as outlined in table II.1) is to
ensure the protection of people and facilities through the employment of
security strategies that are appropriate, adequate. and as little intrusive
as possible.

Table 11.1: Components of an
Antiterrorism Program

Program components Iimplementation issues and actions

1. Roles and responsibilities Internal planning. implementation. and evaluation
External coordination

2. Perceptions of terrorism General domestic terronst threats
threats Specific terrorist threats
3. Risk assessments Sources of potential threats

History and likely course of action
Motivation. capabibties, and attributes

Vulnerability of what is to be protected
Attractiveness (criticality or value)
Site characteristics {(accessibility)
Consequences to be avoided

4. Selection factors Costs. practicality, and safety
Technical and operational effectiveness
Intrusiveness on civil liberties

5. Risk-reduction strategies Intelhgence monitoring
Physical security protection
Mitigation

6. Evaluations Technical performance

Operational effectiveness
Assessment of intrusiveness

Roles and
Responsibilities

Antiterrorism programs, like other programs designed to deal with risks,
are considered in the context of the mission and operations of their par-
ticular institution or facility and are usually integrated with related
functions, such as security against other threats. safety, and emergency
preparedness. While each organization must deal specifically with its
own risks, the responsibilities for coping with a domestic terrorist-threat
environment generally are shared not only by multiple federal agencies
but also numerous state, local, and private sector organizations.
Assigning roles and responsibilities to officials within an organization
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Perceptions of
Terrorism Threats

Risk Assessments

can facilitate not only the internal planning, implementation, and evalu-
ation of protective strategies, but also the external coordination with
other key organizations.

How key agency officials view the threat of terrorism determines, in
part, the efforts they will make to prevent such incidents or to respond
should an incident occur. Their perceptions concerning domestic terror-
ism in general are usually based on general media accounts of interna-
tional, national and local events, whereas their perceptions of their
specific organizations are usually based on their own experiences and
those of their counterparts in similar organizations.

A necessary starting point in antiterrorism planning is an assessment of
risk specifically in regard to terrorist threats. Terms such as risk, vul-
nerability, criticality, and threat analyses or assessments, and site or
security surveys, are sometimes used with different meanings and, at
times, even interchangeably. We consider risk assessment to be a pro-
cess for estimating the possibility of loss or injury from a dangerous ele-
ment or factor, in this case a terrorist attack. It includes analyses of
both threats and vulnerabilities, as shown in the third section of table
IL.1.

Threat Assessments

In considering the magnitude of the potential threat, the primary factors
considered include (1) the historical pattern of terrorism against such
institutions (including its facilities, activities, and people); and (2) the
probability of occurrence based on the existence, activities, and capabili-
ties of militant organizations with hostile intentions toward the govern-
ment in general or toward identifiable institutions or officials. Even
when no historical evidence exists that a given type of institution has
been previously targeted. one cannot assume that a threat does not
exist. A new or existing terrorist group that is opposed to a particular
institution may choose to attack it. although they had not done so previ-
ously. Also. any institution can be a target of a terrorist group that has
an undifferentiated hostility toward our government or society. A ter-
rorist group may attack merely because a facility is conspicuous physi-
cally or symbolically. or is the most readily accessible target. In
addition, a terrorist may attack one facility but have an equal spinoff
effect on a neighboring facility. Furthermore, an institution may be
involved in contemporary events or political incidents that could

Page 91 GAO/PEMD-88-22 Domestic Antiterrorism Efforts at Selected Sites



Appendix II
Antiterrorism Programs

increase the likelihood of its becoming a terrorist target literally
overnight.

Threat assessments also typically include a study of the capabilities and
intentions of potential adversaries. Knowledge of the operational meth-
ods and the technical skills and equipment used by potential adversaries
is important. This knowledge is essential in order that an effective
security strategy can be selected and designed. Terrorist tactics have
been described in various ways. Generally, terrorists attempt to instill
fear by killing or injuring personnel, damaging property or disrupting
operations, and stealing or destroying information or materials. A ter-
rorist group typically includes individuals who are highly dedicated and
disciplined. and who are politically and ideologically motivated. Typical
weapons used by terrorists include handguns, rifles, automatic weapons,
and explosive devices. Tools and equipment for entry include simple
tools for barrier penetration, false credentials and communication equip-
ment. The terrorist is commonly trained in weapons tactics, explosives
manufacture, forgery. codes, and security.

Pertinent information and intelligence for assessing a specific threat
include factors unique to the institution or facility as well as generic
information. Since possession of this information may be divided
between the specific institution and various federal, state, or local law
enforcement or intelligence agencies, information-sharing and coordina-
tion are important for timely and complete threat assessments.

Vulnerability Assessments

A vulnerability is any weakness that a terrorist could take advantage of
in carrying out a threat. A terrorism vulnerability assessment, there-
fore, includes a review of the susceptibility of the facilities, operations.
and people of an institution to possible damage, disruption, or theft
resulting from terrorist activity. Assessments are conducted to identify
the critical vulnerabilities that terrorists could easily exploit. In order to
complete an assessment, information is needed on the phyvsical charac-
teristics of the facility. its environment, its operations. and its personnel.
Analysis involves determining criticality: that is. those elements that
have considerable importance based on monetary value. historical sig-
nificance, operations, or public opinion. Analysis also focuses on accessi-
bility. which includes an overview of existing security measures and
their effectiveness and of deficiencies in the areas of access. detection.
and response time.
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Risk assessments bring this information about vulnerabilities together
with data about the potential level of threat to be countered. Risk
assessments can range from simple general descriptions of a facility to
computer-generated models using path analysis. However. most
attempts to determine risks include interviews with key personnel.
inspections and field observations of the facility and its surrounding
environment. review of documents, and field testing of hardware and
electronic systems. More complex assessments may include such tech-
niques as computer models that compare time from detection to adver-
sary success along defined paths or logic trees, and security
management questionnaires that focus on the ability of physical protec-
tion systems to deal with a range of adversary tactics.

The logical conclusions of risk analyses are recommendations (or mat-
ters for consideration) for corrective actions to eliminate or minimize
systemic vulnerabilities. These actions can include both changing a facil-
ity or its components and the implementation of safeguards to provide a
more secure operating environment. Recommendations may also be
made for the development of plans and procedures for responding to
emergency situations. In certain infrastructure components where cor-
rective actions may not be a feasible or effective means of protecting
against terrorism. greater emphasis may be placed on emergency
preparedness plans.

Selection Factors

While the level of protection is primarilyv a function of what is to be
protected from what kind of threat and the degree of security desired,
there are several tradeoffs to consider in selecting among the different
preventive measures. These factors include estimated costs, practicality.
safety. technical performance, operational effectiveness, and the possi-
ble effect of a particular security system on civil liberties and on the
surrounding environment.

Procurement in general usually involves considerations of cost and per-
formance. However, as a result of the proliferation of the quantity and
variety of technologies with potential application to physical security
requirements, it is important to assess the effectiveness and suitability
of the equipment and systems for specific applications.

It is also important that security measures do not present unnecessary
risks to facility employees or to the public. Security measures to limit
access. for example. could conflict with procedures for evacuation in the
event of an emergency. Antiterrorism measures designed to delay or

Page 93 GAO 'PEMD-88-22 Domestic Antiterrorism Efforts at Selected Sites



Appendix II
Antiterrorism Programs

Risk-Reduction
Strategies

incapacitate terrorist attackers may also have an impact on the safety
of individuals. For example, aircraft cabins can be equipped to fill with
instantaneously incapacitating gas that may have the side effect of
causing injury or perhaps even death to elderly or sick people aboard.

An important concern evolving from the increased use of antiterrorism
measures is their potential impact on the civil liberties of citizens.
Democracies must maintain the delicate balance of protecting citizens
from terrorist action while at the same time protecting both the collec-
tive and individual civil liberties that ensure the continuation of a demo-
cratic society. Such basic democratic rights as those to privacy, due
process, free association. and freedom of movement can be compromised
by steps taken against terrorist movements. Antiterrorism programs
must be examined closely to see what their costs are in terms of possible
infringements of civil and constitutional rights.

Risk-reduction strategies against terrorism can be considered preventive
measures and can be divided into the categories of intelligence monitor-
ing, physical security protection, and mitigation efforts.

The purpose of the intelligence role is the gathering of information so
that planned terrorist attacks can be identified and thwarted. Knowl-
edge of terrorist intentions and capabilities, if obtained prior to a
planned incident, provides the opportunity to protect the target itself
against attack and perhaps to apprehend the terrorist attackers. Intelli-
gence gathering in the United States has been the subject of some debate
in recent years due to concerns over infringements of individuals’ civil
and constitutional rights. Guidelines have now been established to pro-
vide individuals with some level of protection against unwarranted gov-
ernmental intelligence activities.

The objective of physical security as a risk-reduction strategy is to pro-
tect key personnel, sensitive information, and critical materials or facili-
ties. A number of design features and a diverse set of security measures.
relying on both technology and techniques, are available for protecting
against a broad spectrum of potential threats.

There are a number of design considerations in facility planning and
construction that can enhance security. Facility planning involves such
concerns as the layout of public and restricted points of entry and
access areas, communications and utility services, and illumination
needs. Critical aspects of facility construction include natural terrain
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features and adjacent environment, siting and setback distances, archi-
tectural and structural design features, and selection of building materi-
als and construction options for walls, roof and ceilings. floors. doors.
and windows.

In recent years, the use of physical security systems to protect against
terrorism and other potential acts of violence has increased. Barriers,
fences, metal detectors, and contract guard services are becoming com-
mon features around many government and industry facilities. A
number of security technologies have been developed or are in the pro-
cess of development to aid in the protection effort. These include explo-
sives-detection devices for screening passengers, packages, and vehicles:
entry-control devices using biometric identification characteristics:
infrared and microwave intrusion-detection systems; and ballistic-resis-
tant materials.

Most physical security experts emphasize the use of a systems approach
to security that combines technological devices and human resources.
People are ultimately responsible for security; mechanical and electronic
devices can supplement but never replace security awareness and physi-
cal guarding. No matter how sophisticated, reliable, and sensitive elec-
tronic devices are; they are only as effective as the responding human
being makes them.

As noted earlier, physical security may not always be a feasible or effec-
tive means of protecting against terrorism, especially for components
that have large and diffuse distribution networks. For example, it might
be too costly to provide physical security for all segments of an oil pipe-
line network. In such cases, mitigation strategies designed to make a
facility or system more resilient to disruption could be appropriate risk-
reduction strategies. Developing the capability to continue operation of
the infrastructure or to restore the infrastructure to normal operation
once a disruption has occurred are particularly applicable to network
systems such as electric power, pipelines. and rail transportation. Some
level of redundancy built into the electric power system, for example,
could allow for the continued provision of power in the event that cer-
tain parts of the system were damaged. In addition, stockpiles of critical
spare parts could be used to restore electric power service in the event
of system disruption. Finally, emergency preparedness planning, train-
ing, and exercises to develop better capabilities for dealing with poten-
tial disruptions to infrastructure systems can augment these mitigation
strategies.
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Once decisions about the proper mix of intelligence. physical security.
and mitigating strategies to be used have been made and the necessary
resources have been allocated. equipment is installed and tested. and
procedures are developed and implemented. When the equipment is
tested after installation, performance assessments should include verifi-
cation of measures of effectiveness (for example, probability of detec-
tion and false and nuisance alarm rates), operation. maintainability. and
vulnerability to compromise, defeat or tampering. Once the security svs-
tem is in operation, ongoing issues of technical performance, operational
effectiveness, and intrusiveness need to be evaluated.

Questions typically addressed in assessing technical performance
include:

Does the equipment allow for proper operator (human factor)
considerations?

To what extent does the detection system reduce false and nuisance
alarms?

Are the integration of hardware elements and the integration of soft-
ware with hardware feasible for entry-control-system equipment?

Does the control and display equipment provide adequate back-up capa-
bility during maintenance downtime or repair?

Does the backup-power subsystem meet the required quality, charging,
and storage-life standards?

Evaluations of operational effectiveness include questions such as:

Does the physical security system provide security personnel with ade-
guate time to respond to intruder threats?

Is the equipment designed to provide safe operation and ease of mainte-
nance by agency technicians?

Is the system segmented in such a way that equipment can undergo
maintenance without deactivating the entire system?

Assessments of intrusiveness address such questions as:

Does the physical security system unduly restrict or inconvenience pub-
lic access? Are the security measures, especially those that involve
searches and other invasions of privacy. reasonable given the current
risk?

Is the information gathered more personal or intimate than warranted?
Is that information safeguarded and used only for official purposes?
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Comments From the General

Services Administration
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See commen: 1 ‘

.o pages 24 26 and 29

General Services Administration
Public Buildings Service ;
Washington. DC 20405 B

o,

Dear Mr. Fogel:

This letter is in resmonse tc your reguest of January 29,
1982, for comments on the Program Evaluation and Methocdology
Division, General Accounting Office (GAQ) draft report entitled
"Domestic Terrorism: Prevention Efforts in Selected Federal
Courts and Mass Transit Systems.'

The United States Marshals Service (USMS) security prodgram
for the Federal judiciary has always been of prime impcrtance to
the General Services Admirnistration {GSA). We have endeavcred tc
respond to the prograr in an effective and efficient manner
within our statute respcnsitility and resources.

GSA's commitment to court security 1s well documented, as
exemnlified by the "Memorandur of Agreement”" that GSA entered
inte 1n 1271 and renewed as recently as February 19&7. The
sianatorles t3 the aareement, the USMS, the Administrative Cffice
>f the U.S. Zourts and GSA, have agreed to their
responsibilities, both loaistical and financial, and are carrying
out thelr responsibilities in an effective and cooperative
manner. There have been a few cases of disagreement at the local
level, but, 1in those rare instances, the nrcklems were guickly
resolved.

5SA 1s constantly aware of the potential for terroristic
threats or acts against the facilities that house the U.S.
Courts, and works closely with the threat analysis arcoup ¢f the
USMS in all potential threat matters involving thcse facilities.
Recent examples of this cooperative effort 1s the allocation by
GSA of increased security resources for trials irp Hartford,

Connecticut, and Fort Smith, Arkansas. In Hartford the trial
involved a Puerto Rican nationalist arcuy known as the
"Macheteros, " and in Fort Smith the trial invclves a far riaght

"

arour known as the "Aryan Nations."

Tne draft report refers to the lack of evaluation rrocedures
in determinina the performance and effectiveness of court
security. GC8A and the USMS periodically conduct phvsical
security surveys 0f the facilities housing ccurts and the
procedure 1s repeated before trials involving unusual cublic
interest. Tre evaluation rprocedure for the werforrmance and
effectiveness of court securisy lles in the fact tha:z, for
srecial trials and day-to-dayv operations, there has nct beern any
sericus Or life threatenin:z breaches of security since beinc
estatlished. This would 1ndicate that the established procedures
are workina.
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} As with any program, success can be measured by results.

) The results in the court security proaram have been very
successful. This can be attributed to the cooperation of many
Government agencies working together to ensure that the Federal
Judiciary can perform its constitutional functions free from
duress and intimidation.

Sincerely,

DUNCAN LENT HOWARD
Commissioner

Mr. Richard L. Fogel
Asslistant Comptroller General
General Accounting Office
Washington, DC 20548

Page 102 GAO PEMD-88-22 Domestic Antiterrorism Efforts at Selected Sites



Appendix 11
Antiterrorism Programs

Is information collection limited to “‘public’ rather than “private” areas
and to persons specifically under surveillance?

Are individuals made aware of the surveillance of their movements.
actions, and communications?

Does the security system project an image that clashes with the demo-
cratic nature of our institutions?

Are enhanced security measures reversible so that they can be removed
or lessened if and when a particular threat diminishes?

These and other critical issues should be defined in advance, as should
plans for regular evaluation. There are different assessment methods
that can be used alone or in combination when assessing a specific facil-
ity-protection system. In some cases, these methods are used as part of
risk assessments. However, regardless of when the assessments are
done, their findings are important for making informed decisions about
future security needs.

Assessing the technical performance of security equipment usually
involves checking the security equipment to ensure that it is functioning
properly. Operational effectiveness testing involves methods such as
adversary simulation, also known as "‘black-hatting.” that uses a mock
adversary team to attempt to defeat a physical protection system. This
type of testing is often done by technical experts—either on paper or in
the form of a physical exercise—and it helps to uncover unconventional
scenarios and incorporate insights from a variety of backgrounds. How-
ever, this method of testing offers no assurance of comprehensiveness,
and the results may be arguable because they depend on the individual
skills of the team.

In field testing, another form of operational testing,the human element
is brought directly into play, and the actual physical protection system
is subjected to small-force engagements. This is a realistic evaluation
technique, and the results are easily interpreted. However, system-level
tests can become so complex that sound test-design controls are some-
times lacking.

Evaluation of intrusiveness involves a review of both how the security
equipment is used and of the scope and use of the information collected.
Procedural rules regarding the use of the equipment and information
should be explicit, and adherence to these procedures should be assessed
periodically. In addition. records of formal complaints and litigation by
the public and employees concerning the intrusiveness of security meas-
ures should be maintained and reviewed.
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U.S.Department of Assistan' Secretst. 430 Seyantt 50 5 N
Transportation tar Agministranoe Waim oot T
[t S

Mr. J. Dexter Peach

Assistant Comptroller General

Resources, Community, and Economic
Development Division

U.S. General Accounting Office

Washington, D.C. 20548

Dear Mr. Peach:

The Department of Transportation has reviewed the U.S. General
Accounting Office draft report entitled, "Domestic Terrorism:
Prevention Efforts in Selected Federal Courts and Mass Transit
Systems,"” dated January 25, 1988. The information presented
appears to be accurate and the findings reasonable, therefore
we find nothing objectionable in the draft report.

As the report states, we have begun a demonstration project to
learn more about terrorism prevention and response strategies,
in addition to providing training, through our Transportation
Safety Institute, to transit personnel covering facilities
protection, explosives incidents, and management. We are also
proposing to conduct regional seminars on transit security that
will focus on external security threats, surveillance
techniques, and anti-terrorism tactics.

Thank you for the opportunity to review this report. If you
have any questions concerning our reply, please call
Bob Matthews on 366-5151.

Sincerely,

Jon H. Seymour
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L RALPH MECHAM ADMINISTRATIVE OFFICE OF THE
DIRECTOR UNITED STATES COURTS

JAMES £ MACKI N, 62
JAMES E MACKLIN UR

DEPUTY DIRECTOR WASHINGTON. D.C. 20544

February 23, 1988

Mr. Richard L. Fogel
Assistant Comptroller General
General Accounting Office
General Government Division
Washington, DC 20548

Dear Mr. Fogel:

1 respond to your letter of January 29, 1988, requesting
my comments on your draft proposed report, Domestic Terrorism:
Prevention Efforts in Selected Federal Courts and Mass Transit
Systems, to the Chairman, Subcommittee on Civil and
Constitutional Rights, Committee on the Judiciary of the House

cf Representatives.

Copies of the report have been distributed to the chief
judages of the seven district courts included in vour review,

Jucge clBtrict courtig 1nc_.uqeq in

with the request that they provide me with any comments they
want to have 1ncorporated in my response. To date I have
amat I A o Ty - amaseaAd T b oY

11
Tfecfeived none. When they are received I shall sen

you.

_________________ PR, .

I am meresseq Dy LﬂE ComprenEIISJ.vexless Ul. Liie suuuy aud
encouraged by the progress of the court security program since
its inception in 1983. While we are still somewhat short of
where we would like to be, I look upon your findings as a
positive statement that the courts and the United States
Marshals Service have carried out a national program of sig-
nificant importance.

Your study focused on six issues: (1) the current roles
and responsibilities for antiterrorism policies for the
judiciary; (2) planners' and policy makers' perception of
domestic terrorism threats; (3) existing risk assessment
activities to identify the criticality and vulnerability of
assets; (4) factors considered in selecting antiterrorism
:rrarﬂaxas (5) strategies in use; and (6) evaluation of

ndinge in the first five areag are generally

positive. I shall comment on several reported shortcomings. I
agree there may be a need for improved coordination between the
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Mr. Ricahrd Fogel
Page Two

agencies involved in the security program in some of the dis-
tricts, particularly with respect to the role of the General
Services Administration in perimeter security protection. Our
experience indicates that the principal problem is regional
interpretation of national policy within the General Services
Administration. The Director of the Law Enforcement Division
of that agency has been very cooperative and helpful in
resolving those differences when called to his attention.

While your review found some variation in the use of
security strategies, that is not perceived as a major problem.
Some level of variation between districts is inherent in the
security program. Each district court security committee has
the responsibility to identify security problems. and the
manner in which the resources will be deployed or utilized.
Given the unique, independent nature of the judiciary I am
encouraged that you found the level of uniformity you report.

With regard to the sixth issue addressed by the study.
evaluations of effectiveness, you comment on the lack of any
routine, formal evaluation process which tests the effective-
ness or potential intrusiveness of existing security systems.
While you make no recommendation in the report. I agree with
the comment "a more systematic evaluation approach would
provide empirical information which could in turn be used to
strengthen the planning process.” I shall instruct my Office
of Court Security to work with the United States Marshals
Service to develop a realistic, formal evaluation process.

Since the General Accounting Office undertook this review
the Judicial Conference of the United States has established a
Committee on Court Security consisting of nine federal judicial
officers. The committee is responsible for overseeing all
court security matters, including provision of security
services, and for making recommendations for changes where
deemed advisable. Your report will be a valuable resource to
the committee members as they undertake their review of the
security program and formulate strategies for the future.

I appreciate the opportunity to review and comment on your
report.

Sincerely.

. /
. "'/" 7 / -3 / ('L,\ .
// Lo /-//(‘7)/{‘

L. Ralph Mecham
Director
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GAO Comments

The following dre GAO’s comments on the General Services Adminis-
tration's letter dated February 16. 1988.

1. Although we visited only seven court districts—and thus not a repre-
sentative sample of the 94 federal districts—we found examples of
points of contention, some of which had been of longstanding duration,
in each district visited. Since some of these coordination problems (such
as the type of security provided in parking areas and the level of secur-
ity and response to problems occurring after normal work hours) appar-
ently were not “quickly resolved,” we believe that they need to be
addressed.

2. We disagree with the conclusion that the lack of any serious or life-
threatening breaches of security indicates that established procedures
are working. Further evidence that other reasons or conditions did not
contribute to the lack of security breaches is needed before such a
cause-effect relationship can be established. We believe that the more
systematic evaluation-approach we mention in the report i1s needed to
draw conclusions about program effectiveness.
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MAP‘ 2 5 m Washingron. ) ¢ 2053

Mr. Richard L. Fogel

Assistart Comptrcller General
General Government Division
U.S. Genera. Accounting CIilce
washington, D.C. 20548

Dear Mr. Fogel:

The report focuses 1

Accounting Office (G <
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(3) assessing risks, <
reducing risks, (5) 1 r
measures, anc (6} evaluatirc e cC, 4
intrusiveness of security systers GAC cecided
obsective was to ensure the prctecticor ¢i pecpie
with strategies that are acdecuate and l€ast intr
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mass transit system.
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transit system differed in v
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possikble threats of

were ccncerned with high
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nature. dlsasters ard emergen
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The USMS 1s the agency vested with principal resporsibiiit,
provide prctecticn and security for Federal courts, Oth
agencles assist the USMS ir fultfilling thls protect:ive
Thus, the first scrntence of the .ast paragraph on pace
incorrect.

Tk

The FEI 1s the lead acency with respect to
activities and respcnses tc terrcrist activi
Ecowever, the USME rav 1% reguired, take some

Y
pricr to arrivel of the FBI. Thus, the stateren

unidentified ccocurt cfficer . the last paracgrarh con Ge N
that the USMS has thor over cther Fecerel igative
agenclies 1S wWrong T Spelt te terrorium ratesrs hut
aisc insciar as the s ies that the tire

authority with respec (rnIicrcement

hreatered by, terrorist act
crsibilic,

Within the context of the assigrnment of specific ¢
FEI a USMS, there may be some cureriap when the s
Federal ccurthouse 1z Y i S

r maintalnirn security
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fer responding tc the
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the participants.
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cautions that any over-simplification of the terrorism threat may
alsc have a negative effect on the ability to respond to or
interdict a terrorist event. It must be remembered that
terrcrists are criminals and should be treated as such. Any
emergency response plan currently in existence on the lccal,
State, or Federal level for use in a criminal act shculd alsc
cover the actions of terrorists. To put special emphasis on
counterterrorism planning ard response plans, separate from any
other anti-crime plans and responses because of fear of intrusive
actions by law enforcemert, may be adding an artificial framework
that mav not be justified.

Civ.. Liberties

“oaopage 12 On page 1-4 the report speculates on reasons for "the lack of a
” . high level of terrorist activity" in the Unitec States. It
I observes that "[tlhe U.S. political system seems thus far to have
beer able to assimilate many different forms of dissension." We

believe that this statement cculd be more explicit and note that
i the United States, having been founded by dissenters, gives
explicit constitutional protection tc freedom of speech and
assembly and provides a mechanism for peaceful change. This

i constitutional protection may have reduced the need for terrorist
| acts as & means of comrunication.

N2 paces 1517 Or. paces 1-13 ana 1-14, the discussion ¢f civil liberties assumes
- . that whether security methods are considered intrusive "depends

i cn irndividuals' perception of the threat" at any given time. In
| fact, our system cf civil rights is not based on such subjective
1ndividual judgments, but on a relatively objective system based
or legai authority, such &c the Fcurth Amendment's protection
against "unreasonable searches and seizures."

Moreover, the report states that "the use of security measures
| almost always imposes some level of intrusiveness or some
‘ reduction in individual liberties." This assertion 1s not
documented. No methods are described which are alleced to
violate civil liberties. We suggest it might be better to say
that such measures must be examined to ensure that they do not
violate indivigual liberties or to delete the sentence entirely.

. S ; There are specific references to the Justice Managemert Division
Ll pases 35 36 . and court security orn pages 2-24 and 2-25. These have beer
| examined and fournd to be accurate.

We believe that the discussion of the civil likerties issue would
! be more valuable if expanded. This study was requested by the
Subcommittee on Civil and Constitutioral Rights of the House
Judiciery Committee., Understandably, GAC gave specific attention
toe the civil liberties issue. Thus, the study notes that "the
civil &né constitutional rights of transit patrons and employees
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received only minor attention with regard tc the selection of
security measures,"” Similar statements are made concerning the
courts. (p. 3-25; see alsc pages 3-36, 4-14, 4-16, and 4-17).

It appears, however, that the measures discussed 1n the study did
not, in fact, seriously raise civil liberties issues and that
point should be made explicit. For example, no complaints about
\ow page 74 i intrusiveness were received from transit patrons (p. 3-39).
Without some expanded discussion cf the civil liberties issue,
this study may be interpreted as concluding that civil liberties
i have been ignored or violated, which is something the court

| system, in particular, is not likely to have dcne.

Now pages 68 74 82 83

1 Specific Comments of the USMS oun Federal Court Security

See comment 5 ! Page i-10, para 1. The USMS is in the final phase of developing
| procedures to test the overall cffectiveness and potential
| intrusiveness of security svstems installed to protect the
| Federal judiciary. Implementatiocn of these testing procedures is
| expected to commence nationwide by the fourth gquarter oif FY 1988.

Now page 4

! Page 2-1, para 2. There i1s only one agency with respensibility
: for protecting the Federal courts in general and specifically
4 from attack. Whether such an attack would come from
; international or domestic terrorists, drug syndicates, or common
i criminals is irrelevant. While support may come at times fromn
| other agencies, just as with other criminal justice matters, it
is incorrect to say that other agencies share responsibiliry in
judicial security. The USMS has exclusive jurisdiction in
protecting the Federal courts from intimidation, irrespective of
1ts source.

See comment *

Now pa

(e}
iy
no

The responsibility of the General Services Administration (GSA)
i for general building and perimeter security 1s coincicental to
the judicial process taking place in a Federal builidira.
However, due to budget constraints beyend its control, GSA has
largely abdicated this responsibility. Consequently, where
possible, the USMS has expanded its judicial securit_ role tc the
perimeter of court facilities and beyond.

See comment 6 Page 2-7, para 1. The FBI has no direct role in judicial
security. The FBI plays a support role in investiagatirg threats
against Judicial officers and providina irteiligence information.

an

Now page 2o

Page 2-10, para 2. Developing e¢tfective anti-terrorism security
‘ plars is contingent upon developing an expertisc 1in

See ccmment 7
Now pages 28-29 anti-terrorism and evaluating the responsiveness of the plans to
potential terrorism threats. The Threat Analysis Divisicn is
currently undertakina a coordinated effort within the USMS to
aevelop this expertise and improve terrorism prevention messures.
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- on Page 2-36, para 1. The factors used by the USMS in determining
A o= risk reduction strategles are integrated systematically intc a
j formal assessment process. However, lmplementation of security
recommendaticns vary among court facilities. Security 1is custor
tailored for each facility to meet its specific needs and

assessed threat level.

~ment § Page 2-43, para 2. In addition to using formal tests and

i evaluations performed bv other agencles, the USMS contracts for
1ty own testing of security iltems. Under an 1lnteragency
agreement with the Department of Transportation's Research and

Special Procrams Administration, the USMS has centracted for the

fermal testing cf x-ray machines and walk-through metal
detectcrs., In addition, special evaluation teams have been
dispatched to inspect installed items of security eguipment in
ccurt facilities. Finally, under a national contract awarded in
September 19867, the USMS has 1mplemented a guality assurance
program to ensurc the adequacy and effectiveness of security
systems 1n all Federal ccurt facilities.

el
n
[N
(o]
£a

There iz no problem of cocrdination between
resporsible for ]udicial security, and GSA,
- ner

building and perimeter security

bullcing anc perimeter urity.

deguate rescurces for GSa to
o ar. adeguate level.

na

+

£

cached inform cement w
A= [iL=pou"

Neaj

| Page 4-7, para 1
: thc USMS, which i

1cr ge

¥

= e +
ached an informal agreer Wiln

[P

tective Service for additiona
ected high risk locations. Unrder

14s

pellmetpr secur.t; gu
! cest will be shared ecgually

this adreerent, ti
tetweer the twe agenci

Page d-17, para 1. Evaluations o: the etffectiveness oI security
. systems are¢ belng perrormed continucusly. Effectivenese 1s
Leasured on the one hand by the large numbers cf illegal weapens,
contraband, ané other prchibilted rtems detected upon entering a
court facility, and on the cther hand by the erffectiveness of
cudiclal security in terms cf what has not happened. It s
natuvrally ditficult to quartify events that dc not occur. But,

1t one percelives the terrorist threat as real and implements
i antil-terrorism measures, one has tc assume the measures are

ettectlive wher the threat does not materialize.

Alsc, the USMS is developing @ formal assessment methodology for

use at the washinagton, L.C., Federal courthouse. This facility

1s likely te be tne site fcor most trials involving terrorist

activity committea outside the United States. As the result cof

upqracing the sccurity for this facliiity, the USMS' assessment

L(h@u(l(’. ny test d reflned, anc will serve as a
for cur ssments at all Tederal court

1,
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! We appreciate the opportunity to comment on the repcocrt while in

! craft form. Overall, we believe our comments are coOnLstructive
ané will add to the value of the report. Shoula you have any
guesticns concerrning our response, please feel free to contact
me .,

Sincerely,

AN
(\__L¢1*xifbvi?/ /(}’*“\\\Z&t:f~

Harry H. Flilickinger
Agsistant Attorney Genera.
for Admiristration
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GAO Comments

The following are GAO's comments on the Department of Justice's letter
received March 25, 1988.

1. The draft report stated that the UsMs had the chief responsibility for
federal court security, and we have clarified this point in the noted
paragraph.

2. The statements about the role of the FBI were made by a court official
and other governmental and local agency officials at a meeting conclud-
ing an exercise. We are simply reporting the different perceptions as
they were presented by the participants. In view of the concerns raised.
it appears that additional clarification, communication. and coordination
are needed to resolve these differences. The Department of Justice's let-
ter provides some clarification concerning the roles of the 1'sMs and the
FBL

3. In conducting our study. we did not make assumptions about the
domestic terrorist threat but rather recorded the perceptions of the fed-
eral court and transit officials we interviewed. We presented this infor-
mation in chapters 2 and 3 of our report without making judgements as
to the accuracy of these perceptions. However, in the appendix on
antiterrorism programs. we did present a description of a “‘typical” ter-
rorist that we compiled from information provided by terrorism experts.
This general description was meant to be helpful to the general reader of
the report and to organizations that have not yet considered terrorism
threats. We did not intend that this description should substitute for the
thorough threat analysis that is an important part of the risk-assess-
ment process undertaken in any antiterrorism planning effort.

Furthermore, we did not mean to imply that antiterrorism planning
should be separate from planning efforts addressing other security
issues, but rather that terrorism-related risks be addressed explicitly
and in a structured manner. In this way. plans to protect against and
respond to terrorist acts can be efficiently integrated with other aspects
of an organization's operations and. at the same time. such issues as
intrusion on civil liberties can be considered.

4. We have revised and expanded our discussion of civil liberties in

chapter 1. incorporating many of the constructive points made by the
Department of Justice into this section.
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5. We noted the lack of evaluation as a concern, and therefore are
pleased that the UsMs is finalizing a set of procedures to test the overall
effectiveness and gauge the intrusiveness of security systems used in
federal court facilities.

6. This information has been included in the expanded discussion of the
FBI's roles and responsibilities in chapter 2.

7. In view of the concerns of several court officials about UsMs know-
ledge of terrorism-prevention measmres, we are pleased that the v'sms is
developing greater expertise in this area.

8. This information was not provided by the time our interviews were
completed in the summer of 1987. These efforts should help to fill the
gaps in evaluation that we noted in the report.

9. The inadequacy of the resources available to Gsa for providing gen-
eral and perimeter security may have been the basis for some of the
coordination problems described by the court officials interviewed in
this study. The informal agreement recently reached between the USMS
and Gsa headquarter's staff regarding additional perimeter security
guards at selected high-risk locations should address some of the con-
cerns raised by the court officials in several of the districts we visited.

10. The lack of incidents alone is not sufficient evidence to conclude that
the antiterrorism measures are effective. Further evidence is needed
before such a cause-effect relationship can be established. We hope that
the formal assessment methodology described in the Department of Jus-
tice letter is designed to provide this evaluative data.
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