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BACKGROUND INFORMATION QUESTIONNAIREPRIVATE 

General Section

The auditor should gain a basic understanding of how the entity or program under review is supported by automated systems.  This background information appendix should serve as a checklist to gain this understanding.  To facilitate gathering the information, the following two sections (Background Information - Organization; and Background Information - Operations) are designed to be given to and filled out by IRM management personnel at the entity. 

In addition to organization and operations information provided by the entity, the auditor should gather the following information.

Internal and external audits, reviews, and studies
Audits, reviews, and studies are important management tools.  The extent to which the entity takes advantage of these management tools and uses them to take corrective actions should be analyzed to identify potential weaknesses that could affect the entity's information management and technology activities.  Copies of documents that address information or IRM problems completed during the last 3-5 years, or summaries of ongoing or planned work should be obtained, including the documents listed below.

PRIVATE 
Document
Workpaper Reference

GAO reports


Office of Inspector General or internal audit reports


Internal reviews and studies (e.g., FMFIA, risk analyses)
  

Contractor or consultant studies


Reports of congressional hearings or copies of congressional testimony


Summaries of ongoing or planned audits, reviews, or studies


Significance and nature of programs and functions

supported by automated systems
The auditor may use a variety of sources to gain a basic understanding of the programs and functions supported by automated systems.  These include the sources listed below.

PRIVATE 
Source
Workpaper Reference

Strategic and tactical IRM plans


A list of the entity's major automated information systems as defined and required by OMB Circular A-130


The entity's mission statement


Bills, acts, titles, or laws that affect the entity and its automated applications


Pamphlets, brochures, newsletters, booklets, etc., that describe the entity's operations and automated applications
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Organization Section

PRIVATE 
Entity

   Job Code


To expedite GAO's review of IRM controls, please complete, sign, and return this form.  All blanks should be completed or reviewed by the entity's IRM official.  If blanks are not applicable to your environment, please indicate with "N/A."

A. Overview Diagram
Please provide an overview diagram that describes the overall physical IRM environment used for producing or supporting the entity's financial reports.  This should include a pictorial representation of (1) major inputs and entry points, (2) major outputs and output points, (3) data flows, (4) processing sites, and (5) communication networks.

For multiple sites (e.g., centralized software development, multiple data center processing), please complete the remainder of this form separately for each site.

B. Organization and Staffing
1.
Please attach a copy of the current IRM organization chart.

2.
Please provide the name and position of the person to whom the IRM manager reports. 

PRIVATE 
Name


Position


3.
Please provide the following IRM staffing information.

PRIVATE 


Positions

Key contact




Authorized
Filled
Name
Phone number

General management






Security






Technical support







System/executive software






Telecommunications/network maintenance control






Data administration






Database administration






Quality assurance






Other





Application maintenance & development






Systems Planning / Resource Management






Computer Operations







Operations






Librarians






Production Control






PC Administration






LAN/WAN Administration






Data Entry






Other





Total IRM Personnel






4.
Please describe any significant turnover in key IRM positions, and/or organizational consolidations or reorganizations during the past year or anticipated during the coming year.

PRIVATE 


















5.
Please attach a copy of the current year IRM organization budget, together with the most current year-to-date actual versus budget comparison.

C. Computer Operations
PRIVATE 
1.
Number of scheduled 8-hour shifts per day





2.
Number of scheduled days per week





3.
Average number of jobs processed per day


4.
Does the data center operate without staff on-site 


("dark or dim", "lights-out", "unattended operations")?


[] Yes    [] No



If yes, for which shifts?

PRIVATE 




5.
Please describe any IRM function, other than computer operations, that has more than one standard shift:

PRIVATE 

Name of group



Number of shifts


D. Continuity of Service
1.
Does the installation have a contingency plan?



[] Yes    [] No



If yes, please attach a summary of the plan, if available.

2.
Does the installation have an off-site storage facility?  


[] Yes    [] No



If yes, please attach a summary of the off-site storage



policy, if available.

3.
Does the installation have an uninterruptible power source?

[] Yes    [] No



If so, what is the duration and kind of power source? 

PRIVATE 




4.
What is the date and results of the last test of the contingency plan? 

PRIVATE 




5.
What is the date of the last audit of the off-site storage facility? 

PRIVATE 




E. Signature Blocks
Please complete the following signature blocks.

PRIVATE 
Prepared by     


Position/title


Date


Telephone number


Fax number


PRIVATE 
Reviewed by     


Position/title


Date


Telephone number


Fax number
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 Operations Section

PRIVATE 
Entity

   Job Code


Please complete one form for each central processing unit (CPU) that is used to process financial data used to produce or support the entity's financial reports.

A. Processing Environment Diagram
Please provide a diagram to help GAO understand the physical IRM environment used to process financial data used to produce or support the entity's financial reports.  This should include a pictorial representation of (1) the CPU and major peripherals, (2) the telecommunications system--modems, terminals (dumb, intelligent), communication links (type, speed), and (3) network(s) (LAN/WAN) including topology (ring, bus/tree).

B. CPU
PRIVATE 
Manufacturer/model


Year acquired


Operating system


Release number


Memory storage capacity


If the CPU is logically divided into multiple processing areas (e.g., regions, domains), 
please list and describe each area.

PRIVATE 








Please provide the physical building location.

PRIVATE 




C. Peripherals
PRIVATE 

Number

Capacity

Master console(s)




Direct access storage devices




Other storage devices 

(specify type ___________)




Optical scanners




Modem units

(specify baud rate ________)




MICR readers




Key-to-tape units




Key-to-disk units




High-speed printers




Communications controllers

(specify type____________)




Other




D. Intelligent Terminals (e.g., IBM PC)
PRIVATE 
Number

Location

Purpose































E. Dumb Terminals (e.g., IBM 3278)
PRIVATE 
Number

Location

Purpose



















F. Telecommunications
1.
Does the entity use cooperative processing (i.e., do separate 

[] Yes    [] No


portions of an application reside on different computers)?  



If yes, describe how cooperative processing is used.

PRIVATE 




2.
Does the entity use dial-up lines?





[] Yes    [] No




If yes, describe how dial-up lines are used.

PRIVATE 




3.
Does the entity use leased lines?





[] Yes    [] No



If yes, describe how leased lines are used.

PRIVATE 




4.
Is there a Local Area Network (LAN)?  




[] Yes    [] No



If yes, describe how the LAN is used.

PRIVATE 




5.
Is there a Wide Area Network (WAN)?  




[] Yes    [] No



If yes, describe how the WAN is used. 

PRIVATE 




6.
Is Electronic Data Interchange (EDI) used?  



[] Yes    [] No



If yes, describe how EDI is used. 

PRIVATE 




7.
Are Electronic Fund Transfers initiated or processed by 


the computer?







[] Yes    [] No

8.
Does the entity use data encryption for all transmission 


of data?









[] Yes    [] No

G. Systems Software
Some of the more commonly used system software is listed below.  Please (1) check the software used in your environment, (2) respond in the space provided, if not listed, or (3) indicate "N/A", if not applicable.

1.
Online monitor
Number of production 
Is security interfaced with access








regions

 control software (#7 below)?



[] IMS/DC

               


[] Yes
[] No



[] CICS

 
               


[] Yes
[] No



[] _________
 
               


[] Yes
[] No

2.
Tape management system



[] CA-1



[] TMS



[] EPAT



[] _________

3.
Program library software (source code)



[] PANVALET



[] LIBRARIAN



[] ENDEAVOR



[] _________

4.
Program library software (object code)



[] PANEXEC



[] _________

5.
Job accounting software



[] CA-JARS



[] _________

6.
Online program development system

Is security interfaced with access control  software (#7 below)?



[] TSO







[] Yes
[] No



[] ROSCOE





[] Yes
[] No



[] ICCF






[] Yes
[] No



[] VOLLIE





[] Yes
[] No



[] ISPF






[] Yes
[] No



[] _________





[] Yes
[] No

7.
Access control software



Implementation mode



[] ACF2





[] ABORT
[] _________



[] RACF





[] ACTIVE
[] _________



[] TOPSECRET




[] FAIL
[] _________



[] _________




[] WARN


8.
Database management system



[] DB2



[] IMS



[] IDMS



[] ADABAS



[] ORACLE



[] DATACOM



[] _________

9.
Audit software package



[] PANAUDIT



[] EDP AUDITOR



[] CA-EXAMINE



[] DYL-280



[] IDEA



[] ICUMVS



[] _________

10.
Report writer software



[] EASYTRIEVE



[] _________

11.
Network master control system



[] NETMASTER



[] CA-VMAN



[] _________

12.
Job entry subsystem



[] JES2



[] JES3



[] _________

13.
Job scheduling system



Is security interfaced with access control  software (#7 above)?



[] CA-7






[] Yes
[] No



[] MANAGER





[] Yes
[] No



[] SCHEDULER





[] Yes
[] No



[] _________





[] Yes
[] No

14.
Performance monitor



[] OMEGAMON



[] RESOLVE



[] DELTAMON



[] _________

15.
Dial-up security software



[] DEFENDER



[] LEEHMA



[] AUDITOR



[] _________

16.
Online data entry software


Is security interfaced with access control  software (#7 above)?



[] CICS






[] Yes
[] No



[] KEYMASTER





[] Yes
[] No



[] _________





[] Yes
[] No

H. Processing Statistics
Please provide a breakdown of system usage/availability by CPU using the latest available data. 


(month/year) ____________

PRIVATE 

Production processing
%


Test processing
%


Rerun
%


Maintenance
%


Idle
%


Unplanned downtime
%


Other                         
%


Total                 
100%

I. Abnormal Terminations (ABENDS)
Please provide the number of ABENDS using the latest available data.


(month/year) ____________

PRIVATE 

Systems software
%


Application software
%


Hardware
%


Operator error
%


Other                       
%


Total                 
100%

J. Present Application Software
Please list all major production financial application systems that are (1) processed on the CPU listed in section B or (2) PC-based.  Please indicate PC-based systems with "(PC)".

PRIVATE 
Financial system
Key1 programmer contact
Month/ year installed
Commercial 
vendor (specify)/
in-house developed
Processing(batch/ online)2
Online3 processing region
Online4 transaction security

















































































































1Please give the name of the IRM person who knows the key files, primary logic, and internal security routines for this system.

2Online in this context means either real-time or online transaction entry via CICS with batch updating.  For example, specify one of the following: Online Real, Online Entry/Batch, or Batch when data  are initially created via a stand-alone, key-to-tape or key-to-disk device and then processed in batch mode.

3If the application is online real-time or online transaction entry, specify the name of the CICS,  IMS/DC, or IDMS/DC region in which it is processed, or else put N/A.

4If the application is online real-time or online transaction entry, specify the exact facility used for online transaction security (e.g., CICS tables, ACF2 general resource rules, RACF resource profiles, or internal application security).

K. Future Application Software
List any major computerized financial application systems undergoing major revisions, being planned for major revisions, in the process of being installed, or planned for installation over the next 1 to 3 years.

PRIVATE 
Financial system
Target installation date
Commercial vendor (specify)/in-house developed
Mode of processing





Batch/online
CPU/PC



































































L. Other Comments
Please provide us with any other information that will help us better understand your IRM environment.

PRIVATE 
















M. Signature Blocks
Please complete the following signature blocks.

PRIVATE 
Prepared by     


Position/title


Date


Telephone number


Fax number


PRIVATE 
Reviewed by     


Position/title


Date


Telephone number


Fax number
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