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March 27, 1986 

The Honorable Roscoe L. Egger, Jr. 
Commissioner of Internal Revenue 
Department of the Treasury 

Dear Mr. Egger: 

We reviewed the Internal Revenue Service’s (IRS) plans for ensuring the 
continuity of its computer operations if any 1 of 12 IRs computer centers 
is destroyed or significantly disabled for an extended period by a nat- 
ural disaster, fire, accident, or sabotage. We also reviewed IRS’ efforts to 
assess potential risks (such as fire, flood, unauthorized entry, or ineffec- 
tive contingency planning) at these centers. We found that IRS 

l does not have tested. certified automatic data processing (ADP) contin- 
gency pians for its computer centers, and 

+ has not periodically assessed potential risks to computer operations at 
these centers, although it has recently started a risk-analysis program 
that it hopes to complete in 1987. 

IRS relies heavily on computers to process tax returns and receipts and 
to monitor taxpayers’ compliance with laws and regulations. Any major 
toss or damage to its computer assets-equipment, software, or data- 
would limit IRS’ ability to carry out its complex and demanding mission 
which, in 1984, involved collecting $680 billion in tax revenues and 
paying $85 billion in tax refunds. A disruption to IRS’ data processing 
capability can have a devastating effect on operations, as is evidenced 
by the 1985 filing season when, among other things, the shortage of 
computer capacity resulted in 

. millions of dollars of interest being paid on late refunds to taxpayers. 

. millions of dollars in overtime payments being made to IRS employees, 
l IRS’ ability to answer taxpayer inquiries being impaired, and 
. inaccurate notices being sent to taxpayers. 

If IRS had tested, certified plans, additional computer capacity would 
have been identified in advance and available for use to meet some of 
the shortfall that occurred during the 1985 filing season. As discussed 
later, an essential element of an effective contingency plan is the pro\-i- 
sion for adequate backup computer capacity. 
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To reduce the disruption caused by events that prevent normal opera- 
tion at computer centers, Office of Management and Budget (051~) Cir- 
cular A-1301 and IFS.’ Internal Revenue Manual require the development 
maintenance, and testing of ADP contingency plans. To alert agency mar 
agement to the type and magnitude of risks facing a computer center, 
and then identify measures to eliminate or mitigate these risks, these 
same regulations require that risk analyses be conducted at least once 
every 5 years at each center. The results of risk analyses can be used tr 
help prepare and revise ADP contingency plans. While IRS has taken and 
continues to take steps in these areas .TS efforts have fallen short. 

This letter describes our objectives, scope, and methodology; summa- 
rizes our findings; and states our recommendations. Appendix I provid 
more detailed information on our findings. 

___- 

Objectives, Scope, and Our objectives were to determine (1) whether IRS’ ADP contingency plan: 

Methodology 
provide reasonable assurance that IRS computer centers, in the event of 
a prolonged disruption, can continue critical data processing operations 
promptly, and (2) whether IRS has implemented a risk-management pro- 
gram to assess and reduce potential threats to computer operations. 

We conducted our review at IRS headquarters; IRS’ National Computer 
Center (NCC); and 4 of the 10 service centers that process tax returns 
and related documents: Andover, Massachusetts; Atlanta, Georgia; 
Austin, Texas; and Fresno, California. These four were selected because 
they are geographically dispersed and vary in work-load voIume. We dis 
not visit IRS’ non-tax-return processing center, the Detroit Data Center, 
because after obtaining information on it from IRS headquarters, we did 
not believe that a visit was necessary. 

We observed physical and environmental controls for IRS computer 
rooms, tape libraries, and backup tape storage areas We also invento- 
ried IRS’ backup tapes at the sites we visited. We interviewed appro- 
priate IRS security, internal audit, computer operations, and user 
personnel at headquarters and at the service centers. 

We reviewed governmentwide circulars, regulations, and publications. 
as well as Treasury Department directives and IRS’ Internal Revenue 

‘Effective December 12, 1985, OMB Circular A-130 (Management of Federal Inforrnatlon Resources 
superceded OMB Circular A-71, Transmittal Memorandum ru’urnber 1. which had been tn eslstence 
since 1978. The new circular does not change the requirements specified m A-71 for ADP conrlnyrm 
plans and periodic risk analyses. 
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Manual, to determine applicable standards and guidelines. N’e also 
reviewed IRS risk-analysis reports. UP contingency plans. and related 
documents and compared them to these standards and guides. In adl”- 
tion, we toured computer facilities at a major commercial bank and :I w 
Federal Reserve Board, both in San Francisco. California. and in %-ash- 
ington, D.C., to gain a perspective on security efforts at other t>‘pes ot’ 
organizations. We conducted our review in accordance with generally- 
accepted government auditing standards from .July 1983 to September 
1985. 

I 
Contingency Plans and IRS’ tax return processing system is comprised of two major compo- 

Risk Analyses Are 
Required for IRS 
Computer Centers 

nents 
--SCC in Martinsburg, West Virginia, which maintains a master filth 

account on each individual and business taxpayer. and the 10 service 
centers, which receive and control tax returns and subject them to 
validity and consistency checks and mathematicalIy t-erify taspaJ.ers’ 
computations. IRS’ Detroit Data Center is responsible for IRS’ administra- 
tive systems, tax anaIysis systems. and many of its management infor- 
mation systems. I 

As noted earlier, Om's Circular A-130 required each agency head to set 
up an ADP security program. Among other things, each agency is 
required to do the following: 

l Develop and maintain contingency plans that lvill provide reasonable 
continuity of data processing support should events occur that pre\-ent 
normal operations. (These plans should be periodically reviewed and 
tested.) 

l Conduct periodic risk analyses at each computer center to determine the 
center’s vulnerabilities and to effectively use security resources to 
reduce potential loss. These analyses must be performed before a new 
center is designed: or whenever a significant change to the physical 
facility. hardware. or software occurs; or at least every 5 years. 

IRS’ Internal Revenue Manual also requires that ADP contingency plans 
be developed. maintained. and tested for each of the 12 IRS computer 
centers. The manual notes that plans must be developed to respond to 
fire, flood. sabotage, serious equipment damage or failure. loss of elec- 
trical power, bomb threats or explosion. and civil and natural disasters. 
The manual specifies that each contingency plan must provide foi 
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--.--.. ..- 
l backup facilities and computer hardware, i.e.. a prearranged locarif )n 

where ADP operations can take place while the damaged facility is 
repaired; 

. backup files of software, data, and documents necessary’ to ~c)nt~nue 
operations; 

* processing priorities, i.e., a list ranking the critical applications to bp 
processed, recognizing that only top-priority, essential functiws tvill btl 
performed in the event of a disaster; and I 

l other essential requirements, such as personnel, transportation. sup- 
plies, office equipment, and security. 

The manual also requires that appropriate assistant commissioners 
review and certify all contingency plans to ensure that [ 1) lvorkable, 
technically feasible plans are prepared, and (2) all management levels 
know of the plans available to protect critical ADP systems. The Xssis- 
tant Commissioner for Returns and Information Processing must certkf>. 
the plans for XC and the 10 service centers, and the Assistant Commi+ 
sioner for Support and Services must certify the plan for the Detroit 
Data Center. 

’ IRS’ ADP Contingency IRS’ draft ADP contingency plans are incomplete. Further, IRS has not 

Plans LacAc Certain 
Elements 

taken adequate measures to prepare for an emergency. Specifically: 

4 XC has no designated backup processing site. 
l IRS’ Computer Services Office stated that computer capacity problems 1 

may make infeasible IRS’ currently proposed arrangement for one ser- 
vice center to back up another. 

l IRS has not identified the most critical work-load functions. i.e.. those 
that must be performed first in the event of a prolonged disruption ro a i 
center’s operations. 

l Backup tape files containing data and programs necessary to continue 
operations were not always maintained as required by IRS. 

l Testing to ensure the workability of ADP contingency plans has ranged 
from nonexistent to limited. 

As a result, existing ADP contingency plans do not meet IRS’ requirements 
to deal with the basic stages of emergency reaction: emergency 
response, backup operations, and recovery operations. Regarding 
backup operations, IRS has not analyzed and ranked the feasibility, 
costs. risks. and benefits of alternative backup strategies. Because of the 
high cost and administrative burden of operating a backup facility. IRS 
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regulations require that all available alternative backup operations be 
carefully considered. 

Risk-Analysis Program In November 1984 and January 1986, IRS conducted risk analyses at the 

Has Been Resumed 
Brookhaven and Fresno Service Centers, respectively. Also, in January 
1986 IRS began a risk analysis at its Memphis Service Center. These are 
the only such analyses done since IRS suspended its risk-analysis pro- 
gram in 1981. Accordingly, IRS does not know the actual risks facing its 
other 10 centers, the potential losses such risks could cause (for 
example, physical damage or lost revenues), or how to most effectively 
reduce those risks. IRS plans to complete risk analyses at all of its cen- 
ters by 1987. 

Between 1979 and 1981, IRS performed risk analyses at six of its centers, 
each concentrating on a specific operation. For example, the PhiladeI- 
phia Service Center analyzed risks to its remittance processing system, 
and the Austin Service Center analyzed the security of its building and 
grounds. However, these analyses were never consolidated into an IRS- 
wide assessment as planned because, in September 1981, IRS decentral- 
ized its approach to security. IRS made this change because it believed 
that controls were firmly in place, managers had become more security 
conscious, and the need for additional security procedures had dimin- 
ished. Consequently’, IRS placed a moratorium on risk analyses that con- 
tinued through 1983. 

In 1983, the Treasury Department reviewed its internal controls in 
response to the Federal I&nagers’ Financial Integrity Act of 1982 [31 
USC. 3512 (b) and (c)], which requires agencies to report to the Presi- 
dent and the Congress annuatly on how well their internal control sys- 
tems are working. On December 31, 1983, Treasury reported that 
information systems security was a “material” (substantial) weakness; 
as part of the Department’s corrective actions, IRS implemented a new 
risk-analysis program for its 12 centers. 

The risk analysis conducted at Brookhaven identified physical security 
problems similar to those we found at other IRS centers. For example, IRS 

found that Brookhaven was susceptible to fire and smoke damage 
because the computer room door did not close; we noted that XC has no 
fire door between its two computer rooms. Also, IRS disclosed that the 
main entrance to Brookhaven’s computer room was not secured after 
hours. We saw the same conditions at the Fresno and Andover Service 
Centers. IRS also stated that Brookhaven’s ADP contingency plan lacked 
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adequate detail on steps to be taken in emergencies. At the V~OW IJ~ o 
review, IRS prepared an action plan to address the problems identil’ivl 
this center. 

a 

Contingency Planning ADP contingency planning and risk-analysis efforts at IRS are pro- ’ 

and Risk-Analysis 
ceeding-but at a slow pace. In 1986, almost 8 years after ~XIB’s Circ.1 
A-7 1 (now superceded by Circular A- 130. which has the same l.equirf 

Efforts Are 
Progressing Slowly 

ments) required federal agencies to develop, maintain, and periodical 
review and test ADP contingency plans. IRS still does not ha\.e tested. I 
tified plans. As indicated earlier, the circular also required that risk \ 
analyses be performed at least every 5 years or earlier if significant 
changes in facilities, hardware, or software occur. However. IRS has n 
yet conducted risk analyses at all of its centers, even though signit’ica 
hardware and software changes have taken place. 

In 1977, we reported that IRS’ controls over computer operations wer~~ 
not adequate to prevent unlawful disclosure of tax data.! u’e pointed 1: 
that IRS’ weak enforcement of its secl,rity regulations occurred becaul;! 
responsibility was fragmented among four organizations within IHS. 1 
Because these organizations had other functions to perform. the) 
devoted less attention to security matters. We therefore recommended. 
that the Commissioner establish an independent security office respor 
sible for all facets of IRS’ security program. The Commissioner agreed 
that IRS had not been aggressive in the security area and committed th 
agency to a vigorous course of improvement :hat included. among 0th 
things, undertaking a major risk-analysis effort. In April 19’78 IRS tlsta 

lished a single organization to oversee its security program. 

As indicated earlier, in September 1981, IRS believed that its centers 
were reasonably secure and placed the moratorium on risk analyses t 1 
continued through 1983. Treasury revitalized the risk-analysis progra 
after identifying ADP security as a material weakness in an assessment 
of its internal control systems. 

The need for tested, certified contingency plans became readily 
apparent to IRS in June 1983 when a fire in a power generator room a~ 
Brookhaven shut down the center’s computers for a day. Following th 
disruption, the Assistant Commissioner for Returns and Information 
Processing questioned the adequacy of disaster recol’ery plans for IKS 

‘IRS Security Program Requires Improvements to Protect Ctmfldentiallt!: of Inwme Tax Inl’irrnat~~ 
(GGD-77-44. July lm). 
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service centers and asked the centers to reevaluate and update their 
plans. 

Because the updated plans contained several problems, the Assistant 
Commissioner formed a task group in October 1984 to develop a model 
plan for the service centers. The group is comprised of representatives 
from the offices of three assistant commissioners-Returns and Infor- 
mation Processing, Support and Services, and Computer Services. In 
November 1984 the group determined that its task was very complex 
and would require input from many additional field and national office 
staff to produce a detailed and adequate plan. It also proposed hiring a 
consultant to gather information for a model plan, By September 1985, 
the task group planned to draft a statement-of-work; this document 
would be used to procure a vendor to prepare a model ADP contingency 
plan for service centers. IRS has now suspended this effort and is consid- 
ering establishing a contingency planning office. 

In October 1985, IRS reported to Treasury that II~S was not in compliance 
with OMB Circular A-71 (now A-130) regarding contingency plans and 
risk analyses. IW did not say when it anticipated completing its contin- 
gency plans, but it did indicate that all risk analyses would be done by 
September 30, 1987. 

Conclusions IRS’ computer centers are vulnerable to prolonged disruptions caused by 
accident, fire, natural disaster, or sabotage because the agency does not 
have adequate contingency plans to continue critical data processing 
operations. In addition, IRS has not assessed the risks to which its cen- 
ters are exposed. 

Such plans and assessments are required by OMB and IRS regulations. 
They are critical for IRS because of its mission and how it is carried 
out-almost entirely with computers. Since IRS computers must process 
millions of returns involving billions of dollars in revenues and refunds, 
when computers are not available for an extended period, IRS’ ability to 
efficiently, effectively, and economically achieve its mission is greatly 
affected+ 

Accidents do occur, as is evidenced by the fire at Brookhaven. Also, the 
effects of a disruption to IRS’ data processing capabilities were illus- 
trated during the 1985 filing season when IRS paid millions of dollars in 
interest on late refunds, paid millions of dollars in overtime, and pro- 
vided poor service to many taxpayers. The disruption caused by these 
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events might have been reduced if IRS had tested. certified contingenq 
plans requiring adequate backup computer capacity. 

IRS has taken some action to correct problems; however, its progress ha: ! 
been slow. IRS initially planned to conduct risk analyses for all its cen- 
ters in 1986. As of January 1986. only two risk analyses had been com- 
pleted, with a third in progress. IRS now plans to complete all risk I analyses by 1987. In addition, the effort to develop a model ADP contin- i 
gency plan for all service centers was suspended in November 1985 ’ 
after a year’s work. We believe these actions indicate that contingenq 
plans and risk analyses have not been given a high priority. 

The lack of tested, certified contingency plans and the failure to conduc : 
periodic risk analyses are significant control weaknesses because of IRS’ ’ 
heavy dependence on ADP support to achieve its mission. The IRS Com- 
missioner responded to this situation on October 21, 1985, when he “i 
reponed to Treasury that IRS was not in compliance with OMB Circular 
A-71 (now A-130). 

Agency Comments and IRS generally agreed with our findings and recommendations. IRS said it 

Our Evaluation 
strongly agreed that a tested contingency plan that would enable the 
agency to continue processing in the event of a disaster was needed. It 
also acknowledged that progress in developing such a plan has been 
slow. In this regard, IRS stated that its Automation Policy Board, after 
discussing the issues in a draft of this report on December li! 1985, 
granted approvai to the Assistant Commissioner (Computer Services) tr 
appoint a contingency planning project officer. The officer’s initial 
tasks, to be completed in about 60 days (about the beginning of March 
19861, are to deveIop time frames and estimate resources needed for a 
contingency planning office. The board will then review these estimates 
and decide whether to approve such an office. IRS also stated that risk : 
analyses for all computer centers wouid be completed by 1987. 

IRS did not agree that the problems encountered in the 1985 tax filing 
season could have been avoided or significantly reduced if tested, certi- 
fied ADP contingency plans existed. It stated that contingency plans 
address risks of natural disasters, fire, accident, or sabotage. which ger 
erally are not applicable to problems that arise when implementing ne 
systems and operations. 

While we agree that the risks of natural disasters and those associated 
with the implementation of new systems are different, a contingency 
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plan would provide alternative sources for data processing capability 
that could be used whenever normal operations are disrupted. In the 
particular case of the 1985 tax filing season, the disruption (among 
other things, not having enough computer capacity to process the work 
load) was similar to what could happen if a natural disaster occurred 
and IRS computers became unavailable, If ms had had adequate contin- 
gency plans, the process of locating and using additional processing 
facilities might have been easier. 

IRS told us that the NCC contingency plan does not currently conform to 
IRS requirements, but that it is being revised and will soon be submitted 

] 
1 

for certification. IRS also raised technical and editorial points in our 
draft report, which we have addressed. IRS’ points and our comments 
regarding their disposition are contained in appendix II. 

Recommendations to We recommend that you direct the Assistant Commissioner, Support and j 

the IRS Commissioner 
Services (for the Detroit Data Center), and the Assistant Commissioner, 
Returns and Information Processing (for all other computer centers), to 

1 

expedite efforts to 
1 

l develop, certify, and periodically test ADP contingency plans for all IRS 
computer centers according to the criteria and procedures set forth in 
IRS’ Internal Revenue Manual and OMB Circular A-130; I 

l perform periodic risk analyses to (1) aid in developing and maintaining 
effective ADP contingency plans, and (2) help assess the internal controls 
environment, as required by the Federal Managers’ Financial Integrity t 
Act of 1982 and the OMB circular; and t 

9 continue to report the lack of contingency plans and periodic risk anal- : 
yses as material control weaknesses under the Federal Managers’ Finan- 
cial Integrity Act until contingency plans have been developed, certified, 
and tested, and risk analyses (as well as needed corrective action identi- 
fied by such analyses) have been completed for all computer centers. 

As you know, 31 U.S.C. 720 requires the head of a federal agency to 
submit a written statement on actions taken on our recommendations to 
the House Committee on Government Operations and the Senate Com- 
mittee on Governmental Affairs not later than 60 days after the date of 
the report. A written statement must also be submitted to the House and 
Senate Committees on Appropriations with the agency’s first request for 
appropriations made more than 60 days after the date of the report. 
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We are sending copies of this report to the Director, Office of Manage- 
ment and Budget; the Secretary of the Treasury; and interested congre: 
sional committees and subcommittees; and will make copies available tc 
others upon request. I I 

Sincerely yours, 

Warren G. Reed 
Director 
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Appendix I 

Contingency Plans and Risk Analyses at IRS 

--. 

hDP contingency plans are essential to ensure the continuity of IRS' ctm- 
puter operations if any one of the agency’s computer centers is 
destroyed or significantly disabled for an extended period because of a 
natural disaster, fire, accident, or sabot.age. Despite the importance of 
computers to IRS’ mission and the fact that there has b+l+An a govern- 
mentwide requirement since 1978 that appropriate conLmgency plans btl 
developed, maintained, and tested, IRS does not have tested. certified .UN’ I 
contingency plans for any of its centers. In addition, until IRS completed 1 
a risk analysis at its Brookhaven Service Center in November 1983, it 
had not identified the risks and vulnerabilities of any of its centers sincth 
1981. We believe that IRS’ slowness in completing contingency plans and 1 
conducting risk analyses is due to the agency’s placing too low a priorit). 
on these tasks. Deficiencies in the agency’s contingency plans, its 
attempts to correct them, and its risk-analysis efforts are described in 
this appendix. 

Significance of ADP 
Contingency Plans 

Contingency plans can help an organization expedite the recovery of 
computer operations and minimize recovery costs. For example, in 1982 
the minicomputers, online terminals, and communicai .I)n systems of a 
major mortgage banking company were destroyed by a fire. Because of a 
good contingency plan, the bank had relocated, received, and instaIled 
replacement equipment, and had returned to business as usual within 4 
days. In contrast, in August 1979, water from broken pipes flooded the 
Census Bureau’s computer center and damaged its computers. Without a 
designated backup facility, Census had no alternative except to acquire 
dedicated computer time commercially until its own computer equip- 
ment was restored-an alternative that cost more than S 1.5 million. If 
prior arrangements for backup had been made with another federal or 
commercial center, the cost might have been less. 

Although IRS has nearer had a major disaster at a computer center. a ~ 
1983 fire in a power generator room at Brookhaven shut down the 
center’s computers for a day. A larger disruption might halt computer 
operations for a Ionger time. The loss of an IRS computer center for even 
several days could, depending on the time of year, result in 

. millions of dollars in interest payments to taxpayers caused by delays in 
processing refunds; 

. overtime payments to IRS employees to make up for any interrupted 
processing; 

l lost revenue because collection staff would not have the data to chwk 
the accuracy of returns; 
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. impaired service to taxpayers because of lost records; and 

. inaccurate notices to taxpayers, caused by delays in posting data to tax- 
payers’ accounts. 

These effects are not unlike those experienced by 1% during the 1985 
filing season when, among other things, the lack of sufficient computer 
capacity of computer systems resulted in interest paid to taxpayers, 
extra overtime (at least 45 percent more than 1984 figures) paid to IRS 
employees, and poor service to taxpayers. The effect, however, could be 
significantly greater if the time required for a computer center to I 
recover became protracted. / I j 

ieveral Aspects of IRS’ Federal requirements for computer centers’ ADP contingency plans are 

LDP Contingency 
set forth in OMB Circular A-130, dated December 12, 1985 (see appendix / 
III). According to this document, agencies should 

Uns Are Inadequate 
i 

l develop and maintain contingency plans to ensure that essential func- 
tions can continue in the event computer support is interrupted and 

a maintain disaster recovery plans at all computer installations in case 
normal operations are interrupted, and test these plans periodically. 

IRS has incorporated the above criteria in its Internal Revenue Manual, i 
which requires that ADP contingency plans be developed, maintained, 
and tested for critical systems at IRS’ 12 computer centers. The manual 
also requires that the Assistant Commissioner for Returns and Informa- 
tion Processing r-t: .ew the NCC’S and service centers’ plans and certify 
their adequacy. The Assistant Commissioner for Support and Services is 
to certify the plan for the Detroit Data Center, 

Under the Brooks Act (40 USC. 759 j- the National Bureau of Standards 
is assigned the task of developing technical standards and guidelines for 
federal ADP activities. The Bureau’s guidelines for developing disaster 
recovery plans appear in the Department of Commerce’s Federal Infor- 
mation Processing Standards Publication (FIPS PUB) 87, Guidelines for 
ADP Contingency Planning (March 1981). This publication identifies the 
following important areas to be addressed for an effective ADP contin- 
gency plan: 

. A strategy for backing up computer operations, 

. Identification of work-load priorities. 

. Safeguarding duplicate copies of essential data and computer programs. 
1 The periodic testing of the plan. 
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l Analysis of the risks at computer centers. 

A discussion of IRS’ progress in each of these areas follows 

Backup Strategy Does Not Both the FIPS PUB 87 and the Internal Revenue Manual stress the iml,r 

Ensure Prompt Continuity tance of ADP backup strategies. FE% PL'B 87 suggests that organization,, 

of Operations consider selecting a prearranged backup facility where critical c(JrnI)~! 
center tasks can be performed until a distressed facility is restorrd. I 
Internal Revenue Manual states that ADP contingency plans are ti 
vide for such backup facilities and lists three backup options: ( 1 ; 
equipped contingency center- a facility 5111~ equipped with neeclt~cl 
hardware; (2) an empty shell-a building suited to the quick installer, 
of computer hardware (raised floor, air-conditioning, power supply- ! 
and (3) a paired computer center -an IRS-managed ADP system that I 

‘; 

designated to process the critical work load of the distressed center 
manual further states that, since the cost and administrative burden 
backup facilities are high, other options should also be considered. 

We found that the draft ADP contingency plans for IRS' service center, ” 
and NCC do not contain adequate backup strategies to ensure that crir i 
functions will continue promptly after a major ADP disruption. ii-e ale 1 
found that IRS has not prepared an analysis of the feasibility. costs. 
risks, and benefits of alternative backup strategies. 

The service centers’ plans are based on the paired-center approach. 
Under this approach, a center damaged in a disaster would send its 
work load to its paired center for processing. This assumes sufficienr 
computer capacity at each center to serve its counterpart. IRS' Camp\ 
Service Office questioned the viability of the paired-center approach 
light of complaints by service centers of inadequate capacity to procl 
their own work load, let alone additional work from other centers. -4: 
long as this situation exists, IRS’ ability to recover service center .\DP 
operations after a disaster, using this approach, is in doubt. 

NCC’S draft plan does not designate a specific backup facility to be 115 
if its facilities are seriously damaged. L!nder this plan, should a disas 
occur, IRS would try to locate space for a backup facility by contactin 
several designated IRS service centers, the Federal Emergency Manag 
ment Agency, and the General Services Administration. Should thesv 
steps fail to obtain an acceptable center. IRS would then contact orhe) 
federal data centers and commercial backup facilities. 
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NCC'S plan to find a computer center after a disaster occurs presents sev- 
eral problems. 

l The computers at IRS’ service centers are not compatible with NCC’S com- 
puters; therefore, NCC could not run its programs on service center 
computers. 

l NCC has no written agreement with other federal computer centers; nor 
are the computers at the other federal centers fully compatible. Some I 
may be similar to XC’s, but IRS’ programs would at least need revision to 

j 

run on such computers. I 
l Finding an acceptable empty shell and identifying and contracting for 1 

minimum system requirements could take weeks or even months. The I 
Deputy Regional Administrator for the General Services Administration 
thought NCC would need more than 30 days to obtain an acceptable site 
and resume operations. 

IRS has considered several options for backing up NCC in the last 5 years 
(empty shell, letter of agreement with another federal agency), but it i 
has not selected a definite backup location for use with its ADP contin- 
gency plan. Nor has IRS prepared an overall evaluation of the relative 
costs, risks, benefits, and feasibility of various backup strategies for 
itself or NCC, as required by IRS regulations. 

The Detroit Data Center has an ADP contingency plan only for the com- 
puter application system that supports the payroll function; it does not 
have a plan that supports the entire center. 

B 

Work-Load Priorities Have The Internal Revenue Manual requires that all ADP contingency plans 

Not Been Identified include a list, in order of priority, of the critical work-load functions to ! 
be performed by the system. After a disaster, a computer center would 
probably not be able to do all its work functions because it would most 
likely not have a complete complement of computer capacity available. 
IRS has not identified those work-load functions that are most critical to 
accomplishing its mission. IRS’ draft plans simply list routine processing 
schedules for all functions. Therefore, in an emergency, IRS would have 
to take time to decide which work-load functions critical to its continued ; 
operation should receive r--iority. 

Backup Files Have Not E3een FIPS PUB $7 states that it is essential that backup copies of appropriate 

Safeguarded data and computer programs be adequately secured so that an agency 
can continue operations if the original versions are destroyed. IRS’ 
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manual requires that all critical systems have backup files and that 
these files be kept off-site. 

Although NCC had stored it% required backup tapes at an off-site loca- / 
tion, three of the four service centers-Andover, Atlanta, and Fresno- 
had not done so. However, the Atlanta center has recently contracted to 
have its tapes transported and stored off-site. We also found that j 
backup tape files for all four service centers were incomplete. The 
missing files included those containing data on taxes owed, problem tax- i 
payers, overdue returns and payments, and investigations of delinquent 
taxpayers. These data are important to the support of IRS programs. 

1 
: 

We asked Fresno center officials why they did not use an off-site storagy 
area. They replied that, because of problems in transporting tapes to an 
off-site location and inadequate funds to obtain a vault for that location. I 
a decision was made to store backup tapes in a locked cabinet in a 
building adjacent to the one housing the computer room tape library. If tt 
natural disaster, such as an earthquake, should strike this comwter 1 
center, the original tapes and the backup tape files could be sil.Culta- 
neously destroyed. 

Periodic Testing Needed to Testing of ADP contingency plans is essential. FIPS PUB 87 states: 

Ensure Viability of Plans One of the more important aspects of successful contingency plannlng is the con- 
tinual testing and evaluation of the plan itself. Quite simply. a plan which has not f 
been tested cannot be assumed to work.... . ..lf the ADP contingency plan IS not 
subjected to continual and rigorous management review as well as to in depth 
testing on a scheduled basis it will fail when needed. 

IRS regulations also mandate testing of the plans. The Internal Revenue 
Manual requires “tabletop testing” (an in-depth talk-through), as well az 
annual testing of significant portions of the ADP contingency plan. Test 
results are to be documented and evaluated. 

At the four service centers we visited, officials stated that their draft ; 
plans were not tabletop-tested. One official said he thought headquar- 
ters personnel were responsible for conducting these tests. 

According to IRS, it has updated and tested the XC plan annually. -At 
NCC, officials stated that they tabletop-tested NCC'S draft plan in 1984, 
but they did not document the test. NCC has tested its ability to restore 
segments of its master files by processing backup tapes from its off-site 
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storage vault on NCC computers. However, because IRS has not identified 
a backup site for NW’s operations, NCC has not been able to test its 
ability to restore operations at an alternate site that may not have fully 
compatible hardware and software. 

The Brookhaven Service Center plan was partially tested in November j 
1983. Approximately 3,500 quarterly tax deposit returns were shipped 
from Brookhaven to the Philadelphia Service Center to be processed. In 1 
March 1984, a report concluded that the test was successful. However, I 
IRS’ Disclosure and Security Division stated it did not consider this exer- i 

cise to be an in-depth test of those plans because Philadelphia processed 
only a small portion of Brookhaven’s hundreds of thousands of transac- 
tions that may need to be processed in a single day. 

; 

Risk Analyses Provide a 
Useful Tool to Reduce 
Risk and Aid ADP 
Contingency Planning 

Risk analyses identify the nature and magnitude of risks facing a com- 
puter center. Such information can help management decide (1) how to 
reduce these risks and (2) select an appropriate ADP contingency plan. 
Several government directives and guidelines focus on the importance of 
risk analyses for AJIP centers. OMB Circular A-130 states that risk anal- 
yses shouid provide a measure of the relative vulnerabilities of the com- 
puter centers so that “security resources can be effectively distributed 
to minimize potential loss,” It requires that federal agencies perform 
risk analyses 

. at least every 5 years; 
4 before approving design specifications for new computer systems; or 
. whenever a computer center’s physical makeup, hardware, or software 

changes significantly. 

The Treasury Department incorporated these requirements into direc- 
tives with which 112s must comply: Treasury Directive 10-08. dated Jan- 
uary 25, 1979, and Treasury Directive 81-41. dated November 23, 1983, 
which superceded the prior directive. 

Besides the Treasury directives, Federal Information Resources Manage- 
ment Regulation (Amendment 1, December 1984) 201-7.103.2 also 
requires that agencies perform risk analyses “for each ADP and telecom- 
munications facility to provide an understanding of the probable losses 
and the effect of these losses.” 

In addition, FIPS PUB 87 recommends that risk analyses be used as part of 
the Orderly process needed to develop a contingency plan. It notes that: 
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RisksExistatIRS 
Computer Centers 

IRS Risk Analyses 
Have Been Resumed 

With relatively few exceptions, the selection of appropriate strategies should follow 
the risk analysis. Until the risk analysis is done, it is usually difficult to know the 
critical systems which must be maintamed and the demands for resources which 
will be made to support those critical systems. Thus, it is expected that the strateg> 
can be, at least tentatively, selected immediately after the risk analysis 1s complrtr 

The November 1984 risk analysis at Brookhaven, done in response to 
the Financial Integrity Act, and our own review at four centers revealeci 
that risks do exist. For example, the Brookhaven analysis revealed that [ 

. the center was susceptible to fire and smoke damage because the oom- 
puter room door does not close; 

9 the main entrance to the computer room was not secured after normal 
working hours, increasing the risk of entry by unauthorized individuals: 
and 

l smoke detectors in the computer room have produced an excessive 
number of false alarms to the local fire department, which could slow 
the response to a real fire. 

Weaknesses we found at the other centers include the following: 

l At the Andover, Atlanta, and Fresno Service Centers, and at SK. access 
doors to the computer room were not always monitored.3 

4 At Andover and Fresno, visitor badges were left unattended, and at ’ 
kesno an access button to the computer room doors was not discon- 
nected after duty hours. 

. At Fresno, the tape library was left unlocked and unattended after 
normal working hours, and cleaning personnel were sometimes not 
monitored. 

+ At Austin, the tape library had no automatic sprinkler system. 

Between 1979 and 1981, IRS performed risk analyses at six of its center? 
It elected to have each service center concentrate on a different area of 
operations and analyze physical security conditions/risks. For example. 
the Philadeiphia Service Center performed a physical security anal>% 
on its remittance processing system, and the Austin Service Center ana- 
lyzed security measures and protection for its building and grounds. 

31n commenting on a draft of this report, IRS told us the problem with the access doors at XC KOU! 
be corrwted by December 24, 1985. According to theSecurity Adnumstrator at SCC the problem stl 
had not been corrected as of February 13, 1986. 
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According to an IRS official, the results of these risk analyses were to be 
consolidated into an IRS-wide assessment. However. in September 198 1, 
believing that its centers were reasonably secure, IRS placed a temporary 
moratorium on facility risk analyses, so no consolidated risk assessment 
was prepared. 

In 1983, Treasury reviewed its internal controls, including those at IRS, 

in response to the Federal Managers’ Financial Integrity Act of 1982. On 
December 31, 1983, the Secretary of the Treasury reported to the Con- 
;ress and to the President that information systems security was a 
material control weakness throughout Treasury. Treasury then directed 
all of its bureaus, offices, and agencies to conduct a risk-analysis pro- 
gram to identify specific security weaknesses and then correct them. On 
February 3, 1984, IRS began impIementing a new risk-analysis program 
for its 12 computer centers. A contractor performed the first risk anal- 
ysis at Brookhaven in November 1984 and the second risk analysis at 
Fresno in January 1986; the other centers are to follow3 IRS intends to 
act on security weaknesses identified in the Brookhaven analysis and 
has developed an action plan to make improvements. 

In his October 21, 1985, letter, the IRS Commissioner reported to the Sec- 
retary of the Treasury that IRS had determined that it was in noncompli- 
ance with OMB Circular A-71 (now A-130) regarding security of 
automated information systems. Specifically, the letter stated that IRS 
planned to conduct risk analyses for all centers by September 30, 1987, 
and also to develop contingency plans. 

Internal Studies Have Both IAS’ Disclosure and Security Division and Internal Audit Division 

Noted Problems in ADP 
have identified problems in IRS' ADP contingency plans. In 1981, the Dis- 
closure and Security Division recommended an IRs-wide approach to 

Contingency Plans disaster recovery planning. IRS issued a handbook containing standards 
for ADP contingency planning and testing in February 1983, but it paid 
little attention to the subject until the 1983 fire at Brookhaven. As a 
result, the IRS’ Returns and Information Processing Division, in August 
1983, asked the service centers to reevaluate and update their existing 
plans in accordance with the February 1983 handbook. A copy of Brook- 
haven’s updated plan was also submitted to each service center to be 
used as a guide. Except for the Detroit Data Center, each center sub- 
mitted an updated plan to IRS headquarters between September 1983 
and January 1984. 
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These plans were sent to the Disclosure and Security Division for 
review, which concluded in March 1984 that the Brookhaven plan. as 
well as most of the other centers’ plans, omitted almost all of the rmqor 
elements required by the handbook. The division criticized the plans for 
not 

. including recover:. operations procedures, 
l specifying a prearranged location for a backup facility, 
. listing critical ADP work-load processing priorities, I 
. stating the minimum number of personnel required to operate the crit- 

ical AriP systems, 
. listing critical amounts and types of supplies and office equipment. and 1 
. addressing how the plans would be tested. 

Disclosure and Security also reviewed NCC’S plan and concluded that the 
plan would not work without a designated backup facility, needed to 
better address critical ADP operations and processing priorities, and 
required adequate testing to ensure that it would work. 

IRS’ Internal Audit Division reviewed the security program and issu+! a 
report on December 6, 1984, noting that. at the time of its audit ivo, 
IRS had no current contingency plans for half of its 12 centers. In addi- 
tion, the report noted that the six existing plans had not been re\?ekved 
by Disclosure and Security and were insufficiently tested to determine T 
their feasibility of implementation or adequacy of protection. 

IRS management responded that updated plans for the 10 service centerr; 
had been submitted to and reviewed by Disclosure and Security bet\veen 
November 1983 and May 1984. Disclosure and Security concluded that 
the service center and NCC plans did not conform to IRS requirements ant: 
would need improvement to make them workable. IRS management said 
that, in light of this needed improvement and doubts about the viability 1 
of the paired-center approach, a task group, comprised of representa- 1 
tives from the offices of three assistant commissioners, had been set up ’ 
to develop a model disaster recovery plan for service centers. Horsei.er. i 
on November 9, 1984, the task group determined that the scope of the 
problem was so complex that 

. ..this project would require input from many additional field and national office 
staff and would require the full time participation of the task group members to 
produce a detailed and adequate plan. 
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The group therefore proposed hiring a consultant to develop the model 
plan. The work of this task group was suspended in November 1985. On 
December 17, 1985, IRS Automation Policy Board granted approval for 
the Assistant Commissioner (Computer Services) to appoint a contin- I 
gency planning project officer. The officer’s initial task, to be completed i 
about March 1986, is to develop time frames and estimate resources to i 
help decide whether to establish a contingency planning office. f 

Contingency Planning ADP contingency planning and risk analyses at IRS are progressing 

and Risk-Analysis 
slowly. In 1986, almost 8 years after OMB required federal agencies to 
develop, maintain, and periodically review and test ADP contingency 

Efforts Are plans, IRS still does not have tested, certified plans, The circular also 

Progressing Slowly required that risk analyses be performed at least every 5 years or ear- 
lier if significant changes in facilities, hardware, or software occur. 
However, IRS still has not conducted risk analyses at all of its centers, 
even though significant hardware and software changes have taken 
place. 

In 1977, we reported that IRS’ controls over computer operations were 
not adequate to prevent unlawful disclosure of tax data.4 We pointed out t 
that IRS’ weak enforcement of its security regulations occurred because r 
responsibility was fragmented among four organizations within IRS. E 
Because these organizations had other functions to perform, security ’ 
matters generally received less priority attention. We therefore recom- 
mended that the Commissioner establish an independent security office 
responsible for all facets of the security program at IRS. The Commis- 
sioner agreed that IRS had not been aggressive in the security area and 
committed the agency to a vigorous course of improvement including, 
among other things, undertaking a major risk-analysis effort. In April L 
1978, ~RS established a single organization to oversee its security 
program. 

In September 1981, however, IRS decentralized its approach to security 
s 

enforcement and later began reducing the number of security personnel. 
This change was made because IRS believed that controls were in place, 
managers were more security conscious, and the need for additional 
security procedures had diminished. IRS placed a moratorium on risk 
analyses that continued through 1983. 

41RS ScurityRagram F&quirm Improvements to Protect confidentiality of Income Tax Information 
@XMi’4, July 1 I, 1977). 
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As indicated earlier, Treasury revitalized the current risk-analysis pro- ! 
gram after identifying ADP security as a material weakness in a 
December 1983 assessment of its internal control systems. Yet IRS has 
completed only two risk analyses at two centers as of January 1986. 

Furthermore, the need for tested, certified contingency plans became 
readily apparent to IRS after the Brookhaven fire. However, as of Jan- 1 
uary 1986, over 2 years after this incident occurred, IRS still does not t 

have tested, certified contingency plans for its 12 centers, 

P8go 22 

r 

GAO/IMTEiCXUi-10 Computer Security at CR’ 



Revenue !Service 

Note: GAO comments 
supplementing those in the I 
report text appear at the 
end of thrs appendix. COMMkXlONEA OF INTERNAL REVENUE 

Washington. DC 20224 

See comment 1, 

i 

Mr. William J. Anderson 
Director, General Government Division 
United States General Accounting Office 
Washington, DC 20548 

Dear Mr. Anderson: 

We appreciate the opportunity to review your recent draft 
report entitled “Computer Security: Continpency Plans and Risk 
Analysis Weeded for IRS Computer Centers.” 

We generallv agree with the report’s findings and 
recommendations concerning our efforts in this area. The 
report repeats information that has previouslv been presented 
to and considered by Service management as a result of reviews 
conducted wlthin the Service by both our Internal Audit and 
Disclosure 8 Security Divisions. 

We strongly agree that a tested contingency plan is 
necessary to enable us to continue processlnp in the event of a 
disaster. We realize that our progress in dealing with this 
Issue has heen limited due to the complexltv of the task and 
the lack of available resources to address the problem. In 
fact, the Disclosure & Security Division submitted these issues 
as material weaknesses to the CornmissIoner for inclusion in the 
A-123 annual assurance letter to the Secretary of the Treasury 
in September, 1985. We believe that overall we are making good 
progress in brlnplnp the Service into compliance with OMB 
regulations and our own Internal Audit recommendations, as well 
as GAO’s conclusions In this report. 

Our FY 1986 Annual Plan for Risk Management, which was 
i osued in September, 1985, reflects the Service’s awareness 
that risk analyses at our 12 major sites are needed, but cannot 
be completed by the end of 1986. This current elan also 
includes the use of contractor services for at least two sites 
[with an option to expand to others) and the National OffIce, 
as well as a team of Service employees to conduct risk analyses 
at remaining sites. A copy of this pl,an was provided to GAO. 
Conseauentlv, the comments contalned on pages 9, 13, and 30 of 
the draft report which indicate that the Service plans to 
complete risk analyses at all of its centers by 1986 is 
inaccurate. The process will not be completed until 1987. 

Oepartment ol me treasury Infernal Revenue SewIce 
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See comment 2 

See comment 3. 

See comment 4 

See comment 5. 

See comment 6. 

See comment 7 

L 

-2- 

Hr. William J. Anderson 

We do not agree with the statement on page 2 that the 
problems encountered in the 1985 fi?ing season could have been 
avoided or significantly reduced if tested, certified ADP 
contingency plans were in existence. The tyne of contingency 
planning contemplated by the review (i.e. plans to address 
risks of ” natural disaster, fire, accident or sabotage”) would 
not be generally applicable to problems that arise in the 
implementation of new systems and operations. 

We would also like to clarify several portions of the 
draft report’s discussion of the Natlonal Computer Center 
(NCC). NCC has a disaster recovery plan vhich is updated and 
tested annual.ly. Although it does not currently conform to the 
precise reauirements or Internal Revenue Manual section 
1(16)24, it 1s being revised and will soon be submitted for 
certification. A statement on page 24 of the draft report 
could be interpreted to suggest that NCC’s back-up tapes were 
incomplete. We believe such an internretation would be 
incorrect. NCC’s back-uo tanes were tested auarterly and no 
deficiencies were found. The weakness in NCC’s computer access 
system, noted on page 29, will be corrected no later than 
December 24, 1985. On page 32, the draft renort comments ttlat 
NCC was “not storing magnetic media file back-uo tanes in 
designated storage areas.” This was true for tne on-site 
tapes, but they would have no bearing on their abilj ty to 
recover from a disaster oecause the taoes to be used for 
disaster recovery are stored off-site, as reauired. Lastlv, a 
comment on pave 33 states that contingency plans were lIpdated 
and submitted to NCC. This is not correct; plans were actuallv 
submitted IO the Disclosure & Security Division. 

Issues contained In your draft report were discussed at a 
December 17, 1985, meetlnp of the Automat eon Policy Board. At 
that meeting, the Assistant Commissioner :omputer Servlces) 
was given approval by the Board to apnoint a contlngencv 
planning project officer. The officer’s inr tial 
should be completed in about 60 days, will be to 
frames and calculate the resources that would be 
with a contingency planning office. The Board w 
these time frames and resource estimates and dec 
not to officxallv approve the new project office 

task, which 
establish time 
associated 

i 11 then review 
i de whether or 

With kind regards, 

Sincerely, 

I- 
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The following are GAO'S comments on IRS’ letter dated December 30, 
1985. 

! 

‘?A0 Comments 1. According to IRS’ 1986 plan, risk analyses at six service centers and 
the National Office (IRS headquarters) are scheduled to begin in fiscal 
year 1986. No completion date was stated. However, IRS now informs us 1 
that completion at all centers will be in 1987, which we so note on pages 
1, 5,7, and 19. 

2. We added language on page 1 to clarify that the problems encoun- ; 

tered by IRS during the 1985 filing season derived in part from computer 
8 
j 

capacity shortages. See also our comment on pages 8 and 9. 

3. Even though IRS said that it updates and tests the NCC plan annually, ’ 
we have pointed out the weaknesses in its tests on pages 16 and 17. We 
added a statement to the report on page 9 to acknowledge that IRS is 
revising the XC plan and intends to submit it for certification soon. E 

4. We deleted language that implied NCC backup tapes were incomplete 

5. According to NCC’S Security Administrator, the access probIem still 
had not been corrected as of February 13, 1986. 

6. In our draft we referred to a December 6, 1984, report issued by IRS’ 
Internal Audit Division, which disclosed that NCC was not properly 
storing its backup tapes. IRS accurately points out that Internal Audit 
was referring to on-site backup tapes rather than off-site backup tapes. 
Because these on-site tapes were not properly stored in tape libraries or 
in on-site storage vaults, the Internal Audit Division had properly con- 
cluded that “the Service [IRS] may be hindered from recovering quickly 
in the event of a w disaster.” (Emphasis added.) While the on-site 
backup tapes, if properly stored, could be used to recover from a local 
disaster, IRS correctly points that its off-site backup tapes are main- 
tained to recover from a disaster, whether local or not. Accordingly, we 
have dropped this point from the report. 

7. We revised page 20 to note that plans were submitted to IRS’ Disclo- 
sure and Security Division. 

I 
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