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.01 In the planning and internal control phases, the auditor should identify controls for each significant cycle and accounting application and assess the risk of material misstatement for each assertion. For CFO Act agencies subject to FFMIA, the auditor also determines whether significant financial management systems substantially comply with (1) federal financial management systems requirements, (2) federal accounting standards, and (3) the SGL at the transaction level. See FAM 701 for additional guidance on determining whether an agency’s systems substantially comply with FFMIA and FAM 701 A for related example audit procedures.
A cycle or an accounting application is generally significant if it processes aggregate transactions in excess of design materiality or if it supports a significant account balance in the financial statements or RSSI. A financial management system generally consists of one or more accounting applications. If the auditor decides that one or more of the accounting applications making up a financial management system is significant, then that financial management system generally is significant for determining whether the system substantially complies with FFMIA. 
The auditor may also identify cycles, accounting applications, or financial management systems as significant based on qualitative considerations. For example, financial management systems covered by FFMIA include not only systems involved in processing financial transactions and preparing financial statements, but also systems supporting financial planning, management reporting, and budgeting activities; systems accumulating and reporting cost information; and the financial portion of mixed systems, such as benefit payment, logistics, personnel, and acquisition systems.

.02 The entity’s accounting system may be viewed as consisting of logical groupings of related transactions and activities or accounting applications. Each significant line item or account is affected by input from one or more accounting applications (sources of debits or credits). The auditor may group related accounting applications into cycles; the entity may group related accounting applications into financial management systems. Accounting applications are classified as (1) transaction-related or (2) line item/account-related.

.03 A transaction-related accounting application consists of the methods and records established to identify, assemble, analyze, classify, and record (in the general ledger) a particular type of transaction. Typical transaction-related accounting applications include billing, cash receipts, purchasing, cash disbursements, and payroll. A line item/account-related accounting application consists of the methods and records established to report an entity’s recorded transactions and to maintain accountability for related assets and liabilities. Typical line item/account-related accounting applications include cash balances, accounts receivable, inventory, property and equipment, and accounts payable.

.04 Within a given entity, there may be several examples of each accounting application. For example, a different billing application may exist for each program that uses a billing process. Accounting applications that process a related group of transactions and accounts comprise cycles. For instance, the auditor may group billing, returns, cash receipts, and accounts receivable accounting applications to form the revenue cycle. Similarly, related accounting applications also comprise financial management systems.

.05 For each significant line item and account, the auditor should use the ARA form at FAM 395 I or equivalent audit documentation to identify the significant transaction cycles (such as revenue, purchasing, and production) and the specific significant accounting applications that affect these significant line items, accounts, and assertions. For example, the auditor might determine that billing, returns, cash receipts, and accounts receivable are significant accounting applications that affect accounts receivable (a significant line item). The ARA provides a convenient way to document the specific risks of material misstatement by assertion for significant line items for consideration in determining the nature, extent, and timing of audit procedures. If the auditor uses an equivalent type of audit documentation, rather than the ARA, the auditor should include the information discussed in FAM 395 I.

.06 Grouping related accounting applications into cycles can aid the auditor in preparing audit documentation and in designing audit procedures that are effective, efficient and relevant to the reporting objectives. The auditor may document insignificant accounts in each line item on the ARA or equivalent, indicating their insignificance and consequent lack of audit procedures applied to them. In such instances, a cycle matrix may not be necessary. Otherwise, the auditor should prepare a cycle matrix or equivalent document that links each of the entity’s accounts (in the chart of accounts) to a cycle, an accounting application, and a financial statement or RSSI line item.

.07 Based on discussions with entity personnel, the auditor should determine the accounting application that is the source of the financial statement information. For example, applications that contain subsidiary records for receivables, property, and payables typically provide detailed information for testing and support for general ledger balances if appropriate reconciliations are performed. When a significant line item has more than one source of financial information, the auditor should consider the various sources and determine which is best for financial audit purposes. The auditor should evaluate the likelihood of misstatement and auditability in choosing the source to use. For audit purposes, the best source of financial information sometimes may be operational information prepared outside the accounting system.

.08 Once the auditor identifies significant accounting applications, the auditor should determine which information systems are involved in those applications. The auditor should then evaluate those particular information systems by assessing information-related controls using an appropriate methodology.
.09 The auditor should obtain sufficient knowledge of the information systems relevant to financial reporting to understand the design of the procedures by which transactions are initiated, recorded, processed, and reported from their occurrence to their inclusion in the financial statements (see  AU 319.49 and FAM 320). The auditor should also determine whether the design was implemented. OMB audit guidance notes that the components of internal control include general and application controls. OMB audit guidance requires that, for controls that have been properly designed and placed in operation (implemented), the auditor must perform sufficient tests to support a low assessed level of control risk.
 
General controls are the policies and procedures that apply to all or a large segment of an entity’s information system. General controls help ensure the proper operation of information systems by creating the environment for proper operation of application controls. Application controls are those controls incorporated directly into computer applications to help ensure the validity, completeness, accuracy, and confidentiality of transactions and data during application processing. 

The auditor should use an appropriate methodology when assessing general and application controls and should document the basis for believing that the methodology used is appropriate to satisfy these requirements. If the auditor uses the same methodology for multiple audits, the audit organization may prepare this document once and maintain a central file for reference on individual audits. 
GAO auditors should use the FISCAM when assessing general and application controls in a financial statement audit. The FISCAM is designed to meet these requirements, and GAO believes the FISCAM is an appropriate methodology.
See FAM 295 J for a flowchart of steps generally followed in assessing information system controls in a financial statement audit. Information system security controls are also addressed in OMB Circular No. A-130, Management of Federal Information Resources, in the National Institute of Standards and Technology’s (NIST) An Introduction to Computer Security: The NIST Handbook, National Security Agency (NSA) guidance on Microsoft and other computer vendor web sites, and in various publications. OMB’s guidance on reporting under the Federal Information Security Management Act specifies NIST publications to be used by agencies when evaluating information security. See FAM 260. 
� Control risk is defined in AU 312.21 as “the risk that a misstatement could occur in a relevant assertion and that could be material, either individually or when aggregated with other misstatements, will not be prevented or detected on a timely basis by the entity’s internal control.” Control risk assessment is discussed in FAM 370. 
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