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.01 The specific conditions listed below may indicate risks of material misstatement because of control environment, entity’s risk assessment, communication, and monitoring weaknesses, as well as potential fraud risk. The auditor may use this section when separately evaluating the design of the control environment, entity’s risk assessment, communication, and monitoring components described in FAM 260.47-.55.
 The auditor also may evaluate any other relevant factors and conditions. Appendix B of AU 314 provides additional guidance for understanding these components of internal control. The auditor may also refer to GAO’s Internal Control Management and Evaluation Tool (GAO-01-1008G, August 2001) for additional and more detailed examples of internal control components. The auditor may evaluate these factors for the entire entity or by location.
Control Environment
.02 Communication and Enforcement of Integrity and Ethical Values

· Management and those charged with governance
 have not established, exhibited, and communicated throughout the entity an appropriate “tone at the top,” including explicit guidance about what is right and wrong.

· Management and those charged with governance have not established a formal code of conduct or other policies regarding acceptable practices, conflicts of interest, or expected standards of ethical behavior.
· Employees do not understand what behavior is acceptable or unacceptable, or what to do if they encounter improper behavior.

· Management covers up bad news rather than making full disclosure as quickly as possible.

· Management does not quickly address signs that problems exist.

· Management and employees feel pressure to cut corners or not follow established controls.

· High decentralization leaves top management unaware of actions taken at lower organizational levels and thereby reduces the chances of detecting errors and fraud.

· Everyday dealings with employees, auditors, the public, oversight groups, and others are not generally based on honesty and fairness (for example, overpayments received or supplier underpayments are ignored, or efforts are made to find a way to reject legitimate claims).

· Penalties for improper behavior are insignificant or unpublicized and thus lose their value as deterrents.

· Management has displayed a loose attitude toward internal control, for example, by not providing guidance on when intervention is allowed or not investigating and documenting deviations from controls.

· Management and employees feel pressure to meet performance targets or deadlines that are unrealistic.
· Management is under undue pressure from the administration to attain an unqualified opinion on the financial statements, despite significant internal control weaknesses.

· Management displays lack of candor in dealing with those charged with governance, oversight committee staff, recipients of the entity’s services, or auditors regarding decisions that could have an impact on the entity. 
· Management does not respond to internal and external auditors’ recommendations to strengthen internal control.

· Management has strained relationships with the IG and/or its current or predecessor external auditors.

· Management does not encourage and consider employee suggestions.
.03 Commitment to Competence

· Management has not analyzed jobs to determine the knowledge and skills needed.

· Employees do not seem to have the knowledge and skills they should have to do their jobs, based on the level of judgment necessary.

· Supervision of employees does not compensate for lack of knowledge and skills in their specific jobs.

· Inexperienced and/or incompetent accounting personnel are responsible for transaction processing.

· The number of supervisors is inadequate or supervisors are inaccessible.

· Key financial staff have excessive workloads.

.04 Management’s Philosophy and Operating Style

· Management lacks concern about internal control and the environment in which specific controls function.

· Management demonstrates an aggressive approach to risk taking.

· Management demonstrates an aggressive approach to accounting policies. For example, significant changes in allowances for uncollectible accounts that may be tied to performance measures in an effort to improve collections.
· Management has a history of completing significant or unusual transactions near year-end, including transactions with related parties.

· Management makes numerous adjusting journal entries, especially at year end.

· The process of preparing the financial statements is complex and includes many reclassifications and last-minute changes.

· Management is reluctant to (1) consult auditors/consultants on accounting issues, (2) adjust the financial statements for misstatements, or (3) make appropriate disclosures.

· Management displays a significant disregard for regulatory, legal, or oversight requirements or for IG, GAO, congressional authorities, or others charged with governance.

· Top-level management lacks the financial experience/background necessary for the positions held.

· Management is slow to respond to crisis situations in either operating or financial areas.

· Management uses unreliable and inaccurate information to make business decisions.

· Unexpected reorganization or replacement of management staff or consultants occurs frequently.

· Management and personnel in key areas (such as accounting, information systems, IG, and internal auditing) have a high turnover.

· Individual members of top management are unusually closely identified with specific major projects.

· Management has publicly disclosed overly optimistic information on performance of programs and activities.

· Financial estimates consistently prove to be significantly overstated or understated.

· Obtaining adequate audit evidence is difficult due to a lack of documentation and evasive or unreasonable responses to inquiries.

· Financial arrangements/transactions are unduly complex.

· Lack of interaction of adequate frequency between senior management and operating management, particularly with geographically dispersed locations.

· Management attitude toward information systems and accounting functions is that these are necessary “bean counting” functions rather than a vehicle for exercising control over the entity’s activities or making better decisions.

· Management is motivated to engage in fraudulent financial reporting because of substantial political pressure that creates undue concern about reporting positive financial accomplishments.

· Management is dominated, either entitywide or at a specific component, by a single person or small group without compensating controls, such as effective oversight by the IG, GAO, congressional committees, or others charged with governance.

· One or more individuals with no apparent executive position(s) within the entity appear(s) to exercise substantial influence over its affairs or over individual departments or programs (for example, a major political donor or fund-raiser).

· Management has significant grantee, cooperative agreement, or contractor relationships for which there appears to be no clear programmatic or governmental justification.

· Management appears more concerned with an unqualified opinion on the financial statements than fixing significant deficiencies in its systems.

· Management has difficulty meeting reporting deadlines.

.05 Organizational Structure

· The organizational structure is inappropriate for the entity’s size and complexity. General types of organizational structures include

-- federal centralized (managed and controlled on a day-to-day basis by a centralized federal entity system),

-- federal decentralized (managed and controlled on a day-to-day basis by federal entity field offices or staffs),

-- participant administered (managed and controlled on a day-to-day basis by a nonfederal organization), and

-- other (managed and controlled on a day-to-day basis by some combination of the above or by other means).

· The structure inhibits segregation of duties for initiating transactions, recording transactions, and maintaining custody over assets.

· Management has difficulty in determining the organization or individual(s) that control(s) the entity, parts of the entity, or particular programs.

· Recent changes in the management structure disrupt the organization.

· Operational responsibilities do not coincide with the divisional structure.

· Delegation of responsibility and authority is inappropriate.

· A lack of definition and understanding of delegated authority and responsibility exists at all levels of the organization.

· Policies and procedures are established at inappropriate levels.

· A high degree of manual activity or spreadsheet use is required in capturing, processing, and summarizing data to prepare financial statements.

· A single person or a small group dominates activities.
· Entity officials could obtain financial or other benefits on the basis of decisions made or actions taken in an official capacity.

.06 Assignment of Authority and Responsibility

· The entity’s policies are inadequate regarding the assignment of responsibility and the delegation of authority for such matters as organizational goals and objectives; operating functions; and regulatory requirements, including responsibility for information systems and authorizations for changes.

· Appropriate control-related standards and procedures are lacking.

· The number of people, particularly in information systems and accounting, with requisite skill levels relative to the size and complexity of the operations is inadequate.

· Delegated authority is inappropriate in relation to the assigned responsibilities.

· Appropriate system of authorization and approval of transactions (for example, in purchasing, grants, and federal financial assistance) is lacking.

· Policies are inadequate regarding physical safeguards over cash, investments, inventory, and fixed assets.

.07 Human Resource Policies and Practices

· Human resource policies for hiring and retaining capable people are inadequate.

· Policies and procedures for hiring, promoting, transferring, retiring, and terminating personnel are inadequate.

· Training programs do not adequately offer employees the opportunity to improve their performance or encourage their advancement.

· Written job descriptions and reference manuals are inadequate or inadequately maintained.

· Communication of human resource policies and procedures at field locations is inadequate.

· Policies on employee supervision are inappropriate or obsolete.

· Management does not take remedial actions in response to departures from approved policies and procedures.

· Employee promotion criteria and performance evaluations are inadequate in relation to the code of conduct.

· Management does not adequately screen job applicants who will have access to assets susceptible to misappropriation.

· Training is inadequate regarding controls over payments to others, such as for benefits, grants, and federal financial assistance.

· Employees performing key control functions do not take vacations. 
· Management does not reassign work of key employees on vacation.
.08 Management’s Control Methods over Budget Formulation and Execution

· Management provides little or no guidance material and instructions to those preparing the budget information.

· Management and employees do not understand the budget review, approval, and revision process.
· Management demonstrates little concern for reliable budget information.

· Management participation in directing and reviewing the budget process is inadequate.

· Management is not involved in determining when, how much, and for what purpose obligations and outlays can be made.

· Management has not developed adequate planning and reporting systems that set forth management’s plans and the results of actual performance.

· Employees use inadequate methods to identify the status of actual performance and exceptions from planned performance and communicate them to the appropriate levels of management.

· The entity has reported noncompliance, including violations of the Antideficiency Act, and purpose, time, or other budget-related restrictions.
.09 Management’s Control Methods over Compliance with Laws and Regulations

· Management is unaware of the applicable laws and regulations and potential problems.

· A mechanism to inform management of the existence of illegal acts does not exist.

· Management neglects to react to identified instances of noncompliance with laws and regulations.

· Management is reluctant to discuss its approach toward compliance and the reasonableness of that approach.

· Recurring public complaints have been received through “hotline” allegations.

· FMFIA reports; congressional reports; consultants’ reports; and prior audits/evaluations by GAO, the IG, internal audit, or others disclose repeated instances of noncompliance or compliance control deficiencies.

· Management is reluctant to provide evidential matter necessary to evaluate whether noncompliance with laws and regulations has occurred.

· Management is not responsive to changes in legislative or regulatory bodies’ requirements.

· Policies and procedures for complying with laws and regulations are weak.

· Policies on such matters as acceptable business practices, conflicts of interest, and codes of conduct are weak.

· Management does not have an effective legal counsel.

.010 Participation of Those Charged with Governance (Including Oversight Groups, Such as Congressional Committees)

· Those charged with governance, such as oversight groups or congressional committees, demonstrate little concern about controls and how and when management addresses internal and external auditors’ recommendations.
· Those charged with governance have little involvement in and scrutiny of activities.

· Little interaction occurs between those charged with governance and the IG and internal and external auditors.

· Those charged with governance demonstrate little concern for compliance with applicable laws, regulations, and contractual requirements.

Entity’s Risk Assessment Process
.011 Setting Objectives

· Management has not established or communicated its overall objectives to employees or those charged with governance, such as oversight committees.

· Management does not have a strategic plan, or the strategic plan is not consistent with the entity’s objectives.

· The strategic plan does not address high-level resource allocations and priorities.

· The strategic plan, budgets, and/or objectives are inconsistent.

· Management has not established activity-level objectives for all significant activities, or the objectives are inconsistent with each other or with the overall objectives.

· Objectives do not include measurement criteria.

.012 Identifying and Analyzing Risks

· Management does not have a formal risk assessment process.

· For financial reporting purposes, management has not identified risks relevant to the preparation of the financial statements in accordance with U.S. GAAP. Risks relevant to reliable financial reporting also relate to specific events or transactions. See AU 314.126, Appendix B, paragraph B6, for examples of circumstances that could cause risks relevant to financial reporting to arise or change, such as (1) changes in the operating environment, (2) new personnel, (3) new or revamped information systems, (3) rapid growth, (4) new technology, (5) new programs, activities, business models or products, (6) restructuring or reorganization, (7) expanded or new foreign operations, and (8) new accounting pronouncements.
· Management has not adequately identified risks to the entity’s ability to comply with laws and regulations, including maintaining effective controls over compliance with laws and regulations.

· Management has not adequately identified risks to the entity’s ability to prevent and detect fraud.
· Management has not adequately identified risks to achieving the entity’s objectives arising from external sources, including economic conditions, the President, the Congress, OMB, and the media.

· Management has not adequately identified risks arising from internal sources, such as human resources (ability to retain key people) or information systems (adequacy of backup systems in the event of systems failure).

· Once risks are identified, management has not adequately analyzed the risks, including whether controls are adequate to manage the risks, estimating the significance of risks, assessing the likelihood of their occurring, and determining needed actions to manage these risks.

.013 Managing Change

· The mechanisms for identifying and communicating events, activities, and conditions that affect operations or financial reporting objectives are insufficient.

· Accounting systems and/or information systems, including information systems, are not modified in response to changing conditions.

· No consideration is given to designing new or alternative controls in response to changing conditions.

· Management is unresponsive to changing conditions.

Information System, Including the Related Business Processes Relevant to Financial Reporting, and Communication
.014 Internal Communication

· The system for communicating policies and procedures is ineffective.

· Formal or informal job descriptions do not adequately delineate specific duties, responsibilities, reporting relationships, and constraints.

· Channels of communication for reporting suspected improprieties are inappropriate.

· Management fails to display and communicate an appropriate attitude regarding internal control.

· Management is not effective in communicating and supporting the entity’s accountability for public resources and ethics, especially regarding matters such as acceptable business practices, conflicts of interest, and codes of conduct.

· Management is not receptive to employee suggestions of ways to enhance productivity and quality or control.

· Communication across the organization (for example, between procurement and program activities) is inadequate to enable people to discharge their responsibilities effectively.

.015 External Communication

· Channels of communication with suppliers, contractors, recipients of program services, customers, and other external parties are not open and effective for communicating information on changing needs.

· The entity’s web site is not used as an effective communication tool.

· Outside parties have not been made aware of the entity’s ethical standards.

· Management does not appropriately follow up on information received in communications from program service recipients, vendors, regulators, or other external parties.

Monitoring of Controls
.016 Ongoing Monitoring

· Management is not sufficiently involved in reviewing the entity’s performance or its controls.

· Management control methods are inadequate to investigate unusual or exceptional situations and to take appropriate and timely corrective action.

· The entity does not have an effective hotline for reporting fraud, violations of laws and regulations, and control deficiencies.

· The entity does not have an effective internal audit function.

· Management’s follow-up action is untimely or inappropriate in response to communications from external parties, including complaints, notification of errors in transactions with parties, and notification of inappropriate employee behavior.

· Management does not review whether periodic comparisons of  amounts recorded in the accounting system with physical assets are performed on a timely basis and any differences are resolved timely.

· Management does not monitor whether reviews to prevent large numbers of duplicate payments and other improper payments are performed on a timely basis.

· Management does not effectively monitor that policies for developing and modifying accounting systems and control activities are reviewed on systematic basis.

· Management does not monitor the legal (or other appropriate) department’s oversight of compliance with the entity’s code of conduct, which may include employees’ periodic acknowledgment of compliance.
· Management does not adequately monitor whether significant activities that have been outsourced to contractors or information systems components maintained by contractors are reviewed on a timely basis.

.017 Separate Evaluations under FMFIA, OMB Circular No. A-123, and FFMIA 

· Management displays a disregard for complying with the FMFIA and OMB Circular No. A-123 process, reports, results, and follow-up.

· Management displays a disregard for complying with or a combative attitude toward the FFMIA process, reporting, results, and follow-up.

· Employees without appropriate skills manage or perform FMFIA and OMB Circular No. A-123 reviews and FFMIA assessments.
· Management did not establish an organizational structure to effectively implement, direct, and oversee the assessment process, including FFMIA assessments. OMB Circular No. A-123 suggests a senior management council and a senior assessment team or equivalent structures. The oversight of the assessment process may also be incorporated into existing offices or functions within the organization that currently monitor the effectiveness of the organization’s internal control. 

· Management did not effectively evaluate controls at the entity level and consider the components of internal control as defined in OMB Circular No. A-123, GAO’s Standards for Internal Control in the Federal Government, or the requirements of FFMIA.

· Management did not use a reasonable approach to determine the scope of the assessment. The scope of the assessment would include identifying significant financial reports and key processes, controls, and/or transactions.

· Management did not adequately evaluate and document the key processes and controls required by OMB Circular No. A-123, Appendix A, including documentation of decisions on determining the scope, materiality, testing methodology, and other significant decisions related to this assessment. 

· Management did not use a reasonable approach to determine what, when, where, and how to test the key controls, and the tests and results were not properly documented. 

· Management did not use the results of its testing to support its conclusion on whether internal controls over financial reporting were properly designed and operating effectively.

· Management’s assurance statement did not appropriately describe any scope limitation and was not consistent with the evidence gathered during the testing process, including information gathered during the financial statement audit.

· Management does not have plans in place or a process to continue assessing controls in accordance with OMB Circular No. A-123, Appendix A.

· Management does not have a process in place for prompt and proper implementation of corrective actions to resolve deficiencies in internal controls, including material weaknesses. 

· Auditors note weaknesses that were not included in FMFIA and FFMIA reports.

.018 Reporting Deficiencies

· The entity does not have a mechanism for capturing and reporting identified internal control deficiencies from both internal and external sources resulting from ongoing monitoring or separate evaluations.

· The entity does not report deficiencies to the person with direct responsibility and to a person at least one level higher or to more senior management.
· Management does not correct deficiencies timely.

· Management does not investigate underlying causes of problems.
· Management does not follow up to determine whether the necessary corrective action has been taken.
.019 The Effectiveness of Other Auditors
 
· Auditors are responsible for making operating decisions or for controlling other original accounting work subject to audit.
· Audit management personnel are inexperienced for the tasks assigned.

· Auditors have minimal training, including little or no participation in formal courses and seminars and inadequate on-the-job training.

· Auditors have inadequate resources to effectively conduct audits and investigations.

· Audits are not focused on areas of highest exposure to the entity.

· Standards against which the auditor’s work is measured are minimal or nonexistent.

· Performance reviews of audit staff are nonexistent or irregular.

· The audit planning process is nonexistent or inadequate, including little or no concentration on significant matters and little or no consideration of the results of prior audits and current developments.

· Supervision and review procedures are nonexistent or inadequate, including little involvement in the planning process, in monitoring progress, and in reviewing conclusions and reports.

· Audit documentation, such as audit strategy, audit plans/procedures, evidence of work performed, and support for audit findings, is incomplete.

· An inadequate mechanism is used to keep the entity head, the Congress and others charged with governance informed about problems, deficiencies, and the progress of corrective action.

· Audit coverage over payments made by others, such as state or local governments, for benefits, grants, and federal financial assistance is inadequate.

· The auditor does not adequately review computer general and application controls.

· The auditor does not use appropriate tools, such as audit software and sampling.

· The audit organization does not have an adequate quality control system, including monitoring.

· The audit organization does not have a peer review every 3 years.
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� These four components are also contained in GAO’s Standards for Internal Control in the Federal Government (GAO/AIMD-00-21.3.1, November 1999), with the fifth component, control activities, discussed in FAM 260.08 and FAM 340.


� Those charged with governance refers to those who have the responsibility for overseeing the strategic direction of the entity and obligations related to the accountability of the entity, including overseeing the entity’s financial reporting and disclosure process. For a federal entity, this may be the secretary of a cabinet-level department, members of a board or commission, an audit committee, or senior executive and financial managers responsible for the entity.


� The term “other auditors” refers to auditors other than the audit organization performing the entity’s financial statement audit as principal auditor. These “other” auditors may be part of the entity’s monitoring controls. See FAM 650 for further discussion of principal auditor and using the work of other auditors in certain circumstances. 
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