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.01 The auditor should perform risk assessments at the financial statement and relevant assertions levels based on an appropriate understanding of the entity and its environment, including its internal control. The auditor’s assessments of inherent risk, fraud risk, and the internal control components of the control environment, entity risk assessment, communication, and monitoring affect the auditor’s assessment of the risks of material misstatement. The risks of material misstatement affect the nature, extent, and timing of other audit procedures, including substantive procedures and control tests. This section describes (1) the relationship of identified risk factors to the risk of material misstatement and the impact on substantive procedures and control tests, (2) the process for identifying these risk factors, and (3) the auditor’s consideration of the entity’s process for reporting under FMFIA (both for internal control (section 2 of FMFIA) and for financial management systems’ conformance with system requirements (section 4 of FMFIA) and for formulating the budget.

Audit Risk Components 
.02 AU 312 provides guidance on audit risk and defines “audit risk” as the risk that the auditor may unknowingly fail to appropriately modify an opinion on financial statements that are materially misstated. Audit risk is composed of the following risks:
· Inherent risk is the susceptibility of a relevant assertion to a misstatement that could be material, either individually or when aggregated with other misstatements, assuming that there are no related controls.  

· Control risk is the risk that a material misstatement that could occur in a relevant assertion that could be material, either individually or when aggregated with other misstatements, will not be prevented or detected and corrected on a timely basis by the entity’s internal control.  That risk is a function of the effectiveness of the design and operation of internal control in achieving the entity’s objectives relevant to preparation of the entity’s financial statements.  Some control risk will always exist because of the inherent limitations of internal control.  

Internal control consists of five components: (1) the control environment, (2) risk assessment, (3) monitoring, (4) information and communication, and (5) control activities (defined in FAM 260.08). This section discusses the first three of the components and communication, which is part of the fourth component. FAM 300 (Internal Control Phase) discusses the information systems and control activities.

· Risk of material misstatement is the auditor’s combined assessment of inherent risk and control risk. The auditor may separately assess inherent risk and control risk when determining the risk of material misstatement. The auditor should assess the risk of material misstatement at the assertion level as a basis for further audit procedures. Although this assessment is a judgment rather than a precise measurement of risk, the auditor should have an appropriate basis for the assessment.

· Detection risk is the risk that the auditor will not detect a misstatement that exists in a relevant assertion that could be material, either individually or when aggregated with other misstatements.  Detection risk is a function of the effectiveness of an audit procedure and of its application by the auditor. Detection risk relates to the substantive procedures and is managed by the auditor’s response to the risk of material misstatement.

· Fraud risk is a part of audit risk, making up a portion of inherent and control risk. Fraud risk consists of the risk of fraudulent financial reporting and the risk of misappropriation of assets that cause a material misstatement of the financial statements. The auditor should specifically assess and document the risks of material misstatements of the financial statements due to fraud and should consider fraud risk in designing audit procedures. The auditor may determine the risks of material fraud concurrently with the consideration of inherent and control risk, but should form a separate conclusion on fraud risk. The auditor should evaluate the risk of fraud throughout the audit. FAM 290 includes documentation for fraud risk. 
Impact on Substantive Procedures
.03 Based on tolerable misstatement, the level of audit risk, and the risks of material misstatement, including the consideration of fraud risk, the auditor should determine the nature, extent, and timing of substantive procedures necessary to achieve the level of acceptable detection risk. For example, in response to a high risk of material misstatement, the auditor may perform 

· additional substantive procedures that provide more appropriate evidence (nature of procedures);

· more extensive substantive procedures (extent of procedures), as discussed in FAM 295 E; or

· substantive procedures at or closer to the financial statement date (timing of procedures).

.04 Audit assurance is the complement of audit risk. Assurance equals 100 percent minus the percent of allowable risk.
 AU 350.48 uses 5 percent as the allowable audit risk in an example explaining the audit risk model resulting in 95 percent audit assurance. The audit organization should determine the level of assurance to use, which may vary between audits based on risk. GAO auditors should use 95 percent. In other words, the GAO auditor, in order to provide an opinion, should design the audit to achieve at least 95 percent audit assurance that the financial statements are not materially misstated (5 percent audit risk). FAM 470 provides guidance on how to combine (1) the risk of material misstatement and (2) detection risk for substantive procedures to achieve the audit assurance required by the audit organization. 

.05 The auditor may consider it necessary to achieve increased audit assurance if the entity is politically sensitive or if the Congress has expressed concerns about the entity’s financial reporting. In this case, the level of audit assurance should be approved by the reviewer. 

Relationship to Control Assessment 

.06 Internal control, as defined in AU 314.41, is a process effected by those charged with governance, management, and other personnel and is designed to provide reasonable assurance regarding the achievement of objectives in the following categories (OMB audit guidance expands the category definitions as noted)
: 
· Reliability of financial reporting: Transactions are properly recorded, processed, and summarized to permit the preparation of the financial statements in accordance with U.S. GAAP, and assets are safeguarded against loss from unauthorized acquisition, use, or disposition. (Note that certain safeguarding controls (see FAM 310.05-.07) are part of financial reporting controls, although they are also operations controls.) 

· Compliance with applicable laws and regulations: Transactions are executed in accordance with (1) laws governing the use of budget authority and other laws and regulations that could have a direct and material effect on the financial statements and (2) any other laws, regulations, and governmentwide policies identified by OMB in its audit guidance. (Note that budget controls are part of financial reporting controls as they relate to the statement of budgetary resources and the reconciliation of the net cost of operations to budget note disclosure, and that they are also part of compliance controls in that they are used to manage and control the use of appropriated funds and other forms of budget authority in accordance with applicable law. These controls are described in more detail in FAM 295 G.) 

· Effectiveness and efficiency of operations: These controls include policies and procedures to carry out organizational objectives, such as planning, productivity, programmatic, quality, economy, efficiency, and effectiveness objectives. Management uses these controls to provide reasonable assurance that the entity (1) achieves its mission,               (2) maintains quality standards, and (3) does what management directs it to do.  
.07 Some control policies and procedures belong in more than one category of control. For example, financial reporting controls include controls over the completeness and accuracy of inventory records. Such controls are also necessary to provide complete and accurate inventory records to allow management to analyze and monitor inventory levels to better control operations and make procurement decisions (operations controls). 

.08 The five components of internal control relate to objectives that an entity strives to achieve in each of the three categories: financial reporting (including safeguarding), compliance, and operations controls. The components in AU 314 are: 

· Control environment sets the tone of an organization, influencing the control consciousness of its people. It is the foundation for all other components of internal control, providing discipline and structure. 

· Risk assessment is the entity’s identification and analysis of relevant risks to achievement of its objectives, forming a basis for determining how the risks should be managed. 

· Information and communication systems support the identification, capture, and exchange of information in a form and time frame that enable people to carry out their responsibilities. 

· Monitoring is a process that assesses the quality of internal control performance over time. 

· Control activities are the policies and procedures that help ensure that management directives are carried out. 

Process for Identifying Risk Factors 

.09 In the planning phase, the auditor should (1) identify conditions that significantly increase inherent, fraud, and control risk (based on identified control environment, entity risk assessment, communication, or monitoring weaknesses) and (2) conclude whether any identified control risks preclude the effectiveness of specific control activities in significant applications. The auditor should identify specific inherent risks, fraud risks, and control environment, entity risk assessment, communication, and monitoring weaknesses based on information obtained in the planning phase, primarily from understanding the entity’s operations, including significant information systems processing performed outside the entity and preliminary analytical procedures. 
SAS No. 70 reports, which are discussed further in FAM 310 and AU 324, may be prepared by auditors for service organizations (also referred to as service auditors) performing significant information systems processing for the entity. The auditor may find these reports useful for performing risk assessments and planning other audit procedures. The auditor should update the risk assessment throughout the audit. See FAM 260.47-57 for additional discussions of control environment, entity risk assessment, communication, monitoring and the auditor’s responsibility for understanding each of these components. See FAM 290.05 for documentation requirement related to understanding each component. 
.010 The auditor may consider factors such as those listed in FAM 260.21-.71 in identifying such risks and weaknesses. These factors are general in nature and require the auditor’s judgment in determining (1) the extent of procedures (testing) to identify the risks and weaknesses and (2) the impact of such risks and weaknesses on the entity and its financial statements. Because this risk consideration requires the exercise of significant audit judgment, it should be performed by experienced audit team personnel. 

.011 The auditor may evaluate the implications of these risk factors on related operations controls. For example, inherent risk may be associated with a material liability for loan guarantees because it is subject to significant management judgment. In light of this inherent risk, the entity should have strong operations controls to monitor the entity’s exposure to losses from loan guarantees. Potential weaknesses in such operations controls could significantly affect the ultimate program cost. Therefore, the auditor may identify operations control weaknesses, including the need for operations controls in a particular area that may be further evaluated, as discussed in FAM 275. 
.012 Specific conditions that may indicate inherent or fraud risks or control environment, entity risk assessment, communication, or monitoring weaknesses are in FAM 295 A and FAM 295 B, respectively. These sections are designed to aid the auditor in identifying these risks and weaknesses but are not all inclusive. The auditor should evaluate any other factors and conditions deemed relevant. The auditor should determine which of the risks identified require special audit consideration. These risks are defined as “significant risks” by AU 314. Significant risks often relate to significant nonroutine transactions and judgmental matters as discussed in               AU 314.111-.115. For these risks, the auditor should evaluate the design of the entity’s related controls and determine whether they have been implemented.  The results of these procedures assist the auditor in developing an effective audit approach as discussed in FAM 300 and 400.
Brainstorming About the Risks of Material Misstatement

.013 As required by AU 314.14, the audit team, including the auditor with final responsibility for the audit (typically the audit director), should brainstorm (discuss) the susceptibility of the entity’s financial statements to material misstatements.  The objective of this discussion is for the audit team members to gain a better understanding of the potential for material misstatements of the financial statements resulting from fraud or error in the specific areas assigned to them, and to understand how the results of the audit procedures that they perform may affect other aspects of the audit, including decisions about the nature, extent, and timing of further audit procedures. 
These discussions provide an opportunity for more experienced team members to share insights based on their knowledge of the entity and for the team members to exchange information about the business risks related to the entity. Depending on the circumstance of the audit, multiple discussions may be held to facilitate the ongoing exchange of this information among team members. The purpose of these discussions is to share information obtained throughout the audit that may affect the risk assessments or related audit procedures.  
.014 During the discussion, the auditor should give particular emphasis to the susceptibility of the entity’s financial statements to material misstatement due to fraud as discussed beginning in FAM 260.23. The audit team should discuss critical issues, such as
· areas of significant risk of material misstatement; 
· areas susceptible to management override of controls; 
· unusual accounting procedures used by the entity; 
· important control systems; 
· materiality at the financial statement and account levels; 
· how materiality will be used to determine the extent of testing; 

· the application of U.S. GAAP to the entity’s facts and circumstances and in light of the entity’s accounting policies; and 

· the requirement that the auditor should plan and perform the audit with an attitude of professional skepticism. This should include emphasizing the need to exercise professional skepticism throughout the engagement, being alert for information or other conditions that indicate that a material misstatement due to fraud or error may have occurred, and being rigorous in following up on such indications. 
.015 Key members of the audit team should be involved in this discussion; however, it is not necessary for all team members to have a comprehensive knowledge of all aspects of the audit. The auditor should use professional judgment to determine the meeting participants (including any specialists), the number of meetings, how and when the meetings should occur, and the extent of the discussion. The roles, experience, and information needs of the audit team are factors that influence the extent of the discussion.  These discussions may be held concurrently with the audit team’s discussions of the susceptibility of the entity’s financial statements to fraud. See FAM 260.32-.34 for the fraud discussions and guidance for determining who should participate in these meetings as the participants would typically be the same. 

.016 The auditor should determine the matters to communicate to any audit team members not included in the discussion. For example, if separate discussions are held with the key staff at various locations for a multi-location audit. When the entire engagement is performed by a single auditor, the auditor should consider and document the susceptibility of the entity’s financial statement to material misstatements and consider any other factors that may be necessary in the engagement, such as personnel possessing specialized skills. 
.017 The auditor should identify and document any significant risks as discussed in AU 314.110 after considering (1) knowledge obtained about the entity (obtained in previous steps in the planning phase), (2) the risk factors discussed in FAM 260.16-.61, AU 314.111-114, FAM 295 A, and FAM 295 B, and (3) other relevant factors. 
The auditor should document these risks and weaknesses and their impact on proposed audit procedures in the audit strategy, formerly the GRA, (see FAM 290). The auditor also should summarize and document any inherent or fraud risks or control environment weaknesses that affect the specific account on the ARA or equivalent (see FAM 290 and FAM 395 I).  
.018 For each risk factor identified, the auditor should document the nature and extent of the risk or weakness; the condition(s) that gave rise to that risk or weakness; and the specific cycles, accounts, line items, and related assertions affected (if not pervasive). For example, the auditor may identify a risk of material misstatement in the valuation of the net receivables line item due to (1) the materiality of the receivables and potential allowance, (2) the subjectivity of management’s judgment related to the loss allowance (inherent risk), and (3) management’s history of aggressively challenging any proposed adjustments to the valuation of the receivables (control environment weakness). The auditor should also document other considerations that may mitigate the effects of identified risks and weaknesses. For example, the use of a lockbox (a control activity) may mitigate inherent risks associated with the completeness of cash receipts. 

.019 The auditor also should document, in the audit strategy, any risks of material misstatement that relate pervasively to the financial statements taken as a whole that potentially affect many relevant assertions. These may relate to the overall effectiveness of the control environment, entity risk assessment, communication, and monitoring, including whether weaknesses preclude the effectiveness of specific control activities. The focus should be on management’s overall attitude, awareness, and actions, including the ability to override existing controls, rather than on specific conditions related to a control environment, entity risk assessment, communication, or monitoring factor. The auditor should use this assessment when determining the risk of material misstatement for specific accounts and assertions. 
When developing responses to these types of risks of material misstatement at the overall financial statement level, the auditor should consider matters such as the knowledge, skill, and ability of personnel assigned significant engagement responsibilities; whether certain aspects of the engagement need the involvement of a specialist; the appropriate level of supervision of audit staff.  AU 818.04-.06 discusses the auditor’s overall responses to address the assessed risks of material misstatement at the financial statement level. .
.020 If applicable to the entity
, the auditor should obtain an understanding of the entity’s process for compliance with FMFIA and OMB’s Circular No.   A-123, Management’s Responsibility for Internal Control, (see FAM 260.58-.63) and whether the process has been implemented and should obtain an understanding of the budget formulation process (see FAM 260.71). 
Inherent Risk Factors 

.021 Inherent risk factors incorporate characteristics of an entity, a transaction, an account, or an assertion that exist because of the 

· nature of the entity’s programs,
· prior history of audit adjustments, or 

· nature of material transactions and accounts. 

The auditor may limit the assessment of inherent risk to significant programs, transactions, or accounts. Inherent risks may relate to the entity overall or to specific accounts and assertions. For each factor listed below, FAM 295 A lists conditions that may indicate inherent risk. 

a. Nature of the entity’s programs: The mission or business of an entity includes the implementation of various programs or services. The characteristics of these programs or services affect the entity’s susceptibility to errors and fraud and sensitivity to changes in economic conditions. For example, student loan guarantee programs may be more susceptible to errors and fraud because of loans issued and serviced by third parties. 

b. Prior history of significant audit adjustments: Significant audit adjustments identified in previous financial statement audits or other audits often identify inherent or control risks that may allow financial statement misstatements. For example, the prior year’s audit may have identified the necessity for recording a liability as the result of certain economic conditions. The auditor could then focus on 

· determining whether similar conditions continue to exist; 

· understanding management’s response to such conditions (including implementation of controls), if any; and 

· assessing the nature and extent of the related inherent and control risk. 

c. Nature of material transactions and accounts: The nature of an entity’s transactions and accounts has a direct relation to inherent risk. For example, accounts involving subjective management judgments, such as loss allowances, are usually of higher inherent risk than those involving more objective determinations. 

Information Systems Effect on Inherent Risk 

.022 Information systems do not affect the audit objectives for an account or a cycle. However, information systems (or lack thereof) can introduce inherent risk factors not present in a manual accounting system. The auditor should (1) consider each of the following information system factors and (2) assess the overall impact of information systems processing on inherent risk. The impact of these factors typically will be pervasive in nature. An IS controls specialist may assist the auditor in considering these factors and making this assessment. More detail on assessing information system risks and controls in a financial statement audit is available in the FISCAM, and a flowchart of steps is in FAM 295 J. 

d. Uniform processing of transactions: Because information systems process groups of identical transactions consistently, any misstatements arising from erroneous computer programming will occur consistently in similar transactions. However, the possibility of random processing errors is reduced substantially in computer-based information systems. 
e. Automatic processing: The information system may automatically initiate transactions or perform processing functions. Evidence of these processing steps (and any related controls) may or may not be visible. 

f. Increased potential for undetected misstatements: Computers use and store information in electronic form and require less human involvement in processing. This increases the potential for individuals to gain unauthorized access to sensitive information and to alter data without visible evidence. Due to the electronic form, changes to computer programs and data may not be readily detectible. Also, users may be less likely to challenge the reliability of computer output than manual reports. 

g. Existence, completeness, and volume of the audit trail: The audit trail is the evidence that demonstrates how a specific transaction was initiated, processed, recorded, and summarized. For example, the audit trail for a purchase could include a purchase order, a receiving report, an invoice, invoice register (purchases summarized by day, month, account, or a combination of these), and general ledger postings from the invoice register. Some computerized financial management systems are designed so that the audit trail exists for only a short period (such as in online systems), only in an electronic format, or only in summary form. Also, the information generated may be too voluminous to allow effective manual review. For example, one posting to the general ledger may result from the computer summarization of information from hundreds of locations and thousands of documents.

h. Nature of information systems hardware and software: The nature of information systems hardware and software can affect inherent risk, as illustrated below.
· The type of computer processing (online, batch-oriented, or distributed) presents different levels of inherent risk. For example, the inherent risk of unauthorized transactions and data entry errors may be greater for online processing than for batch-oriented processing.

· Peripheral access devices or system interfaces can increase inherent risk. For example, Internet and dial-up access to a system increases the system’s accessibility to additional persons and therefore increases the risk of unauthorized access to computer resources.

· Distributed networks enable multiple computer processing units to communicate with each other, increasing the risk of unauthorized access to computer resources and possible data alteration. On the other hand, distributed networks may decrease the risk of conflicting computerized data between multiple processing units.

· Applications software developed in-house may have higher inherent risk than vendor-supplied software that has been thoroughly tested and is in general commercial use.

i. Unusual or nonroutine transactions: As with manual systems, unusual or nonroutine information system transactions increase inherent risk. Programs developed to process such transactions may not be subject to the same procedures as programs developed to process routine transactions. For example, the entity may use a utility program to extract specified information in support of a nonroutine management decision.

Fraud Risks

.023 The auditor must plan and perform the audit to obtain reasonable assurance about whether the financial statements are free of material misstatement, whether caused by error or fraud. Accordingly, the auditor should evaluate the risks of material misstatement due to fraud (fraud risk). The primary factor that distinguishes fraud from error is that the action causing the misstatement in fraud is intentional. (See FAM 230 related to materiality, including quantitative and qualitative considerations.)

.024 Two types of misstatements are relevant to the auditor’s consideration of fraud in an audit of financial statements—misstatements arising from fraudulent financial reporting and misstatements arising from misappropriation of assets as follows:

· Misstatements arising from fraudulent financial reporting are intentional misstatements or omissions of amounts or disclosures in financial statements to deceive financial statement users. They could involve intentional alteration of accounting records, misrepresentation of transactions, intentional misapplication of accounting principles, or other means. 
· Misstatements arising from misappropriation of assets involve thefts of an entity’s assets that result in misstatements in the financial statements. They could involve theft of property, embezzlement of receipts, fraudulent payments, or other means. (See FAM 310 for internal control over safeguarding assets. Safeguarding controls relate to protecting assets against loss from unauthorized acquisition, use, or disposition.)  
.025 In considering misstatements arising from misappropriation of assets, the auditor should consider fraud risks associated with improper payments.  Some of the improper payments made by federal government entities could involve fraud. The Improper Payments Information Act of 2002 (Pub. L. No. 107-300) defines an improper payment as any payment that should not have been made or that was made in an incorrect amount (including overpayments and underpayments) under statutory, contractual, administrative, or other legally applicable requirements. 
The act requires agency heads to annually review all programs and activities that they administer, identify those that might be susceptible to significant improper payments, estimate annual improper payments for those identified programs, and submit those estimates to the Congress. For programs for which estimated improper payments exceed $10 million, the agency head also reports certain corrective actions, such as its plans to reduce and recover improper payments. Although the act has this reporting threshold for corrective actions, the auditor may consider improper payments amounting to $10 million or less quantitatively or qualitatively material. OMB guidance on implementation of this act is included in OMB Circular No. A-123, Appendix C.
.026 The auditor is responsible for obtaining reasonable, but not absolute, assurance about whether the financial statements are free of material misstatement. Reasonable assurance is a high level of assurance. Absolute assurance cannot be attained because of the nature of audit evidence and the characteristics of fraud, and the auditor’s report does not provide absolute assurance. A properly planned and performed audit might not detect a material misstatement, and the subsequent discovery of a material misstatement does not, in and of itself, provide evidence that the auditor did not conform with auditing standards.

.027 In addition, the auditor should evaluate situations or transactions that could be indicative of abuse as described below. Abuse is distinct from fraud and illegal acts. Abuse involves behavior that is deficient or improper (but not necessarily fraudulent or illegal) when compared with behavior that a prudent person would consider reasonable and necessary business practice given the facts and circumstances. Abuse also includes misuse of authority or position for personal financial interests or those of an immediate or close family member or business associate. Abuse does not necessarily involve fraud, violations of laws, regulations, or provisions of a contract or grant agreement. 

The auditor is not required to detect abuse as the determination of abuse is subjective. Accordingly, the auditor does not provide reasonable assurance of detecting abuse. However, if indications of abuse that could result in material misstatement of the financial statements or other financial data come to the auditor’s attention, the auditor should apply audit procedures specifically directed to determine whether abuse has occurred and the effect, if any, on the financial statements. The auditor should consider both quantitative and qualitative factors in making judgments about the materiality of possible abuse and about related audit procedures. After performing these additional procedures, the auditor may discover that the abuse represents potential fraud or illegal acts that should be addressed following guidance in FAM 540. (See GAGAS, paragraphs 4.12-.13.)

Characteristics of Fraud

.028 Three conditions generally are present when fraud occurs:
· Incentive/pressure—Management, other employees, or external parties (for example, for some improper payments) have an incentive or are under pressure, which provides a motive to commit fraud.

· Opportunity—Circumstances exist, such as the absence of controls, ineffective controls, or the ability of management to override controls, that provide an opportunity to commit fraud.

· Attitude/rationalization—Individuals involved are able to rationalize committing fraud. Some individuals possess an attitude, character, or ethical values that allow them to knowingly and intentionally commit a dishonest act. Generally, the greater the incentive or pressure, the more likely an individual will be able to rationalize the acceptability of committing fraud.

.029 Management is in a position that could permit it to perpetrate fraud by directly or indirectly manipulating accounting records; overriding controls, sometimes in unpredictable ways; or committing other fraudulent or improper acts.

Fraud Risk Factors

.030 Although fraud is usually concealed, the presence of fraud risk factors that indicate incentive/pressure, opportunity, or attitude/rationalization might alert the auditor to a significant risk of fraud. However, fraud risk factors do not necessarily indicate that fraud exists. Examples of fraud risk factors, classified by the two types of fraudulent misstatements and then by these three conditions follow.
j. Examples related to misstatements arising from fraudulent financial reporting:
· Incentive/pressure—Incentive exists for management to report reduced program costs or costs that are consistent with budgeted amounts, or excessive pressure exists to meet unrealistic deadlines, goals, or other requirements.

· Opportunity—Key financial statement amounts are based on significant estimates that involve subjective judgments or uncertainties that are difficult to corroborate, or management is in a position to override controls for processing adjustments or unusual transactions.

· Attitude/rationalization— Employees perceive that penalties exist for reporting honest results, or employees consider requirements such as performance targets unrealistic.

k. Examples related to misstatements arising from misappropriation of assets are:
· Incentive/pressure—Employees who are disgruntled because of impending layoffs have an incentive to misappropriate assets, or  pressure to meet programmatic objectives, such as for rapid benefit payments, increases the risk of fraudulent improper payments.

· Opportunity—Employees have access to assets that are small in size and value or the authority to disburse funds, or a program has weaknesses in internal control related to fraudulent improper payments.

· Attitude/rationalization—Employees believe that management is unethical, or individuals believe they are entitled to the entity’s assets.

Fraud risk factors represent inherent or control risk factors. As discussed in FAM 260.02, the auditor should evaluate fraud risk factors in assessing inherent and control risk. FAM 295A and FAM 295B include additional examples of fraud risk factors.

Professional Skepticism

.031 The auditor should exercise professional skepticism—an attitude that includes a questioning mind and a critical assessment of audit evidence—throughout the audit. Professional skepticism involves a mind-set that recognizes the possibility that a material misstatement due to fraud (or error) might be present, regardless of any past experience with the entity and regardless of the auditor’s belief about management’s honesty and integrity.

Brainstorming Meeting(s) about Potential Fraud Risks

.032 Audit team members should exchange ideas in one or more brainstorming meeting(s) to identify potential fraud risks. As discussed in FAM 260.15, the audit team may combine this meeting with the brainstorming meeting on the risks of material misstatement. They should discuss how and where the financial statements could be susceptible to material fraudulent misstatement, how management could perpetrate and conceal fraudulent financial reporting, how assets could be misappropriated (including through fraudulent improper payments), how management could override controls, and how the auditor might respond to these risks. 
They also should consider known internal and external fraud risk factors (including any related to fraudulent improper payments) and may categorize these factors by type of misstatement and by incentive/pressure, opportunity, and attitude/rationalization. The leader of the brainstorming discussion (typically the audit director) should emphasize the need to exercise professional skepticism in gathering and evaluating evidence throughout the audit.

.033 The audit director, assistant director, and all other team members who have significant responsibilities in planning and performing the audit should participate in brainstorming, which may be performed in a single meeting or in multiple meetings. While different members may participate in different meetings, each brainstorming meeting should include at least one experienced team member, and all team members should be familiar with the collective results of the brainstorming meeting(s). Determining the brainstorming participants (for example, it might be useful to include stakeholders and specialists, such as IS controls specialists) and the number of brainstorming meeting(s) are matters of auditor judgment.

.034 The auditor should consider fraud risks throughout the audit. Near the completion of the audit, the auditor should evaluate whether the audit test results indicate the need for a change in the assessment of the fraud risks or the need for additional or different audit procedures (see FAM 540.18-.19). Accordingly, communications with the audit team members about fraud should occur as needed throughout the audit, and the auditor may hold multiple, periodic brainstorming meetings.

Information to Identify Fraud Risks

.035 The auditor might identify fraud risks as a result of replies to inquiries. To obtain information about fraud risks, the auditor should inquire of management about

· any knowledge of fraud or suspected fraud (including fraudulent improper payments) or related allegations;
· management’s understanding of fraud risks, including any specific risks the entity has identified and any account balances, assertions, or classes of transactions having likely fraud risks (including information about any fraudulent improper payments that the agency identified in making assessments related to the Improper Payments Information Act of 2002);

· any antifraud programs and controls the entity has established;

· the nature and extent that locations or business segments, if any, are monitored, and whether there are particular locations or segments for which fraud risks might be more likely;

· whether and how management communicates to employees its views on business practices and ethical behavior; and

· whether management has reported to those charged with governance, such as an audit committee (referred to as financial management advisory committee in some federal entities), or others with equivalent authority and responsibility on how the entity’s internal control prevents, deters, or detects fraud.

.036 In addition to inquiring of management, inquiring of others may provide a different perspective or provide other important information. Accordingly, the auditor generally should perform the following inquiries and related procedures:
l. Obtain information about instances of fraud (including any related to fraudulent improper payments) reported by the IG, ordinarily by asking the Special Investigator Unit to summarize how cases of reported fraud were committed, and then ask management or the IG’s office whether related controls have been strengthened.
m. Understand how those charged with governance know about fraud risks, any fraud or suspected fraud, and how they exercise oversight.
n. Inquire of internal audit personnel about fraud risks, any procedures to detect fraud during the reporting period, management’s response to any such findings, and any fraud or suspected fraud.
o. Inquire of other personnel about fraud or suspected fraud. The auditor should use judgment to determine whom to ask and the extent of inquiries. For example, the auditor may inquire of employees with varying levels of authority, operating personnel not directly involved in the financial reporting process, employees familiar with complex or unusual transactions or with improper payments, and in-house legal counsel.

If inconsistencies arise from the auditor’s inquiries of management and others, obtain additional evidence to resolve the inconsistencies.

.037 The auditor also should perform the following procedures:
p. Obtain and review the entity’s (1) plan to identify improper payments, and (2) report on improper payments (or information about any findings), if any, that resulted from the agency’s review under the Improper Payments Information Act of 2002.
q. Determine whether preliminary analytical procedures disclosed any unusual or unexpected relationships that might indicate fraud risks.  Where revenue is (or is expected to be) material, analytical procedures should include those related to revenue—for example, trend analysis—to identify unusual or unexpected relationships that might indicate fraudulent financial reporting of revenue (see FAM 225 related to preliminary analytical procedures).
r. Determine whether any fraud risk factors exist (see FAM 260.30).
s. Identify other information that might help identify fraud risks, such as information that resulted from previous audits, the brainstorming meeting(s), and inherent risks identified at the account, transaction, or assertion levels.

Identification and Assessment of Fraud Risks

.038 To identify fraud risks (including any related to fraudulent improper payments), the auditor should perform the following procedures:
t. Evaluate the information obtained in the procedures described in FAM 260.27-.32, in the context of the three conditions that generally are present when fraud occurs— incentive/pressure, opportunity, and attitude/rationalization. While fraud risk might be greatest when all three of these conditions are evident, observation of one or more of these conditions might indicate a fraud risk.
u. Where revenue is (or is expected to be) material, evaluate whether there are fraud risks related to revenue recognition (for example, through premature recognition or fictitious revenue). If the auditor concludes that improper revenue recognition does not represent a fraud risk, the auditor should document the reasons supporting that conclusion (see FAM 290.04 h).
v. Evaluate the possibility that management could override controls, even if specific fraud risks have not been identified.

.039 For each identified fraud risk, the auditor should determine whether it relates to (1) specific financial statement account balances or classes of transactions and related assertions or (2) more pervasively, to the financial statements as a whole. Generally, relating fraud risks to the individual accounts, classes of transactions, and assertions helps in designing audit procedures in response to these risks.

.040 As part of understanding internal control sufficient to plan the audit, the auditor should (1) evaluate whether programs and controls that address identified fraud risks have been suitably designed and implemented and (2) determine whether these programs and controls mitigate these risks, or whether specific control deficiencies increase these risks. See FAM 350 regarding testing the operating effectiveness of controls that are determined to mitigate these risks.

.041 The auditor should assess the identified fraud risks, taking into consideration the results of the procedures described in the preceding paragraph. In making this assessment, using professional judgment, the auditor should evaluate significant aspects of each of these risks, including the type of misstatement, the significance and pervasiveness of the risk, and the likelihood that a material misstatement could result.

Response to Assessed Fraud Risks

.042 The auditor must respond to the assessed risks of material misstatement due to fraud as discussed in FAM 260.42-.46 and AU 316. The nature and significance of these fraud risks, as well as programs and controls that address identified fraud risks, influence the auditor’s response. The auditor should use professional judgment in determining the appropriate response for the circumstances and exercise professional skepticism in gathering and evaluating audit evidence. The response should (1) affect the overall conduct of the audit (see FAM 260.44), (2) address fraud risks that relate to management override of controls (see FAM 260.45), and (3) for any of these risks that relate to specific financial statement account balances or classes of transactions and related assertions, involve the nature, extent, and timing of audit procedures (see FAM 260.46). If it is not practicable, as part of a financial statement audit, to design audit procedures that sufficiently respond to the fraud risks, the auditor may request assistance from the Special Investigator Unit and evaluate the effect of omitting these procedures on the scope of the audit and the audit report.
.043 In some instances, the audit strategy and audit plan could, for reasons other than responding to fraud risk, include procedures and personnel and supervisory assignments that are sufficient to respond to a fraud risk. In those instances, the auditor may conclude that no further response is required. For example, with respect to timing, audit procedures could be planned as of the date that the reporting period ends, both as a response to a fraud risk and for other reasons.

.044 The auditor should respond to the fraud risks in ways that have an overall effect on the conduct of the audit, as follows:
a.   Assignment of personnel and supervision—Assign audit team staffing and/or supervision so that the knowledge, skill, and ability of personnel assigned significant responsibilities are commensurate with the auditor’s assessment of the fraud risks. For example, the auditor may assign a fraud specialist or more experienced staff member or may increase supervision in response to identified fraud risks (also see FAM 270 related to IS controls specialists).

b.   Review of accounting principles—Review management’s selection and collective application of significant accounting principles, particularly those related to subjective measurements and complex transactions.
c.   Unpredictability of audit procedures—Incorporate an element of unpredictability in the selection of audit procedures from reporting period to reporting period. For example, perform substantive procedures on selected account balances and assertions not otherwise tested due to their materiality and risk, adjust the timing of audit tests, use a different method to select items for testing, or perform procedures at different locations or at locations on an unannounced basis (AU 316.50). Statistical sampling selection usually provides an element of unpredictability as to the specific items tested (see FAM 480). Generally, the auditor should not inform entity personnel of specific audit procedures prior to performing them, as personnel may take actions to further conceal any fraudulent activity. However, the auditor will usually make arrangements to conduct audit work at specific sites in advance, and will instruct entity personnel to locate certain documentation so the auditor may test it upon arrival.    
.045 The auditor should perform procedures to specifically address the risk that management can perpetrate fraud by overriding controls as follows:
w. Examination of journal entries and other adjustments—Examine journal entries and other adjustments for evidence of possible material misstatement due to fraud. These include reclassifications, consolidating entries, and other routine and nonroutine journal entries and adjustments. The auditor should 

· obtain an understanding of the financial reporting process and the controls over journal entries and other adjustments; 

· identify and select journal entries and other adjustments for testing; 

· determine the nature, extent, and timing of the testing (ordinarily including tests of journal entries and other adjustments at the end of the reporting period); and 

· inquire of individuals involved in the financial reporting process about inappropriate or unusual activity related to the processing of journal entries and other adjustments.

x. Review of accounting estimates—Review accounting estimates for biases that could result in material misstatement due to fraud. In preparing financial statements, management is responsible for making judgments or assumptions that affect significant accounting estimates and for monitoring the reasonableness of these estimates on an ongoing basis. The auditor should evaluate whether differences between (1) estimates best supported by the evidence and (2) the estimates included in the financial statements, even if the estimates are individually reasonable, indicate possible bias by management, in which case the auditor should reconsider the estimates taken as a whole. 

The auditor also should perform a retrospective review of significant accounting estimates used in the prior year’s financial statements, focusing on sensitive or subjective aspects, to determine whether they indicate possible bias by management, and the auditor should be alert for aggressive or inconsistently applied estimates. For example, significant changes in allowances for uncollectible accounts that may be tied to performance measures in an effort to improve collections. 

y. Evaluation of business rationale for significant unusual transactions—Evaluate the business rationale for any significant unusual transactions, considering whether 

·   the form of these transactions is overly complex;
·   management has discussed the nature of and accounting for these  transactions with those charged with governance;
·   management is placing more emphasis on particular accounting treatments than on the underlying economics of the transactions;
·   transactions that involve related parties require review and approval by those charged with governance; and 
·   the transactions involve previously unidentified related parties (see FAM 902) or related parties that do not have the substance or financial strength to support the transaction without assistance from the entity.

.046 For fraud risks related to specific financial statement account balances or classes of transactions and related assertions, the specific response will depend on the types of risks and the specific balances or classes and assertions, but it generally should involve both substantive procedures and control tests. The response should involve one or more of the following:
z. Nature of audit procedures—for example, obtaining related evidence from independent external sources rather than internal sources.
aa. Extent of audit procedures—for example, increasing sample sizes.
ab. Timing of audit procedures—for example, performing substantive procedures at or near the end of the reporting period rather than at an interim date.

FAM 295 I provides additional examples of responses. 

Control Environment

.047 As discussed in AU 319, control environment risk factors incorporate management’s attitude, awareness, and actions concerning the entity’s control environment. These factors include

· integrity and ethical values;
· commitment to competence;
· management’s philosophy and operating style;
· organizational structure;
· assignment of authority and responsibility;
· human resource policies and practices;
· management’s control methods over budget formulation and execution;
· management’s control methods over compliance with laws and regulations; and

· the functioning of those charged with governance, including oversight bodies (including congressional committees).

.048 The auditor should obtain and document an understanding of the control environment sufficient to assess the risk of material misstatement and to plan the audit. The auditor should evaluate the design of the control environment and determine whether it has been implemented. In doing this, the auditor determines whether the control environment enhances or mitigates the effectiveness of specific control activities. In making this determination, the auditor should evaluate the following factors and their effect on internal control. For each factor listed below, FAM 295 B lists conditions that may indicate control environment weaknesses. 
a.   Integrity and ethical values: Control effectiveness cannot rise above the integrity and ethical values of those who create, administer, and monitor the controls. Management’s integrity and ethical values are essential elements of the control environment, affecting the design, administration, and monitoring of the other components. Integrity and ethical behavior result when the entity’s leaders have high ethical and behavioral standards and properly communicate them and reinforce them in practice. The standards include management’s actions to remove or reduce incentives and temptations that might prompt personnel to engage in dishonest, illegal, or unethical acts. The communication of entity values and behavioral standards to personnel may take place through policy statements and codes of conduct and by example. 
b.   Commitment to competence: Competence is the knowledge and skills necessary to accomplish tasks required by an individual’s job. Commitment to competence includes management’s consideration of the competence levels for various jobs and the requisite skills and knowledge. It is supplemented by effective human resource policies and practices discussed below.
c.   Management’s philosophy and operating style: Management’s philosophy and operating style encompass a broad range of beliefs, concepts, and attitudes. Such characteristics may include management’s approach to taking and monitoring operational/program risks, attitudes and actions toward financial reporting, emphasis on meeting financial and operating goals, and management’s attitude toward information processing, accounting, personnel, and internal control. 

ac. Organizational structure: An entity’s organizational structure provides the overall framework for planning, directing, and controlling operations. The organizational structure assigns authority and responsibility within the entity. An organizational structure includes the form and nature of an entity’s organizational units, including the data processing organization, and related management functions and reporting relationships.

ad. Assignment of authority and responsibility: An entity’s policies or procedures for assigning authority for operating activities and for delegating responsibility affect the understanding of established reporting relationships and responsibilities. This factor includes policies relating to appropriate business practices, knowledge and experience of key personnel, and resource allocations. It also includes policies and communications to enable personnel to understand the entity’s objectives, how they contribute to these objectives, and how and for what they will be held accountable. 

ae. Human resource policies and practices: Human resource policies and practices affect an entity’s ability to employ sufficient competent and trustworthy personnel to accomplish its goals and objectives. Such policies and practices include hiring, training, evaluating, promoting, compensating, and assisting employees in the performance of their assigned responsibilities by giving them the necessary resources.

af. Management’s control methods over budget formulation and execution: Management’s budget control methods affect the authorized use of appropriated funds. Budget formulation is discussed in more detail in FAM 260.71, and controls over budget execution (budget controls) are addressed in more detail in FAM 300. 
ag. Management’s control methods over compliance with laws and regulations: Such methods have a direct impact on an entity’s compliance with applicable laws and regulations. (Compliance controls are addressed in more detail in FAM 300). 
ah. The functioning of those charged with governance such as oversight groups: An entity’s oversight groups typically are responsible for overseeing both business activities and financial reporting. The effectiveness of an oversight group is influenced by its authority and its role in overseeing the entity’s business activities. In the federal government, oversight groups are the Congress and the central agencies (OMB, Treasury, and GAO) as well as GSA and OPM. Within agencies, senior management councils may also have a role in overseeing operations and programs. Oversight groups often have a monitoring function.
Entity Risk Assessment

.049 Risk assessment is an entity’s process for identifying, analyzing, and managing risks relevant to achieving the objectives of reliable financial reporting, safeguarding of assets, and compliance with budget and other laws and regulations. For example, the entity’s risk assessment may address how the entity analyzes significant estimates recorded in the financial statements or how it considers the possibility of unrecorded transactions. Risks may arise due to both internal and external circumstances, such as 

· changes in the operating or statutory environment;
· new personnel who may have a different focus on internal control;
· ability of management to override established controls;
· new or significantly changed information systems;
· rapid growth of programs which can strain controls;
· new technology which may change risks;
· new programs or activities which may introduce new control risks;
· restructurings or budget cutbacks which may include downsizing and changes in supervision and segregation of duties; or

· adoption of new accounting principles which may affect risks in preparing financial statements.

.050 The auditor should obtain and document an understanding of the entity’s risk assessment process sufficient to assess the risk of material misstatement and to plan the audit. The auditor should evaluate the design of the entity’s risk assessment process and determine whether it has been implemented. In doing this, the auditor should understand how management considers risks relevant to the objectives of financial reporting (including safeguarding), and compliance with budget and other laws and decides what actions to take. This understanding may include how management identifies risks, estimates their significance, assesses the likelihood of occurrence, and relates them to financial reporting. 
Communication Factors

.051 Communication includes providing an understanding of individual roles and responsibilities pertaining to internal control. It includes the extent to which personnel are told how their activities relate to the work of others and the means of reporting exceptions to an appropriate higher level within the entity. Open communication channels provide a means to report exceptions to the appropriate people. Communication takes such forms as Web sites, e-mails, policy manuals, accounting and financial reporting manuals, and memorandums. Communication also may be electronic, oral, and through the actions of management in demonstrating acceptable behavior. 
.052 The auditor should obtain and document an understanding of the entity’s communication process sufficient to assess the risk of material misstatement and to plan the audit. The auditor should evaluate the design of the entity’s communication process and determine whether it has been implemented. In doing this, the auditor should obtain sufficient knowledge of the means the entity uses to communicate roles and responsibilities for, and significant matters relating to financial reporting, including safeguarding of assets, and compliance with budget and other laws and regulations. 
Monitoring Factors

.053 Monitoring is the process by which management and those charged with governance assess the quality of internal control performance over time. This may include ongoing activities, such as regular management and supervision to determine that a control was performed correctly, or communications from external parties, such as regulator comments that may indicate areas in need of improvement. Monitoring does not include procedures that are control activities, such as preparing reconciliations. Monitoring may include separate evaluations, such as FMFIA (OMB Circular No. A-123) work and IG or internal auditor work, or a combination of ongoing activities and separate evaluations. See FAM 260.58-63 for discussion of the FMFIA process.
.054 The auditor should obtain and document an understanding of the entity’s monitoring process sufficient to assess the risk of material misstatement and to plan the audit. The auditor should evaluate the design of the entity’s monitoring process and determine whether it has been implemented. In doing this, the auditor should gain sufficient knowledge of the major types of activities the entity uses to monitor internal control over financial reporting, including safeguarding, and compliance with budget and other laws and regulations and how monitoring is used to initiate corrective actions. 

.055 The IG’s office or internal audit function is often an important part of monitoring. The IG’s office (1) conducts audits and investigations relating to programs and operations, (2) provides leadership and coordination, including recommending policies for programs and operations, and (3) keeps the entity head and the Congress informed about problems and deficiencies, including the progress of corrective actions. If the IG’s office or internal audit function is part of the entity’s monitoring controls, the auditor should understand the design and implementation of the IG or internal audit office as a monitoring control. However, if the auditor is the IG, the office should not evaluate its own design and implementation as a control as the control relates to the financial accounting controls of the audited entity. Understanding an IG’s office or internal audit office includes consideration of its authority and reporting relationships, the qualifications of its staff, and its resources. (In using the work of the IG or internal auditors, refer to FAM 650.) 

Information System Effect on the Control Environment, Risk Assessment, Communication, and Monitoring

.056 Information systems affect the effectiveness of control activities, the control environment, entity risk assessment, communication, and monitoring. For example, controls that normally would be performed by separate individuals in manual systems may be concentrated in one computer application and pose a potential segregation-of-duties issue. See AU 314.57-.63 for further discussion of the effect of information systems on internal control.
.057 The auditor should obtain and document an understanding of the control environment related to the entity’s information system sufficient to assess the risk of material misstatement and to plan the audit. The auditor should evaluate the design of the control environment related to entity’s information system and determine whether it has been implemented. In doing this, the auditor should evaluate the following IS factors in making an overall assessment of the control environment, entity risk assessment, communication, and monitoring. An IS controls specialist may assist the auditor in considering these factors. 
ai. Management’s attitudes and awareness with respect to information systems: Management’s interest in and awareness of information system functions (including those performed for the entity by other organizations) is important in establishing an organizationwide consciousness of control issues. Management may demonstrate its interest and awareness by 
· considering the risks and benefits of computer applications;

· communicating policies regarding information system functions and responsibilities;

· overseeing policies and procedures for developing, modifying, maintaining, and using computers, and for controlling access to programs and files;

· considering the risks of material misstatement, including fraud risk, related to information systems;

· responding to previous recommendations or concerns;

· quickly and effectively planning for, and responding to, computerized processing crises; and

· using reliable computer-generated information for key operating decisions.
b.     Organization and structure of the information systems function: The organizational structure of the information systems function affects the control environment. Centralized structures often have a single computer processing organization and use a single set of system and applications software, enabling tighter management control over information systems. In decentralized structures, each computer center generally has its own computer processing organization, application programs, and system software, which may result in differences in policies and procedures and various levels of compliance at each location. 

c.     Clearly defined assignment of responsibilities and authority: Appropriate assignment of responsibility according to typical information system functional areas can affect the control environment. Factors to consider include 
· how the position of the Chief Information Officer (CIO) fits into the organizational structure;

· whether duties are appropriately segregated within the information systems function, such as operators and programmers, since lack of segregation typically affects all systems;

· the extent to which management external to the information systems function is involved in major systems development decisions; and

· the extent to which information system policies, standards, and procedures are documented, understood, followed, and enforced.

d.     Management’s ability to identify and to respond to potential risk: Computer processing, by its nature, introduces additional risk factors. The entity should be aware of these risks and should develop appropriate policies and procedures to respond to any information system issues that might occur. The auditor may evaluate
· the methods for monitoring incompatible functions and for enforcing segregation of duties, and

· management’s mechanism for identifying and responding to unusual or exceptional conditions.

Federal Managers’ Financial Integrity Act of 1982

.058 If applicable to the entity, the auditor should obtain an understanding of the entity’s FMFIA process and whether the process has been implemented. Based on this understanding, the auditor should determine whether the auditor’s understanding of the FMFIA effects the auditor’s risk assessment. 
.059 OMB’s Circular No. A-123, Management’s Responsibility for Internal Control, provides guidance on improving the accountability and effectiveness of entity operations and programs by establishing, correcting, and reporting on internal control. The circular defines management’s responsibilities related to internal control and the process for assessing the effectiveness of internal control. Entities are required to report on the adequacy and effectiveness of internal controls as described in the circular. Management is to provide an assurance statement on the effectiveness of internal controls overall, and for CFO Act agencies, a separate assurance statement on the effectiveness of internal controls over financial reporting is to be included in the MD&A. Appendix A to the circular provides a methodology for agency use in assessing, documenting, and reporting on internal controls over financial reporting.
.060 The effectiveness of the FMFIA process typically is a good indicator of management’s (1) philosophy and operating style, (2) assignment of authority and responsibility, and (3) control methods for monitoring and follow-up. The FMFIA process also may be the basis for management’s assertion about the effectiveness of internal control (section 2) and about the entity’s financial management systems’ substantial compliance with FFMIA requirements (section 4). 
.061 To obtain an understanding of the FMFIA process, the auditor generally should perform the following procedures. If the entity does not issue its own FMFIA report, the auditor generally should perform the following procedures with respect to information the entity contributes to the FMFIA report in which the entity is included. 
· Read

--FMFIA reports for the current and prior year and identify any changes;
--important documentation prepared by the entity to support the current year FMFIA report and related management assertions in the MD&A;
--any IG reports on the FMFIA process;
--OMB’s most recent annual letter concerning FMFIA reporting; and

--management’s description of the FMFIA process.

· Discuss the FMFIA process with appropriate entity management (including management’s opinion of the quality of the process), specifically
--how the FMFIA process is organized;

--who is assigned to manage the process, including the staffing level, experience and qualifications of assigned personnel, and reporting responsibilities; and

--how the process finds and evaluates weaknesses.

· Identify the entity’s actions on previously reported weaknesses and examine its documentation that demonstrates the results/effectiveness of those actions.

· Determine whether the audit finds different issues from those identified in the FMFIA process. (If so, see FAM 580 for reporting on FMFIA.)

.062 The auditor should consider whether management procedures and supporting documentation are designed to (1) provide management with reasonable assurance that FMFIA objectives have been achieved and       (2) meet OMB requirements. The auditor’s consideration is based on the auditor’s understanding based on the procedures discussed in 260.61 rather than the results of extensive tests. Factors the auditor may consider include 
· evidence of efforts to rectify previously identified material weaknesses;

· management’s commitment of resources to the FMFIA process, as reflected in the skills, objectivity, and number of personnel assigned to manage the process;

· extent to which management’s methodology and assessment process, including testing and documentation, conform to the guidance in OMB Circulars No. A-123 and A-127, revisions in Transmittal Memorandum No. 2, and related OMB guidelines;

· contractor or internal auditor involvement (if any);

· the process used to identify and screen material weaknesses as FMFIA reports are consolidated and moved up the entity’s hierarchy;

· the sources that identify material weaknesses, since items identified by management personnel, rather than from IG, GAO, or other external reports, demonstrate that the process can detect and report weaknesses;
· OMB audit guidance on FMFIA and A-123; and 

· risk factors in FAM 295 B.17.

.063 The auditor should document the understanding of the FMFIA process and its implementation. Based on this understanding, the auditor should determine whether the auditor’s understanding of the FMFIA process affects the auditor’s risk assessment. The auditor should consider any material weaknesses identified in the FMFIA report in determining the risks of material misstatement. The auditor is not required to test the effectiveness of the FMFIA process, unless the auditor determines in the internal control phase that testing the effectiveness of the FMFIA process is an efficient and effective means of reducing the risks of material misstatement and the extent of substantive procedures. 
The auditor may determine that it is appropriate to test management’s FMFIA work to reduce audit risk. The auditor’s determination, based on testing, that FMFIA is an effective control may reduce but cannot completely eliminate the need for the auditor to perform substantive procedures for related line items, accounts, and relevant assertions. FAM 360 discusses nonsampling control testing, and FAM 370 discusses the assessments of control risk and the risks of material misstatement. 
Federal Financial Management Improvement Act of 1996 

.064 As part of its FMFIA work, management determines whether its financial management systems comply with the requirements found in OMB Circular No. A-127, Financial Management Systems. Under FFMIA, the auditor of CFO Act agencies must report whether the financial management systems substantially comply with the three requirements of the Act. OMB issues guidance for agencies and auditors when addressing compliance with FFMIA. FAM 701 contains additional guidance for auditors. 
.065 During the planning phase, the auditor should understand the design of management’s process for determining that the entity’s systems were or were not in substantial compliance to report under FFMIA. The entity may have used the OMB FFMIA guidance, the GAO Financial Management Series of checklists for systems reviewed under FFMIA, or other tools. The auditor generally should read this documentation to determine whether to rely on the entity’s work. If reliance is planned, see FAM 650. See FAM 350 for additional planning of audit procedures related to FFMIA. 
.066 If the entity previously had an assessment made of its financial management systems’ substantial compliance with these requirements that resulted in finding lack of substantial compliance, the auditor should understand the systems deficiencies identified and the potential risks of material misstatement to line items, accounts, and related assertions. The auditor also should read the remediation plan required by FFMIA and note whether the plan appears feasible and likely to remedy the deficiencies. 

Federal Information Security Management Act of 2002

.067 FISMA requires federal agencies to periodically test, evaluate, and report on the effectiveness of their information security policies, procedures, and practices as part of developing and implementing an entitywide information security program. FISMA requires entities to use NIST standards when performing certain functions. OMB reporting guidance for FISMA specifies the applicable NIST standards and other NIST publications to be used. 

.068 FISMA requires IGs to perform an independent evaluation and report on the effectiveness of these policies, procedures and practices through testing a representative subset of the entity’s information systems. Except for national security systems, an independent auditor may perform this work at the discretion of the IG or if an entity does not have an IG, at the discretion of the agency head. The independent evaluation required by FISMA may be based in whole or in part on other relevant audits or evaluations of the entity. Entity management may rely on testing performed as part of the independent evaluation when making its own assessment. 

.069 The auditor should read the most recent FISMA report to assess the implications of any reported significant deficiencies on the risks of material misstatement for related line items, accounts, and relevant assertions. The auditor may assess whether the procedures performed for FISMA reporting can be relied upon as part of the financial statement audit for purposes of planning and conducting other audit procedures. The auditor should use the factors in FAM 650 to help make this determination. Likewise, it may be possible for the auditor to use procedures performed as part of the financial statement audit to fulfill the FISMA requirements for certain systems, depending on the timing, nature, and extent of the work.  

.070 FISMA requires that significant deficiencies, as defined by the act, be reported by the entity as material weaknesses in its FMFIA report. Additionally, if a significant deficiency relates to a financial system, FISMA requires the entity to report it as an instance of lack of substantial compliance with FFMIA. See FAM 580.38-.39 for the definition and further discussion of FISMA significant deficiencies and considerations for financial audit reporting. 
Budget Formulation

.071 The auditor should obtain an overall understanding of the design of the budget formulation process. The auditor does this to understand better how misstatements and internal control weaknesses may affect the budget formulation process. Based on discussions with entity management responsible for the budget formulation process and review of budget documents, the auditor should understand the design of 
· the entity’s process for developing and summarizing the budget,

· the nature and sufficiency of instructions and training provided to individuals responsible for developing the budget,

· the extent that individuals involved in approving budget requests are also involved in the budget formulation process,

· the general extent to which the budget is based on historical information,

· the reliability of information on which the budget is based,

· the extent to which the budget formulation system is integrated with the budget execution system, and

· the extent of correlation between information developed in the budget formulation process and the allotments and suballotments in the budget execution system.
.072 The auditor is not required to test the effectiveness of the budget formulation process, unless the auditor determines in the internal control phase that testing the effectiveness of the budget formulation process is an efficient and effective means of reducing the risk of material misstatement and the extent of substantive procedures. 
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� Assurance is not the same as statistical confidence. Assurance is a combination of quantitative measurement and auditor judgment.


� See Standards for Internal Control in the Federal Government, GAO/AIMD-00-21.3.1 (November 1999).


�Applies to entities that do not issue their own FMFIA report, but have an FMFIA process for contributing information to another entity’s FMFIA report, such as bureau-level information included in a department-level FMFIA report. 


� Guidance to establish these programs and controls can be found in Management Antifraud Programs and Controls, commissioned by the Fraud Task Force of the Auditing Standards Board of the AICPA, and is available at the AICPA’s Web site at � HYPERLINK "http://www.aicpa.org" ��www.aicpa.org�.


� FMFIA was repealed and codified at 31 U.S.C. 3512(c), (d). Because of the common usage of the act’s name, the FAM will continue to refer to FMFIA. However, auditors should correctly cite the applicable provisions in their reports. See FAM 595 A.
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