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701 A – Example Audit Procedures for Testing Systems for Compliance with FFMIA

Entity __________________________________________________________________

Date of review __________________________________________________________

Job code _______________________________________________________________

Objective: FFMIA requires the 24 departments and agencies covered by the CFO Act to implement and maintain financial management systems that comply substantially with (1) federal financial management systems requirements, (2) applicable federal accounting standards, and (3) the U.S. Government Standard General Ledger (SGL) at the transaction level. OMB also requires certain designated entities to determine FFMIA compliance. The objective of these audit procedures are to assess whether agencies’ systems’ comply with FFMIA requirements.
	Procedure
	Done by/date
	Doc Ref.

	I.  Planning (May be combined with the work to plan
 the financial statement audit)

A. To understand the FFMIA requirements, read:

· Federal Financial Management Improvement Act (FFMIA), P.L. 104-208.

· Audit Requirements for Federal Financial Statements (OMB Audit Guidance).
· Revised Implementation Guidance for the Federal Financial Management Improvement Act (OMB Memorandum, January 4, 2001).
· JFMIP/OFFM Publications of Federal Financial Management System Requirements including the Framework and Core Financial System Requirements.

· Financial Reporting Requirements (OMB Circular No. A-136).
· FASAB Standards.

· Treasury Financial Manual (TFM) sections related to the SGL (see transmittal letter S2--02 and TFM Volume I, Part 2, Chapter 4700).

· Management’s Responsibility for Internal Control (OMB revised Circular No. A-123).
· Financial Management Systems (OMB Circular No. A-127).
· Management of Federal Information Resources (OMB Circular No. A-130).
·  Federal Information Security Management Act of 2002 (FISMA), Title III, E-Government Act of 2002 Pub. L. No 107-347.
	
	

	B. Read the prior year’s audit documentation and audit report to identify (1) the auditors’ FFMIA determinations, (2) reported instances of noncompliance with FFMIA, and (3) material weaknesses and significant deficiencies related to the entity’s financial management systems.

· Prepare a schedule of the previously identified deficiencies for follow up. See FAM 701 B for an example of the schedule.
	
	

	C. Read the most recent FMFIA, FISMA
, IG, and GAO reports and internal control documentation from the financial statement audit or other reports related to financial systems. Evaluate the impact of any reported weaknesses on the FFMIA assessment. 

· Obtain an update on the status of the issues and document problems identified in the schedule in FAM 701 B.
	
	

	D. Read the cycle memoranda for each of the audit cycles completed for the current year audit. Document issues related to FFMIA compliance in the schedule in FAM 701 B.
	
	

	E. From the work performed in part I (planning), decide whether it is necessary to perform the remaining steps.  If the information gathered indicates “longstanding, well-documented financial management systems weaknesses” that preclude compliance with FFMIA requirements, then:

1. Document recognition of longstanding, well-documented financial management systems weaknesses and identify the source for this conclusion.

2. Obtain and document an understanding of management’s process for determining whether its systems comply with FFMIA requirements. Report any deficiencies identified in management’s process.

3. Complete step V (summary), except for completion of the schedule in FAM 701 B.


	
	

	II. Testing for Compliance with Federal Financial Management Systems Requirements

A. Ask whether the entity has an entity wide inventory of its systems. If so, obtain the inventory and any supporting documentation.


	
	

	B. From the entity’s inventory of systems, identify the core financial management systems and the feeder systems. 

4. Document the key internal controls and the information flows between the core financial systems and the feeder systems in a flowchart or narrative. (The auditor may perform this step as part of the internal control phase).

a. Determine whether the feeder systems are integrated or interfaced with the core financial system. Note: Feeder systems that are integrated with the core financial system share data tables.  Therefore, the entity need not prepare reconciliations.

b. If the feeder systems interface with the core systems, determine whether reconciliations are performed between the systems. If reconciliations are performed, determine how often and by whom; assess the adequacy of the reconciliation, including follow-up activities and supervisory review.

c. Through interviews with entity management and reading of systems documentation, determine if the entity’s systems have detective controls (i.e., batch control or hash totals or supervisory reviews) and preventive controls (i.e. segregated duties, appropriate authorizations, or access controls) to process transactions properly and timely. (The auditor may perform this step as part of the internal control phase).
	
	

	5. Using the documentation prepared in step II.B.1 above, identify those JFMIP/OFFM financial management systems requirements that are applicable to the entity’s operations. For example, for those agencies that do not have grant or loan programs, the auditor would not need to assess whether JFMIP/OFFM requirements related to grants or loans are applicable. Document the results.


	
	

	C. Determine whether the entity’s core financial management system and the financial portions of its applicable feeder systems, as identified in step II.B.2 above, conform to JFMIP/OFFM federal financial management systems requirements.

· Ask whether the entity’s core financial management system is a JFMIP/FSIO-certified COTS system.
 If so, ask which version of the software is being used and obtain the entity’s FSIO certification for that software version. [Agencies replacing software to meet core financial system requirements must use JFMIP/FSIO certified core financial management systems as required by OMB Circular No. A-127 Financial Management Systems, but it is not an automatic noncompliance issue.] 

· During implementation of a JFMIP/FSIO-certified core financial system, agencies can make changes and select options that could adversely affect the original certification. Auditors cannot rely solely on the original JFMIP/FSIO certification as sufficient evidence of compliance with FFMIA. Perform testing to determine whether agency specific enhancements to an otherwise JFMIP/FSIO-certified system render the system non-compliant.
	
	

	6. Ask whether there have been significant changes in the entity’s automated business processes since compliance testing with JFMIP/OFFM requirements were last performed. If so, ask whether the entity has performed an assessment of any new functionality using the JFMIP/OFFM system requirements documents, GAO checklists, or similar tools. Document the results.
	
	

	7. For those agencies with a core financial management system that is not a JFMIP/FSIO-certified COTS and for any feeder systems, obtain any analyses performed by entity management to support its FFMIA and FMFIA assessments that document how the entity’s systems conform to the applicable JFMIP/OFFM systems requirements. If management has not performed an analysis of systems functionality, go to step C.5.
	
	

	8. Select several important functions that management has reported as complying with the systems requirements and determine if management’s assessment can be relied upon using JFMIP/OFFM system requirement documents, GAO checklists, or other similar tools.
	
	

	9. If management’s results cannot be relied upon for each system, assess the functionality of the applicable systems using JFMIP/OFFM system requirement documents, GAO checklists or other similar tools. 
	
	

	10. Document in FAM 701 B, the instances and related impact in which the entity’s systems did not comply with JFMIP/OFFM requirements.
	
	

	D. Ask line manager if they receive appropriate reports that are significant to performing day-to-day management operations.

11. Determine the adequacy of reports used to manage day-to-day operations.

a. For reports that are produced by the entity’s financial management systems, ask knowledgeable users, read the entity’s financial management systems documentation, and from other audit work, use professional judgment to determine if the reports produced by the systems are timely, useful, reliable, complete, and appropriately summarized for the management level receiving the report. 
Use professional judgment, entity policy, and/or criteria evident from each report to determine its timeliness and accuracy. For example, if a report is due by the 10th of each month, determine whether it was provided by the 10th of each month. 
If only on-line access is provided for important internal reports, through observation, documentation, and inquiry—such as obtaining systems logs and asking key managers about their work habits—assess whether the reports were available and accessed.  Through inquiry and observation, assess if management uses the reports to manage operations. Ask management what improvements are needed in the current reporting methods. Document the results.


	
	

	b. If the reports were not produced by the entity’s financial management systems, ask how the reports were prepared and perform a similar assessment as described in step D.1.a.
 
	
	

	12. Determine whether appropriate levels of management receive adequate and timely management information. See FAM 903.12 for questions related to determining FFMIA systems’ compliance with SFFAS No. 4.

a. Using professional judgment and industry best practices, identify internal management performance-related information needed for managing day-to-day operations.

b. Determine whether appropriate levels of management receive the information identified in step D.2.a.

c. If full costing is not used in these management reports, assess whether the lack of full cost information affects the usefulness of the information. Evaluate management’s justification that full costing would not be beneficial for the internal reports. This may need to be assessed on a case-by-case basis.
	
	

	13. Include any deficiencies identified and related impact in the schedule shown in FAM 701 B.
	
	

	E. Identify the entity’s external reports that are related to financial management such as those used for budget formulation and execution, fiscal management of entity programs, funds management, payments and receipts management, and to support the legal, regulatory, and other special requirements of the entity.

1. Through interviews with knowledgeable users and reading of the entity’s financial management system documentation, determine if the reports are produced by the systems.

a. For external reports that are tested as part of the financial statement audit, include any deficiencies identified and the related impact in FAM 701 B.

b. For external reports that are not tested as part of the financial statement audit, using professional judgment select several reports and assess whether the reports are reliable, timely, and complete. Include any deficiencies identified and the related impact in FAM 701 B.
	
	

	2. As an indicator of systems deficiencies, determine the magnitude and type of adjustments made to prepare financial statements each quarter and annually.
	
	

	F. Determine if the entity’s financial management systems track financial events and summarize information to facilitate the preparation of auditable financial statements. This determination can result from work performed as part of the financial statement audit.  Document the deficiencies and the related impact in the schedule shown in FAM 701 B.
	
	

	G. Determine if the financial management systems enable the entity to prepare, execute, and report on the entity’s budget in accordance with the requirements of OMB Circular No. A-11, Preparation, Submission and Execution of the Budget. This determination can result from work performed as part of the financial statement audit. Document the deficiencies and the related impact in the schedule shown in FAM 701 B.
	
	

	H. Coordinate with an IS controls specialist to determine if the entity has implemented and maintains a program to provide adequate security for all entity information that is collected, processed, transmitted, stored, or disseminated in financial management systems.  

1. Have the IS controls specialist review the annual management testing and evaluation of the effectiveness of information security, policies, procedures, and practices in accordance with the Federal Information Security Management Act of 2002 (FISMA).
	
	

	2. Document the deficiencies and related impact identified by the IS controls specialist in the schedule shown in FAM 701 B. 
	
	

	I. Determine if financial management systems include internal control to safeguard resources against waste, loss, and misuse, and whether reliable data are obtained, maintained, and disclosed in system generated reports. The auditor may obtain some of the information needed to make this determination from the work performed in the internal control phase. The auditor may identify other systems internal control weaknesses from other audit reports reviewed and steps performed. Document the results in FAM 701 B. 
	
	

	III.  Testing for Compliance with the Federal
       Accounting Standards

A. Determine if the entity’s financial statements are compiled in accordance with applicable accounting standards

· Determine if any issues reported as part of the financial statement audit were related to the lack of the entity’s implementation of the accounting standards in their systems or the standards were not properly applied because of inadequate or improperly implemented manual procedures.  Document the results in the schedule shown in FAM 701 B.
	
	

	B. Perform tests to determine if the entity’s cost accounting systems

· use the entity’s accounting classification elements to identify and establish unique cost objects to capture, accumulate, and report costs and revenues;

· allocate and distribute the full cost and revenue of cost objects as defined by OMB including services provided by one federal entity to another for external reporting; and

· transfer cost data directly to and from other cost systems/applications that produce or allocate cost information.

Also, see step II.D.2 of these audit procedures. 
	
	

	C. From the deficiencies identified in performing steps in FAM 701 A (testing for compliance with federal financial management systems requirements) and from tests conducted as part of the financial statement audit, determine if the financial systems record and summarize transactions in accordance with applicable accounting standards. Document the results and the related impact in the schedule shown in FAM 701 B.
	
	

	IV.  Testing for Compliance with the SGL

A. Determine whether the entity financial management systems use financial data that can be traced directly to SGL accounts to produce reports providing financial information for both internal and external reporting.

1. Ask entity management and from the documentation prepared in step II.B.1 above, determine how financial transaction data are summarized from the financial systems to the core financial system.
	
	

	2. Compare the entity’s chart of accounts to the SGL accounts and identify any deviations.
	
	

	3. Review all of the standard entries allowed by the core financial system to determine if these entries conform to the SGL posting rules.
	
	

	4. Document any deficiencies and the related impact in the schedule shown in FAM 701 B.
	
	

	B. Ask whether the entity uses a crosswalk from its chart of accounts for its core financial management system to the SGL. If so, perform tests to determine the accuracy of the crosswalk.

1. Trace all SGL accounts to the crosswalk.
	
	

	2. Identify any SGL accounts that are not included in the crosswalk. Identify any entity accounts not associated with an SGL account in the crosswalk.
	
	

	3. Compare the posting rules used by the system to those included in the SGL to determine whether the posting rules used by the system conform to the SGL.
	
	

	4. Document deficiencies and the related impact in the schedule shown in FAM 701 B.
	
	

	V.   Summary

A. Summarize the results of the work performed above and assess the entity’s compliance with the federal financial management systems requirement of FFMIA.

1. Finalize the schedule of the FFMIA noncompliances identified in the schedule prepared in FAM 701 B.
	
	

	2. Read the entity’s management representation letter covering the year under audit to obtain the entity management’s FFMIA determination.

a. Document the entity or organization responsible for the financial management systems that have been found not to comply.

b. Document facts pertaining to the:

i. nature and extent of the noncompliance and areas where there is substantial but not full compliance; 

ii. primary reason or cause of the noncompliance;

iii. impact of the noncompliance; and
iv. relevant comments from any responsible officer or employee.

c. Assess the recommended remedial actions for each instance of noncompliance and management’s time frames for implementing these actions. Include this assessment in the schedule in FAM 701 B.
	
	

	3. After reviewing the nature and extent of deficiencies identified, conclude whether the systems deficiencies identified constitute lack of substantial compliance with FFMIA requirements. Consider the four factors from OMB’s FFMIA implementation guidance when drawing this conclusion. 
	
	

	4. Prepare the FFMIA section of the report. See FAM  580.65-.67 and FAM 595 A, FAM 595 B, and FAM 1603, as appropriate.
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� Plan of Action and Milestone (POAM) reports required by OMB under FISMA.


� The Joint Financial Management Improvement Program (JFMIP), Financial Systems Integration Office (FSIO) provides core financial management systems requirements to be included in Commercial-Off-The-Shelf (COTS) applications. 
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