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PROCEEDINIGS

THE CLERK: Case number 03-5262, et zl., Elouise
Pepicn Cobkell, et al., versus Gale A, Norton as the
Secretary of the Interior, et al., appellants; Rlan Lee

Balaran. Mr. Stern for the appellants, Mr. RAustin for the

appellees.

CORAL ARGUMENT OF MARK STERN, ESQ.

CN BEHRLF OF THE APPELLANTS

MR. STERN: May it please the Court. The

irjunctions on appeal bkar the Department of the Interior

with scme exceptions from having any connection of any kind

to the Internet. It's difficult to conceive of what legal
claim or what factual showing might support an order of
this kind, which in the vear 2004 is approximately has the
same effect as ftelling a cabinet agency that 1t cannot use
the felephone. What 1s absolute --

JUDGEL RANDOLPH: TYou can't revise the records on
a telephons, though.

MR. STERN: Excuse me, Your Honor?

JUDGE RANDOLPHE: You can't revise records on a
telephcne.

MR. STERN: No. Well, Ycur Honor, you also

can't, I mean, if the guesticn 18, the guestion is what is

%)
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the, T mean, there are a whole laver, number of things, and
one of them what the, what harm plaintiffs have
demonstrated in this case, what its connection would be to
the claim that's actually at issue in this case. But on
the other side of the balance is what authority does a
District Court have to order a cabinet agency to dismantle
a communicaticn system, so that normally if we identified
exactly what the particular lecgal duty was and what the
standard was by which 1t was measured, and plaintiffs had
prevailed con that, there would still be the guesticn of
appropriate relief,

JUDGE RANDCLPH: No, my only peoint is, I
understand the communications analogy was that te the
exTent that there's any finding here that it was on the
basis that you could hack into the system and change the
records, right?

MRE. STERN: That's right, Judge Randolph.

JUDGE RANDCLFH: Right, and yecu can't do that by
a telephone.

MR. STERN: No, my point was not, was simply to,
vou know, analogize the level of the harm, because the
District Court refers to being disconnected from the
Internet as an inconvenience, but sort of, but the point is
that in the year 2004, it's, to talk about being

disconnected from the Internet as an inconvenience is
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approximately the same thing as saving that it's an
inconvenience to not be allowed fTo pick up your telephone,
and that's the only point I was trying to make on that
score.

There are at least fundamental errors reflected in the
Court's ruling which really sort cof go to some of the
points that we're already starting to get into, and the
irst 1s that there is a, that even though there's some
stated connection to the general notion of preserving
decuments for use in the accouniing, which is the sort of
claim that originally cgave rise to this lawsuit, there's at
no point been any attempt o define with any clarity
precisely what that relation is, what the particular legal
duty, what the standard would be by which it would be, by
which it would measure whether that duty was being
fulfilied. And 1f you look to the --

SUDGE ROGERS: Ccould I just ask, though, I mean,
the Department entered into a consent agreement.

MR. STERN: Yes, that's correct, right.

JUDGE ROGERS: And a iot of your arguments are
attacking that, but the Department consented tec 1t, and so
to the extent 1t was deficient, I just wonder how the
Department can attack it now. 2And my second point is your

brief savys that the only enforceable legal obligations at

igsue arise under the 1924 act, vet hasn't this Court

53}
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rejected that view?

MR. STERN: I'1ll deazl with both questicns. As to
he first one, no, we're not attacking the consent decree.
The consent decree is history.

JUDGE ROGERS: I know. But your brief says,
well, there was nco timetable, there were ng standards, and
213 thazt. Dut, I mean --

MR. STERN: Your Honcr, the question 1s now,
we —-

JUDGE ROGERE: 3¢ that part of your brief we
don't need to pay attention to?

MR, STERN: I'd like to think that we probebly
put 1t there for a reason, Judges Rogers.

JUDGE ROGERS: Well, I sust wanted to understand
what the Department's position was on that.

MR. STERN: Well, we were trving to, well, I
mean, what happened, tc go back to the vyear 2001, is that,
understand, even then, at no point frem 2001, 2003, 2004,
there's never been & single witness who's taken a stand in
a courtroom to testify about any harm or any problem.
Nothing has ever peen tested in a court evidentiary
proceeding with witnesses. What happened in 2001 was that
the special master came into court saying my contractors,
who parenthetically had already, were already familiar with

the Interior system architecture, because they had been

Le)}
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working with Interior, have hacked in, and on the basis of
that, the District Court issues a temporary restraining
order that says, you know, get off the Internet. And
Interior, vou know, maybe not wisely, but it did sort of
to, in order to try and reconnect as guickly as possible
entered into a consent decree. Now, that consent decree
iteelf had a provisicn in it for seeking judicial relief,
but what Interior ftried to do was to work with the special
master, which it tried to do for two years.

JUDGE ROGERS: Now, I'm not guesticoning ths
Department, but I just needed to understand how we view it
now, hecause the District Court says, fine, the consent

decree, it worked well for a while, and now the District

o

Court says find there is an impzsse.

MR. ETERN: BAnd there was an impasse, and the
District Court therefcre terminated the consent order
regime and sald now you're 1n front of me. So the guestion
is now I'm going to, anything that happens is now goling to
be governed by my preliminary injunctions. So the gonsent
order 1s cut of the picture. What's keeping Intericry off
the Internet right now, and tThere are systems that are
still off the Internet, (indiscernible) stayed part of the
District Court's order, we did nct ask for at that time a
full stay, because we were trying to focus on the new

emergent conditicons. What's keeping the Department off the
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Internet and would put it off the Internet altogether are
the two preliminary injunctions. 8o the guesticn then
becomes under what factual showing, you know, I mean, first
of 211, what the legzl <laim would be. And Your Henor,
that gets to your second point.

JUDGE ROGERS: All right, now, and that's my
second question, ves.

ME. STERN: And the pcint there, Your Honor, is
this Court certainly said in 2001, it looked to the nature
and to understand what the duties were before it. It
rejected the Government's claim that there had been no
unreasoconable delay, because it said, lcock, whether or not
vou had a enforceable duty before, there certainly are
these background duties, so I'm not going to set the clock
running in considering how unreascnable vou are. I'm not
going to set the clock running just from 1994, though it
alsc said even 1f I did set the clock running from 1994,
you'd still lose. Now, what the Court didn't say was that
(a) the background trust principies operated as separate
legally enforceable items. In fact, what the Court said
was, look, to get, to compel an agency action unreasonably
delayed, you've got to have a clear, specific statutory
mandate, and the Supreme Court in the Scouthern Utah case

=
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ast term made clear that that was absolutely correct.

Sc the question that we have, and what this Court did was
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it approved z remand to the agency to conduct an
accounting.

So then the guestion comes in, okay, now, where, you
know, how does this come into it? And the cnly possible
connection that could be posited would be that the, that
some way the judicial review could expand to take into
account a, something that was so overwhelmingly threatening
to the existence of an accounting that the Court could in
fact insert itself into the ongoling process to issue an
order.

JUDGE ROGERS: Well, let me ask you, we said in
that case that we said, vou know, the plaintiffs had shown
that there was unreasonable delay in getting an accurate
accounting. And then we said that adequate computer
systems were vital to the completicon of the accounting.
That's what this Court said.

MER. STERN: Well, this Court said that, but it
alsc, when 1t was at pains to say that the District Court
had made a mistake in thinking the provision of adequate,
the District Court had said, lock, there are a number of
separate brezches of yvour duties, and this Ccurt said I
don't understand how you're going to do the accounting
unless vyou have adegquate computer systems and so forth.
However, you amend your order to reflect the fact that the

duty tec perform the accounting is the actionable duty at
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issue in this case. Now, the District Court never amended
its order, and that was not merely a formalistic mistake,
because as subssguent events, you know, demonstrated. But
the point is even when the Court was talking about computer
systems &t that point, what it was talking about was, you
know, do you have good, you know, how good are vyour

How good are you, vyou know, where are you 1in
terms of your ability to put out acccunt statements? So in
that sense, the evidence o0f, gee, your computer systems
don't seem like right whers they need to be in order to
start spitting cut those account statements tomorrow was
evidence.that, yeah, there, you know, was unreasocnable
delay, and that's what this Court said.

The issue of hacking into & computer was not a part ot
that proceeding. It's a very different kind of 1lssue
zltogether. So when the District Court says plaintiffs
have demonstrated a probability of success on the merits in
this P.I. because they obtained a declaratory Jjudgment 1in
1998, there's a -- I'm starting to use the word disconnect,
but that's the wrong word to use in these circumstances --
that there is no adequate link between those two things.

And one of the reasons that the Court doesn't ever
address what the real merits are is it's not clear. We
don't know what the duty is. We don't know what piaintiffs

would have to do to prevaill on this. And it also in the
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District Court's view, 1t doesn't matter, because there are
never going to be further proceedings on the merits. The
District Ccurt has sald you are totally off the Internet,
period, and the Court's order sets out an elazborate scheme
for reconnection when the Court is satisfied that vou can
come back on. Now, that may be, whatever that's showing
is, that's not the merits. We need to know what is that
claim, what were the standards that were being used? I
mean, 1I somebody hacks into Citibank, you know, people,
all computer systems, you know, can be hacked into. There
are always vulnerabilities. You know, if somebody hacks
into Citibank, that doesn't perforce demonstrate that a
Judge could shut dewn Citibank's communication systems
because there are, vou know, beneficiaries, vou know, in
trust accounts at Citibank. It wouldn't demonstrate
anything on its own. It certainiy wouldn't demonstrate
that data essential to performing an accounting are being
compromised in scome way that would be, that the
{indiscernible)} has been compromised at all or much less
that 1t would be an irretrievable problem.

And of course what the District Court's current
injunctions totally ignore is the fact that certainly it is
the case that back in 2001 Intericr's security system was
not as geood as Interior theought that it should be. We're

L

not trying to say what a great security system we had in

1l
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2001, only that there was no sort of evidence, you know,
that would support any kind of an injunction. However,
since 2001, the Government has invested huge resources.
It's been detalled 1n the various guarterly reports. It's,
yvou know, put up, you know, sort of, you know,
extraordinary focus on perimeter protection and firewalls,
you know, to, with a huge emphasis and focus on the hacking
prclhlem. And then what plaintififs bring to the Court's
attenticn are various reports from CGovernment agencies,
from various scrt of, from CME, vou know, or whatever, sort
of give scorecards. And the 16th Quarterly Report
addresses those, that sort of apples-and-cranges
compariscn, hecause largely because of the District Court's
crder with its focus on perimeter security, that's where
Interior has invested ifts time, energy, noney.

Now, what those other reports go teo are a series of
sort of management, you know, objectives, you kncw,
inciuding, you know, how, you know, what sort cof degrees
various people, yvou know, should, you know, have, vyou know,
what the temperature should be, vou know, in particular
rooms. I mean, there's a whole realm of things to fall,
you know, that are being appraised in those reports. But
none of them, oh, which are all on a very general level,
none ¢f which has anvthing to do with, you know, the

securlty of the data here. It's never mentioned. 2nd the




1 point about it is that where Interior's put its money in
(

2 response to this i1s in protecting this data.

3 Now, none of that, you know, so we're looking at a

4 changed world from the time in 2001, when the special

5 master came in, but even in 2001, there wazsn't z single

6 witness to testify about anything, and the only person who

-t

is ever known to have hacked into the computer is the

3 special master using his experts. That 1s 1it.

e

o

JUDGE ROGERS: All right. Now, lef me ask you

10 ahout the

certificaticons Let's step over the issue about
11 statutory and rule viecolaticns. Your positicn in part, as I
12 understand it, is that there's no evidentiary basis for the
‘,' 13 injunction and that the District Court never considered the
14 |lmerits in part of the Government's position that the
15 Department has indeed changed the world In 1ts computer
16 systems since 2001. The Court did note, however, that the
? 17 certificaticons, even considering them, showed internal
:
: 18 incensistencies. And your brief refers to one.
) 19 MR. STERN: The District Court's order, to my
&
3 20 recollection, only -- I mean, I could be wrong about this,
&
Z1 Your Honor. My recollection was the District Court's order
22 only referred to one, and that was a statement, and that
23 was a discrepancy between a table and a statement 1in a
24 report, the table did not indicate that a particular, yocu
25 know, computer, vou know, was linked up. You know, that
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infeormation was cutdated. The correct information was in
the report. You know, this 1s not, I mean, I invite the
Court, vou know, to read this. This is 800 pages of
pretty, vyou know, specific stuff.

JUDGE ROGERS: Right. So as you read the record,
the District Court is referring only to one inconsistency,
and that's the inconsistency vou referred to in vour brief?

MK, STERN: I, I mean, I stand corrected, but —-

JUDGE RCOGERS: Nec, I know, I'm nct trying to —--

MR. STERN: But no, but there's certainly no
elaborate discussion of, vou know, inconsistencies.

JUDGE ROGERS: Well, I agree not elaborate, but
I, okay!

MR, STERN: 2And, vyou know, and, vyou know, the
pocint 1s the District Court says is I don't care about
this, you know. 2And how can you not care about it? And
what the District Court also speclfically says in 2003 in
issuing his injunction, he says plaintiffs have not
demonstrated that these systems that were already back
online are insecure. Well, at least as tc those, that
shculd have been the end of the story. I mean, plaintiffs
have the burden here of demeonstrating something. You know,
and they had not --

JUDGE ROGERS: Well, let me ask yeou, I mean, you

know better than I that evidence doesn't have tTo only be

14
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testimonial. Now, we have the reports that point to this
ability to hack into, and so the District Court says I need
some certification, since time has passed since these were
hooked up from the Department., Your position, as I
understand 1t, is, I mezn, no authority, period. But 1f we
get over that, no evidentiary basis whatscever. 2&And if we
get over that, I need to know what your position is.

MR. STERN: I'm trying to think what's left.

The, I mean, to be clear, the —-

JUDGE ROGERS: Well, I thought in part the
argument was that the Ccurt had not engaged in a proper
palancing of the interests.
ves, I'm sorry, Your Honor, ves,
no, I mean, look, in the end, 1t, vou still couldn't, I
mean, let's assume That There really was, you know, that we
knew exactly what the duty was, what its relevance wasg, you
know, to, vyou know, this case, that the link between the
accounting had keen established, that we really had a
security sort of like that there was a relevant security
standard that was being, you know, that somebody, you know,
was talking about, because all the security standards
always, and there's alwayvs some level of risk, and they
always involve Sudgments about relative 1nvestment. Where
do vou put your money? How safe do things need to be in

order to ward off what kind of risk? It's very hard to
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know how & court could get into that business at all. But
even assuming that 1t did, it's unclear how the result
could be to tell the Department of the Intericr to get off
the Internet. 1 mean, no private trustee would bhe told get
off the Internet. No private trustee would be told spend
hundreds of millicns of dollars out of the trust corpus,
which is what private trustees would have to spend the
money from in order to deal, ycu know, with z problem that
as far as we know hasn't actually caused anvbody in the
class any harm. However, does the injunction cause you
harm? Absolutely. T mean, if you have the full
disconnection that the Court's crders require, 1 mean, when
that acﬁually started happening, class members like were up
in arms, because It delays getting payments. This is, vyou
know, 1f's the whole world starts grinding te a halt, and
even as to the offices that have remained offline, that's
enly to the detriment. Tc deal with a chimerical problem,
the agencies that are most inveolved with an accounting,
like the Office of Historical Trust accounting, can't be on
the Internet,.

You know, the, it's, you know, no one 1is being, vyou
know, helped by this, you know, and there's no authority to
do it, so if you, vyou know, 1f vou filled in a million
different connections that are all missing in this case,

the bottom line would still be you would never issue a
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ruling of this kind. But all of the connections are
issing.

JUDGE ROGERS: Your suggestion is the District
Ceourt should have asked for reports from the Department as
to the status of its improvements In its security.

MR, STERN: Oh, the Department has regularly
reported to the District Court.

JUDGE ROGERS: That's the limit of the Court's
authority, you suggest.

MR. STERN: And,

—
=

a

ean, again, we could -=-

JUDGE GINSBURG: I'm not sure why you would
acknowledge that.

JUDGE ROGERS: Well, but he did in his brief, so
Jjust wanted to understand it, vyes.

MR. STERN: Well, I mezn, the point is we have
been reporting, you know, we've been reporting to the Court
on a whole number of things. The, you know, and what the
Court 1s really not in the business of doing, vou know, 1is
sort of dealing with the day-to-day mechanisms of how you
go about performing an accounting. And ~-

JUDGE GINSBURG: Well, 1f yvou're right about
that, I mean, I take that to mean from your brief that the
Court has no legitimate ccncern with IT security, right?

MR. STERN: Certainly on the basils of what we

have here, yes,
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JUDGE GINSBURG: So then presumably vou would
object also to reporting on where you are in this field.

MR. STERN: Your Honor, I mean, there's been a
reporting requirement, you know, that was in place. The
Department undertock —--

JUDGE GINSBURG: Well, maybe in the interest of
meving things along, vou wouldn't object, but vou would
certainly say as a matter of law that there's no authority.

MR. STERN: No, that's richt. I mean, and 1t

b

really did form no part whatscever of that origina:l
declaratory, vyou know, Jjudgment. I mean, you know,
Internet security as cpposed to what are you doing to get
the computers in shape so that, you know, there's not going
to be an unreasonable delay in issuing account statements.
Those really are two very different things.

JUDGE RANDOLPH: We're dealing with preliminary
iniunctions, and one of the, I'm trying to fit this into
the traditicnal molid, which is probablility of success on
the merits. Whatf are the merits?

MR. STERN: Your Henor, it goes back to what 1
was trving to indicate before is we don't know what the
merits are, and there is never going toc be a proceeding on
the merits. I mean, I think the answer that plaintiffs

would presumably say is that the merits will be the

determination that something 1s secure, but we don't know
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what, since there’'s no relevant standard, we don't know,
other than statements that the District Court has made that
there 1s a duty tc preserve, that you need to preserve
records to have an accounting, that is it. There's no
connecticn that's ever been specified between what you
would need to prove to justify an Internet disconnection

and that general statement. &And we'd submit that there are

m

pout 500 like missing links between like having, affecting

an accounting and, you know, possible preblems in Internet

=)

acking. And that's it. And the only thing that the Court
has saild about substantial success on the merits is you've
got a declaratory fjudgment and then ycu've also got a
structural injunction. You know, that's it. That's what
the District Court says about it.

JUDGE RANDOLPH: Ycu, the parties, the District
Court, evervone uses the term "historical accounting.”

That phrase, that term is not contained in the '34 act.

ME. STERN: No, it's not.

JUDGE RANDOLPH: Does the '94 act reguire a --
well, tell me what your definition of a historical
accounting 1s?

MR. STERN: Well, I think that the term flows
from, in part from this Court's 2001 decision, in which the
Court teld, you know, Interior that you needed to have a

retrocspective component to your accounting. So the 1994

19
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act speaks in terms of, the accounting provision talks
about providing daily and annual balances. And then this
Court in 2001 said, well, but yocu've got fto provide an
accounting, vou know, for funds, you know, deposited
previously. S$So the --

JUDGE RENDQLPH: Well, how far back, you know?

MR. STERN: Well, Your Eonor, that's a subject
of, vou know, considerable controversy. You know, this
Court, vou know, talked in terms of accounting for funds
deposite& pursuant to the Act of 18938. The District Court
has salid that the Government should account for all funds,
for everything geing back te basically the beginning of
time. The --

JUDGE RANDCLPH: Are all those reccrds, say, take
1938. Are 1938 records contained now on the computer
system?

MR. STERN: Intericr's in the process of moving
those on, because what 1t is is bhasically going back to
1985, we're scrt of in the computer era. Pre~1285 you're
looking at the paper records. 2And so one thing that you
have to do, vou know, the further you go back, the more
sort of time-consuming, vyou know, and expensive the
enterprise becomes, because you've got to physically locate
the paper records and then put them on the computer in

order to be able to do that accounting.

20
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JUDGE RANDOLPH: On a going~forward basis, the
recording of royalty pavments due next week, is there a
contention that currently Interior is not recording
correctly?

MR. STERN: Your Honor, I'm not aware of one, but
there are so many contentions in this lawsuit that I

wouldn't presume to say. I mean, it's certainly not the

o
tn
-

&

s of the complaint. There's no showing that that's the

tn
®

as

1

I mean, there's no showing, you know, about anything
in this case. I mean, the last --

JUNGE RANDCLPH: Well, isn't that part, that's
part cf tomorrow's case, isn't 1t, not today's?

MR. STERN: Your Honor, Ii'm trying to
(indiscernikle}.

JUDGE GINSBURG: 211 right. Further questions?
Thank you, Mr. Stern.
ME. STERN: Thank you.
JUDGE GINSBURG: You used your time, but we will

give you some time for rebuttal. Mr. Austin?

ORAL ARGUMENT CF G. WILLIAM AUSTIN, III, ESOQ.

CN BEHALF OF THE APPELLEES

MR, AUSTIN: Good morning. May it please the

Court. My name is Bill Austin, and I'm here representing
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the Cobell case plaintiffs, 5,000 beneficiaries of the
Individual Indian Trust.

I want to begin by acknoewledging something to the
Court. I find it disquieting that able counsel for the
Government professes not to know where the cbligation to
preserve and protect irreplaceable trust data comes from in
this case. Counsel's position 1s all the more cause for
concern, Jgiven that he represents trustee delegates,
trustee delegates that have fiduciary obligations to

Ld
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otect such mation. Because azfter all, that

ot

ba-

information is plain

,

ff's property. It's the property of
these trust beneficiaries we represent. And morecver, 1it
is disguieting at least as much, because we are now into
our ninth year in the trial court litigation, and in the
first month of the litigation, counsel for the parties
agreed that thereafter all documents relating to the
accounting and other fiduciary issues ralsed in the
complaint would be preserved, and when court corder after
court order entered in the litigation since that time has
emphasized the importance, the critical nature cf retaining
infermation pertaining to trust management and accouting
issues.
Thzat said, I want to turn to the facts.
JUDGE GINSBURG: Well, Mr. Austin, wait a minute,

let's stay with that for a minute.
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MR. AUSTIN: Yes, Your Honor.

JUDGE GINSBURG: 1In the 2001 decisien, pardon me,
the Court placed some limitaticons on what, pardon me, we
thought the District Court might'properly supervise by way
of getting to the goal of an adequate accounting,
historical accounting.

MR. RUSTIN: Yes. Yes, 1t did.

JUDEGE GINSBURG: And that seems to me the source
of, while you expressed dismay, the scurce of the
Government's objection here that the, pardon me, that the
cause oI action here 1s unreasonable delay, right?

MR. AUSTIN: No, Your Heonor, in fact the cause of
action is for breach of trust.

JUDGE GINSBURG: Well, the common law claims

MR, RUSTIN: That is what this Court determined
in Cobell VI.

JUDGE GINSBURG: Pardon me, the common law claims
were dismissed, right?

MR. AUSTIN: Your Honor, what this Court --

JUDGE GINSBURG: The Eighth -- go ahead.

MK. AUSTIN: -- recognized in Cobell VI, and
pardon me for interrupting, but I think it's a point that
bears making in response tc Your Honor's guestion, what the

Court recognized in Cebell VI is that even though the trust
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came infto-existence as a consecguence of a statute Congress
enacted in 1887, once the Government took possession as
trustee of the trust property, of our client's lands and
interests related thereto, 1t assumed a variety of
ohligations, and remedies came into existence that were

incident to the creation of the trust. Now, this is after

all a Mitchell II-type trust, a trust similarly recognized

by the Supreme Court in the Whifte Mcuntain Apache case as a

trust that incident to its formation and the trustees

ot

taking possessicn of property creates duties, and those
dutles exist unless Congress specifically disclaims them,

and there is nothing in this case where that has happened.

o]

In fact, the 18%4 reform that counsel referenced added

ot

C

t

[EER
n

to, supplemented, and bv

terms expressly did not
subtract from the rights and remedies avallable to our
clients as beneficiliaries of this trust. Now, in --

JUDGE GINSBURG: Mr. Rustin --

MR. AUSTIN: Yes.

JUDGE GINSBURG: =-- maybe this is a fundamental
misconception on my part, but 1t seemed to me that the
dismissal of the common law claims and the 2001 decision of
this Court left us with a fairly somewhat narrcowed and
fairly clear delineation of what the Government's
obligations are here vis-a-vis the trust, not denving that

it has this fiduciary role in terms of what this case is

Wi
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about and what the District Court is at large to demand of
the Department. 2And that was that it bore on unreasonable
delay in the discharge of i1ts obligation to provide an
accounting under the '94 act.

MR, AUSTIN: Lef me respcnd to that, if I could,
Judge, by making two points. First, the dismissal of the
commen law claims was an order entered by the District
Court pricr te this Court reviewing and modifying the
aprroach to the issues raised. Let me elaborate. Judge
Lamberth in deciding the Phase I trial and in entering his
Cobell V copinion December 21, 1999, lcoked for plaintiffs’
rights and the remedies avallable t¢ them sclely by
evaluating the terms of the 1894 reform act. In fact, the
District Court went so far as to reject the notion set

y in the Manchester Hand case decided 2% years earlier

that incildent to the creation of this trust many years ago,
other trust law principles, including those arising under
common law, were made available. That's part of what this
Court clarified in Cobeil VI. It looked at what Judge
Lamberth had decided. It said vour order is correct.

There is no need to do anvthing to change vour order, but
vour opinion 1s a little off the mark, and the substance of
this Court's analysis was incident to the creation of this

trust over a century ago, and incident to the Government

taking possession as trustee of the property, trust law

25
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principles separate and apart from those expressed in the
1984 act were brought to bear. And hence, with all due
respect to what the District Court decided with respect to
the dismissal of common law claims, after this Cocurt had
analvzed the matter and issued its opinicn in Cobell VI,
the picture was different.

Now, in analyzing the accounting cbligation --

-

UDGE GINSBURG: OQne second.

MR. AUSTIN: Yes, Your Honor.

JUDGE GINSEURG: But the case is here, ftThe case
was here in 2001 --

ME. AUSTIN: Yes.

JUDGE GINSBURG: —-- under the APA, correct?

MR. RAUSTIN: The case was here in 2001 on two
bases: Cne, federal guestion jurisdiction arising under 28
7.5.C. Section 1331 as a cecnsegquence of trust beneficiaries
seeking to compel an accounting and other relief as
beneficiaries in the trust relationship. That is,
plaintiffs with property interests, with standing, with the
ability under common law and trust principles incident to
the creation of this trust to hold accountable the trustee
delegates in this matter. Alternatively, Your Honor 1s
correct. There was extensive APA analysis, but it was as
an alternative basis of Jurisdiction, and Your Honor, it

refiected what I was talking about earlier. The approach
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that Judge Lamberth had taken in the Phase I trial, where
his focus was what does the statute permit? What are the
remedies this reform act provides? BAnd consistent with his
analysis and his reliance upon the APE, this Court affirmed
as an alternative basls for subject matter jurisdiction
purposes reliance upon the Section 06 analysis and the APAR.

JUDGE GINSBURG: Well, Mr. Zustin, maybe I just
have to go back and start over by getting a grasp on this,
put here's what the Court said in 2001i. I know it said =
lot of things, but I don't know what else it said on this
score.

MR. AUSTIN: Yes.

JUDGE GINSBURG: That plaintiffs rely upon common
law trust principles in pursuit of thelr claim is
immaterizl, as here they seek specific relief other than
money damages, and federal courts have jurisdiction to hear
such claims under the APA, right? 1 mean, that is how, and
that's where we proceeded. Then we asked about whether
there was final agency action and so on, approaching it as
we always do it under the APA. So I'm not sure what more
there is, or at least what more we upheld in 2001 other
than a valid statement of a clalm for unreasonable delay or
agency action withheld.

MR. AUSTIN: Ycur Honor, let me turn to the

question, where does ths duty to preserve the data coms




PENGAD + 1 B0D-631-5989

FORAM FED

cLs

10

11

12

13

from, because I sense from the Court's guestions to counsel
that that 1s a subject of interest, and Cobell VI answered

that gquestion. What this Court held three years ago was

{

that the brcad accounting duty included or imposed
substantial subsidiary obligaticns, and those obligations
included among other things a duty te maintain records that
would be necessary Lo ensure a complete and accurate
accounting. Now, we submit, it couldn'ft be much clearer
fthan that. That, if there was any guestion on the subkject,
made it clear this Court's view was there 1is an obligation
fto preserve and maintain and protect trust informaticon,
whether 1t's in papers or 1n electronic form.

JUDGE GINSRURG: Ckay, let's Just stay with that
one, because that's the key cone, T think, too.

MR. AUSTIN: Ckay.

JUDGE GINSBURG: So what we have is a case that's
here based con unreascnable delay in getting the job done,
and an admonition to the Department tc, or let's say a
ratification from this Court of the District Court's
admonition to the Department fo maintain records sufficient
te aveid further delay, right? Because 1t's all got to be
hinged on unreascnable delay, 1t seems to me. In the
several places in the opinion later on, the Court talked
about this admittedly unspecific limitaticen that the

chligations ke geared to aveiding further delay as opposed

28
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to other problems that might arise, right? And if I can
find that passage, there's one that's very specific. Here,
the failure to implement a computer system is not itself
the breach; rather, 1t 1s indicative of appellants' failure
to discharge their fiduciary obligations in a reasonably
prompt manner. It's the promptness of this thing that's at
stake. There's no gquestion about Thelr obligation, right,
and what they have to de. It's the timeliness.

MR. AUSTIN: Well, we look at what this case
record shows, Your Honcr, we're ¢over a century into trust
administration. There has never been an accounting. There
has not been the accounting required by the 183%4 reform
act.

JUDGE ERANDCOLPEH: Can vou tell me what --

MR, AUSTIN: There has nolb heen an accounting
scught by plaintiffs in this action.

JUDGE RANDOLPH: Can vyou tell me what vou mean by
an accounting? What do vou mean by an accounting?

MR. AUSTIN: Again, this Court addressed that
guestion in Cobell VI.

JUDGE RANDOLPE: No, what do vou mean by it?

When you say there's never been --

MR. AUSTIN: Judge, and I appreciate the

cpportunity to address that.

JUDGE RANDOLPH: There's never -- I'm just --

29
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MR. AUSTIN: Because it informs what we're doing

JUDGE RANDOLPH: Please don't interrupt me when
I'm trying to interrupt you.

MR. ARUSTIN: I'm sorry.

JUDGE RANDOLPH: Do you mean an audit? Is that

what you mean?

T

MR. AUSTIN: DNo, nc, very different matter. An
accounting 1s an explanation, a documented explanation, a
showing transaction by transaction as tc how the trustee
has conducted the administration of the trust, vested with
the obligation teo demcnstrate an undivided duty, ability to

£

avoid conflicts of interest, to exercise trust management

prudently. The accounting 1s the sheowing of that conduct

+

that 1s intended to be complete enough sc¢ that a

¢

beneficiary receiving it can determine whether his or her
trustee has acted in accordance with those fiduciary
chbligations. That is what 1it's about.

JUDGE RANDOLPH: You're talking goilng backward,
right?

MR. AUSTIN: A historical accounting 1s certainly
that, sir.

JUDGE RENDOLPH: Did you present any evidence to
the District Court that indicated that on a going~forward

basls there were problems?

30
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MR. AUSTIN: Your Honor, part of what this
lawsuilt is zbout --

JUDGE RANDOLPH: No, did vou present --

MR. ARUSTIN: ~- is compelling changes.

JUDGE RANDOLPH: Did you ~-

MR. AUSTIN: So yes, the complaint has from the
get-go —-

JUDGE RANDOLFH: No, that --

MR. AUSTIN: -- sought changes in management.

JUDGCE RANDOQLPH: My guestion was evidence. Did
you present any evidence that on a geing-forward basis
there were, there's mismanadgemsent?

MR, AUSTIN: 2&bsolutely, and in fact the
quarterly reports that have been filed by the frustee
delegates in accordance with the Fhase I proceeding
demcnstrate the prcoblems and the varicus efforts, the plans
to make plans, that have been undertaken to correct and
resolve longstanding and continuing problems.

JUDGE RANDQOLFH: Here's why I'm, I'11l tell you
why I'm asking the quesﬁion, and 1t hasn't come up yet in
the argument, but the 2003 legislation says, as you kKnow,
that nothing in the '94 act requires the Department of
Intericr to commence c¢r ceontinue historical accounting
activities. Now, to the extent that that suggests going

backwards, then if the purpose of the Court's injunction
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was to preserve informaticon that would be used in a
historiéal accounting, then the statute, we've got a
question under the statute. On the other hand, if it's on
a golng-forward basis, I don't know that the statute deals
with that. That's why I'm -- okay?

ME. AUSTIN: Thank you for that explanation, and
yvou're absolutely right. The short answer is that the need
to maintain trust data that 1s protected and secure goes
both to the historical accounting obligation declared by
the Court zand also to the trust management. And as Judge
Lamberth noted in his March 15 opinion, the injunction
entered, the disconnect order that has been the focus of
counsel's remarks this morning, was entered not in regard
to that historical acceunting ckligation, although the
Court recognized vyvou've geot to have records to do an
adeguate accounting, especilally when vou're going back
decades, but it was alsc necessary that that injunction be
entered to protect information needed to know how much
meney the beneficlaries should receive to keep track of the
payments to which they're entitled. In other words, to
allow the Department of the Interior to function as a
fiduciary.

Let me address the facts with respect to these
obligations we've been talking about. First, Jjust a point

about the standard of review here. We're dealing with
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preliminary injuncticons, and the issuance of such relief is
subject to a deferential standard. The decision whether to
grant or deny a preliminary injunction, &s this Court noted

in the Naticnal Wildlife Federation case, 835 F.2d at 19,

15 to be reversed only if the District Court is shown to
have abused its discretion. Findings of fact are to be

reviewed under the clearly erroneous standard, and the

District Court'

9]
o
4]
;
63

ncing of the factors, and we heard
talk frcm counsel about that, in deciding whether a
preliminary iniunction sheould issue, is subject to
particular deference.

JUDGE ROGEES: I mean, one of the issues --

MR. AUSTIN: Yes, Ycur Honor.

JUDGE ROGERS: -- though, that's raised, 1t seems
o me, by the Department 1s whether or not the Court, the
District Ceourt, considered all of the preoper factors, not a
gquesticon of second-guessing its balancing of factors but
whether 1t considered zll of the factors.

MR, AUSTIN: Yes. In its July 28, 2003 opinicn,
nearly 20 pages in length, and in the 2%-page memorandum
opinion accompanying the disconnect order issued on March
15, the District Court made a careful evaluation of the
four factors as reguired by law.

JUDGE RANDOLPH: But it didn't consider the 900

pages of certifications.
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MR. AUSTIN: BEbsolutely it did, Your Honor. What
those certifications showed, and the questicn was asked of
Mr. Stern, why was the Court not satisfied, there were any
number of reasons why those certifications fell short of
fhe mark. One principal deficiency in them, and I'm
Talking about a substantive deficiency, is that in the
declaration submitted by Mr. Cascn (phonetic sp.; on behalf
of the Department of the Interior. He szid there is no
uniform standard, and it is to be left to the discretion of
each bureau head as fo whether or neot systems are secure
encugh. Questions were asked earlier about the consent
order that the Government proposed and urged the Court to
adopt two and a half vears sarlier. That consent order
sald we pledge, we commit to bringing cur insecure systems
with their significant deficlencies that reguire immediate
attenticon. We pledge to bring them inte compliance with
CMB Circular A130, 2Zppendix 3. That i1s the standard for
Executive Branch agency information security. What does
the reccord show after 33 months have passed? We heard
counsel say great strides have been made, improvements.
What does the record in fact show? In the 16th Quarterly
Report submitfted by Interior to the District Court in
February of this year, that's about a month before the
disconnect order was entered, Interior acknowledged that of

the 62 systems housing or affording access teoc trust data,
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four, four of those computer systems had been certified and
accredited in accordance with the OMB standard. That's the

standard the government said it would comply with. That is

the standard that the government's experts in this case,
when called upon to assess IT security in January of 2002,
in Bpril of 2002, and there is voluminous testimony about
these issues.

JUDGE RANDOLPH: Are vyou --

MR. AUSTIN: That is the same standard --

JUDGE RANDOLPH: RAre you --

MR. AUSTIN: -- these experts said had to be met
for there to be security.

JUDGE RANDOLPH: Are you supporting the District
Court's view that the certifications were procedurally
defective because they stated to the best of my
infcrmation, knowledge, and belief?

MR, AUSTIN: We, as cur brief indicates, 1t is
clear that what was submitted did not comply with what the
Court directed, but there's much more to the picture than
that.

JUDGE RANDOLPH: No, no, no.

MR. AUSTIN: There are substantive deficiencies
that reveal the absence of sscurity.

JUDGE RANDCLPH: Under 17, under 28 U.S.C, 1746,

the only thing that's regquired is that it be in a form

78]
i
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substantially similar to the form that's set cut there. Is
it your position that these certifications were not
substantially in compliance with the standard feorm, I
hereby declare this is tTrue under penalties of perjury?

MR. AUSTIN: Yes, it ig, and the concern is all
the greater, Judge, bescause of what was submitted under
cover of these jurats.

JUDGE RANDOLPH: No, I'm just, I Jjust want to
focus in on that --

MR. AUSTIN: Yes.

JUDGE RANDOLPH: -~ the certification, the
language "under penalty cof perjury.”

MR. AUSTIN: Yes, and --

JUDGCE RANDOLPH: Doesn't anybody always, isn't it
implicit that it's zlways to the best of your information,
knowledge, and belief when vou put scomething in?

ME. BUSTIN: Nc, in fact, when on December B8,
2001, in this case, trustee delegates scught to modify the
TRO that had been entered. And by the way, it's a
modification that the District Court readily granted. A
declaration was submitted by Catherine Clement in support
of a recuest to 1lift the TRO as to her agency, and that
jurat said what the statute reguires. The information 1is
true 1s correct. It i1s based on my perscnal knowledge.

That is what is lacking. 2nd that in combination with the
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significant, substantive deficiencies.

Let me Jjust, and 1 think I'm out cf time, so let me
Just touch upen a couple of Them that are most significant.
I mentioned the fact that nothing is said about the clear,
uniform standard that the Government has recognized governs
its conduct in the IT security area since at lszast December
2001, put there are other significant problems with these
certifications. They came in large measure from the same
pecople who provided the information compiled in
governmental reports. Tor example, a report made in
September of last year by the Inspector General of
Intericr, and what the Inspector General said was we don't
have the ability to track incidents of intrusion. In other

W

Q

rds, we can't tell you how many eplsodes of hacking there

-

ave been of these records, because we Just don't have the
apility as yet. We're getting around to it. We don't have
the ability to do so. The same government report
acknowledged that there was an obligation to achieve
compliance with this OMB standard that I've described and
that that cobligation had neot been met. None of the
certifications, Your Honor, none of the certifications even
made reference to that obligation. And that's a government
repeort issued a month after these certifications were made.
The certifications would cause one to wonder whether there

was any standard, any guidance whatsocever, when it 1is so

37
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manifestly cliear from the record in this case that there
are specific standards, that experts have been retained,
millioﬁs of deocllars have been spent to come to understand
the terms of those requirements and to test for them.

Let me focus in closing -~

JUDGE RANDOLPH: I'm just wondering where the

burdens are here. Is 1t your poesition that you satisfy the
burden for a preliminary injunction on the basis that the
Department cof Interlor nasn't proven that its system can't

be hacked intov

MR. AUSTIN: It's not as, the guestion is
probably not as simple as that. It's based on the failure
cn the record evidence of the Department to demonstrate
that i1ts computer systems housing or accessing trust data
are secure.

JUDGE RENDCLPH: Well, that means they can't be
hacked into.

MR. AUSTIN: Well, again, it's more than that.
In part, Judge, 1t's about being able to know when there's
hacking. Counsel mentioned earlier that even the most
secure system may on cccasion be hacked into, but the point
is a system --

JUDGE RANDOLPH: But isn't i1t --

MR. AUSTIN: ~-- that 1s accredited and certified

gives one the ability to know when that happens.
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JUDGE RANDOLFH: Isn't it your burden to show
that it's not secure, not the Department's burden to show
that it is secure?

MR. AUSTIN: The evidence of record
overwhelmingly shows the following: peéersistent insecurity
since 1289, when the first independent report advised the
Department of the Interior you've got a major problemn.
That burden was created when Interior acknowledged in the
consent crder of December 17, 2001, we have a major
problem. There are significant deficiencies. We need to
take immediate action to correct them. We need to comply
with this OMB standard. That was what was acknowledged
then, and so the guestion becomes what does the record now
show.

JUDGE RANDOLPH: The consent order is evidence of
the, supporting the preliminary injunctiecn, i1s that the
idea?

MR. AUSTIN: Absolutely, Your Heonor, because of
what 1t acknowledged, the admissions made therein by the
trustee delegates, the recognition of what the appropriate
standard of security was --

JUDGE RANDOLPH: Where is the consent order in
this mountain of paper?

MR. BUSTIN: Your Honor, I know it is in the

first volume of the Joint Bppendix.

39
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JUDGE RANDCLFH: OCkavy.

MR. AUSTIN: I would be guessing somewhere in the
400s. I think thet's as close as I can provide the Court.
But at page 4 you'll see the representations that I'm
talking about, and at page 5 you'll see the reference in
that order to the need to comply, to retain experts and
begin achieving compliance with the OMB standard. And as
mentioned, as of the time the Court was called upon to
decide the connection issus, four cof 62 sysTems, that's
about 7 percent, had in fact been made concern per the OMB
standard. The other 93 percent --

JUDGE ROGERS: Let me ask you, though --

MR. AUSTIN: Yes.

JUDGE ROGERS: -- what the, the special master
had --

JUDGE RANDOLPH: I've got 1f.

JUDGE ROGERS: -- approved the restarting up, I
can't think of the word right now --

MR. AUSTIN: Reconnection.

JUDGE ROGERS: -- reconnection —--

MR. AUSTIN: Yes.

JUDGE ROGERS: -- of 66 systems at the time the
District Court entered this injunction, is that neot true?

MR. AUSTIN: It 1s true that prior to the

cessation of the testing that was agreed upon, and there

40
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was, by the way, in the record, at JA 530 an agreement
reflecting this. At the time that the testing by the
independent expert ceased, the testimony in the record is
that approximately 95 percent of Interior's systems had
been reconnected, and they'd been reconnected, Your Honor,
even though most if not all the systems did not yet meet
the COMB standard.

JUDGE ROGERS: Nco, but what --

MR. AUSTIN: The understanding was there would be
further testing, and in the event wvulnerabilities were
revealed, those systems could be disconnected.

JUDGE ROGERS: But that's what I'm getting at.

MR. AUSTIN: Yes.

JUDGE ROGERS: The very person the District Court
had, vou know, agreed should lock a2t this had made a
determination that although there would be further testing,
he was satisiied That the systems were secure encugh to
allcw the Department to reconnect 66 of Them. Now as I
understand it, you're taking a different -- maybe it's just
in response tc guestions you're taking the position that in
fact the District Court could not find that the systems
were secure until they met the COMB standard and until that
time they cculd not be reconnected. Is that vour position?

MR, BUSTIN: No, let me, I appreciate the

gquestion being ralised, because I do want a chance to
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explain. What was agreed upon was that systems could be
reconnected, even 1f they did not meet the OMB standard as
vet, provided that in exchange for that reconnection the
speclal master and his IT security consultants would engage
in vulnerability testing, other testing, in order to
determine whether the reconnected systems were in fact
secure, and the lefter agreement signed by Mr. Cason on
behalf Interiocr cof February 16, 2002, provided that if in
the later testing there were major vulnerabilities,
suggesting the svyvstems should be disconnected, Interior
agreed they would be, so when that testing arrangement,
external, Independent validation of IT security, when that
arrangenment was lost, owing to the "impasse" described in
the District Court's July 28 opinion, what the master said
was without the independent testing, I have no confidence
that systems reconnected are in fact secure. And in fact,
Your Honor, the record referred to by the District Court in
its March 15 opinicon indicates that there were numerous
vilnerabilities —--

JUDGE ROGERS: A1l right, but --

ME. AUSTIN: -- reported by these experts when
they tested reconnected systems.

JUDGE ROGERS: But of the 66 systems, I mean, the
premise had been that some systens could be reconnected,

though the testing was not complete and though the OMB
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standard was not met. What I'm not clear on is why in
exercising authority the District Court had to go as far as
it did, namely to say disconnect everything, as distinct
from saying I need information as to the specific systems

where there is a hacking problem that the Department has

not adeguately addressed.
MR. AUSTIN:; Well, as --
JUDGE ROGERS: In other words --
MR, AUSTIN: Yes.
JUDGE ROGERS: ~-- vou had agreed, zs I understand

it, to thils interim pesition that th
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reconnect pending further testing.

MR. AUSTIN: Right. As indicated earlier, part

of the preblem 1s, part of the challenge in making these

ot

systems secure 1s that they aren't equipped, haven't been
equipped over time with the type of instruments needed to
detect hacking, so that's Problem No. 1. Yes, we know the
speclal master hacked on severzl repcorted occasicns, but we
nave no idea the extent to which that type of intrusicn has
occurred over time. That gives rise to the risk of
irreparable harm that was at the heart of the District
Court's decision.

JUDGE ROGERS: But everybody knew that at the

point when these €6 systems were reconnected,

MR, ARUSTIN: Yes. What the District Court
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concluded, again, exercising its discretion, confronted
with anuarrangement that had been promising, that had been
working. Testimony of the defendants was that the
arrangement with the master was a productive one, that
vulnerapilities were discerned that could then be
corrected. Once that arrangement went by the boards, the
Court was left with choices. It could have on July 28 said
disconnect. You've rejected my attempt at judicial
oversignt. In fact, the attempt at judicial oversight that
you, defendants, encouraged me to adepi, and so now it's
time to disconnect. Instead, it gave trustee delegates the
best possible chance to make their best showing. It said
certify the security of these systems. It said provide a
plan for security going forward. And then seven months

-

leter, after carefuily analyzing the contents of the
submissions, what did the Court conclude? The Court
concluded what has been presented, and cof course this is
the fact-finder making determinations based upon a
voluminous record, what has been presented doesn't
demonstrate that this lrreplaceable trust data is in fact
secure. And that is the basis for the Court's decision.

I want to address briefly, if I could, and I know I'm
way past my Time, what the Court was challenged to decide.

It had tried a variety of other approached. It had given

these defendants every ccncelvable opportunity to solve
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this problem for themselves, and so the March 15
disconnection order was entered with that three-year effort
behind the Court. There really was no other choice to
protect and preserve trust data. Otherwise, it would
continue to be at risk of irreparable harm.

JUDGE ROGERS: Well, let me ask vou, what I'm
trying to understand here 1s that as I recall when the 2001
case wag argued, the Department had gotten apprepriations
frem Condress, contracted with this new computer company,
and then the whole system, it failed, these are my words,
that the computer company overpromised what it could
deliver, because when it started to implement under the
contract with the Department, in fact it could not produce
the record ©r the system that the Department needed. So my
point 1s 1s that it's ncot as though the Department's
sitting on 1its hands, and of course it is delavyed scmewhat
by Congress, because it has to go through the congressional
apprepriations process, so there's been a period of time
when things are not perfect. But until the time of the
speclal master hacking, there was no evidence that anyone
had hacked i1nto the system. And in the situation that we
live in an imperfect world, even when you are bound by
trust obligations, the question is do vyou go so far here
where at least the way the system was working with the

special master, systems were allowed to be reconnected even
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though they were not perfect in terms of meeting the OMB
standa;d or they may not be subject to hacking or Interior
may not even know the systems are being hacked into.

MR. AUSTIN: But that i1s precisely what the
Court's March 15 order now contemplates. You don't have
the special master anymore, but instead what the District
Court has directed 1s that Interiocr submit the names of
independent contractors, and they could even be supervised
by Interior this time as cpposed to the District Court, to
provide independent verification, and it is entirely
cenceivable were the trustee delegates to proceed to comply
with the terms of the March 15 order that you would have
resulting a process of reconnection, system by system, very

much like the system that the defendants urged the District

]

ourt, over the plaintiffs' cblections, incidentally, to
enter on December 17, 2001.

The point is without substantial assurance based on
the defendants' own certifications that IT security had
been achleved, the Court had to find another way to protect
irreplaceable trust data, data that must be had for
histerical accounting purpeses, for trust management
purposes, and in order to accomplish that the Court has now
put in place an crder that gives at any time, at any time
the defendants the ability to come forward and say this is

our plan, this is our information. We've got it now. We
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have the security issue resolved. And so with that in
mind, these 93 percent of the systems that I made reference
that are as yet not certified or accredited could begin
being reccnnected. Here as before, subject to the
understanding that the goal is eventually to achieve with
respect teo all standards compliance with the CMB standard.

JUDGE RANDCLFPH: What 1s preliminary about this
injunctlicen?

MR. BUSTIN: Your Hcnor, the December 17, 2001
consent order that the defendants urged the Court to adopt
contained a provisicn at the end that said upon achieving
compliance with the OMB standard, this order may be
vacated. That's what is contemplated. It is an
understanding, a recognition that the Court needs to bhe
involved to the limited extent that 1t i1s necessary to
maintain record evidence that must be had in order to
fulfill the trustee delegates' fiduclary obligations. But
when that standard 1s met, Intericr is able tc function
without oversight.

JUDGE RANDCLPH: The typical preliminary
injuncticn is preliminary because 1f's an injunction
pending a trial on the merits.

MR. AUSTIN: Yes,

JUDGE RANDOLFH: But I don't understand why 1is

this, what is the merits, substantial likelihood on the
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merits. What merits are we talking about?

MR. AUSTIN: 0Okay, we have had, this is a
bifurcated proceeding, and per a 1998 trial court crder,
Phase I has occurred. That trial was intended to
determined what needed to be done tc fix the system, and
the Court's order, as mentioned earlier, was affirmed by
this Court in Cobell VI. The Phase I] proceeding is yet to
be accomplished. Remarkably encugh, 117 years after this
trust got created, 10 years, almost 10 years into the
litigation, a full 10 years after the 1980 reform act. So
there 15 a further proceeding at which fime, Your Honor, 1t
is understood that the reconciliation and adjustment of the
trust acéount will take place. That is the reason for the
retentlion and protecticn of relevant information in crder
to perform a court-ordered accounting that the Information
from which would be utilized in making that final
determination to what extent 1s the trust balance to be
adjusted. In fact, Your Heonor, if you loock at it from that
perspective, what the District Court has endeavored to do
fime after Time in getting the trustee delegates to achileve
IT security is all in the Government's favor, because in
the end, if the systems aren't secure, if records needed to
do an accounting aren't mazintained or ars lost, corrupted,
destroyed, vyou name it, 1f that information is unavailable,

the inferences to be resclved with respect to the trustee
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are all against the trustee. It is absolutely in the
interest of the United States Government --

JUDGE RANDCOLPH: It's preliminary to --

MR, AUSTIN: -- to keep all such information for
this Phase II purpose.

JUDGE RANDOLPH: It's preliminary to a trial on

the merilts about whether the Government's systems or
Y
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to enable a historical accounting?
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MR, AUSTIN: Part and parcel of the Phase II
proceeding that I've described would be issues relating to
the security of these systems, because of course the
information presented and relied upcn by the trustee
delegates would need to be tested. Is it admissible? Is
it reliable? What has been done to protect these
electronically stored records against change, against
manipulaticon, agalnst damage in the course of unwarranted
intrusions? So all of those issues will be brought to
bear, and hence it 1s absolutely in the interest of the
fiduciary to meet the standards, to comply with OMB, to
take on the task of the remaining 93 percent of these trust
information-containing systems and tfo make them secure as
soon as posslble. And most certainly it is in the interest
cf our clients, who continue to wait for the long-promised

accounting, the court-directed accounting, who continue to
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walt for reforms that will bring the frustee delegates into
compliance with their fiduciary obligations to maintain
these records. These trust records are our clients'
croperty. The loss of these records constitutes the
ruination of the trust. That is contrary to the obligation
imposed on even the Government as a trustee as recognized

by the Supreme Court in the White Mountain ZApache case.

That 1s the challenge. It 1s a shared challenge.
JUDGE RANDOLPH: Ckay, I've got 1it.
JULBGE GINSBURG: Judge Rogers, any further
guestions?
JUDGE ROGERS: Neg, thank yeou,
JUDGE GINSBURG: Thank you, Mr. Austin.

MR. RAUSTIN;: The order should be affirmed. Thank

JUDGE GINSBURG: Mr. Stern? You used all your

time. I don't suppose you need much now or want much now.

REBUTTAL ARGUMENT OF MARK STERN, ESQ.

ON BEHALF CF THE APPELLANTS

MR. STERN: I'1l try to be brief, though there
was a lot said.
One thing, the answer on to what it's preliminary to

is really nothing. I mean, there's been, this is it.
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Whatever they had to show has been shown, and so then the
question is what was shown here? Has there been a
demonstration that there's some connection between any of
this relief and the performance of the accounting? No.
Bhsolutely not. And what plaintiff really is standing here
and Ttelling vyou is that doesn't really matter. There's a
free—floating fiduciary cobligaticon to maintain records.
Ncbody's saying the Government doesn't have fiduciary
okbligations. How and when they are actually capable of
judicial enforcement 1s a very different matter, and what
would the standards be for coming in to determine what it
appropriate Internet security. There 1s no showing here of
any problem that's actually ever cccurred to any trust
record that's irretrievalble.

JUDGE RENDCOLEH: Well, there is that statement in
the consent decree, I lcooked at it, that says the
Department admits that there are significant deficiencies
in the security of the Indian Trust data.

MR. STERN: Absolutely, Your Honor, but were
there problems? Of course there were. Did we also say, I
think it's on wvirtually the next page in the Joint Appendix
in responding to plaintiffs' motion for a preliminary
injunction, we alsc said look, when we said that, we don't
mean that there's been any showing whatscever that the

underlying, vou know, records have been compromised. I
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mean, vou know that wasn't, you know, what we said was, you
know, ygah, there are prcblems. Evervone knows, you know,
to this day half the agencies or more are getting, you
know, Fs on thelr general reports cards. You know, to say,
everybody that there are different problems, and there's a
straw man buillt up here abcut uniform standards, you know,
which is addressed, you know, vou know, in Mr. Cason's
declaraticn. This 1s just & red herring. I mean, all the
uniform standards of the OMB circulars, they address &
million things, just, you know, c¢f which, of which security
is just, of which this kind of securitv iz only one of
them, and all of those circulars in turn like recognize,
they leaﬁe judgment calls based on risk and cost to the
individuals who are managing things. That's not something
that Intericr made up. That's something that's recognized
throughout the Government.

JUDGE ROGERS: S0 the Government's pesition is,
just so, and I know this goes a little further, but there
should be no injunction whatscever, that the plaintiffs
have prevailed on liability, and in order for them to
actually get a judgment of money, wnhat do they have to do?

MR. STERN: Money? Plaintiffs, the only reason
that we're not in the Court of Federal Claims 1s that

plaintiffs --

JUDGE ROGERS: No, no, I mean, that people have
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owned, I mean, I could spell it out for you, but people
have owned property over vears. There's a value associated
with them. How are they to get the dollar figure?

MR. STERN: Well --

JUDGE ROGERS: Hecw are they to continue to get "a
royvalty"? What should, so I'm clear from the Department's
point cof view, 1f the records are, according to the
Department, unreliable, then where do the plaintiffs go?

MRE. STERN: Well, Your Honcr, there's no, I mean,

that's part of what, vyou know, 1s that an agency produces

an accounting. That's a final

8]

gency acticn.
JUDGE ROGERS: 2All right, so veour point is
just --

MR. STERN: 1If there's a problem, you can review

JUDGE ROGERS: I see, 7Just let the agency produce
an acceunting, have a trial on that, and that's the end of
the matter.

MR. STERN: If, well, have, you know, 1t's
subject to, you know, I don't know trial, but it's subject
to judicial review like any other final agency action would
be, but there's no sort of discrete sort cof standardless
Internet security duty floating around there capable of
being enforced, much less getting final, do whatever is, in

essence final injunctions based, when there's never been a
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single witness who has appeared and we don't know what the
standard would be, and we don't know what the source of the
duty is other than general statements about the fact that
the United States is a fiduciary which nobody denies, but
that doesn't translate intc a series of different kinds of
enforceable actions. And that's the problem that this case
has fturned into.

JUDGE RANDOLPH: Well, finish vour sentence, the
only reason we're not in the Court of Federal Claims.

MR. STERN: Is that plaintiffs had disclaimed
back in at the time of, the Government moved to dismiss 1is
prior to this Court's 2001 decision, and they said, lock,
you know, if these guys, you know, you know, want money, if
they want money they should go to the Court of Federal
Claims. The plaintiffs said no, we're not asking for
money. The District Court makes that absolutely clear.

The idea is, znd that's why 1 was a little astonished to
hear a statement about the kalance of the trust fund being
adijusted at the conclusion of this, since, as tThe District
Court notes, plaintiffs have represented that all of the
money 1s in the fund. They're just locking for the proper
accounting. Se¢ if, vou kncw, this i1s not a sult to get
money. It could not have been. That's the basis on which
it has stayed in this Court all along. And what this Court

really did say and correctly is, look, do, you know, do an
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accounting, sort of define to some extent what should be in
that accounting, and it said, vou know, go ahead and do it.
And that's what the Department has been trying te do.

JUDGE RANDOLPE: Sc there can be no claim in this
case, hecause it's here rather than in the Court of Claims,
that Mr. and Mrs. X on the Navajo reservation are entitled
to more royalty payments than they've received?

MR, STERN: ©No, we don't think that there's a, I
mean, we don't think that there's a claim for actually
getting money in this case. Now, the acccunting, you know,
could be taken, vou know, as, you know, evidence to the
extent that there is a cognizable claim for getting money
that's in a claim that's not time-barred. You know, maybe
like the accounting, vou know, sort of would form part of
somebody's acticn in the Court of Federal Claims.. But this
accounting —-

JUDGE RANDOLPH: Is there, what is the statute of
limitations”?

MR. STERN: That's a subject that's alsc the
subject of considerable debate. The District Court has
sald that there zre no statute of limitations, because no
statute of limitations can begin to run until a trust duty
is repudiated, and that therefcre since the trust duty has
not been repudiated, the statute of limitations can't run,

though of course it kind of has a strange idea of that you
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actually have a claim that arises before the c¢laim occurs,
so you've got the claim but it can never be time-barred.
But that's a matter that's addressed in the other case.

This 1s something that, vou know, this really is, this
is an important thing. It's not the accounting isn't
important, but you can't come in here, as plaintififs are
doing, and saying, well, here's what, vou're a fiduciary, I
can therefore require ycu to do something zbout Internet
security based on standards like identified by nobody, and
there's no evidence that would connect it to what this case
is about ¢or to any cther form of statute. And --

JUDGE ROGERS: So I could just clarify one other
matter? And that 1s as to the '94 act, when Congress
itself set up this Qffice of Special Trustee, and the
special trustee came Up with a need, identified the need %o
improve these accounting systems so that the records would
be secure and that the accounting could be done. Is it
your pcsiticn that that is totally separate from the suit
that the plaintififs have brought?

MR. STEEN: It's separate in the sense that the
legal duty here is an accounting unreasonably delayed, and
that's what this Court make 100 percent clear in 2001.

It's not to say that the entire universe of things that the
Department of the Interior should be doing is encompassed

by this lawsuit. 1 mean, there are lots ¢f things the

o
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Department, vyou know, like shcould, yeou know, could be
deing. That's, but, you know, the Court deesn't sit to
order scort of systemic, you know, action. It's focused
here on one thing, which is the unreascnable delay in that
accounting, and it didn't like among all the other things
that are addressed in the structural injunction, it doesn't
also like get to sort of say, well, and how about Internet
security?

JUDGE RANDOLPH: If I ask you about historical
accounting, what does accounting mean to you?

MR. STERN: Well, I den't think it means to the
same to me that it means to Mr. Rustin, but the Interior
plan which is set out basically says that the accounting is
scrt cf, vou know, what vou'd get from vour bag. I mean,
it's sort of, it's a statement of transactions, and, you
know, the Department -- and I'd have to correct, I said
that the paper records were being transferred now to
computer, but because of the current statute, I don't think
that 1s happening. I just wanted to correct that. The,
but basically you get a statement of account that shows
your transactions, and that's the accounting, and because
of the historical component, the Department goes back to,
vou know, the plans call for the Department to go back and
assemble all the ledgers going back to, you know, 1938 for

cpen agcounts.
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JUDGE RANDOLPH: If I think of reports, if I
think of accounting in a corporate respect or audits, you
know, the generation of financial statements is always,
it's just a snapshot of a particular moment in the
corpcration's existence, and 1t's always historical. 1It's
necessarily historical. It's always what happened in the
past. Obvicusly in the future it's not an accounting, it's
Just a projecticon cof what will happen in the future. 8¢ if
we're talking zbout accounting in that respect, everything
is historical accounting. Now, 1is that vour understanding
of what's meant by that term?

MR. STERN: Your Honor, we're somewhat guided by
what thié Court said, and I don't, it obvicusly wasn't our
position, but we're trying to comply with this Court's
mandate. But for us, the accounting is, you know, 1s the,
you know, 1it's the ledger, it's of transactions, and we're
doing it like not only going forward, we're doing it going
backward. There's also a separate sort of audit
verification/reconciliation function that the Department is
also deoing, not just going forward, which it is, but going
backwards. You know, and that's, you know, and that's what
the Interior plan, you know, calls for, because it's done,
you know, I mean, obviously, it's tomorrow's case, but, I
mean, we've done everything we could, you know, to like

meet any understanding possible of what this Court's, you
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know, 2001 decisicon meant.

And the other thing I'd like to add is that while this
Court stayved part of the injunction when it came up, you
krow, in March, there are parts of Interior that continue
to be offline that, you know, there is no legal basis, no
factual kasis. It's certainly the Governmenit certainly,
and we think 1t's hurting class members. It's not helping
anvbody. A&nd we would ask that therefore that, you know,
to the extent that this Court, vou know, can decide this
matter, vou know, socooner rather than later that, vyou know,
there really is a significant ongoing burden that's, you
know, wholly unjustifiable that's being placed by these
Orgers.

JUDGE GINSBURG: Thank you, Mr. {indiscernible).
rPardon me, Mr. Stern. And Mr. Ruestin, both, thank vycu.
The case 1s submitted.

(Recess. )
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