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P R O C S E D I N G S  

TFE CLERK: Case nuinber 03-5262, u., Elouise 

Peplon Cobell, et al., versus Gale A. Norton as the 

Secretary of the Interlor, ft., appellants; Lee 

Balaran. Xr. Stern for the appeliants, Mr. Austln for the 

appellees. 

ORn&L LRGUNENT OF Y A R K  STERN, ESQ. 

ON 3EW-LF OF ?HZ P.FFELLP-ITS 

MR. STERN: May it please the Court. The 

ir-junctions on appeal bar the Department of the Interior 

with some exceptions from having any connection of any kind 

to the Internet. It's difficult to conceive of what legal 

claim or whzz factual showicg night support an order of 

this kind, which in the yezr 2004 is approximately has the 

same effect as telling a cabinet agency that it cannot use 

the telephone. What is absolute -- 

JUDGE RANDOLPH: You can't revise the records on 

a telephone, though. 

MR. STERN: Excuse me, Your Honor? 

JUDGE RANDOLPH: You can't revise records on a 

telephone. 

MR. STERN: No. Well, Your Honor, you also 

can't, I mean, if the question is, the question is what is 
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I I one of then what the, what harn plair,tlffs have 
demonstrated in this case, what its connection would be to 

the claim that's actually at issue in this case. Yut on 

I I the other side of the balance is what authority does a 
/I Dlstrict Court have to order a cabinet agency to dismantle 
I I a communication system, 53 that norir,ally if we identified 
I1 exactly what ;be partlc~lar legal duty uas and wnat the 

standard was by which it was measured, and plaintiffs had 

prevailed on that, there would still be the questisn of 

I appropriate relief. 
J'J3GE W D O L P H :  No, my only point is, I 

understand the con~unications anzlogy was that tc the 

extent that there's any finding here that it was cn the 

basis that could kac:": irto the system and change the 

records, right? 

MR. STERN: That's right, Judge Randolph. 

JUDGE RANDOLPH: Right, and you can't do that by 

a telephone. 

MR. STERN: No, my point was not, was simply to, 

ycu know, analogize the level of the harm, because the 

District Court refers to being disconnected from the 

Internet as an inconvenience, but sort of, but tie point is 

that in the year 2004, it's, to talk about being 

disconnected from the Internet as an inconvenience is 
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,proximately the same thing as saying that it's an 

lconvenience to not be allowed t- pick up your telephone, 

~d that's the only point I was trying to make on that 

zcre. 

There are at least fundamental errors reflected in the 

;urt's ruling w h c h  really sort of go to some of the 

~ i n t s  that we're already starting to get into, and the 

irst is that there is a, that even though there's some 

tated connection to the general notion of preserving 

~curnents for use ic the acco~nti~g, which is the sort of 

laim that originally gave rise to this lawsuit, there's at 

o point been any attempt to define with any clarity 

recisely what that relation is, what the particular legal 

,;-.. - - < ,  whaz the standard would be by which it would be, by 

kick it wc,~ld neasure whether that daty was being 

ulfilled. And if you look to the -- 

;EDGE ROGEXS: Could I just ask, though, I mean, 

he Departmect entered into a ccnsent agreement. 

MR. STERN: Yes, that's correct, right. 

JUDGE ROGERS: And a lot of your arguments are 

ttacking that, but the Department consented to it, and so 

o the extent it was deficient, I just wonder how the 

epartment car. attack it now. Dnd my second p0ir.t is your 

rief says that the only enforceable legal obligations at 

issue arise under the 1994 act, yet hasn't this Court 



CLS 

ejected that view? 

MR. STEW: 1'11 deal with both questions. As to 

he first one, no, we're not attacking the consent decree. 

'he consent decree is history. 

JUDGE ROGERS: I know. But your brief says, 

1el1, there was no timetable, there were no standards, and 

ill that. But, I mean -- 

MR. STERN: Your Honcr, the question is now, 

ie -- 

JUDGE ROGERS: Sc that part of y c x r  brief we 

lon't need to pay attention to? 

MR. STERN: I'd like to think that we probably 

~ u t  it there for a reason, Judge Rogers. 

JUDGE ROGERS: Well, I just wanted to ucderstand 

j h a t  the Department's pzsition was on that. 

MR. STEKK: Well, we were trying to, well, I 

sean, what happened, to go back to the year 2001, is that, 

~naerstand, even then, at no point from 2001, 2003, 2004, 

there's never been a single witness who's taken a stand in 

2 courtroom to testify aboct any harm or any problem. 

gothing has ever been tested in a court evidentiary 

?rcceeding with witnesses. What happened in 2001 was that 

the special naster came into ccurt saying my contractors, 

dho parenthetically had already, were already familiar with 

the Interior system architecture, because they had been 
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working with Interior, have hacked in, and on the basis of 

that, the Pistrict Court issues a temporary restraining 

order that says, you know, get off the Internet. And 

Interior, you know, maybe not wisely, but it did sort of 

to, in order to try and reconnect as quickly as possible 

entered into a consent decree. Now, that consent decree 

itself had a provision in it for seeking judicial relief, 

h u t  what Interior tried ~c do was to work with the special 

master, which it tried to do for two years. 

TiTDGE: - - ROGERS: Now, I ' m  nct questioning the 

Department, hut 7 just needed to understand how we view it 

now, because the District Court says, fine, the co~sent 

decree, it workeci well for a while, and now the District 

Co;rt says I find there is an impasse. 

:*:P. STEF.N: .adrd there was an impasse, and the 

District Court therefcre terminated the consent order 

regime an6  said now you're in frort of me. So the question 

is now I'm g n i n g  to, anything that happens is now going to 

be governed by my preliminary injunctions. So the consent 

order is out cf the picture. What's keeping Interior off 

the Internet right now, and there are systems that are 

stiil off the Internet, (indiscernible) stayed part of the 

District Cocrt's order, we did lot ask for at that time a 

fuli stay, because we were trying to focus on the new 

emergent conditions. What's keeping the Department off the 
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. . the two preliminary 1sluncti3ns. So the q u e s ~ i o ~  then 

I1 becomes under what factual showing, you know, I mean, first 
/I of all, what the legal claim would he. And Your Hcncr, 

Ii that gets to your second point 
I I JUDGE ROGERS:  All right, now, and that's my 

i l  secand qnestion, yes 
MK. STERN: >.nd the pcint there, Your Hcnor, is 

this Courl certainly said in 2001, it looked to the nature 

anj to understand what the 5uties were before it. It 

rejected the Government's claim that there had been no 

unreasonable delay, because it said, iook, whether or not 

ycc had a enforceable duty before, there certainiy are 

/ I  these backgrcund durles, so I'm not golng to set the clock 
running in considering how unreasonable you are. I'm not 

going to set the clock running jl~st frcm 1994, though it 

also said even if I did set the clock running from 1994, 

you'd still lose. Now, what tie Court didn't say was that 

(a) the background trust principles operated as separate 

legally enforceable items. In fact, what the Court said 

was, look, to get, to compel an agency action unreasonably 

delayed, you've got to have a clear, specific statutory 

mandate, and the Supreme Court in the Southern Utah case 

from last term made clear that that was absolutely correct 

So che question that we have, and what this Court did was 
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it approved a remand to the agency to conduct an 

accounting. 

So then the question comes in, okay, now, where, you 

know, how does this come into it? And the only possible 

connectioc that could be posited would be that the, that 

some way the judicial review could expand to take into 

account a, something that was so overwhelmingly threatening 

tc the existence of a r  acccunting that the Court could in 

fact insert itself into the ongaing process to issue an 

order. 

JUDGE ROGZXS: Well, let me ask you, we said in 

chat case that we said, you know, the plaintiffs had shown 

that there was unreasonable delay in getting an accurate 

acccunting. And then we said the: adequate computer 

systems were v i ~ a l  to the comple~ion of the accounting. 

That's what this Court said. 

MR. STERN: Well, this Court said that, but it 

also, when it was at pains to say that the District Court 

had made a mistake in thinking the provision of adequate, 

the District Court had said, look, there are a number of 

separate breaches of your duties, and this Court said I 

don't understand how you're going to do the accounting 

unless ~ O ~ J  have adequate computer systems and so forth. 

However, you ;mend your order tc reflect the fact that the 

duty to perfcrm the accounting is the actionable duty at 
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its order, and that was not merely a formalistic mistake, 

because as subsequent events, you know, demonstrated. But 

the point is even when the Court was talking about computer 

systems at that point, what it was talking about was, you 

know, do you have good, you know, how good are your 

conputers? How good are you, you know, where are you in 

terms cf you: abili~y to put oat account statements? So in 

that sense, the evidence of, gee, your ccmputer systems 

don't seem like riqht where they need to be in order to 

I1 start spitting cut those account statemeEts tomorrnw was 
evidence that, yeah, there, you know, was unreasonable 

delay, and that's whct this Court said. 

The issue of hacking into a compcter was not a part of 

that proceeding. It's a very different kind of issue 

altogether. So when the District Court says plaintiffs 

have demonstrated a probability of success on the merits in 

this P.I. because they obtained a declaratory judgment in 

1999, there's a -- I'm starting to use the word disconnect, 

but that's the wrong word to use in these circumstances -- 

that there is no adequate link betweec those two things. 

And one of the reasons that the Court doesn't ever 

address what the real merits are is it's not clear. We 

don't know what the duty is. We don't know what plaintiffs 

would have to do to prevaii on this. And it also in the 
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never going to be further proceedings on the merits. The 

District Court has said you are totally off the Internet, 

period, and the Court's order sets cut an elaborate scheme 

for reconnection when the Court is satisfied that you can 

come back on. Now, that may be, whatever that's showing 

is, that's not the merits. We need to know what is that 

claim, what were the standards that were being used? I 

mean, if somebody hacks into Citibank, you know, people, 

all ccmputer syscems, yoc kncw, can be hacked into. There 

are always vulnerabilities. You know, if somebody hacks 

into Citibank, that doesn't perforce demonstrate that a 

judge could shut down Citibank's corrmunication systems 

because there are, you kncw, beneficiaries, you know, in 

trl~st accoucts at Citiback. It nouldn': 6emonstrate 

anything on its own. It certainly wouldn't demonstrate 

that data essential to perfcrming an accounting are being 

compromised in some way rhat would be, that the 

(indiscernible) has been compromised at all or much less 

that it would be an irretrievable problem. 

And of course what the District Court's current 

injunctions totally ignore is the fact that certainly it is 

the case that back in 2901 Interior's secdrity system was 

not as good as Interior th~ught that it should be. We're 

nct tryinq to say what a areat security system we had in 
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2001, only that there was no sort of evidence, you know, 

that would support any kind of an injunction. However, 

11 since 2001, the Government has i~vested huge resources 
It's been detailed in the various quarterly reports. It's, 

you know, put up, you know, sort of, you know, 

extraordinary focus on perimeter protection and firewails, 

you know, to, with a huge emphasis and focus on the hacking 

prcklem. P3_rlj then what plaintiffs bring to the Co7~rt's 

attention are various reporrs fron Governmect agencies, 

from various sort 3f, from SMB, yo.~ knew, or whatever, sort 

of give scorecards. And the 16th Quarterly Report 

addresses those, that sort of apples-and-oranges 

comparison, because largely because of the District Court's 

crder with its focus on perimeter securi~y-, that's where 

interior has invested its time, energy, money. 

Now, what those other reports go to are a series of 

sort of management, you know, objectives, you know, 

including, you know, how, you know, what sort of degrees 

vzrious people, you know, should, you know, have, you know, 

what the temperature shocld be, you know, in particular 

rooms. I mean, there's a whole realm of things to fall, 

ycu know, that are being appraised ic those reports. But 

none of them, oh, which are all on a very generai level, 

none of whlch has anythlng to do wlth, you know, the 

securlty of the data here. It's never nent~oned. Pnd the 
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!I changed world from the time in 2001, when the special 

point about it is that where Interior's put its money in 

response to this is in protecting this data. 

!I master caF.e in, but even in 2001, there wasn't a single 
I! wirress to testify about anything, and the only person who 
I! is ever known to have hacked into the computer is the 

8 

9 

!I statutory and rule violzticns. Your position in part, as I 

special master using his experts. That is it. 

;EDGE ROGERS: A11 riqht. Now, let me ask you 

10 

12 Ilunderstcnd it, is that there's no evideniiary basis for the 

. . 

akcut the certificaticns. Let's step over the issue aboct 

V 13 1 lnlunctlon and that the District Court never considered the 
14 merlts in part of the Government's posltlon that the 

1 5 3epartnent tics indeed changed rhe world in its camputer 

16 / systems slnce 2001. The :curt dld note, however, that the 

n cer:lfrcat:sns, even consluerlnq them, showed mrernal 

l8 I inccnsistencles. Pnd your brief refers to one. 

l9 11 MR. STERN: The District Court's order, to my 

20 I /  recollection, only -- I mean, I could be wrong about this, 
21 / I  Yocr Honor. My recol1ec:lon was the Dlstrlct Court's order 

2i I /  only referred to one, and that was a statement, and that 
23 ]/was a discrepancy between a table and a statement in a 

J 
2 4 

^ C 
L J 

report, the table did not indicate that a particular, you 

kr.ow, computer, you know, was linked up. You know, that 
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I1 icfcrmation was outdated. The correct information was in 

the report. You know, this is cot, I mean, I in-~;te the 

Court, you know, to read thls. This is 900 pages of 

pretty, you know, specific stuff. 

JUDGE ROGERS: Right. So as you read the record, 

the District Court is referring only to one inconsistency, 

l l  and that's tbe inconsistency you referred to in your brief? 
XR. STERN: I, I mean, I s t a ~ d  correczed, b ~ t  -- 

JUDGE ROGERS: No, I know, I'm not trylng to -- 

I I MR. STERN: Eut no, bat there's certai~ly no 

i i elaborate discussion of, you know, inco~sistencies 
l l  JUDGE ROGERS: Well, I agree not elaborate, but 

/ / poizt is the 2istrizZ Ccurt says is I doi-,'t care about 
thls, you know. $nd how can you not care about it? And I1 
wha' the District Court also specificaliy says in 2003 in I/ 

I !  issuing his injunction, he says plaintiffs have not 
/I demonstrated that these systems that were already back 
online are insecure. Well, at least as to those, that 

should have been the end of the story. I mean, plaintiffs 

l l  have the burden here of demonstrating something. You know, 

11 and they had not -- 
I I JUDGE ROGERS: Well, let me ask you, I mean, you 

know better than I that evidence doesn't have to only be 



CLS 

1 I ab~lity to hack into, and so the Distrlct Court says I need 
some certification, since time has passed since these were 

hooked up from the Department. Your position, as I 

understand it, is, I mezn, no authority, period. But if we 

get over that, no evidentiary basis whatsoever. And if we 

get over that, I need to know what your position is. 

MR. STERN: I'r, trying tc think what's left. 

The, I mean, to be clear, the -- 

JUDGE ROGERS: Well, I thcught in part the 

arqument was that the Czurt had r c t  engaged in a proper 

balincing of the interests. 

MR. STERN: Oh, yes, I'm sorry, Your Honor, yes, 

no, I mean, Look, in the end, it, you still couldn't, I 

mezr, let's assune ~ h z t  :here really was, you know, that we 

4r.e~ exactly what the d u t y  was, what its relevance was, you 

kncw, tc, you know, this case, that the link between the 

accounting had been established, that we really had a 

secarity sort of like that there was a relevant security 

standard t h - a t  was being, you know, that somebody, you know, 

was talking about, because ali the security standards 

always, and there's always some level of risk, and they 

always involve judgments about relative investment. Where 

do you put yocr money? How safe do things need to be in 

order to ward off what kind of risk? It's very hard to 
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:now how a court could get into that business at all. But 

?ven assuming that it did, it's unclear how the result 

:ould be to tell the Department of the Interior to get off 

:he Internet. I mean, no private trustee would be told get 

~ f f  the Internet. No private trustee would be told spend 

lundreds of r,illions of dollars out of the trust corpus, 

ihich is what private trustees would have to spend the 

ncrey frcn i~i order to deal, yci? know, with a problem that 

3s far as we know hasn't actually caused anybody in the 

:lass any harm. However, does the injunction cause you 

iarn? kbsolutely. I mean, if you have the full 

disconnection that the Court's crders require, I mean, when 

chat actually started happening, class members like were up 

in arms, because it delays getting payments. This is, you 

know, it's the whole wcrld starts grinding tc a halt, and 

2ven as to the offices that have rernai~ed offline, that's 

2nly to the detriment. To deal with a chimerical problem, 

the agencies that are most involved with an accounting, 

like the Office of Historical Trust accounting, can't be on 

the Internet. 

You know, the, it's, you know, no one is being, you 

know, helped by this, you know, and there's no authority to 

do it, so if you, you know, if you filled in a million 

different connections that are ail missing in this case, 

the bottom line would still be you would never iss1Je a 
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ruling cf this kind. Bur all of the connections are 

nissing. 

JUDGE ROGERS: Your suggestion is the District 

Zourt should have asked for reports from the Department as 

to the status of its .improvements in its security. 

Pl3. STERN: Oh, the Department has regularly 

repcrted to the District Court. 

JUDGE ROGERS: That's the limit of the Court's 

~uthority, you scggest. 

MS. STERN: , I mean, again, we could -- 

J%DSE GINS93RG: I'm nct sure why you would 

acknowlejge that. 

JiJ3GE ROGERS: Well, but he did in his brief, so 

I jast wanted to understand it, yes. 

XR. STERK: Well, I mean, the point is we have 

been repcrting, you know, we've Seen reporting to the Court 

on 2 whole number of things. The, you know, and what the 

Cocrt is really not in the business of doing, you know, is 

sort of dealing with the day-to-day mechanisms of how you 

go about performing an accounting. Find -- 

JUDGE GINSBURG: Well, if you're right about 

that, I mean, I take that to mean from your brief that the 

C o ~ r t  has no legitimate ccncern with IT security, right? 

MR. STERN: Certainly on the basis of what we 

have here, yes. 
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certainly s a y  2s a matter of iaw thar there's no authority. 

NR. STERN: No, that's right. I mean, and it 

really did fc rx ,  no part whatsoever of that original 

declaratory, you know, judgment. I mean, you know, 

Internet security as opposed to what are you doing to get 

the computers in shape so that, you know, there's not going 

to be an unreasonable delay in issuing account statements. 

Those really are two very different things. 

JUDGE YGNDOLPH: We're dealing with preiiminary 

in?cncticns, and one of the, I'm trying to fit this into 

the traditional mold, which is probability of success on 

the merits. What are the merirs? 

MR. STEXN: Your Honor, it goes back to what I 

was trying to indicate before is we don't know what the 

merits are, and there is never going to be a proceeding on 

the merits. I mean, I think the answer that plaintiffs 

would presumably say is that the merits will be the 

determination that something is secure, but we don't know 

I 

GUCGE GINSBURG: So then presumably you would 

object also to reporting on where you are in this field. 

MR. STERN: Your Honor, I mean, there's been a 

reporting requirement, you know, that was in place. The 

Department undertook -- 

JUDGE GINSBURG: Well, maybe in the interest of 

moving things along, you wouldn't objecr, but you would 
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what, since there's no relevant standard, we dcn't know, 

sther than statements chat the ilstrlct C o ~ r t  has made that 

there is a duty to preserve, that you need to preserve 

records to have an accounting, that is it. There's no 

connecticn that's ever been specified between what you 

would need to prove to justify an Internet disconnection 

and that gerieral statement. Pad we'd submit that there are 

about 502 like missing links between like having, affecting 

an accounting and, you know, possible problems in Internet 

hazki~g. 2~16 that's it. .%nd the only thing that che Court 

has said about substantial success on the merits is you've 

g3t a declaratory judgment and then you've also got a 

structcral injunction. You know, that's it. That's what 

the Diszrict Court says about it. 

JL'DGE W";DOLP:-I: -feu, the parties, the District 

Ccurt, everyone uses the term "historical accounting." 

That phrase, that term is not contained in the '94 act. 

MR. STERN: No, it's cot. 

JTJDGE RANDOLPH: Coes the '94 act require a -- 

well, tell me what your definition of a historical 

accountinq is? 

MR. STERN: Well, I think that the term flows 

from, in part from this Court's 2001 decision, in which the 

Court told, you know, Interior that you needed to have a 

retrospective component 10 your accounting. So the 1994 
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act speaks in terms of, the accounting provisioc talks 

about providing daily and annual balacces. Pnd then this 

Court in 2001 said, well, but ycu've got to provide an 

accounting, you know, for funds, you know, deposited 

previously. So the -- 

JUDGE RP-NDOLPII: Well, how far back, you know? 

KR. STERN: e l l ,  Your Honcr, that's a subject 

L,db'ersy. You know, this of, j7oc kr,cv~, csnsiderzble con+--'- 

court, you know, talked in terms of accounting fcr funds 

deposited cursuact to the Act of 1938. The District Court 

has said that the Government should account for all funds, 

for everything going back to basically the beginning of 

i' Llrr.e. The -- 

JUDGE F;FNDCLFX: ?.re all those records, say, take 

193e. Are i93E records contained cow on the computer 

system? 

MR. STERN: Interior's in the process of moving 

those on, because what it is is basically going back to 

1985, we're sort of in the computer era. Pre-1985 you're 

looking at the paper records. And so one thing that you 

have to dc, you know, the further you go back, the more 

sort of time-consuming, you know, and expensive the 

enterprise becomes, because you've got to physically locate 

the paper recsrds and then put them on the computer in 

order to be able to do that accounting. 
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JUDGE RANDOLPX: On a going-forward basis, the 

:ecording of rcyalty pal-inents due next week, is there a 

:ontention that currently Tnterior is not recording 

zorrectly? 

MR. STERN: Your Honor, I'm not aware of one, but 

:here are so many contentions in this lawsuit that I 

iouldn't presume to say. I meac, it's certainly not the 

>asis of the ccmplaint. There's no showi~g that that's the 

- zase. i mezn, there's ;o showing, you know, about anything 

L n  this case. I mean, the last -- 

JUDGE mDOLFH: Well, isn't that part, that's 

,art cf tomorrow's case, isn't it, not today's? 

MR. STERN: Your Honor, I'm trying to 

. . (irdiscern;~lej . 

Z X G E  GINSB"4G: .%11 right. Further questions? 

rhank you, Mr. Stern. 

MR. STERN: Thank you. 

JJDGE GINSBURG: You used your time, but we will 

~ i v e  you some time for rebuttal. Mr. Austin? 

OWL ARGUMENT OF G. WILLIAM 3-USTIN, III, ESQ 

ON BEEALF OF THE APPELLEES 

MR. AUSTIN: Good morning. May it please the 

Zourt. My r.ame is Bill an-ustin, and I'm here representing 
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the Cobell case plaintiffs, 5, 000 beneficiaries of the 

Individual Indian Trust. 

/I I want to begin by acknowledging something to the 

Court. I find it disquieting that able counsel for the 

Gcvernment professes not to know where the obligation to 

/I preserve and protect irreplaceable trust data comes from in 
I I this case. Coucsel's position is ail the more cause for 

11 concern, given that he represents truscee delegates, 
I I trustee delegates that have fiduciary oblioations to 
protect such i-formaticn. Yecause after all, that 

informarion is plaintiff's property. It's the property of 

these trust beneficiaries we represent. .Rnd morecver, it 

is disquieting at least as much, because we are now into 

our ninth year in the trial court litiga~ion, anci in the 

first moctt of the litigarion, co~~nsel for the parries 

agreed that thereafter all documents relating to the 

accounting and other fiduciary issues raised in the 

complaint would be preserved, and when court order after 

court order entered in the litigation since that time has 

emphasized the importance, the critical nature of retaining 

lnfcrmation pertaining to trust management and accoutlng 

Issues. 

That said, I want to turn to the facts. 

JUDGE GINSBURG: Well, Kr. Austin, wait a minute, 

let's stay with that for a minute. 



MR. AUSTIN: Yes, Your Honor. 

JEDGS GINSBURG: In the 2001 decision, pardon me, 

the Court placed some limitations on what, pardon me, we 

thought the District Court might properly supervise by way 

sf getting to the goal of an adequate accounting, 

historical accounting. 

MR. RUSTIN: Yes. Yes, it did. 

JTJDGE GINSBURG: And that seems to me the source 

of, while you expressed dismay, the source of the 

Government's objection here thar the, pardon me, that the 

cause of action here is unreasonable delay, right? 

MR. 'USTIN: No, Your ?Ionor, in fact the cause of 

action is for breach of trust. 

ZS'DGE GINSBUXG: Well, the common law claims 

were -- 

XR. ?.USTIN: That is what this Court determined 

in Cobell 'I7:. 

JUDGE GINSSURG: Pardon me, the common law claims 

were disrr.issed, right? 

MR. AUSTIN: Your Honor, what this Court -- 

JTJCGE GINSBURG: The Eighth -- go ahead. 

MR. AaAUSTIN: -- recognized in Cobell VI, and 

pardon me for interrupting, but I think it's a point that 

bears making in response tc Your Honor's question, what the 

Court recoanized in Cobell VI is that even though the trust 
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2 11 enacted in 1887, once the Government took possession as 
I1 trustee of the trust property, of our client's lands and 
interests related thereto, it assumed a variety of i I 

11 obligations, and remedies came into existence that were 
~ncident to the creation of the trust. Now, this is after I1 

I I all a Mitzhell 11-type trust, a trust similarly recognized 
by the Supreme Court in the White Mountain A~ache case as a 

trust that incident to its formstion and the trustees 

taking possession cf prcperty creates duties, and those 

duties exist unless Congress specifically disciaims them, 

and there is nothi~g in this case where that has happened. 

In fact, the 1994 reform act that counsel referenced added 

to, supplemented, and by its terms expressly did not 

szbtract from the rights and remedies avaiiable to our 

clients as beneficiaries of this trust. Kow, in -- 

ZUDGE GINSEURG: Mr. P-ustin -- 

MR. AUSTIN: Yes. 

J U D G S  GINSEURG: -- maybe this is a fundamental 

misconception on my part, but it seemed to me that the 

dismissal of the common law claims and the 2001 decision of 

this Court left us with a fairly somewhat narrowed and 

fairly clear delineation of what the Government's 

obligations are here vis-a-vis the trust, not denying that 

it has this fiduciary role in terms of what this case is 



the Department. And that was that it bore on unreasonable 

delay in the discharge of its obligation to provide an 

accounting under the '94 act. 

MR. AUSTIN: Let me respond to that, if I could, 

Judge, by making two points. first, the dismissal of the 

c'mmon law claims was an order entered by the District 

C o ~ r t  pricr to this Court reviewing and modifying the 

spproach to the issues raised. Let me elaborate. Judge 

Larkerth in deciding the Phase I trial and in entering his 

Cobell V cpinion Decerber 21, 1999, looked for plaintiffs' 

rights and the remedies available to them solely by 

evaluating the terms of the 1994 reform act. In fact, the 

District Court went so far as ts reject the notion set 

in tho Xanchester Sand case decided 25 years earlier 

thzt incident to the creation cf this trust many years ago, 

I1 other rrust law principles, including those arising under 
common law, were made aiiailable. That's part of what this 

Court clarified in Cobeil Vi. It looked at what Judge 

Lamberth hac decided. It said yocr order is correct. 

There is no need to do anything to change your order, but 

your opinion is a little off the mark, and the substance of 

this Court's analysis was incident to the creation of this 

trust over a century ago, and incident to the Government 

taking possession as trustee of the property, trust law 
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trinciples separate and apart from those expressed in the 

,094 act were brought to bear. 3-nd hence, with a11 due 

espect to what the Pistrict Court decided with respect to 

he dismissal of cormon law claims, after this Ccurt had 

.nalyzed the matter and issued its opinion in Cobell V:, 

.he picture was different. 

Now, ic analyzing the accounting cbligation -- 

JUDSE GINSSURG: One second. 

Xk. AUSTIN: Yes, Your Honor. 

JUDGE GINCEURG: 3ut the case is here, the case 

!as here in 2091 -- 

MR. AUSTIN: Yes. 

JUDGE GINSBURG: -- under the APA, correct? 

XR. AUSTIN: The case was here in 2001 on two 

;ases: One, federal question j1;risdiction arising under 28 

J.S.C. Section 1331 as a consequence of trust beneficiaries 

;eeking to compel an accounting and other relief as 

)eneficiaries in the trust relationship. That is, 

)laintiffs with property interests, with standing, with the 

ibility under common law and trust principles incident to 

:he creation of this trust to hold accountable the trustee 

ieleqates in this matter. Alternatively, Your Honor is 

:orrect. There was extensive >-PA analysis, but it was as 

in alternative basis of jurisdiction, and Your Honor, it 

-eflected what I was talking about earlier. The approach 
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that Judge Lairkerth had taken in the Fhase I trial, where 

his focus was what does the stat~te permit? What are the 

remedies this reform act provides? And consistent with his 

analysis and his reliance upon the APA, this Court affirmed 

as an alternative basis for subject matter jurisdiction 

purposes reliance upon the Section 06 analysis and the APA. 

JUDGE GINSBURG: Well, Mr. Austin, maybe I just 

have to gc back and star: over n i 7  get;ing a grasp on this, 

bu: here's what the CourL said in 2301. I know it said a 

Lot of things, but I don't know what else it said on this 

score. 

MX. AUSTIN: Yes. 

TL'DGE GINSBURG: That plaintiffs rely upon common 

1 -. , 
L ~ V V  trust principles in pursuit of their claim is 

irn~aterial, as here they seek specific relief other than 

ncney damayes, and federal courts have jurisdiction to hear 

such claims cnder the P-P?., right? I mean, that is how, and 

that's where we proceeded. Then we asked about whether 

there was final agency action and so on, approaching it as 

de always do it under the APR. 53 I'm not sure what more 

there is, or at least what more we upheld in 2001 other 

thac a valid statement of a claim for unreasonable delay or 

agency action withheld. 

MR. AUSTIN: Your Honor, let me turn to the 

question, where does the duty to preserve the data come 
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that that is a suh~ect of interest, and Cobell VI answered 

that questlcn. What thls Court held three years ago was 

/I that the broad accounting duty included or imposed 
I I substantial subsidiary obligations, and those obligations 
included among other things a duty to maintain records that 

would be necessary to ensure a complete and accurate 

accounting. Now, :se submit, ir oouldn'z be much clearer 

than that. That, if there was any question on the subject, 

made it clear this Coart's view was there is an obligation 

to preserve and maintain and protect trust information, 

whether it's in papers or in electronic form. 

JVDGE. GINSECRG: Gkaj-, let's just stay with that 

one, because that's the key one, I think, too. 

MR. WJSTIE: Ckay. 

JUDGE GINSBURG: So what we have is a case that's 

here based on unreasonable delay in getting the jab done, 

a ~ d  an admonition to the Department to, or let's say a 

ratification from this Court of the District Court's 

admonition to the Departmel~t to maintain records sufficient 

to avoid further delay, right? Because it's all got to be 

hinged on unreasonabie delay, it seems to me. In the 

several places in the opinion later on, the Court taiked 

about this admittedly unspecific limitation that the 

chligations be geared to avoiding further delay as opposed 
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1 1  find that passage, there's one that's very specific. Here, 

i I the failure to implement a computer system is not itself / I  the breach; rather, it is indicative of appellants' failure 
to discharge their fiduciary obligations in a reasonably 

prompt rranner. It's the promptness of this thing that's at 

I1 stake. There's no question about their obiigation, right, 

11 an5 what they have tc do. It's the timeliness. 

i l<R. AUSTIN: Well, we look at what this case 

recard shows, Yocr Honor, we're cver a century into trust 

adrinistration. There has never been an accounting. There 

has not been the accounting required by the 1994 reform 

act 

I I ZUDGE F t n m G L P x :  Can you tell me what -- 

i 1 MR. ATJSTIN: There has nct been an accounting 

sc.dght by plaintiffs in this action. 

JljDGE N D O L P E :  Can ilou tell ne what vou mean by 

an accounting? What do you mean by an accounting? 

MR. AUSTIN: Again, this Court addressed that 

question in Cobeil VI. 

JUDGE RnNDOLDIi: No, what do you mean by it? 

When you say there's never been -- 

MR. AUSTIN: Judge, and I appreciate the 

opportunity to address that. 

JUDGE WJCDOLPY: There's never -- I'm just -- 
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MR. AUSTIN: Because it informs what we're doing 

here. 

JUDGE WNDOLPH: Please don't interrupt me when 

I'm trying to interrupt you. 

MR. AUSTIN: I'm sorry. 

JUDGE RANDOLPH: Do you mean an audit? Is that 

whar you nean? 

XR. .DJSTI?J: Nc, no, very ciifferent matter. An 

acccunting is an expianation, a documented expianstion, a 

showing transaction by transaction as tc how the trustee 

has conducted the administration of the trust, vested with 

the obligation to demonstrate an undivided duty, ability to 

avoid conflicts of interest, to exercise trust management 

prcdently. The acccunting is the showing of that conduct 

that is intended to be complete enough sc that a 

beneficiary receiving it can determine whether his or her 

trustee has acted in accordance with those fiduciary 

obligations. That is what it's about. 

JUDGE FLWDOLPH: You're talkinq going backward, 

right? 

MR. AUSTIN: P. historical accounting is certainly 

that, sir. 

JUDGE RANDOLPH: Did you present any evidence to 

the District Court that indicated that on a going-forward 

basis there were problems? 
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FR. AUSTIN: Your Honor, part of what this 

lawsuit is abcut -- 

JUDGE RFNDOLPH: No, did you present -- 

MR. AUSTIN: -- is compelling changes. 

JUDGE WNDOLPH: Did you -- 

MR. PJJSTIN: So yes, the complaint has from the 

get-go -- 

,SL'T)GE WxDCLW: No, that -- 

MR. AUSTIN: -- sought changes in management. 

J G U G E  Rt.KDOLP'3: My question was evide~ce. Did 

ycu present any evidence that on a going-forward basis 

there were, there's misnanagement? 

l<R. AUSTIN: Absolutely, and in fact the 

q~iarterly repgrts that have been filed by the trustee 

delegates in sccordance with the Phase I proceeding 

demonstrate the pr~hlems and the various efforts, the plans 

to make plans, that have been undertaken to correct and 

resolve lsngstandlng acd contlnulng problems. 

JG3GE WNDOLPH: Here's why I'm, I'll tell you 

why I'm asking the question, and it hasn't come up yet in 

the argument, but the 2003 legislation says, as you know, 

that nothing ic the '94 act requires the Department of 

Interior to commence cr continue historical accounting 

activities. Now, to the extent that that suggests going 

backwards, then if the purpose of the Court's injunction 
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!as to preserve information that would be used in a 

.istorical acco>~nting, then the statute, we've got a 

juestion under the statute. On the other hand, if it's on 

I going-forward basis, I don't know that the statute deals 

iith that. That's why I'm -- ckay? 

ER. AUSTIN: Thank you for that explanation, and 

rou're absolutely right. The short answer is that the need 

: a  maintain trust data that is protected and secure goes 

)oth to the historical accocnting obligation declared by 

:ne Court znd also to the trusz nanagernent. A.nd as Judge 

.amberth noted in his March 15 opinion, the injunction 

zntered, the disconnect order that has been the focus of 

:cunsells remarks this morning, was entered not in reqard 

:o that accoc~ting ohliqation, although the 

:ourt reccgnized ycu've got to hax-e records to do an 

idequate accounting, especially when you're going back 

lecades, bct it was also necessary that that injcnction he 

mtered to protect information needed to know how much 

loney the beneficiaries should receive to keep track of the 

~ayments to which they're entitled. In other words, to 

illow the Department of the Interior to function as a 

fiduciary. 

Let me address the facts with respect to these 

obligations we've been talking about. First, just a point 

about the standard of review here. We're dealinq with 



preliminary injunctions, and the issuance of such relief is 

subject to a deferential standard. The decision whether to 

grant or deny a preliminary injunction, as this Court noted 

ic the National Wildlife Federation case, 835 F.2d at 19, 

is to be reversed only if the District Court is shown to 

have abused its discretion. Findings of fact are to be 

reviewed under the clearly erroneous standard, and the 

3istrict Court's balancing of the factors, and we heard 

& - 1  ;elk from z c . ~ n s e l  about that, in deciding whether a 

prelimiriar:~ injunction sho,~lci issue, is sxbj ect ts 

particular deference. 

JUDGE ROGERS: I mean, one of the issues -- 

MR. AUSTIN: Yes, Your Honor. 

JUCGE ROGERS: -- tho.~qh, that's raised, it seems 

L ,s r~e, by the Department is whether or not the Court, the 

District Court, considered all of the proper factors, not a 

question of second-guessing its balancing of factors but 

whether it considered all of the factors. 

MR. P.USTIN: Yes. in its J u l y  28, 2003 opinion, 

nearly 30 pages in length, and in the 29-page memorandum 

opinion accompanying the disconnect order issued on March 

15, rhe District Court rLade a careful evaluation of the 

fovr factors as required by law. 

JUDGE RANDOLPH: But it didn't consider the 900 

pages of certifications. 
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those certifications showed, and the question was asked of 

Mr. Stern, why was the Court not satisfied, there were any 

number of reasons why those certifications fell short of 

the mark. One principal deficiency in them, and I'm 

talking about a substantive deficiency, is that in the 

declaration submitted by Mr. Cason (phonetic sp.; on behalf 

of the Department of the Interior. He said there is no 

uniform standard, and it is to be left to the discretion of 

each bureau head as to whether or nct systems are secure 

enough. Qcestions were asked earlier about the consent 

order that the Government proposed and urged the Court to 

adopt two and a half years earlier. That consent order 

said we pledge, we commit to brinqing cur inseccre systems 

with their signi:icant ceficiencies that require immediate 

attention. We piedge to bring them into compliance with 

OMB Circular A130, Appendix 3. That is the standard for 

Executive Branch agency information security. What does 

the record show after 33 months have passed? We heard 

counsel say great strides have been made, improvements. 

What does the record in fact show? In the 16th Quarterly 

Repcrt submitted by Interior to the District Court in 

February of this year, that's about a month before the 

disconnect order was entered, Interlor acknowledged that of 

the 62 system housing or affording access to trust data, 
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four, four of those computer systems had been certified and 

3ccredited in accordance with the OMB standard. That's the 

standard the government said it would comply with. That is 

:he standard that the government's experts in this case, 

$hen called upon to assess IT security in January of 2002, 

in kpril of 2002, and there is voluminous testimony about 

these issues. 

JUDGE mNDOLPH: Are >?ou -- 

MR. AUSTIN: That is the same standard -- 

JVDGE kndVDOLPIi: Are you -- 

MR. AUSTIN: -- these experts said had to be met 

for there to be security. 

JUDGE RFNDOLPH: Are ycu supporting the District 

Zocrt's view that the cerrifications were procednrally 

defective because they scated to the best of my 

ififarmation, knowledge, and belief? 

%k. >.USTIN: We, as our brief indicates, it is 

zlear that what was subrr~itted did not comply with what the 

:curt directed, but there's much more to the picture than 

that. 

J U X E  PARDOLPH: No, no, no. 

MR. AUSTIN: There are substantive deficiencies 

that reveal the absence sf security. 

JUDGE RANDOLPH: Under 17, under 28 U.S.C. 1746, 

the oniy thing that's required is that it be in a form 
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substantially similar to the form that's set out there. Is 

it your position that these certifications were not 

substantially in compliance with the standard form, I 

lereby declare this is true under penalties of perjury? 

MR. AUSTIN: Yes, it is, and the concern is all 

:he greater, Judge, because of what was submitted under 

:over of these jurats. 

- .  JUDGE R~ATDOLFY: No, I'm just, I lust idant  to 

focus in cn that -- 

!s:R. 1-USTIN: Yes. 

J3DGE RB2JDCLFF;: -- the certification, the 

language "under penalty of perjury." 

MR. AUSTIN: Yes, and -- 

J U X E  W C O L P H :  Doesn't anybody always, isn't it 

implicit that it's always to the best of yoar information, 

kncwledqe, and belief when yoc put something in? 

I q 3 .  ?.LJSTIN: Nc, in fact, when on December 8, 

20C1, in this case, tr.~stee delepates sought to modify the 

TRO that had been entered. And by the way, it's a 

modification that the District Court readily granted. A 

declaration was submitted by Catherine Clement in support 

of a request to lift the TRO as to her agency, and that 

jurat said what the statute requires. The information is 

true is correct. It is based on my personal knowledge. 

That is what is lacking. Pnd that in combination with the 



significant, substantive deficiencies. 

Let me just, and 1 think I'm out of time, so let me 

just touch upon a couple of them that are most significant. 

i mentioned the fact that nothing is said about the clear, 

~ciforn standard that the Government has recognized governs 

its conduct in the IT security area since at least December 

Z O C l l ,  bu: there are other siqnificant prcblems with these 

:ertiiications. They came in 1;rge neas.Jre from the same 

>eople who provided the informatiori compiied in 

jovernnental reports. For example, a report made in 

September of last year by the Inspector General of 

Interior, and what the Inspector General said was we don't 

have the zbility to track iscidents of intrusion. In other 

dords, we can't tell you how maly episodes of hacking there 

nave been of these records, because we just don't have the 

abiiity as yet. We're getcing around to it. We don't have 

the abiiizy to do so. Tke same government report 

acknowledged that there was an obligation to achieve 

ccmpliance with this OME standard that I've described and 

that that obiigation had not been met. None of the 

cerrifications, Your Honor, none of the certifications even 

made reference to that obligation. And that's a government 

report issued a month after these certifications were made. 

The certifications would cause one to wonder whether there 

was any standard, any guidance whatsoever, when it is so 
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are specific standards, that experts have been retained, 

millions of dollars have been spent to come to understand 

the terms cf those requirements and to test for them. 

Let me focus in closing -- 

JUDGE PJJL'DOLPH: I'm just wondering where tne 

burdens are here. Is it your position that you satisfy the 

burden for a preliminary injuncrion on the basis that the 

Department of interior hasn't proven that its system can't 

be hacked into? 

MR. AUSTIN: It's not as, the question is 

probably not as simple as that. It's based on the failure 

cc the record evidence of the Department to demonstrate 

that its computer systems housing or accessing trust data 

are secure. 

JUDGE RANDOLPH: Well, that means they can't be 

hacked into. 

MR. AUSTIN: Well, again, it's more than that. 

In part, judge, it's about being able to know wheli there's 

hacking. Counsel mentioned earlier that even the most 

secure system may on occasion be hacked into, but the point 

is a system -- 

ZUDGE WADOLFH: But isn't it -- 

MR. PLUSTIN: -- that is accredited and certified 

gives one the ability to know when that happens. 
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JUDGE RANDOLPH: Isn't it your burden to show 

:hat it's nct secure, not the Department's burden to show 

:hat it is secure? 

MR. AUSTIN: The evidence of record 

)verwhelminglv shows the following: persistent insecurity 

since 1989, when the first independent report advised the 

Iepartment of the Interior y~u've got a major problem. 

:hat burden was created when Irterior acknowledged in the 

:onsent crder of December 17, 2001, we have a major 

:rcblem. There are significant deficiencies. We need to 

:ake immediate action to correct them. We need to comply 

gith this OM3 standard. That was what was acknowledged 

:hen, and so the questiox beccrnes what does the record now 

;how. 

JUDGE W D O L P H :  The ccnsent order is evidence of 

:he, supporting the preliminary injunction, is that the 

idea? 

MR. AUSTIN: Pbsolutely, Your Honor, because of 

ghat it acknowledged, the admissions made therein by the 

zrustee delegates, the recognition of what the appropriate 

;tandard of security was -- 

ZTJDGE WNDOLPIG: Where is the consent order in 

thls mountain of paper? 

!4R. AUSTIN: Your Honor, I know it is in the 

first volume of the Joint Appendix. 
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iI XR. .\USTIN: I wculd be guessing somewhere in the 

11 400s. I rhink thzt's as close as I can provide the Court. 

But at page 4 you'll see the representations that I'm 

talking aboct, and at page 5 you'll see the reference in 

l i  that order to the need to comply, to retain experts and 
11 begin achieving compliance with the ONE? standard. Lid as 

l l  mentioned, as of the time the Court was called upon to 
I/ decide the connection issue, focr cf 62 systems, that's 
about 7 percenz, had in fact been made concern per the OM9 

standard. The other 93 percent -- 

JUDGE ROGERS: Let me ask you, though -- 

MR. XTSTIN: Yes. 

JUDGE ROGERS: -- what the, the special master 

JUCGE ROGERS: -- approved the restarting up, I 

can't think of the word right now -- 

MR. AUSTIN: Reconnection. 

JUDGE ROGERS : -- reconnection -- 

MR. AUSTIN: Yes. 

JUDGE ROGERS: -- of 66 systems at the time the 

District Court entered this injunction, is that nor true? 

IeR. AUSTIN: It is true that prior to the 

cessation of the testing that was agreed upon, and there 



gas, by the way, in the record, at JA 530 an agreement 

reflecting this. -4t the time that the testing by the 

independent expert ceased, the testimony in the record is 

:hat approximately 95 percent of Interior's systems had 

;fen reconnected, and they'd been reconnected, Your Honor, 

sven though most if not all the systems did not yet meet 

:he OMB standard. 

STnGS ROGERS: Nc, but what -- 

MR. AUSTIS: The understanding was there would be 

furkher testing, and in the event vulnerabilities were 

revealed, those systems could be disconnected. 

JUDGE ROGERS: But that's what I'm getting at. 

M3. AUSTIN: Yes. 

JUCGE ROGERS: The very person the Discrict Court 

nad, you know, agreed s h 3 u l C  lock st this had made a 

Aeterminatioc that although there would be further testing, 

ne was sctlsfied that the systems were secure enough to 

allow the Department to reconnect 66 of them. Now as I 

understand it, you're taking a different -- maybe it's just 

in response to questions you're taking the position that in 

fact the District Court could nct find that the systems 

dere secure until they met the OMB standard and until that 

time they could not be reconnected. Is that your position? 

KR. PLUSTIN: No, let me, 1 appreciate the 

question being raised, because I do want a chance to 
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explain. What was agreed upon was that system could be 

reconnected, even if they did not r.eet the GMB standard as 

yet, provided that in exchange for that reconnection the 

special master and his IT security consultants would engage 

in vulnerability testing, other testing, in order to 

determine whether the reconnected systems were in fact 

secure, and the letter agreement signed by Mr. Cason on 

behalf Intericr cf February 16, 2002, provided that if in 

the later =estlr.g ihere were major vulnerabilities, 

suggesting the systems should be disconnected, Interior 

agreed they would be, so when that testing arrangement, 

external, independent validation of IT security, when that 

arrangement was lost, owing to the "impasse" described in 

the District Court's July 28 opinion, what the master said 

was without the independent testing, I have no cor.fidence 

that systems reconnected Ere in fact secure. Juid in fact, 

Your Honor, the record referred to by the District Court in 

its March 15 opinion indicates that there were numerous 

vulnerabilities -- 

JUDGE ROGERS : "11 right, but -- 

MY. AUSTIN: -- reported by these experts when 

they tested reconnected systems. 

JUDGE R0GER.S: But of the 66 systems, I mean, the 

premise had been that some systems could be reconnected, 

though the testing was not complete and though the OMB 
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standard was not mec. What I'm not clear on is why in 

2xercising authority the District Court had to go as far as 

.t did, nameiy to say disconnect everything, as distinct 

irom saying I need information as to the specific systems 

$here there is a hacking problem that the Department has 

lot adequately addressed. 

NR. AUSTIN: Well, as -- 

JUDGE ROGERS: in other words -- 

MR. AUSTIN: Yes. 

JUDGE ROGERS: -- you had agreed, as I understand 

it, to this interim position that the Oepartment could 

reconnect pending further testing. 

)IF:. AUSTIN: Right. 4s indicated earlier, part 

2f the prcblem is, part of the challenge in making these 

systems secure is that they arec't equipped, haven't been 

?quipped Gver time with the type of instruments needed to 

detect hacking, so that's Problen. No. 1. Yes, we know the 

special master hacked on several reported occasions, but we 

have no idea the extent to which that type of intrusion has 

occurred over time. That gives rise to the risk of 

irreparable harm that was at the heart of the District 

Court's decision. 

JUDGE ROGERS: But everybody knew that at the 

point when these 66 systems were reconnecced. 

MR. AUSTIN: Yes. What the District Court 
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with an arrangement that had been promising, that had been 

working. Testimony of the defendants was that the 

arrangement with the master was a productive one, that 

vulnerabilities were discerned that could then be 

corrected. Once that arrangement went by the boards, the 

Court was left with choices. It could have on July 28 said 

disconnect. Ysu've rejected my ettemp; at judicial 

oversight. In fact, the attempt at judicial oversight that 

you, defendarts, ~ncouraged ne to zdcpt, and sc r.cw it's 

time to disconnect. Instead, it gave trustee delegates the 

best possible chance to make their best showing. It said 

certify the security of these systems. it said provide a 

plan for security going forward. Pn.d then seven months 

izter, after ~3rffully analyzing :he contenrs of the 

submissicns, what did the Court conclude? The C o m t  

1 I cor.cluded what has been presented, and of course thls is 
the fact-finder making determinations based upon a 

voluminous record, what has been presented doesn't 

demonstrate that this irreplaceable trust data is in fact 

secure. And that is the basis for the Court's decision. 

I want to address briefly, if I could, and I know I'm 

way past my time, what the Court was challenged to decide. 

It had tried a variety of other approached. It had given 

these defendants every ccnceivable opportunity to solve 
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disconnection order was entered with that three-year effort 

behind the Court. There really was no other choice to 

protect and preserve trust data. Otherwise, it would 

contlnue to be at rlsk of irreparable harm. 

JGDGE ROGERS: Well, let me ask you, what I'm 

trylng to understand here is thaz as I recall when the 2001 

case was argued, the Departmert had gotten appropriations 

ire?. Congress, contracted with this new computer company, 

and then ~ h e  whcle system, it failed, these are my words, 

that the computer company overpromised what it could 

deliver, because when it started to implement under the 

coctract with the Department, in fact it could not produce 

the record or the system that the Department needed. So my 

pcint is is chat it's nct as thz~gh the Department's 

sirting c n  its hands, and of course it is delayed somewhat 

by Congress, because it has to go through the congressional 

appropriations process, so there's been a period of time 

when things are not perfect. Eu: until the time of the 

special master hacking, there was no evidence that anyone 

had hacked into the system. ?nd in the situation that we 

live in an imperfect world, even when you are bound by 

trust obligations, the question is do you go so far here 

where at least the way the system was working with the 

special master, systems were aiiowed to be reconnected even 
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standard or they may not be subject to hacking or Interior 

may not even know the systems are being hacked into. 

MR. AUSTIX: But that is precisely what the 

Court's March 15 order now contemplates. You don't have 

the special master anymore, but instead what the 3istrict 

Court has directed is that interior submit the names of 

independent contractors, and they could even be supervised 

b:] Interior this time as cpposed to the District Court, to 

prcvide independent verification, and it is entLre2.y 

conceivable were the trustee delegates to proceed to comply 

wlth the terms of the March 15 order that you would have 

resulting z process of reconnection, system by system, very 

much like the system that the defendants urged the District 

Court, over the plaintiffs' cbjections, incidentally, to 

enter on December 17, 2001. 

The point is without substantial assurance based on 

the defendants' own certifications that IT security had 

been achieved, the Court had to find another way to protect 

irreplaceable trust data, data that must be had for 

historical accounting purposes, for trust management 

purposes, and in order to accomplish that the Court has now 

puz in place an order that gives at any time, at any time 

the defendants the ability to come forward and say this is 

our plan, this is our information. We've got it now. We 
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have the security issue resolved. .Pnd so with thzt in 

mind, these 33 percent of the systems that 1 made reference 

that are as yet not certified or accredited could begin 

being reconnected. Here as before, subject to the 

understanding that the qoal is eventually to achieve with 

respect to all standards compliance with the OMB standard. 

JUDGE :GldDCLFH: What is preliriinary about this 

. . irjcnction? 

ER. $.USTIN: Your Honor, the December 17, 2001 

consent order that the defendants urged che Court to adopt 

contained a provision at the end that said upon achieving 

compliance with the OME standard, thls order may be 

vacated. That's wk.at is contemplated. It is an 

understanding, a recognition that the Court needs to be 

involved to the limited extent that it is necessary to 
! 

maintain record evidence that must be had in order to 

fulfill the trustee delegates' fiduciary obligations. But 

/iuhei~ that standard is met, intericr 1s able to function 

/I althout oversight 
I! JUDGE RWDCLPH: The typical preliminary 

injunction is preliminary because it's an injunction 

pending a trial on the merits. 

I I MR. AUSTIN: Yes. 

JUDGE RANDOLPH: But I don't understand why is 

this, what is the merits, substantial likelihood on the 
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merits. What merits are we talking about? 

MR. AUSTIN: Okay, we have had, this is a 

bifurcated proceeding, and per a 1995 trial court crder, 

Phase I has occurred. That trial was Intended to 

determined what needed to be done to fix the system, and 

the Court's order, as mentioned earlier, was affirmed by 

this Court in Cobell VI. The Phase I1 proceeding is yet to 

be accomplished. Remarkably encugh, 117 years after this 

trust got created, 10 years, almost 10 years into the 

litigation, a full 10 years after the 1990 reforn act. So 

there is a further proceeding at which time, Your Honor, it 

is understood that the reconciliation and adjustment of the 

trust account will take place. That is the reason for the 

retention and protection of reievant information in order 

to perform a court-ordered accounting that the information 

from which would be utilized in making that final 

determination to what extent is the trust balance to be 

adjusted. In fact, Your Honor, if you look at it from that 

perspective, what the District Court has endeavored to do 

time after time in getting the trustee delegates to achieve 

IT security is all in the Government's favor, because in 

the end, if the systems aren't secure, if records needed to 

do an accounting aren't maintained or are lost, corrupted, 

destroyed, you name it, if that information is unavailable, 

the inferences to be resolved with respect to the trustee 
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are all against the trustee. It is absolutely in the 

interest of the United States Government -- 

JUDGE RFNDOLPH: It's preliminary to -- 

KR. AUSTIN: -- to keep all such information for 

this Phase I1 purpose. 

JUDGE RANDOLPH: It's preliminary to a trial on 

the merits about whether the Government's systems or 

icfcrmation is accurate to enable a historical accounting? 

Is that the idea? 

MR. AUSTIN: Part and parcel of the Phase I1 

proceeding that I've described would be issues relating to 

the security of these systems, because of course the 

icformhtion presented and relied upon by the trustee 

delegates would need to be tested. Is it admissible? Is 

it reliable? What has been done to protect these 

electronically stored records against change, against 

manipulation, against damage in the course of unwarranted 

intrusions? So all of those issues will be brought to 

bear, and hence it is absolutely in the interest of the 

fiduciary to meet the standards, to comply with OMB, to 

take on the task of the remaining 93 percent of these trust 

information-containing systems and to make them secure as 

so02 as possible. Pad most certainly it is in the interest 

of our clients, who continue to wait for the long-promised 

accounting, the court-directed accounting, who continue to 
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dait for reforms that will bring the trustee delegates icto 

zcmpliance with their fiduciary obligations to maintain 

these records. These trust records are our clients' 

?roperty. The loss of these records constitutes the 

ruination of the trust. That is contrary to the obligation 

imposed on even the Government as a trustee as recognized 

ny the Supreme Court in the White Mountain '>ache case. 

That is the challenge. It is a shared challenge. 

JUDGE R 9 N U O L ? H :  Okay, I've got it. 

JUDGE GINSBURG: Judge Rogers, any further 

questions? 

JUDGE ROGERS: No, thank you. 

JJDGE GINSBURG: Thank you, Mr. Austin. 

MR. P.USTIN: The order should be affirmed. Thank 

you. 

JUDGE GINSBURG: Mr. Stern? You used all your 

time. I don't suppose you need much now or want much now. 

i7EBUTTAL ARGLXENT GF MARK STERN, ESQ. 

ON BEHALF OF THE APPELLFNTS 

MR. STERN: I'll try to be brief, though there 

was a lot said. 

One thing, the answer on to what it's preliminary to 

is really nothing. I mean, there's been, this is it. 



CLS 51 

ihatever they had to shcw has been shown, and so then the 

~uestion is what was shown here? Has there been a 

lemonstration that there's some connection between any of 

:his relief and the performance of the accounting? No. 

bibsoluteiy not. Pad what plaintiff really is standing here 

ind telling you is that doesn't really matter. There's a 

iree-floating fiduciary obligaticn to maintain records. 

;zb?dy1s saying the Goaernnenr doesn't have fiduciary 

jbligations. How and when they are actually capable of 

judicial enforcement is a very different matter, and what 

~ould the staridards be for coming in to determine what it 

ippropriate Internet security. There is no showing here of 

m y  problem that's actualiy ever cccurred to any trust 

record that's irretrievable. 

JTJ3GE F42'4VDC',FH: Well, there is that statement in 

;he consent decree, I looked at it, that says the 

lepartment admits that there are significant deficiencies 

in the security of the Indian Trust data. 

MR. STERN: Absolutely, Your Honor, but were 

there problems? Of course there were. Did we also say, I 

~hink it's on virtually the next page in the Joint Appendix 

in responding to plaintiffs' motion for a preliminary 

injunction, we alsc said look, when we said that, we don't 

nean that there's been any showing whatsoever that the 

underlying, you know, records have been compromised. I 
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know, yeah, there are problems. Everyone knows, you know, 

to this day half the agencies or more are getting, you 

know, Fs on their general reports cards. You know, to say, 

everybody that there are different problems, and there's a 

straw man built up here about uniform standards, you know, 

which is addressed, you know, you know, in Mr. Cason's 

declaraticn. This is just a red herring. I mean, all the 

uniform standards of the 3KB circulars, they address a 

million things, jusc, you know, of which, of which security 

is just, of which this kind of security is only one of 

them, and all of those circulars in turn like recognize, 

they leave jcdgment calls based on risk and ccst to the 

individuals who are managing things. That's not something 

that Intericr Kade up. That's something that's recognized 

throughout the Government. 

JUDGE ROGERS: So the Government's position is, 

just so, and I know this goes a little further, but there 

should be no injunction whatsoever, that the plaintiffs 

have prevailed on liability, and in order for them to 

actually get a judgment of money, what do they have to do? 

MR. STERN: Money? Piaintiffs, the only reason 

that we're not in the Court of Federal Claims is that 

plaintiffs -- 

JUDGE ROGERS: No, no, I mean, that people have 
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have owned property over years. There's a value associated 

with them. How are they to get the dollar figure? 

I I MR. STERN: Well -- 

JUDGE ROGERS: Hcw are they to continue to get "a 

royalty"? What should, so I'm clear from the Department's 

polnt of view, if the records are, according to the 

Le~artnect, bcrellable, then where do the plalntlffs go? 

!Jk. STERN: Well, Your Xonor, there's no, I mean, 

that's part of what, you know, is that an agency produces 

an accounting. That's a final agency action. 

JUDGE ROGERS: P.11 right, so your point is 

just -- 

MR. STERN: If there's a problem, you can review 

it. 

JUDGE ROGERS: I see, just let the agency produce 

an accounting, have a trial on that, and that's the end of 

the matter. 

MR. STERN: If, well, have, you know, it's 

subject to, you know, I don't know trial, but it's subject 

to judicial review like any other final agency action would 

be, but there's no sort of discrete sort of standardless 

Internet security duty floating around there capable of 

being enforced, much less getting finai, do whatever is, in 

essence final injunctions based, when there's never been a 
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single witness who has appeared and we don't know what the 

standard would be, and we don't know what the source of the 

duty is other than general statements about the fact that 

the United States is a fiduciary which nobody denies, but 

that doesn't translate into a series of different kinds of 

enforceable actions. PD.~ that's the problem that this case 

has turned into. 

JUDGE RnnVDOLPH: Well, finish your sentence, the 

only reason we're not in the Cocrt of Federal Claims. 

MR. STERK: Is that plaintiffs had disclaimed 

back in at the time of, the Government moved to dismiss is ~ 
prior to this Court's 2001 decision, and they said, look, 

you know, if these guys, you know, you know, want money, if 

they want money they should go to the Court of Federal 

Claims. The plaintiffs said no, we're nct askirig for 

money. The District Court makes that absolutely clear. 

The idea is, and that's why I was a little astonished to 

hear a statement about the balance of the trust fund being 

adjusted zt the conclusion of this, since, as the District 

Court notes, plaintiffs have represented that all of the 

money is in the fund. They're just looking for the proper 

accounting. So if, you know, this is not a suit to get 

money. It could not have been. That's the basis on which 

it has stayed in this Court all along. And what this Court 

really did say and correctly is, look, do, you know, do an 



accounting, sort of define to some extent what should be in 

that accounting, and it said, you know, go ahead and do it. 

And that's what the Department has been trying to do. 

JUDGE FLnNDOiPE: So there can be no claim in this 

case, because it's here rather than in the Court of Claims, 

that Mr. and Mrs. X on the Navajo reservation are entitled 

to more royalty payments than they've received? 

FR. STERN: No, we don't think that there's a, I 

mean, we don't think that there's a claim for actually 

getting money in this case. Now, the acccunting, you know, 

c o ~ l d  be taken, you know, as, you know, evidence to the 

extent that there is a cognizable clain for getting money 

that's in a claim that's not time-barred. You know, maybe 

like the accounting, you know, sort of would form part of 

sonebody's acticn in the Csurt of Federal Claims. But this 

acccunting -- 

JUDGE RANDOLPH: Is there, what is the statute of 

l l  limitations? 
MR. STERN: That's a subject that's also the 

subject of considerable debate. The District Court has 

said that there are no statute of limitations, because no 

statute of limitations can begin to run until a trust duty 

is repudiated, and that therefcre since the trust duty has 

not been repudiated, the statute of limitations can't run, 

though of course it kind of has a strange idea of that you 
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lctually have a claim that arises before the claim occurs, 

:o you've got the claim hut it can never be time-barred. 

iut that's a matter that's addressed in the other case. 

This is something that, you know, this really is, this 

.s an important thing. It's not the accounting isn't 

.mportant, but you can't come in here, as plaintiffs are 

ioing, and saying, well, here's what, you're a fiduciary, I 

?an therefore require ycu to do something abour Internet 

;ecurity based on standards like identified by nobody, and 

:here's no evidence that would connect it to what this case 

is about or to any other form of statute. Pad -- 

JUDGE ROGERS: So I could just clarify one other 

natter? And that is as to the '94 act, when Congress 

itself set up this Office of Special Trustee, and the 

special trustee came up with a ceed, identified the need to 

improve ;hese acccunting systems so that the records would 

ie secure and that the accounting could be done. Is it 

your position that that is totally separate from the suit 

that the plaintiffs have brought? 

MR.. STERN: It's separate in the sense that the 

legal duty here is an accounting unreasonably delayed, and 

that's what this Court make 100 percent clear in 2001. 

It's not to say that the entire universe of things that the 

Department of the Interior should be doing is encompassed 

oy this lawsuit. I mean, there are lots of things the 
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Iepartnent, you know, like should, you know, could be 

?oirAg. That's, but, you know, the Court doesn't sit to 

,rder sort of systemic, you know, action. It's focused 

iere on one thinq, which is the unreasonable delay in that 

3ccounting, and it didn't like among all the other things 

:hat are addressed in the structural injunction, it doesn't 

3lso like get to sort of say, well, and how about Internet 

;ec.jritji? 

J;TDGE RANDOLPH: If I ask you about historical 

3ccountinq, what does accounting mean to you? 

MR. STERN: Well, I dcn't think it means to the 

same to me that it means to Mr. Austin, but the Interior 

plan which is set out basically says that the accounting is 

sort of, you know, what you'd get from yocr bag. I mean, 

it's scrt of, it's a statement of transactions, and, you 

know, the Department -- and I'd have to correct, I said 

that the paper records were being transferred now to 

computer, but beczuse of the current statute, I don't think 

that is happening. I just wanted to correct that. The, 

but basically you get a statement of account that shows 

your transactions, and that's the accounting, and because 

of the historical component, the Department goes back to, 

you know, the plans call for the Department to go back and 

assemble ail the ledgers going back to, you know, 1938 for 

open accounts. 



II think of accounting in a corporate respect or audits, you 
/I know, the generation of financial statements is always, 
it's just a snapshot of a particular moment in the 

corporation's existence, and it's always historical. It's 

necessarily historical. It's always what happened in the 

past. Obviously in the future it's not an accounring, it's 

just a projection cf what will happen in the future. So if 

we're talking about accounting in that respect, everything 

is h.istoricsl accounting. row, is that your understanding 

of what's meant by that term? 

MR. STERN: Your Honor, we're somewhat gulded by 

what this Court said, and I dor.'t, it cbviously wasn't our 

position, but we're trying to comply with this Court's 

mandate. But for us, the accounting is, you know, is the, 

ycu know, it's the ledqer, it's of transactions, and we're 

doing it like not only going fcrward, we're doing it going 

backward. There's also a separate sort of audit 

verification/reconciliation function that the Department is 

alsc doing, not just going forward, which it is, but going 

backwards. You know, and that's, you know, and that's what 

the Interlor plan, you know, calis for, because it's done, 

you know, I mean, obviously, it's tomorrow's case, but, I 

mean, we've done everything we could, you know, to like 

meet any understanding possible of what this Court's, you 
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know, 2001 decision meant. 

And the other thing I'd like to add is that while this 

I I Court stayed part of the injunction when it came up, you 
kcow, in March, there are parts of Interior that continue 

to be offline that, you know, there is no legal basis, no 

I i factual basis. It's certainly the Government certainly, 

and we think it's nurting class members. It's not helping 

anybody. >nd we h-ould ask that therefore that, you know, 

to the extent that this Court, you know, can decide this 

mazter, you know, sooner rather than later that, you know, 

there really is a significant ongoing burden that's, you 

know, wholly unjustifiable that's being placed by these 

orders. 

ZUUGE GINSBURG: Thank you, Mr. (indiscernible). 

Pardon me, Mr. Stern. P.nd Mr. Austin, both, thank you. 

The case is submitted. 

(Recess. ) 
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