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December 30, 2002

MEMORANDUM
FOR: Designated Agency Ethics Official, Arnold J. Haiman
FROM: IG/A/PA Director, Dianne L. Rawl /¢/

SUBJECT: Audit of USAID’s Compliance with Federal Requirements
for Annual Ethics Training and Financia Disclosure Reports
for Selected Employees (Report No. 9-000-03-003-P)

This memorandum is our final report on the subject audit. In finalizing this
report, we considered your comments on our draft report and have included
this response as Appendix I1.

This report includes ten procedural recommendations. Based on your
written comments we consider all ten recommendations to have received a
management decision. Information related to your fina action on these
recommendations should be provided to USAID's Office of Management
Planning and Innovation.
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Summary of
Results

The Office of Inspector Genera's Performance Audits Division conducted this
audit to determine whether USAID had complied with federal requirements
for financial disclosure reports and annual ethics training for selected
employees. USAID has written policies regarding these requirements that
reflect federal requirements for these activities and describe tracking systems
in place that are intended to ensure USAID can fully meet these requirements.
However, due to the limitations of its financia disclosure tracking system,
ethics program managers were unable to determine whether every individual
required to file a disclosure form had done so. Similarly, the ethics program
managers did not have a reliable system to identify specific individuas who
were required to attend training and ascertain that they had done so. (See
pages 7 through 8).

Federal agencies must have systems in place for both financial disclosure
reporting and ethics training requirements to ensure applicable employees are
identified and file the reports and receive the training. USAID's Financial
Disclosure Tracking System (FDTS) needs several improvements in order to
serve as an effective tracking tool for financia disclosure reports. Using the
FDTS, it is unclear exactly which USAID employees are required to file
disclosure reports. Other needed improvements cited include enhanced use of
periodic downloads from USAID's personnel system, identifying upfront
which personal service contractors and foreign service nationals should file
disclosure reports, using exception lists to track late filers, and preparing
detailed written procedures describing all aspects of maintaining and
operating the FDTS. (See pages 8 through 19).

In asmall number of cases, employees—with contracting warrants—that
should have filed disclosure reports were not required to file such reports
because their positions had been misclassified as not meeting the criteria
specified in federal regulations. Requiring all warranted contracting and
executive officers—regardless of their specific duties—to file annual financial
disclosure reports is aremedy that would be easy to implement. (See pages
19 through 21).

USAID's current system of tracking the annua ethics training requirements
for many of its employees does not provide any assurance that the federal
requirements for training are being met. The tracking list is incomplete and
formatted to make it difficult to useas atracking tool. With only limited
testing we identified 18 public filers and 20 warranted officers either not listed
or listed and not shown as having received ethics training. (See pages 21
through 24).

Each federal agency is required to file an annual report with the Office of
Government Ethics that contains information about the agency's ethics
program. USAID's 2001 Agency Ethics Program Questionnaire contains



inaccurate statistical information about the number of USAID's public and
confidential financial disclosure filers and the number of persons receiving
ethics training. Also, the USAID response in the questionnaire gives readers
an unsubstantiated impression that all required financial disclosure reports had
been filed by the date of the questionnaire and that all required ethics trainees
actually received ethicstraining. Office of the General Counsel, Division of
Ethics and Administration (GC/EA) should develop procedures for using its
tracking systems when accumulating the data to be presented in future
guestionnaires. (See pages 24 through 26).

USAID's Designated Agency Ethics Official (DAEO) concurred with each of
the report's ten recommendations. (See pages 26 through 27).

'Background

The purpose of the "ethics in government” program is to ensure that executive
branch decisions are neither tainted by nor appear to be tainted by any
guestion of conflicts of interest on the part of the employees involved in the
decisions.

The Office of Government Ethics (OGE) provides overall policy direction to
federal agencies regarding their ethics programs. Because the integrity of
decision-making is fundamental to every Government program, the head of each
agency has primary responsibility for the day-to-day administration of the ethics
programfor the employees who carry out the substantive programs of that
agency. The head of each agency sdlects an individua employee to serve asthe
agency's Designated Agency Ethics Official (DAEO) and the DAEOs and their
staffs conduct the ethics program for their respective organizations. Among
ethics program activities managed by DAEOs are:

Their agency's public financia disclosure system.
Their agency's confidential financial disclosure system.

Educationa programs for their agency's employees about the ethics
statutes and standards.

USAID's DAEO isthe Assistant General Counsel for Ethics/Administration,
who is assisted by staff of the Office of the General Counsd, Division of Ethics
and Adminigtration (GC/EA).

Public Financial Disclosure: Asaresult of the 1978 Ethicsin Government Act,
certain high-level federa employees are required to disclose, in a public system,
persona financia interests and affiliations for themsealves, their spouses, and

their dependent children. These public financia disclosures are made, in part, to



demongtrate that the officials are able to carry out their duties without either
actua or apparent conflicts of interest. Disclosures also assist agenciesin
maintaining the integrity of their essentia programs and counseling employees
on conflict avoidance. Employeesin the executive branch file public reports
with their respective agencies on a standard form developed by OGE (SF 278).
Prior to report certification, filers may be required to enter ethics agreements
designed to diminate conflicts through divestiture, waiver, recusal, or other
smilar remedies.

Confidential Financial Disclosure: Provisions of the Ethics Reform Act of 1989
authorized a uniform system of confidential financia disclosure in the executive
branch. That confidential system had already been formally reestablished by
Executive Order 12674 of April 12, 1989, and was subsequently implemented at
subpart | of 5 C.F.R. part 2634. Just as high-leve officials are required to report
certain financial interests publicly to help ensure confidence in the integrity of
the Federal Government, the confidentid filing system requires other, less senior
executive branch employees, whose Government duties involve significant
discretion in matters affecting non-Government entities, to report certain
financid holdings and outside affiliations to their employing agencies using
OGE Form 450.

Annual ethicstraining: Since 1989, pursuant to Executive Order 12674, each
agency is responsible for developing an annual ethics training program for its
employees. The training includes mandatory one-hour briefings on the criminal
conflict of interest statutes and the Standards of Ethical Conduct for certain
designated employees. Ethicstraining seeksto ensure al federa employees are
aware of their respongbilities in conducting themselves and the business of the
Government in a manner that is consistent with the standards of conduct
expected of public servants. Thisincludes not only informing employees, but
also helping them understand in practical terms how those statutes and
regulations might impact their actions as individua employees.

Audit Objective

The Office of Ingpector Generd's Performance Audits Division conducted this
audit to answer the following audit objective:

Did USAID comply with federal requirementsfor financial disclosure
reportsand annual ethicstraining for selected employees?

This audit was initiated as aresult of preliminary findings in another audit that
indicated discrepancies in the documentation of ethics training for required
employees. The audit was limited in its scope to determining whether USAID
had accurately identified which staff members were required to complete
financid disclosure reports and attend annual ethics training and whether these
requirements had been met. Qualitative aspects of the ethics program—such as



the content of the training courses or the adequacy of the review of the
disclosure reports—were not addressed. Other aspects of the program such as
counseling and disciplinary actions for violations were also not included in the
audit scope. Appendix | contains a complete discussion of the scope and
methodology for the audit.

Audit Findings

Did USAID comply with federal requirementsfor financial disclosure
reportsand annual ethicstraining for selected employees?

USAID has written palicies regarding requirements for financia disclosure
reporting and annual ethics training that reflect the federal requirements for these
activities and describe tracking systems in place that are intended to ensure
USAID can fully meet these requirements. USAID's ethics program managers
believe that more individuas submitted public and confidential financia
disclosure reports than were required to do so. However, due to the limitations
of the financia disclosure tracking system, ethics program managers were
unable to determine whether every individual who was required to file a
disclosure form had done so. Similarly, athough ethics program managers
believed that more people received annual ethics training than were required to
do so by law and regulation, the ethics program managers did not have ardiable
system to identify specific individuals who were required to attend training and
ascertain that they had done so.

USAID's Office of the General Counsdl, Division of Ethics and Administration
(GCIEA) system for tracking compliance with financial disclosure reporting
requirements, which is partially based on information received from USAID's
automated personnel system, did not identify several instances where required
financia disclosure reports had not been submitted. Although reliance on data
imported from USAID's personnel system can present an obstacle to accuracy of
GC/EA's tracking system, there are severa needed improvements that GC/EA
can independently implement to ensure the identification of USAID employees
required to submit disclosure reports and confirm whether the reports were
received.

USAID'stracking system for ethics training —used in 2001—needs to be
redesigned to provide assurance that USAID is meeting federal ethicstraining
requirements. This system cannot be used to identify all employees required to
have training.

Financial Disclosure Tracking System
Needs | mprovement

The Office of Government Ethics (OGE) describes a "well-run ethics program”
as one that includes up-to-date listings of financid disclosure report filers and



has mechanisms in place to ensure required reports are promptly filed. In
addition, procedures for administering the tracking system should be
documented. GC/EA uses an automated database system—originally designed
by the Office of Information Resources Management—to identify USAID's
financia disclosure report filers. However, the database has not been an
effective tool because:

The database included erroneous data downloaded from USAID's
automated personnel system, requiring GC/EA personnel to
manually override USAID's system.

Personnel data periodicaly downloaded from USAID's personnel
system was not used to the fullest extent possible.

GC/EA needs to devel op uniform procedures to ensure it can identify
al non-direct hire personnel who need to file financia disclosure
reports and track their compliance.

Exception or deficiency listings from the database were not produced
or used to follow-up on employees who did not file required financia
disclosure reports on time.

GC/EA did not have updated and detailed written procedures that
covered all technical aspects of maintaining its database.

Needed improvements include: better use of data extracted from USAID's
personne database, early identification of nonU.S. direct hire personnel® who
need to submit disclosure reports, development and use of exception liststo track
late filers, and detailed written procedures describing all aspects of maintaining
and operating the financia disclosure database.

Because it does not have an effective management and tracking system, GC/EA
collected and reviewed more reports than it believed needed to be submitted but
still did not get al required reports and received some reports after mandated
deadlines. Some employees serving in positions with significant decision
making responsibility did not submit financia disclosure reports that would
allow independent determinations of potential conflicts of interest. With two
exceptions, dl reports have now been received as of the date of this report.

Applicable Laws and Regulations—As aresult of the 1978 Ethicsin
Government Act, certain high-level federal employees are required to file annual
public financial disclosure reports with their agencies. These requirements are

! This category includes U.S. and foreign personal service contractors and foreign USAID
employees.



implemented in 5 C.F.R. part 2634. USAID employeesin the following
categories are required by regulation to file public financial disclosure reports:

Employeesin Executive Level positions

Employeesin Senior Foreign Service (SFS) and Senior Executive
Service (SES) positions

Employees with a personal rank of SFS

Personal service contractors at arank equivaent of SFS, SES, or AD-
18

Certain other senior officials?

Annua public financial disclosure reports cover a caendar year and must be
filed by May 15 of the succeeding year. Public reports are also required from
new entrants to covered positions within 30 days of assuming the position (with
some exceptions) and areport is required within 30 days when a public filer
terminates employment or no longer occupies a covered position. Late filers are
subject to monetary penalties but the regulation aso provides for deadline
extensions and waivers of the monetary penaties.®

A system of confidential financia disclosure for federal employees dates back to
1989 and isimplemented at subpart | of 5 C.F.R. part 2634. Confidentia
financia disclosure is required of less-senior employees and persona services
contractors than the public disclosure system and the information required in the
confidentia reports is less intrusive than the public disclosure system. In
genera, employees required by 5 C.F.R. 2634.904 to file confidentia financia
disclosure reports are those in positions where it has been determined the duties
involve the exercise of significant discretion in certain sengitive areas (e.g.
contracting, administering and monitoring grants, and auditing). Confidential
financial disclosure reports are for the twelve- month period ending September
30 and are required to be filed by October 31. New entrants to these positions
are, in most cases, required to file areport within 30 days of entering the
position.

USAID'sFinancial Disclosure Tracking System—GC/EA maintainsan
automated database of financid records and requirements for individual
employees. The Financial Disclosure Tracking System (FDTY) is a database
designed for GC/EA by the Office of Information Resources Management
(M/IRM). The FDTS contains data downloaded from USAID's personnel
database and also information manually input by GC/EA staff. A separate

2 Others requiring public financial disclosure reportsinclude those in SMG or Schedule C
positions, AD employees above grade 15, and Special Government employees (e.g. expert
consultants) who earn over $366.66 per day.

3 Extensions on the deadlines may be granted (an initial 45 days by GC/EA and an additional
45 days by OGE) and OGE may also waive the monetary penalty.
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record is established for each individual entered into the system. Each FDTS
record contains the following data fields:

The individud's name

The filing year

If an employee, the pay plan and grade

If an employee, current position title and organization

The position's number and location

The position's ethics indicator, as shown in USAID's personnel
database

GC's ethics indicator for the position

The due date for the required disclosure form

The date on which the form was received by GC/EA

The date of the most recent update of information from USAID's
personnel system

There are separate records for each filing year, and the system was intended to
provide arecord for, at aminimum, every direct-hire USAID employee
(regardless of whether the employee was required to file areport).

Filing Processfor Financial Disclosure Reports—GC/EA has separate written
procedures for the filing of public and confidential financial disclosure reports.
Although the processes are similar, they have different timeframes. To initiate
each year's program, GC/EA:

Provides annual guidance (in March for public filers and August for
confidentia filers) on procedures and deadlinesto all bureaus and
missions.

Downloads data from USAID's personnel systemon the listed
employees.

Sends to each bureau and mission alist of employees/persona
service contractors (PSCs) that GC/EA believes need tofilea
financia disclosure report and requests feedback if the lists contain
errors.

Sends out General Notices (in April for public filers and September
for confidential filers) to all USAID employees providing
information about the two financial disclosure processes.

Employees receive blank financial disclosure forms and related materials at their
overseas posts or from their bureaus in Washington. Public reports filed
oversess are reviewed by mission controllers before being sent to GC/EA by
May 15. Public reports filed in Washington are submitted directly to GC/EA.
Confidentia reports filed overseas are reviewed by mission controllers and
reviewed/certified by the appropriate regional lega advisor before being
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submitted to GC/EA by December 1. Confidential reports filed in Washington
are submitted to GC/EA for final review and certification by October 31.

Areasfor FDTS Improvements—Detailed below are five areas where
improvements in the FDTS would help GC/EA effectively track compliance
with federa financial disclosure requirements.

GC/EA's database included erroneous data downloaded from USAID's
personnel system: GC/EA periodicaly extracts information about USAID
positions from USAID's personnel database. All USAID positionsin this
database are assigned an indicator that corresponds to the type of financia
disclosure report that the occupant of the position isrequired to file. In addition,
there is another indicator for positions where the incumbent is not required to file
any financial disclosure report.

Periodically, GC/EA downloads data from USAID's automated personnel
database into to its own ethics program database. The data includes employee
names, employee rank, position title, position location, and each position's ethics
indicator. This process was designed to provide GC/EA much of the
information it needed to identify al individuals who must file financia
disclosure reports. However, the ethics indicator—the principal data element
needed to build a proactive tracking system—was incorrect for many positions.
Officialsin the Management Bureau's Office of Human Resources (M/HR)
admitted that, dthough all indicators were reviewed in September 2000 when
USAID converted its personnel system to USDA's Nationa Finance Center
(NFC), the indicators for many positions may no longer be accurate and need to
berevised. We noted several examples of the inconsistencies this incorrect data
caused. For example, in severa officesmissions, incumbents of supervisory
positions had lesser disclosure requirements than their subordinates. Eight
mission director positions, the most significant decisionmaking position in their
respective locations and listed in the personned database as senior foreign service
positions, had ethics indicators requiring either no financial disclosure reporting
or only a confidential report.

Because of the erroneous information contained in the NFC personnel database,
GC/EA found it necessary to "work around” USAID's personnel system's ethics
indicators* and it also relied on annual feedback from each bureau and mission
correcting the lists of employees that GC/EA sent to them at the beginning of
each reporting cycle. GC/EA kept some documentation supporting the
bureau/mission feedback but, when the information was provided oraly, there
was often no written record of the conversations. While GC/EA did solicit the
information, it did not enter the bureau/mission feedback into the FDTS in a
congstent way. When it received notice of an error, GC/EA sometimes

* A review of the ethics indicators for OIG positions disclosed similar problems. The tracking
for OIG employees is accomplished by OIG personnel, independent of GC/EA.
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corrected the ethics indicator in the FDTS. Sometimes, it did not. I1n addition,
the identification and notification of erroneous ethics indicators did not typically
prompt the bureaus, missions or GC/EA to initiate aformal request to M/HR to
correct the ethics indicator in the USAID personnel database.

Because there were anumber of erroneous ethics indicators in the FDTS, it
could not be used as an effective tool for identifying al required filers. A review
of FDTS dataand the USAID personnel database® in early 2002 identified 109
individuals that had not filed their required calendar year 2001 financia
disclosure reports.® After reviewing these names during the audit, GC/EA
asserted that the ethics indicators for 22 of the 31 public positions and 39 of the
78 confidential positions were incorrect and the reports were not actualy
required. However, as of February 22, 2002, the correct ethics indicator had not
been entered into the FDTS for 3 of the 22 public positions and 23 of these 39
confidentia positions. Until GC/EA develops procedures to collect accurate
datafor the FDTS and keep it current, the FDTS cannot be used as the basis for
an accurate count or ligting of individuals who need to file either type of
financial disclosure report.”

An additiona FDTS problem in identifying individuals required to file financia
disclosure reportsis the large number of "extra' confidential reports submitted to
GC/EA causing unnecessary work for both preparers and reviewers. Inits 2001
response to an OGE annua questionnaire, GC/EA reported that, although only
1062 individuals® were required to submit confidential financial disclosure
reports, 1330 actually filed them. The "extra’ filers included a significant
number of foreign personal service contractors who were not actually required to
submit disclosure forms. This occurred, in part, because GC/EA distributed a
general notice indicating that al, rather than selected, persona service
contractors must submit reports. Although GC/EA officias later advised
missions to require disclosure forms from personal service contractors only if
their duties warranted such reporting, some missions still collected reports from
alarge number of lower-level employees. However, the FDTS could not
distinguish the "extra" reports from the reports that GC/EA beieved were
"required," and GC/EA reported the gross total to OGE.

® Personnel listings from USAID's personnel database dated May 22, 2001; October 1, 2001,
and October 31, 2001 were used in thisreview.

® The 109 consisted of 31 incumbents of positions requiring public financial disclosure reports
and 78 incumbents of positions requiring confidential financial disclosure reports.

 Although the FDTS has a second data field that can be used to log a GC/EA ethics indicator
(as opposed to the indicator appearing in the agency's personnel database), this datafield was
often not used.

8 Because this number was a cal culation based on FDTS records, which were in turn based on
erroneous ethics indicators extracted from the agency personnel database, it was not an
accurate count of the actual number of required filers.
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Although the FDTS was largely designed to both identify those individuals who
are required to submit public or confidentia financia disclosure reports and to
track their compliance with this requirement, the FDTS—as it was being
administered—could only be used to accurately track reports received. It could
not be used to accurately identify all individuals required to file reports in any
given caendar year. The following recommendations address areas where
GC/EA can make improvements to improve the FDTSs ability to identify
required filers.

Recommendation No. 1. Werecommend that USAID's
Designated Agency Ethics Official implement a consistent
policy on identifying required filersin USAID's Financial
Disclosure Tracking System.

Recommendation No. 2: We recommend that USAID's
Designated Agency Ethics Official initiate a review of all
USAID positionsincluded in USAID's automated per sonnel
databaseto verify the accuracy of each position's ethics
indicator and ensure action isinitiated to correct any errors.

The uses of periodic downloads of personnel data from USAID's personnel
system into the FDTS can be expanded: GC/EA downloads information from
USAID's personnel system at the beginning of each financial disclosure filing
cycle to obtain data on personnd required to file reports. In addition, GC/EA's
procedures call for monthly downloads to update information in the FDTS and
identify new entrant filers—including new employees—who are required to file
within 30 days of assuming covered positions.

The download process updated the FDTS by comparing data from the current
download from the USAID personne system with the prior download and
entering changesinto the FDTS. Accordingly, the summary count for the March
2002 download showed that it pulled down 2179 names that, when compared to
the previous month's download, included 49 new names—employees hired and
added to the system since the prior download—and FDTS records were created
for these employees.

Although this procedure identified individual s recently added to the USAID
automated personnel database (new USAID employees), it would not identify
individuals who should have aready been included in the FDTS but who were
mistakenly not listed in it.° Alternatively, the downloaded data should have been
matched or compared with the FDTS itself instead of the prior download. If this

° Asof February 1, 2002, the names of 23 individuals that the agency automated personnel
system indicated were occupying positions requiring the submission of an annual financial
disclosure report were not included in the FDTS. To illustrate, during the audit period, a
contracting officer posted overseas was reassigned to Washington, D.C. to serve inasenior
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cross-check had been done, GC/EA would have been able to identify
discrepancies between its system (FDTS) and the agency's automated database.
GC/EA has now revised its procedures for conducting downloads of personnel
data and comparing this datato information in the FDTS so that data regarding
new employees and previoudy unlisted employees can be identified and loaded
into the FDTS. GC/EA, with the assistance of a USAID contractor, is
automating and revising its monthly processes to ensure consistency in how they
are performed.

Additiona tests, performed in conjunction with each monthly download, could
improve the accuracy of the FDTS. These include:

A comparison of the names of senior executive/foreign service
employeesincluded in USAID's personnel database with the FDTS
would indicate whether all of these employees have been properly
tagged as public filersin the FDTS. Theseindividuas are required
to file public disclosure reports on the basis of their personal rank,
regardless of the ethics indicator assigned to the position they
occupy. We found one senior foreign service officer who did not
submit a public financial disclosure report even though one was
required because of the individua's personal rank. This individual
did not occupy aposition that required afinancia disclosure report.

A comparison of periodic downloads could be used to determine
whether the ethics indicator assigned to any position had changed
since the prior download. Employees occupying positions that had
just been designated as one requiring a public financia disclosure
report may need to be reminded to file a new entrant public financial
disclosure report. Conversely, employees occupying positions that
are "downgraded" may need to be asked to file atermination
disclosure report. Comparisons may aso alert GC/EA to erroneous
changes in a position's classification. For example, M/HR believes
that inexperienced personnel speciaists may have erroneoudy
changed the ethics indicators for at least some of the eight mission
director positions listed in the database as requiring no financial
disclosure or only confidentia financia disclosure.

A comparison of periodic downloads would aso allow GC/EA to
identify newly created positions and assess whether the ethics

position requiring a public financial disclosure report. The individual was not asked to file a
new entrant public disclosure report and did not submit one as there was inexplicably no
calendar year 2001 record for the employee in the FDTS. GC/EA was unable to explain why
these omissions occurred, although monthly downloads from the personnel system may not
have been performed in the same way each month. The required disclosure reports for this
individual have now been submitted and certified by GC/EA.
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indicators assigned to such positions appears to be correct or require
further inquiry.

Although GC/EA may have performed some or al of these comparisons
manually, enhanced use of automated processes would be more efficient and
accurate.

Recommendation No. 3: We recommend that USAID's
Designated Agency Ethics Official identify thetype and
frequency of database comparison teststhat should be used
to identify and review the financial disclosurerequirements
for new hires, senior employees, positionswith revised ethics
indicators, and new positions.

GC/EA should develop proceduresto identify non-direct hire personnel who
need to filefinancial disclosurereportsand track their compliance: USAID's
automated personnel database does not contain information on U.S. and foreign
personal service contractors (PSCs) or foreign service nationa (FSN)
employees. GC/EA islargely dependent on input from the individual USAID
bureaus and overseas missions to identify those PSCs and FSNs who must file a
financia disclosure report. As described earlier in this report, GC/EA solicits
thisinformation at the onset of each financial disclosure filing cycle. An
examination of alisting of confidentia filers for 2001—downloaded from the
FDTS on February 6, 2002—indicates that many PSCs and FSNsfiled financia
disclosure reports for 2001.

GC/EA, however, has not developed a system to track whether it receives this
feedback from all bureaus and missions. Although GC/EA personnel
maintained a system to track whether they sent out requests for data to each
bureau and mission, they did not have a system to track whether they received
the requested responses. Additionally, GC/EA did not input data on the PSCs
and FSNs that bureaus and missions reported were required to file reports, until
the financia disclosure report was actually received by GC/EA. The FDTS,
therefore, could not be used as a tracking tool to identify missing and late
reports.

To improve the efficiency and effectiveness of its compliance oversight, GC/EA
officials should use the FDTS not only to track receipt of reports from PSCs and
FSNshut aso to aert them when the reports have not been filed and deadlines
are gpproaching. GC/EA could notify responsible managers and contracting
officers and ask for assistance in obtaining the required reports.
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Recommendation No. 4: Werecommend that USAID's
Designated Agency Ethics Official establish proceduresto
track the receipt of data requested from over seas missions
and Washington bureaus about personal services contractors
and foreign service national employeesthat need tofile
financial disclosure reports, follow up when responses are not
received, and promptly input the data received in the
Financial Disclosure Tracking System.

GCJ/EA does not produce or use exception listings from its database to follow-
up on employees who do not file required financial disclosure reportson time:
One of the biggest benefits or purposes of a database tracking system is the
ability to identify certain attributes (or lack of an attribute) in the database
population. Inthe case of GC/EA's FDTS, the effort invested in maintaining the
database should be rewarded with easy identification of required disclosure
reports that have not been submitted.

GC/EA does not produce "exception” reports from the FDTS that list the names
of individuals who have not yet submitted required disclosure reports. Instead,
GCI/EA relieson its staff to remember which reports are late—in addition to
using manua records—and on bureaus and missions to collect and submit the
required reports. Using the database's capability to produce such exception
reports would be much more effective.

At least 9 individuals (including 2 mission directors) occupying positions with
accurate ethics indicators in the FDTS had not filed required calendar year (CY)
2001 public disclosure reports as of February 1, 2002. At least 39 individuals
occupying positions with accurate ethics indicators in the FDTS had not filed
required CY 2001 confidential reports as of February 1, 2002—three months
after they were due.®

Collecting disclosure reports from all required employees can be a difficult task.
For example, many employees are posted overseas and because of the postal
anthrax scarein the fall of 2001 overseas pouch mail was often severely delayed
or even lost. However, mail delays cannot explain late reports submitted by
personnel working in USAID's Washington headquarters. Once erroneous
information has been corrected, the FDTS could be better used to identify late
filers—the first step to ensuring full compliance and collecting monetary
penalties (or obtaining waivers from OGE when circumstances warrant).

19 Four of these employees actually occupy positions that were determined to require an even
greater level of disclosure—the public disclosure report. These employeesfiled neither the
confidential disclosure reports when due (as called for in the FDTS) nor new entrant public
reports within thirty days of assuming these positions. In addition, 2 of the 78 confidential
employees cited in the report should also have filed termination SF278 public financial
disclosure reports.
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With two exceptions®?, al missing or late financial disclosure reports cited in
this report have aready been collected by GC/EA prior to report issuance and, in
the case of the public financial disclosure reports, waivers of monetary penalties
have been requested from OGE. Accordingly, no recommendation is presented
to call for collection of these financial disclosure reports.

Recommendation No. 5: Werecommend that USAID's
Designated Agency Ethics Official establish proceduresto
produce financial disclosurereport exception listsfrom its
database at specificintervalsduring the year, particularly
near the end of each reporting cycle. Thereportsshould be
used to remind late filers of their responsibilities and the
consequences for non-compliance. The database should
incor por ate notations regar ding communications with late
filersand any reasonsfor unusual delays.

GCJ/EA needs updated and detailed written proceduresthat cover all technical
aspects of maintaining itsFDTS. The Ethicsin Government Act of 1978
requires written procedures for collecting, reviewing, and evaluating the
financid disclosure report filing systems and GC/EA's current procedures have
been found by OGE to have met this requirement. However, GC/EA's written
procedures have a shortcoming because they do not provide the information a
new or temporary employee would need to adequately assume this function. A
"user manual” is essentia to ensure unexpected staffing changes or absences do
not prevent GC/EA from properly maintaining, operating, and using the FDTS.

Until the recent hiring of a new staff member, only one GC/EA staff member
could operate the FDTS—a vulnerable situation for any program and all
elements of the FDTS must be well documented to ensure its uninterrupted
operation in the event of staffing turnover. Mastering the nuances and detail s of
the FDTS and USAID personnel databases requires on-the-job experience and
practice. Although the FDTS database itsdlf is based on an off-the-shelf
application, learning the various tests and procedures that should be used to
manipulate and record the data for this specific government program would be
problematic without a reference manua. These detailed written procedures
should include ingtructions on: (1) inputting data into the system, (2)
downloading USAID's personnel records and how this information should be
used in conjunction with the existing FDTS database, (3) obtaining deficiency or
exception lists of late filers to ensure adequate followup action is taken to collect
delinquent reports, (4) obtaining exception lists to use in conjunction with
staffing patterns to identify staffing changes, and (5) the timing and frequency of
al tests.

1 The exceptions include one confidential filer who has reportedly been referred for
disciplinary action and one individual who has not yet filed a required termination public
disclosure report.
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Recommendation No. 6: We recommend that USAID's
Designated Agency Ethics Official prepare detailed written
proceduresor auser manual describing all aspects of
maintaining and operating the Financial Disclosure Tracking
System.

Employees With Contracting Warrants Not Always
Required To File Financial Disclosure Reports

Contracting officers or employees with contracting warrants are among the
USAID employees most vulnerable to questions of conflict of interest, and the
duties and responsibilities of each contracting position must be carefully
scrutinized to determine if itsincumbent should be required to file an annual
financia disclosure report. 1nasmall number of cases, warranted employees
that should have filed disclosure reports were not required to file because their
positions had been misclassified as not meeting the criteria specified in Federal
regulations. Requiring al warranted contracting and executive officersto file
annua financia disclosure reports is a remedy that would be easy to implement.
As discussed above in the preceding section of the report, employees in positions
where it has been determined the duties involve the exercise of significant
discretion in certain senditive areas are required to file confidential financia
disclosure reports. '

As explained by an Office of Government Ethics (OGE) officia, Federal
agencies have discretion in determining which of their employees meet these
criteria. For example, an employee who holds a contracting warrant would not
necessarily be classified asa"confidentia filer," asthiswould be just one factor
to be considered aong with such things as the leve of supervision the employee
receives. An employee with a contracting warrant may occupy a position that
does not involve procurement responsibilities or actual use of the warrant.
Similarly, "auditing” is cited in the regulation but some auditors may hold

12 These employees are described in 5 C.F.R. 2634.904 as those where:

(1) The agency concludesthat the duties and responsibilities of the employee's position
require that employee to participate personally and substantially through decision or
the exercise of significant judgment, in taking a Government action regarding:

0] Contracting or procurement;

(i) Administering or monitoring grants, subsidies, licenses, or other federally
conferred financial or operational benefits;

(i)  Regulating or auditing any non-federal entity; or

(iv) Other activitiesin which the final decision or action will have a direct
and substantial economic effect on the interests of any non-federal
entity; or

(2) Theagency concludes that the duties and responsibilities of the employee's
position require the employee to file such areport to avoid involvement in areal
or apparent conflict of interest, and to carry out the purposes behind any statute,
Executive order, rule or regulation applicable to or administered by that
employee.
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positions (e.g., policy positions) that do not entail performance of any audits or
audits of non-federal entities.

Federa agencies have the difficult task of reviewing al of their positions and
classifying each as to whether the employee needs to file a disclosure report.
Some positions should be accorded specia attention due to their specific
mention in the regulations. New entrants to a"confidential filer" position—
under 5 C.F.R. 2634.903 (b)—have only 30 days to file an interim financial
disclosure report and it is difficult for organizations to quickly identify these
cases and ensure the reports are timely submitted. Some organizations, however,
have eliminated this problem and smplified the process of determining which
positions (in career fields such as those cited in the regulations) require financia
disclosure by imposing a blanket requirement that al incumbentsin the career
field file financial disclosure reports. An example of thiswould be USAID's
Office of Ingpector General where al auditors, regardiess of specific duties or
rank, are required to file afinancial disclosure report.

We obtained alisting of contracting officias (96 individuals) and executive
officers (54 individuals) in USAID that have a contracting warrant and tracked
these individuals and their current positionsto USAID's staffing pattern and also
to GC/EA's listing of employees that had filed financid disclosure reports. The
majority of these employees—134 of 150 individuals—had filed financia
disclosure reportsin 20012 An additiona three employees were late in filing**
and five employees were either still in training status or their warrants were
subsequently rescinded as no longer needed.

At issue are the remaining eight warranted employees in positions classified as
not requiring financia disclosure reports and, accordingly, did not file them.
Although some of these positions clearly meet the criteriaof 5 C.F.R. 2634.904,
it could be argued that some may not. The eight include:

One Office of Procurement (M/OP) contracting officer actively
engaged in procurement activity.

One supervisory contracting officer posted oversess.

Three executive officers based in Washington whose warrants are not
validin the U.S. but who may be assigned temporary duty overseas
and use their warrants at those times.

One M/OP supervisory contracting officer occupying an ombudsman
position.

Two M/OP contracting officers occupying policy positions and not
actively engaged in procurement activities.

13 Twenty of these 134 individuals had filed financial disclosure reports though USAID's
staffing pattern indicated the position did not require any disclosure. This problemis
discussed in the preceding section of the report.

1% These are included in the problems discussed in the preceding section of the report.

20



Requiring all warranted employees to file annua financial disclosure reports
would help ensure USAID's compliance with ethics regulations and involve only
minima additional effort by GC/EA. M/OP aready has lists of warranted
USAID officiads and cross-checking those lists to GC/EA's financia disclosure
tracking system database would be arelatively smple task. Any inaccuraciesin
the USAID staffing pattern's ethics indicators for these positions would be
identified, and the need to review the specific duties of these positions to
determine whether some may not need to file would be eiminated. Also, the
number of additiona financial disclosure reports that might be filed would be
modest. GC/EA issued an agency genera notice on September 5, 2001 that
requires annual financial disclosure reports from warranted officers and
employees. Accordingly, no recommendation is being made.

Compliance With Ethics Training
Requirements Cannot Be Tracked

The Office of Government Ethics (OGE) describes a "well-run ethics program”
as one that includes tracking to ensure that all employees who are required to
receive annual ethics training actualy receive the training. USAID's current
system for tracking compliance with the annual ethics training requirement for
many of its employees does not provide any assurance that the Federal
requirements for ethicstraining are being met. Although USAID has made an
aggressive effort to provide the training to as many USAID employees as
possible—more than just those required to have the training—its ethics training
tracking system cannot be used to identify all employees required to receive
training. The database does, however, indicate that some employees who
needed training in 2001 did not receive it.

Since 1989, pursuant to Executive Order 12674, federal agencies have been
responsible for providing mandatory one-hour ethics training briefings each year
for their employees. The following groups of employees are required by 5
C.F.R. 2638.704 and 2638.705 to have annual ethics training:

Presidential appointees

Employeesin the Executive Office of the President

Employees required to file public or confidential financial disclosure
reports

Warranted contracting officers

Other employees designated by the head of the agency based on their

officia duties

GCJ/EA has required persond services contractors (PSCs) to take annual training
and has encouraged all other USAID staff to aso attend.
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To enable federal agenciesto alocate their training resources in amore flexible
and efficient manner, OGE issued an interim rule in March 1997 that reduced
the burden of providing annua verbal (face-to-face) briefings. Instead of
recelving annua verbal briefings, agencies were alowed to meet the annual
briefing requirement by providing most covered employees awritten briefing in
no more than two yearsin any three-year period. Employeesfiling public
financid disclosure reports are sill required to receive annual verbal briefings.

Prior to 2001, USAID's Learning Support Divison (M/HR/LS) tracked the
ethics training taken by USAID employees using alist of required trainees
provided by GC/EA. In 2001, GC/EA took over the ethicstraining
recordkeeping function and established a spreadshest to track ethicstraining
compliance. GC/EA developed alist of employees requiring ethics training and,
when it recelved verification that the training took place, added the date of
training to the spreadsheet. GC/EA aso added the names of other employees
who attended or received training if it received verification of their training.
Acceptable documentation included a written certification form, an e-mail from
the trainer or administrative officer, or atraining course sign-in sheet. GC/EA
maintained the list and supporting documentation.

GC/EA <aff stated they initiated the annual ethics training tracking processin
early summer by providing bureaus and missions with the names of employees
or contractors assigned to their offices who appear to need training. This
information is obtained from the USAID Financial Disclosure Tracking System
(FDTS) and includes individuals that filed public disclosure reports earlier in the
year and individuals that filed confidentia disclosure reportsin the fal of the
preceding year. Bureaus and missions are asked to update the lists after
reviewing the criteriafor required training. GC/EA is responsible for resolving
any training discrepancies before yearend by obtaining missing verifications,
providing additional training, or determining that the training requirement for
specific individuasis no longer vdid.

A review—in early 2002—of GC/EA's spreadsheet for tracking calendar year
2001 training disclosed several problems and matters which must be remedied
in order to have an effective tracking system:

The employees at two overseas missions were listed twice
Employees posted at the Regiona Service Center in Budapest and
several small overseas locations were excluded and overlooked
(e.g. Podgorica, Geneva, Bratidava, Abidjan)

No tests or checks were used to ensure all names from the FDTS
were initialy entered in the ethics trainee listing

Employee names were entered inconsistently (e.g. William Doe
might also be entered as Doe, William or Bill Doe) making it
difficult to compare the spreadsheet with other databases
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There was no system to ensure that all bureaus and missions had
reviewed GC/EA's list and provided updated data

Training verifications were not submitted on time. Although
training must be completed by December 31, the February 6, 2002
listing for overseas locations included 1166 entries but only 890
were annotated to show that training verification had been
received. Asof April 5, 2002, the training status of 81 overseas
employees was still unknown

The April 5 list showed that 45 employees received their 2001
training in calendar year 2002 because of, according to GC/EA,
travel restrictions imposed late in caendar year 2001. However,
more than half this number could have taken training through a
written briefing without the need of travel for the trainer or trainee
The spreadsheet does not indicate whether listed employees were
public or confidential filers. Near the end of each training cycle,
GCJ/EA will need to know each employee's status so it can
determine what type of training the employee needs if the training
reguirement has not yet been met

A limited comparison of GC/EA's April 5, 2002 spreadsheet with lists of three
types of employees required to have ethics training identified 18 public filers,
16 contracting officers, and 4 executive officers that did not receive calendar
year 2001 training according to the April 5 listing™. In some cases the
employees were not on GC/EA's list, in other cases the spreadsheet did not
contain any record of training received.

To be effective, an ethics training tracking system should be designed,
maintained, and used to ensure that all employees required to receive annual
ethics training actualy receive it. USAID's current tracking system needs to
be redesigned to provide GC/EA assurance that USAID is meeting federal
requirements. The following recommendations focus on the establishment of
atracking system that can provide this assurance.

Recommendation No. 7. Werecommend that USAID's
Designated Agency Ethics Official establish an ethics
training tracking system that is clearly tied to the financial
disclosure tracking system to ensure all financial disclosure
filersareincluded, and identifies which trainees’employees
are (a) public filerswho must have annual verbal training,
(b) other required trainees who must have verbal training
at least once every three years, and (c) additional trainees
not required to have training.

15 The comparison was limited to employees listed in USAID's phone directory as of May 1,
2002.
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Recommendation No. 8: Werecommend that USAID's
Designated Agency Ethics Official prepare detailed
proceduresfor administering the ethicstraining tracking
system to include specified timeframesfor (a) automated
downloads from the financial disclosure tracking system, (b)
inquirieson current staffing to missonsand bureaus, and (¢)
production of discrepancy or exception reportsto identify
required training not yet completed. Procedures should also
include detailed instructionsfor entry of data and technical
aspects of the automated system to minimize problems
associated with possible staff turnover or shortages.

Recommendation No. 9: Werecommend that USAID's
Designated Agency Ethics Official establish proceduresto
track whether all bureaus and missions have responded to
the annual inquiry for updated staffing infor mation and
followup as necessary when responses are not received by
deadlines.

Annual Ethics Program Questionnaire
Contained Errors

USAID's 2001 Agency Ethics Program Questionnaire—submitted to the Office
of Government Ethics—contained inaccurate statistical information about
USAID's compliance with financial disclosure reporting and ethics training
requirements. This occurred because GC/EA prepared its responses using the
erroneous and incomplete data extracted from its financial disclosure tracking
system (FDTYS) and ethics training listing for the year as detailed above. In our
opinion, GC/EA should ensure its tracking systems can accumulate the data
requested in the OGE questionnaire to provide a clear portraya of USAID's
performance regarding federal ethics program requirements.

Section 402(e)(1) of the Ethicsin Government Act of 1978, as amended,
requires each Federal agency to file an annual report with the Office of
Government Ethics (OGE) that contains information about the agency's ethics
program. Under 5 C.F.R. 2638.602, this report is due by February 1 each year
and covers activitiesin the prior calendar year (CY). OGE has provided an
Agency Ethics Program Questionnaire to be used for this purpose. The
guestionnaire requests information on all aspects of the ethics program including
statistical information regarding public and confidential financia disclosure
report filings required by 5 C.F.R. 2638.602 and information on the numbers of
employees receiving ethics training.
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Statistical tables on financia disclosure filers and employees receiving ethics
training as shown in USAID's 2001 Agency Ethics Program Questionnaire
submitted to OGE on February 4, 2002, had the following problems.

Financial Disclosure: The questionnaire asks agencies to report the number of
public and confidentia financial disclosure reports required to be filed and the
number of required reports actually filed or received. Follow-on questions ask
for the reason(s) for any discrepancies between the two numbers. USAID's
response stated that: (1) 346 public reports were both required and filed, and (2)
1062 confidential reports were required and 1330 confidential reports were filed.
USAID did not answer the follow-on questions explaining the discrepancies but
the 1330 figure was annotated to explain that overseas missions submitted
reports that were not actualy required.

As previoudy discussed in this report, the FDTS cannot be relied upon to
generate lists of employees required to file disclosure reports, athough it can be
used to count the number of reports that have been filed. USAID's response,
however, gives readers an unsubstantiated impression that all required financial
disclosure reports for CY 2001 had been filed by February 1, 2002. However,
because it did not have a complete or accurate database and did not perform any
exception testing, GC/EA was actualy not aware of how many employees
required to file reports might not have filed them. The fact that GC/EA collected
and reviewed more financia disclosure reports than the number it believed were
required did not eliminate the need to determine and report whether al reports
required by law had been filed, and reviews of FDTS data conducted during this
audit identified individuals who had either not filed a report or filed after
February 1.

Ethics Training: The tables at item number 3 in the Education and Training
section of the questionnaire reported that: (1) 295 public filers needed and
received ethicstraining ¢, and (2) 1062 confidential filers required ethics
training and 1788 received verbal training. The 1788 figure was annotated to
explain that it included 726 non-filers who aso received training because many
overseas missions routinely trained their entire steff.

As previoudy discussed in this report (see pages 21 to 23), GC/EA's ethics
training system was not cross-checked againgt the Financia Disclosure Tracking
System and the names of severa required trainees—public and confidential
filers—were not among those listed as having been trained. In addition, its
listing did not differentiate between those employees required to have training

16 USAID's February 4 response noted that 2 public filers received an annual written briefing
in accordance with provisions that allow such briefings when it isimpractical for aqualified
instructor to be physically present. An addendum to USAID'sresponse dated February 15,
2002, reported that training verification for 29 of the public filers—previously reported as
delayed in the mail dueto the anthrax situation—had since been located.
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and the "extra" trainees. As aresult, the ethics training listing cannot be relied
upon to generate lists of employees required to receive training, athough it can
be used to count the total number of trainees. GC/EA was not able to determine
whether USAID fully complied with ethics training requirements. Providing
training to more USAID employees than the number required does not eliminate
the need to determine and report whether al required trainees actualy received
ethicstraining.

USAID'stracking systems for financial disclosure reports and ethics training
should be designed and operated to provide the statistical data required by OGE
initsannua questionnaire. Prior sections of this report address deficienciesin
these systems and contain recommendations for improvements that should result
in systems that can generate the needed data for future questionnaires. GC/EA
should develop procedures for using the tracking systems when accumulating
the data to be presented in future questionnaires.

Recommendation No. 10: We recommend that USAID's
Designated Agency Ethics Official develop detailed written
proceduresfor identifying and extracting accur ate data from
itstracking systemsfor presentation in the annual USAID
responseto the Office of Gover nment Ethics Annual
Program Questionnaire.

M anagement
Comments
and Our
Evaluation

In responding to the draft report, USAID's Designated Agency Ethics Official
(DAEO) concurred with the ten procedural recommendations and provided a
plan of action with anticipated dates of completion for each recommendation.
The recommendations in the audit report generdly relate to weaknesses and
problemsin USAID's systems for tracking the annua ethics training ad
financid disclosure requirements. The DAEO and the staff in the Office of
General Counsdl, Ethics and Administration (GC/EA) have addressed these
areas and the recommendations by working with a software designer to
"fundamentally rewrite" GC/EA's existing tracking system and tie ethicstraining
records to GC/EA's database. This new system—expected to be completed,
tested, and delivered by February 1, 2003—should greatly enhance GC/EA's
ability to identify individuals required to file financia disclosure reports and
receive ethicstraining as well as timely determine whether the requirements
were actually met. Other needed written policies and procedures are scheduled
for completion by March 1, 2003. The DAEO's response—presented at
Appendix I1—also contained four appendices that have not been incorporated
into thisreport. They are adequately described in the DAEO response without
being presented in their entirety.
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The DAEQO's plan of action in response to the audit report adequately addresses
each of the recommendations. Accordingly, all of the recommendations have
been classified as having reached a management decision.
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Appendix |

Scope and
M ethodology

Scope

We audited selected aspects of USAID's ethics program in accordance with
generally accepted government auditing standards. We conducted the audit
fieldwork in USAID/Washington from October 2001 to June 2002. The audit
scope was limited to areview of USAID's compliance with Federal requirements
that selected employees receive ethics training and file annual financia
disclosure reports. A critical component of the audit was an evaluation of
USAID's management controls and automated database that are intended to (1)
identify USAID personnel subject to these ethics program requirements, and (2)
maintain documentation that the requirements were met.

The audit did not attempt to evaluate the quality and content of the ethics
training and did not assess the process for reviewing the information contained
in the financial disclosure reports for possible financial conflicts of interest.
Other aspects of USAID's ethics program including written opinions and
counsdling, disciplinary actions for violations, and the approval system for
outside activities were also not a part of the audit scope.

The audit focused on USAID's success in meeting these requirements for the
ethicstraining provided in calendar year (CY) 2001 and on the financial
disclosure reports filed in the same year. Inits CY 2001 Ethics Program
Questionnaire submitted to the Office of Government Ethics (OGE), USAID
reported receiving 346 public financia disclosure reports (SF 278)—generally
from senior or higher ranking employees—and 1330 confidentia financial
disclosure reports (OGE 450) from other employees. The Questionnaire aso
disclosed that 2083 employees received ethics training in CY 2001.' These
statistics encompass al USAID personnd including: (1) staff stationed at
overseas missions as well asin Washington, D.C., (2) direct-hire employees and
persona service contractors, and (3) American citizens and foreign service
nationals. Although these statistics are inclusive of Office of Inspector General
staff, we did not include these employees in our audit tests due to lack of
independence.

M ethodology

In order to gain an understanding of the ethics program as it relates to the
audit objective, we held numerous discussions with USAID officials at
GCI/EA, the Office of Procurement, and the Office of Human Resources. A
discussion was aso held with officials of a USAID contractor—Computer

! Thisincludes 29 employees reported in an addendum to the Questionnaire.
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Sciences Corporation (CSC)—concerning upgrades and revisions to the
Financial Disclosure Tracking System (FDTY).

In addition, we aso performed the following steps:

Reviewed relevant laws, regulations, guidance, and directivesto gain a
better understanding of ethics requirements within the Federal
Government and specifically USAID.

Obtained and reviewed alisting of USAID's personnel roster as of
October 1, 2001 and used this as the basis for creating a database to
compare with and assess GC/EA's database in its FDTS.

Reviewed "staffing patterns'—periodic downloads from USAID's
automated personnel system—and identified which U.S. direct-hire
positions have been designated as requiring the individual to filea
financial disclosure report and loaded this information into our own
database.

Obtained and reviewed multiple listings generated from GC/EA's
FDTS database identifying individuals that had filed financial
disclosure reports for CY 2001.

Obtained and reviewed multiple listings from GC/EA identifying
USAID staff that had completed ethics training in CY 2001.

Reviewed specific FDTS database files for selected individuals and
submitted questions regarding these cases to GC/EA for further
clarification.

Reviewed physical copies of a selected number of financial disclosure
reports to confirm they had been submitted and retained.

Assessed design and maintenance of GC/EA's FDTS including
observation of the process of downloading updated personnel
information from USAID's automated personnel system into the FDTS
database.

Reviewed proposed and requested changes to the FDTS being
implemented by CSC.

Obtained and reviewed USAID's CY 2000 and 2001 Ethics Program
Questionnaires submitted to OGE.
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Reviewed the OGE's report of November 22, 2000 that detailsits
review of USAID's ethics program.

The audit results placed some reliance on computer- generated data obtained
from USAID's automated personnel records system without specific audit
verification of the adequacy of general and application controls for that
system. Any concerns with the accuracy of the datain that system that were
noted in the audit are disclosed in the audit findings as applicable.
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Appendix 11

M anagement
Comments

December 9, 2002
MEMORANDUM
FOR: IG/A/PA Director, Dianne L. Rawl
FROM: Designated Agency Ethics Officia, Arnold J. Haiman

SUBJECT: Responseto Draft Report No. 9-000-03-00X-P

INTRODUCTION

This is the response to your draft report titled “ Audit of USAID’ s Compliance with Federal
Requirements for Annual Ethics Training and Financial Disclosure Reports for Selected
Employees.”

The USAID Designated Agency Ethics Official (DAEO) is responsible for the agency’s
ethics program. The DAEO is supported by the staff of the Office of General Counsel, Ethics and
Administration (GC/EA). In addition to the DAEO, the staff consists of four attorneys (each with
significant duties unrelated to the ethics program), a GS-13 ethics program specialist, a GS-11
program specialist, and a GS-8 legal technician.® There are three distinct parts to the USAID ethics
program: training, individual advice and counseling, and financial disclosure. The Office of
Inspector General (OIG) audit addressed the following: the tracking systems in place for training
and financia disclosure.?

USAID’s overal ethics program has a well-founded reputation for excellence. It has
received numerous awards over the past severa years. The Office of Inspector General (OIG)
presented GC/EA with the OIG achievement award in 1997 for its “ outstanding leadership of the
ethics and financial disclosure programs.”® Prior to that, GC/EA received an agency meritorious unit

! The three latter positionswill be referred to in this report collectively as “ethics specialists.”

2 |n early summer 2001, GC/EA became aware that Ol G was conducting an audit of the agency’s overall training
program. The agency’ straining program isthe responsibility of M/HR/LRS. At that time, M/HR/LRS also maintained
the documentation of annual ethics training, although the training itself was the responsibility of GC/EA. In September
2001, OIG formally notified GC/EA that it planned to audit annual ethics training as well as financial disclosure reports.
Although the notification did not indicate the filing years that would be audited, in November 2001 OIG informed
GCI/EA that it would be auditing the 2001 filing and training requirements. Therefore, with respect to confidential filings
and training tracking, the audit was underway while reports were still being received and compiled.

3 OIG’ srecognition of the quality of the content of GC/EA’ straining continues. In March 2001 the Inspector General
invited GC/EA to present its values-based training, called “ Ethical Decision Making,” to his senior staff at the annual
management conference. Thiswas followed by asimilar invitation and presentation at an overseas OIG investigator’s
conference in Budapest.
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award and the Office of Government Ethics (OGE) outstanding agency ethics award. OGE once
again awarded GC/EA with its “outstanding agency ethics program award” in 2001.* GC/EA’s
approach to training is unique in the U.S. Government,® and GC/EA has been at the forefront in
USAID’s anti-corruption efforts.®

This response consists of a general overview of the tracking system and corrections that
GC/EA has initiated, consistent with the audit’s recommendations. Throughout this audit, GC/EA
has informed OIG that we wish to make any needed corrections to enhance our tracking processes.
Therefore, this memorandum focuses on our plan of action to address the recommendations, rather
than a point-by-point response to the narrative sections preceding each recommendation.

The specific responses to each of the recommendations made in the draft report are set forth
in Section 111 below. We concur with the recommendations and have set forth in detail the plan
of action and the anticipated dates of completion. We have made significant progress in
completing changes to the ethics tracking process. These changes will alow GC/EA to more
efficiently carry out its vital functions and to further enhance its reputation for excellence.

. DISCUSSION
A. GC/EA Has Substantially Completed the Over haul of its Ethics Database.

As indicated above, the OIG audit concerned the systems used for tracking the annual
training and financial disclosure requirements. OGE does not prescribe a particular method for
tracking. There is no standard database that is provided within the U.S. Governmert or that is
available commercialy. USAID has developed its own system, the Financia Disclosure Tracking
System (FDTS), over the course of the last several years. Like all software and database programs,
FDTSisin astate of continued correction and refinement.

At USAID dl software and databases fall under the responsibility of the Office of
Information Management (M/IRM). GC/EA personnel are not experts in software or database
design. This expertiseis provided by M/IRM. M/IRM first began working with GC/EA severd

* The Director of OGE, the Honorable Amy Comstock, personally presented this award to USAID Administrator
Andrew Natsios in February 2001. The award was based on OGE’ s findingsin its statutorily-required review of the
program in 2001. OGE'’s report concluded that USAID’s ethics program “not only complies with the applicable laws
and regulations but often exceeds them.” (Attachment 1.) OGE’s detailed review included positive findings and
conclusionsin several areas, including program administration, financial disclosure systems (both public and
confidential), and education and training program. OGE found that GC/EA’ s advice and counseling services were
“timely, comprehensive, and in compliance with the ethics laws and regulations.” With respect to the financial
disclosure function, OGE found that GC/EA had in place comprehensive written procedures and that the financial
disclosure reports were reviewed effectively. OGE found that the forms they randomly examined had been appropriately
reviewed.

® Director Comstock specifically cited GC/EA’s Ethical Decision Making in her comments to the Administrator at the
presentation of the OGE award

® GC/EA represented USAID at the 10" International Anti-Corruption Conference in Prague in October 2001 and at the
International Institute for Public Ethicsin Brisbane in October 2002. GC/EA presented Ethical Decision Making at an
international seminar in London in September 2002. The participantsin this seminar, including cabinet ministers and
other senior officials from developing countries, ranked GC/EA’s presentation as first in content.



years ago to develop the FDTS. A direct hire employee of M/IRM was initially assigned to develop
the project and to oversee its continuing effective operation. In February 2001 M/IRM assigned this
task to a contractor. Working with the GC/EA ethics program specialists, the contractor’ s software
designer addressed certain flawsin the existing FDTS.” The software designer began a two-part
response. First, he began to immediately correct easily-cured flaws in the existing system. This
became known informally as“FDTS 2.0.” Second, the software designer began a processto
fundamentally rewrite the FDTS, with the goal of the development of “FDTS 3.0.”

The OIG audit’s findings and conclusions are based on the previous versions of the FDTS.
As set forth specifically in Section 111, below, OIG’s recommendations have been integrated into the
design of FDTS 3.0. As of the date of this memorandum the software designer has completed FDTS
3.0. The contractor’ s testers are beginning to test the design. Following this testing, the complete
FDTS 3.0 will be delivered to USAID and the new tracking system will be put into use. We
anticipate this to be not later than February 1, 2003.

B. GC/EA is Enhancing its Means of Reconciling Errorsin Information Received
From External Sour ces.

GC/EA must necessarily rely on external information in several respects to track financial
disclosure and training requirements. First, the information on the makeup of the USAID workforce
must come from the agency s personnel database. Second, information on the exact nature of a
particular position must come from persons familiar with the duties of each position. The OIG audit
noted several problems associated with each of these external sources. As noted in the OIG report,
these problems resulted in errorsin OIG’s tracking of its own employees' ethics requirements.
Through the use of enhanced procedures GC/EA is remedying the problems for agency employees.

The first remedy relates to the use of the agency’s personnel database. Thereis an essential
need for the tracking system to be based on personnel data received from the agency. The National
Finance Center (NFC) maintains this database, and the Office of Human Resources (M/HR) is
responsible for transmitting accurate data to the NFC.

The OIG audit described two general problems associated with GC/EA’ s use of the NFC
database. Thefirst is the failure of GC/EA’s downloads of information from the NFC database to
the FDTS to recognize updates in the employment status of current employees.® In the past, the
downloads from NFC only provided information regarding new employees. This required extensive
efforts by the GC/EA ethics specidists in identifying changes in the employment status of current
employees and manually making updates to the FDTS, even when the NFC database is not smilarly
updated.

This problem will be resolved with FDTS 3.0. The downloads will identify any changes to
an employee’s status, including their geographical/organizational location and position number.

" 0IG' s auditor provided valuable input during the development of FDTS 3.0, based on hisinformal findings as the audit
progressed. This allowed GC/EA to begin to develop its responses to the audit’ s recommendations well in advance of
the final audit report.

8 A change in employment status, such as a promotion to a higher position, could result in afiling requirement where
none previously existed.
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FDTS 3.0 will also extract data from the NFC which shows when an employee has retired,
transferred, or otherwise |eft the agency.

The other problem associated with the use of the NFC database is the frequent inaccuracy of
that database' s “ ethics indicator code.” The code identifies the filing status of each employee,
whether public filer, confidential filer, or nonfiler. Itiskey to the entire ethics tracking process. As
GCJ/EA does not control the NFC database, GC/EA has not been able to make changes in these
codes, even when errors are found. The official changes may only be made by staff of M/HR. As
the ethics information is not generally used by M/HR, personnel from that office have not made the
accuracy of the information a priority. Aswith the problem of receiving only limited information
from downloads, the inaccuracy of ethics indicators has resulted in the requirement for ethics
specialists to manually override the NFC data. The OIG audit noted the extensive efforts that were
necessary. The herculean efforts by the ethics speciadists are all the more notable when one
considers that GC/EA manning was in flux throughout the audit. The previous program analyst,
who was primarily responsible for the FDTS, retired shortly before the audit; her successor was new
to the position — and to the FDTS — when the audit began. The ethics program specialist retired
while the audit was underway. The legal technician position has been vacant intermittently during
the entire period, as have severa attorney positions.

Changes to the FDTS will eliminate much of the need for extraordinary efforts on the part of
the ethics specialists. The FDTS 3.0 database will reflect the official NFC indicator, but it will also
have the capability for a separate, actual ethics indicator entered and updated by GC/EA.

The entry of accurate ethics indicator codes is related to another of the external sources upon
which GC/EA relies for data. GC/EA must get its information regarding the nature of aposition —
and therefore its filing/training requirements — from the bureau AMS officers (for staff in
Washington) and mission EXOs (for staff assigned overseas). Thisinformation determines what a
position’s ethics indicator code will be.  GC/EA recognizes that the accuracy of the information
from these sources is dependent upon regular reviews by persons with first-hand knowledge of the
positions, along with expert guidance concerning the criteria. Therefore, GC/EA will develop
guidelines for the regular review of positions and establish deadlines (and tracking thereof) for
receipt of updated information. Additionally, GC/EA will consult regularly with AMSs and EXOs
to assure they are aware of the importance of this information, the need for its accuracy, and the
proper interpretation of the rules and criteria for filing and training. GC/EA will have the capability
for the extra efforts required for these tasks as the staff returns to full manning and as FDTS 3.0
leads to increased efficiency.

C. GC/EA is Also Enhancing Other Aspects of the Ethics Tracking Process.

In addition to the ethics indicator codes, FDTS 3.0 will contain an entry for training. The
year for which GC/EA’ s training tracking system was audited was the first year in which GC/EA
maintained the tracking information for training. Previously, M/HR was responsible for tracking
ethics training, even though the training was actually done by GC/EA. As noted by the OIG, the
tracking system was not tied to a database. With the changes to the FDTS, training will not only be
tracked, but the need for training for individual employees will be easily identifiable from the ethics
indicator code.
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Finally, the changes to the FDTS will permit GC/EA to generate discrepancy reports. In
other words, while financial disclosure filings or training are in progress we will be able to query the
database to determine which employees must still file or be trained. These reports will be used to
provide timely notifications to both the individual employees and their responsible administrative
staffs.

D. GC/EA Usesthe Best-Available Data in Responding to its Reporting
Requirements.

The OIG audit addresses data contained within GC/EA’ s annual report to OGE. This report
is based on the best information available to GC/EA under its existing database. Thisis no different
from any other office within the agency with a reporting requirement. With the changes to the
FDTS, the information available to GC/EA will be greatly enhanced, and all reports to OGE will
contain the best-available information.

1.  RESPONSE TO RECOMMENDATIONS

We concur with the recommendations in the draft audit report. As stated in Section 11.A.,
above, M/IRM and its contractor have been responsible for implementing changes in the system that
are requested by GC/EA. The plan of action with respect to many of the recommendations has
required the redesign of the FDTS, which has been accomplished by the contractor.

GC/EA communicated its needs for database redesign to the contractor. These include many
of the audit’s recommendations. Based on these needs, the contractor established a*“Legacy Action
Request” (LAR) for each individual item. (A detailed summary of each of the LARs established by
the contractor is attached as Attachment 2.) As of the date of this report, the contractor’ s software
designer has completed hiswork on all of the LARs. (The software designer’slist of completed
LARs s attached as Attachment 3.) The changes have been incorporated into FDTS 3.0. The
contractor’ s testers must still test the design, and any defects will be corrected. The contractor will
make afinal delivery of FDTS 3.0 after the testing and any corrections are completed. Therefore,
these recommendations have been addressed, subject only to the technical matter of testing and final
delivery. Based on discussions with the contractor, we anticipate the delivery not later than
February 1, 2003.

There are other recommendations that concern internal GC/EA processes for compiling and
reporting data. GC/EA has begun drafting standardized procedures. In some cases, these procedures
depend on information obtained through the FDTS, and therefore GC/EA will not finalize the
procedures until FDTS 3.0 is available for use.

Recommendation Plan of Action Date of
Completion

1. That USAID’s Designated Ethics GC/EA will develop awritten procedure | The written

Officia (“the DAEQ”) implement a for identifying required filers and entering | procedures, along

consistent policy on identifying required that information into the FDTS. The with theform

filersin USAID’s Financial Disclosure procedure will require receipt of mission | noticesto missions

Tracking System. and bureau information by a certain and bureaus, will
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period prior to the filing due dates, and
will require the input of that information
into the FDTS by GC/EA staff.

be developed by
March 1, 2003
(after the delivery
of FDTS 3.0 and
prior to the public
filing period in
May 2003).

2. That the DAEO initiate areview of al
USAID positionsincluded in USAID’s
automated personnel database to verify the
accuracy of each position’s ethicsindicator
and ensure action is initiated to correct any
errors.

GC/EA will issue aletter to all mission
EXOs and bureau AMS officers which
will provide the criteriafor financial
filing and requests a comprehensive
review of positions and personnel inthe
mission/bureau. GC/EA will also
establish guidelines to assure that EXOs
and AMSS officers understand the rules
and criteriafor filing, so that thereis
uniform application of the criteria
throughout the agency. GC/EA staff will
review the information and enter
appropriate ethicsindicators (including
correcting any incorrect indicators).

The process will
commence by
March 1, 2003, and
will be completein
advance of the
public filing period
in May 2003.

3: That the DAEO identify the type and
frequency of database comparison tests
that should be used to identify and review
the financial disclosure requirementsfor
new hires, senior employees, positions
with revised ethicsindicators, and new
positions.

GC/EA will establish written procedures
for database comparison tests consistent
with FDTS 3.0.

The written
procedures will be
developed and in
operation by March
1, 2003.

4: That the DAEO establish procedures to
track the receipt of datarequested from
overseas missions and Washington bureaus
about personal services contractors and
foreign service national employees that
need to file financial disclosure reports,
follow up when responses are not received,
and promptly input the data received in the
Financial Disclosure Tracking System.

GC/EA will establish procedures
consistent with the recommendation, and
the information will be incorporated into
the FDTS. Although information
regarding PSCs and FSNsisnot included
in downloads from the NFC, GC/EA will
nevertheless include this information in
the FDTS. These employeeswill be
entered into the FDTS based on
information received from AMS officers
and EXOs (see response to
Recommendation 2). Thisinformation
will be updated prior to filing periodsin
the same fashion.

The written
procedures will be
developed and in
operation by March
1, 2003.

5: That the DAEO establish proceduresto
produce financial disclosure report
exception lists from its database at specific
intervals during the year, particularly near
the end of each reporting cycle. The
reports should be used to remind late filers
of their responsibilities and the
consequences for non-compliance. The
database should incorporate notations
regarding communications with late filers
and any reasons for unusual delays.

The contractor incorporated the ability to
produce financial disclosure report
exception listsinto FDTS 3.0. See
Attachment 3, LAR 960 and 961.
GC/EA will develop procedures and
standard notices for reminding late filers.

Complete, subject
only to contractor
testing and final
delivery of FDTS
3.0. Deliveryis
anticipated not
later than February
1, 2003. Standard
procedures and
form notices will
be in place by
March 1, 2003.
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6: That the DAEO prepare detailed written
procedures or auser manual describing all
aspects of maintaining and operating the
Financial Disclosure Tracking System.

A draft copy of thedraft FDTS user’s
manual is complete. (Attachment 4.)
Thiswill be put in final form once testing
iscompleteon FDTS 3.0 and final
delivery is made.

Complete, subject
only to contractor
testing and final
delivery of FDTS
3.0. Deliveryis
anticipated not
later than February
1, 2003.

7. That the DAEO establish an ethics
training tracking system that is clearly tied
to the financial disclosure tracking system
to ensure all financial disclosurefilersare
included, and identifies which
trainees/employees are (a) publicfilers,
who must have annual verbal training, (b)
other required trainees who must have
verbal training at least once every three
years, and (c) additional trainees not
reguired to have training.

FDTS 3.0 includes database information
related to the ethics training program, and
that information is clearly tied to financial
disclosureinformation. See Attachment
3, LAR 931, 932, and 933. The financia
disclosure information includes public
and confidential filers. See Attachment 3,
LAR 934. FDTS 3.0 also includes
reporting for employees not required to
be trained but who were nevertheless
trained. See Attachment 3, LAR 936.

Complete, subject
only to contractor
testing and final
delivery of FDTS
3.0. Deliveryis
anticipated not
later than February
1, 2003.

8: That the DAEO prepare detailed
procedures for administering the ethics
training tracking system to include
specified timeframes for (a) automated
downloads from the financial disclosure
tracking system, (b) inquiries on current
staffing the missions and bureaus, and (c)
production of discrepancy or exception
reports to identify required training not yet
completed. Procedures should also include
detailed instructions for entry of data and
technical aspects of the automated system
to minimize problems associated with
possible GC/EA staff turnover or
shortages.

GC/EA will prepare written proceduresin
accordance with the recommendation,
including detailed instructions for entry of
data and technical aspects of FDTS 3.0.
FDTS 3.0 has the capability to produce
exception reports regarding training not
yet completed. See Attachment 3, LAR
932.

The written
procedureswill be
developed and in
operation by March
1, 2003.

9: That the DAEO establish procedures to
track whether all bureaus and missions
have responded to GC/EA’s annual inquiry
for updated staffing information and follow
up as necessary when responses are not
received by deadlines.

GC/EA will develop awritten procedure
for identifying required filers and entering
that information into the FDTS. The
procedure will require receipt of mission
and bureau information by acertain
period prior to the filing due dates, and
will require the input of that information
into the FDTS by GC/EA staff. These are
the same procedures identified in
response to Recommendation 1.

The written
procedures, along
with theform
notices to missions
and bureaus, will
be developed by
March 1, 2003
(after the delivery
of FDTS 3.0 and
prior to the public
filing period in
May 2003).
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10: That the DAEO develop detailed
written procedures for identifying and
extracting accurate data from its tracking
systems for presentation in the annual
USAID response to the Office of
Government Ethics Annual Program
Questionaire.

GC/EA will develop written procedures
consistent with the recommendation.
GC/EA will assure that reports to OGE
reflect the best data available.

The written
procedures for use
of FDTS3.0in
preparing such
reportswill be
developed and in
operation by March
1, 2003. Wewill
developinterim
procedures for the
use of FDTS 2.0
for any reports that
are due prior to the
delivery of FDTS
3.0.
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