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 */ Attorneys in the Office of International Affairs, Securities and Exchange 
Commission, contributed to this outline.  The Securities and Exchange Commission, 
as a matter of policy, disclaims responsibility for any private publication or 
statement by any of its employees.  The views expressed herein do not necessarily 
reflect the views of the Commission or of other members of the staff of the 
Commission.   



  
  
INTRODUCTION 
  
 Globalization and technological advances affecting financial markets facilitate 
both cross-border flow of capital and cross-border flow of fraud.  As a result, regulators 
must be able to gather and share information with their regulatory partners world-wide to 
detect, investigate and prosecute fraud effectively.  As outlined below, successful 
international cooperation requires initiatives on two levels:  1) domestically – 
jurisdictions must have domestic legislation enabling them to cooperate across borders; 
and 2) internationally – jurisdictions with limited or no ability to cooperate across borders 
must be provided, through international efforts, with incentives to endorse and implement 
information sharing.   
   
I. THE SEC’S APPROACH TO INTERNATIONAL ENFORCEMENT 

COOPERATION  
  
 The SEC has broad domestic authority to gather information on behalf of foreign 
securities regulators.  The SEC shares that information through a variety of formal and 
informal mechanisms.  This approach facilitates foreign securities authorities’ ability to 
enforce their domestic laws and benefits the SEC’s enforcement program as well.  
Indeed, our experience demonstrates that the more you share information, the more likely 
it is that you will receive information.1  The SEC’s positive experiences in this regard are 
highlighted by the increasing number of international enforcement cases that the SEC has 
brought based on information obtained from foreign regulators.     
 

A. Domestic Authority to Gather and Share Information with 
Foreign Securities Regulators 

 
 The SEC has broad-ranging authority to investigate and prosecute securities fraud 
and to use its investigatory powers on behalf of its foreign counterparts.  Section 21(a)(2) 
of the Securities Exchange Act of 1934 (“Exchange Act”) permits the SEC, in its 
discretion, to provide assistance “without regard to whether the facts stated in the request 
would constitute a violation of the laws of the United States.”  In deciding when to 
exercise its discretion, the SEC must consider:  (1) whether the foreign authority has 
agreed to provide reciprocal assistance; and (2) whether compliance with the request 
would prejudice the public interest of the United States.   
 
 The SEC’s power to assist foreign securities authorities is as broad as the SEC’s 
domestic investigative power.  The SEC may seek voluntary production of information 
and documents on behalf of a foreign regulator.  The SEC also has the power to compel 

                                                 
1  Each year the SEC makes a large number of requests for assistance to foreign jurisdictions and receives a 
larger volume of requests in return.  In fiscal year 2003, SEC staff made 309 requests for assistance to 
foreign regulators and responded to 344 requests from abroad.  In fiscal year 2004, SEC staff made 
approximately 330 requests for assistance to foreign regulators and responded to approximately 340 
requests from abroad.     
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information and documents from individuals (whether regulated by the SEC or not), 
brokerage firms, banks, telephone companies, Internet service providers, and other third 
parties. 
  
 The reality in a global market is that for a jurisdiction to ensure that it has an 
effective domestic enforcement regime, the jurisdiction must provide as well as receive 
international cooperation.  Many jurisdictions have recognized this necessity and have 
enacted domestic legislation enabling their securities regulators to obtain and share 
information with foreign counterparts.  The International Organization of Securities 
Commissions (“IOSCO”) embraced this principle in adopting the “Objectives and 
Principles of Securities Regulations” (the “IOSCO Core Principles”), which set out a list 
of 30 principles which give practical effect to IOSCO’s three key objectives:  protecting 
investors; ensuring fair, efficient and transparent markets; and reducing systemic risk.  
The IOSCO Core Principles also call for strong enforcement cooperation and information 
sharing among regulators.   
 
 In the wake of the events of September 11, 2001, IOSCO undertook to further 
enhance the information sharing critical to the successful investigation and prosecution of 
cross-border securities violations.  The result was the adoption of a Multilateral 
Memorandum of Understanding (“MMOU”) in May 2002.  The key provisions of the 
MMOU focus on two essential elements of cross-border enforcement cooperation.  First, 
the MMOU specifies the particular types of information a signatory may be asked to 
provide, such as client identification information, brokerage records, and information 
from a signatory’s files.  Second, the MMOU requires the confidentiality of information 
provided, while allowing information to be used for compliance with the securities laws, 
investigations and enforcement proceedings, surveillance or enforcement activities of self 
regulatory organizations, and assistance in criminal prosecutions.  The MMOU is open to 
IOSCO members who demonstrate their legal authority to comply with the MMOU’s key 
provisions.  Currently, there are 26 signatories to the MMOU.  IOSCO invites members 
that do not currently have the authority to meet the MMOU’s requirements to represent 
their commitment to seek and obtain the necessary legislative changes.  The SEC was 
among the first group of IOSCO members to accede to the MMOU in the fall of 2002.    
  

B.  Mechanisms for Sharing Information 
 
 The SEC shares information with foreign regulators through a variety of 
mechanisms, including the MMOU and bilateral Memoranda of Understanding 
(“MOUs”).  The SEC has entered more than 30 MOUs with foreign authorities.2  (See 
attached list).  The MOUs provide a framework for information sharing.  In negotiating 
an MOU, the SEC and the foreign authority learn a great deal about their respective 
interests, needs and capabilities.  Each MOU is designed to fit the particular 
circumstances of the foreign market and the powers of the SEC’s foreign counterpart.  
MOUs generally reflect an understanding between the SEC and a foreign regulator as to 

                                                 
2 The SEC is increasingly relying on the IOSCO Multilateral MOU, described above, as a framework for 
information sharing and as a predicate for bilateral MOUs with foreign jurisdictions.   
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the framework for requests, the use of the information sought and provided, and 
maintaining the confidentiality of that information. 
 
 The existence of an MOU, however, is not a prerequisite for the SEC to cooperate 
with foreign authorities regarding enforcement matters.  Indeed, the SEC frequently 
cooperates with foreign regulators with whom it has no MOU by relying on its informal 
contacts.  Cooperation through informal contact is often a useful way for regulators to 
share information, and demonstrates the benefits of a flexible approach to obtaining 
information.   The SEC has used such informal channels effectively in a variety of places, 
including Austria, Guernsey and the Isle of Man.  The SEC also uses a variety of other 
mechanisms to facilitate information sharing, including making requests to foreign 
criminal authorities through mutual legal assistance treaties (“MLATs”) administered by 
the U.S. Department of Justice (“DOJ”).   
 
 The most important element in determining whether cooperation is possible 
(whether through formal or informal channels) is the underlying legal authority of 
securities regulators to obtain and provide information.3  Another key element in 
information sharing is the ability of the receiving authority to maintain the confidentiality 
of the information provided.  In the United States, the Freedom of Information Act 
(“FOIA”) provides for public access to agency records.  Recognizing that FOIA could 
make foreign regulators wary of sharing information with the SEC, the SEC sought and 
obtained express confidentiality protection for foreign records under Section 24(d) of the 
Exchange Act.  Pursuant to Section 24(d), the SEC cannot be compelled under FOIA to 
disclose records obtained from a foreign securities authority if the foreign authority has 
“in good faith determined and represented to the Commission that public disclosure of 
such records would violate the laws applicable to that foreign authority.”   
 
 The ability to use foreign information for routine regulatory and enforcement 
purposes is another key element in any information sharing arrangement.  Accordingly, 
information supplied to the SEC by foreign authorities must be available for use in SEC 
investigations and civil or administrative proceedings.  The SEC requires that the foreign 
authority also accede to the SEC’s sharing of the information with its fellow U.S. 
regulators, such as self regulatory organizations and DOJ, as necessary.   
 
 To combat financial crimes effectively, regulators in all jurisdictions must be able 
to pass information on to criminal authorities if criminal action is warranted.  
Cooperative relationships between securities regulators and criminal authorities are a 
feature common to virtually all jurisdictions.  For example, the SEC may provide 
information obtained through foreign authorities to DOJ for criminal proceedings.  The 
SEC may refer a matter to DOJ for investigation, and DOJ may conduct its criminal 
investigations parallel to the SEC’s civil investigations.  Information shared between DOJ 
and the SEC make investigations and prosecution of these parallel matters more efficient 
and effective.     
    
 
                                                 
3 As noted above, the SEC’s legal authority is found in Section 21(a)(2) of the Exchange Act. 
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 C. Asset Freezes and Repatriation of Assets 
 

The SEC has increasingly investigated and prosecuted matters involving 
violations of the U.S. federal securities laws where property connected to the violations is 
located abroad.  When the assets are outside of the United States, obtaining an asset 
freeze becomes considerably complicated, and the SEC is also faced with determining 
how the assets can be repatriated for return to victims.  The property sought by the SEC 
to be preserved and/or repatriated mainly consists of funds and assets in bank and 
brokerage accounts. 
 

On some occasions, in jurisdictions where a foreign counterpart has the authority 
to preserve property on behalf of the SEC, the SEC has received assistance from the 
foreign counterpart successfully.  In other jurisdictions, the SEC has been able to 
preserve property by making a request to foreign authorities pursuant to an MLAT.   
Finally, the SEC also has initiated private actions in foreign courts to preserve property. 
 

With regard to repatriation, on occasion, the SEC has been able to obtain the 
agreement of the defendant or the defendant’s financial institution to send the property 
back to the United States to satisfy a judgment received by the SEC or a settlement 
negotiated with the SEC.  On other occasions, the SEC has filed a proceeding as a 
plaintiff in the foreign court to have the court recognize the U.S. judgment. 
  

As an example, in SEC v. AremisSoft, et al., a company insider utilized several 
banks to secretly liquidate hundreds of millions of dollars in AremisSoft stock and 
transfer the proceeds of insider trading outside of the United States.  Approximately $180 
million of proceeds from the fraudulent stock sales were deposited in bank accounts in 
the Isle of Man in the names of two asset protection trusts.  Together with the U.S. 
criminal authorities, the SEC requested the Isle of Man Attorney General to obtain a 
restraint order freezing the funds held on behalf of the trusts in the bank accounts.  A 
restraint order was entered and the SEC has intervened in the case as an “affected person” 
to preserve the interests of defrauded investors.  The Trustees have challenged the right 
of the U.S. authorities to the funds in the bank accounts.  Substantial litigation in the Isle 
of Man over the disposition of the proceeds of the fraud continues as well as litigation in 
connection with related U.S. forfeiture actions. 
 

Another matter, SEC v. A.C.L.N. Ltd., et al., also involved insider trading as well 
as market manipulation and other offenses by the company’s principals.  The SEC has 
obtained freezes of proceeds of fraud totaling approximately $45 million in bank 
accounts in four European countries.  This includes approximately $24 million in 
Denmark (assisted by the Danish public prosecutor), $2.9 million in Luxembourg (by 
SEC filing civil proceedings), $2.5 million in the Netherlands (by SEC filing civil 
proceedings), and $16 million in Monaco (assisted by the Monegasque criminal 
authorities).  To date, the SEC has repatriated monies frozen in the Netherlands, and is 
working to repatriate other assets to the United States for distribution to aggrieved 
investors worldwide. 
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 D. Enforcement Cases 
  
 The following recent cases illustrate further the substantial degree of cooperation 
that the SEC enjoys with its foreign counterparts, and the significance of that cooperation 
to the SEC’s enforcement program: 

 
• SEC v. Koninklijke Ahold N.V. (“Royal Ahold”).  On October 13, 2004, the SEC 

filed a complaint against Royal Ahold, a Dutch company, and three of its former 
top executives, alleging fraud and other violations.  The SEC brought a related 
administrative proceeding against a former member of Royal Ahold’s supervisory 
board and audit committee.  The SEC’s complaint alleged that, as a result of the 
fraudulent inflation of promotional allowances at U.S. Foodservice, Royal 
Ahold’s wholly-owned U.S.-based subsidiary, the improper consolidation of joint 
ventures through fraudulent side letters, and other accounting errors and 
irregularities, Royal Ahold’s SEC filings materially overstated net income, 
operating income and net sales.  The SEC simultaneously settled the case against 
Royal Ahold and three of the defendants.  The SEC and Dutch authorities 
cooperated extensively on this matter and Dutch proceedings are still underway.   

 
• SEC v. Royal Dutch Petroleum Company and The "Shell" Transport and Trading 

Company.  On August 24, 2004, the SEC entered into a settled enforcement action 
against Royal Dutch Petroleum Company, a Dutch corporation headquartered in 
the Hague, and The “Shell” Transport and Trading Company, plc, an English 
corporation, headquartered in London.  The companies consented to a cease-and-
desist order finding violations of the antifraud, internal controls, record-keeping 
and reporting provisions of the U.S. securities laws, in connection with their 
overstatement of 4.47 billion barrels of previously reported proved hydrocarbon 
reserves.  The companies agreed to pay $1 disgorgement and a $120 million 
penalty in the related civil action filed by the SEC in U.S. District Court in 
Houston.  The SEC cooperated extensively with the U.K. Financial Services 
Authority and the Netherlands Authority for the Financial Markets on this matter.       

 
• SEC v. One or More Unknown Purchasers of Call Options for the Common Stock 

of InVision Technologies, Inc.  On April 2, 2004, the U.S. District Court for the 
Southern District of New York issued a Preliminary Injunction continuing a 
freeze of about $2.7 million in the accounts of certain Unknown Purchasers of the 
Call Options of InVision Technologies, Inc.  The SEC’s complaint alleges that the 
frozen funds resulted from suspicious trading of InVision call options in the days 
immediately prior to a March 15, 2004 joint announcement by General Electric 
Company (“GE”) and InVision.  This announcement stated that GE had agreed to 
acquire InVision in an all-cash transaction valued at approximately $900 million, 
or $50 per share of InVision common stock.  The SEC cooperated on this matter 
with the International Securities Exchange, the U.K. Financial Services Authority, 
and the Italian securities regulator, the Commissione Nazionale per la Società e la 
Borsa (“Consob”).   
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• SEC v. Parmalat Finanziaria S.p.A.  The SEC filed a complaint against Parmalat, 
an Italian company, on December 30, 2003, alleging that the company 
fraudulently offered $100 million of unsecured Senior Guaranteed Notes to U.S. 
investors by materially overstating the company’s assets and materially 
understating its liabilities.  The SEC worked with regulators on related 
enforcement matters in various jurisdictions around the world, including the 
Italian Consob. 

 
• SEC v. Vivendi Universal.  In September 2003, the SEC made an application 

under the Sarbanes-Oxley Act of 2002 seeking a temporary order compelling 
Vivendi, a foreign private issuer domiciled in France, to place in escrow a $23 
million payment to the company’s former CEO, Jean-Marie Messier, pending an 
SEC investigation into possible securities laws violations.  On December 23, 
2003, the SEC settled an enforcement action against Messier in which he agreed 
to relinquish his claim to the $23 million payment and to pay a civil money 
penalty of $1 million and disgorgement of $1.  The disgorgement and penalty 
amounts are being paid to defrauded investors.  The SEC cooperated with the 
French securities authority, the Autorité des marches financiers, on this matter. 

 
II. INTERNATIONAL MULTILATERAL ENFORCEMENT INITIATIVES TO 

EXPAND INFORMATION SHARING 
  
 International multilateral initiatives play an important role in raising the standard 
of information sharing on a global scale.  Indeed, they can help securities regulators 
obtain the necessary domestic legal authority to share information with foreign securities 
regulators.  As discussed below, the SEC supports and participates in many such 
initiatives, and these, in turn, enhance the SEC’s ability to obtain information. 
  
 A. IOSCO Initiatives 
 
 IOSCO has fully endorsed information sharing among securities regulators 
worldwide, with the MMOU serving as the international benchmark for information 
sharing standards.  IOSCO has also employed a variety of vehicles, such as resolutions, 
core principles and work programs, to establish a framework for information sharing on 
which its members can build to strengthen their securities laws. 
  
  1. IOSCO MOU Principles 

 
In 1991, in light of the need for cooperation in enforcement matters, IOSCO 

adopted “Principles of Memoranda of Understanding.”  The Principles represent a 
consensus among securities regulators about key tools that should be available to 
regulators for fighting securities fraud.  These principles have been referred to time and 
again as IOSCO members developed bilateral and regional MOUs.  They include core 
provisions on obtaining and sharing information, and on confidentiality and use of 
information that is shared.  In particular, the MOU Principles endorse:   
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• The provision of assistance without regard to whether the type of conduct 
under investigation would be a violation of the laws of the requested 
authority;  

• Use of full domestic powers to execute requests for assistance, including 
obtaining documents, testimony, and conducting inspections; 

• The importance of protecting the confidentiality of the information 
provided; and 

• The right to use the information for enforcement investigations, actions 
and proceedings. 

 
   2. IOSCO Resolutions on Cooperation 
 

In addition to the MOU Principles, IOSCO members adopted a series of 
resolutions designed to affirm IOSCO members’ commitment to cooperation in 1986, 
1989 and 1994.   In 1997, IOSCO took these Resolutions one step further with its 
“Resolution on Principles for Record Keeping, Collection of Information, Enforcement 
Powers and Mutual Cooperation to Improve the Enforcement of Securities and Futures 
Laws” (“1997 Enforcement Resolution”).  
 

The 1997 Enforcement Resolution marked the first time that IOSCO’s focus 
turned to improving the maintenance and collection of information as a critical part of 
international cooperation.  The 1997 Enforcement Resolution was a product of IOSCO 
members’ recognition that there were significant differences in the ability of members to 
maintain, collect and share non-public information.  The 1997 Enforcement Resolution 
thus addresses the importance of comprehensive record keeping and collection of 
information, as well as strong enforcement powers, in the context of mutual assistance 
and cross-border cooperation.  In 1998, IOSCO’s full membership incorporated the 1997 
Enforcement Resolution into the IOSCO Core Principles. 
  
 B. Financial Action Task Force Initiatives on Money Laundering  
  
 Offshore jurisdictions with inadequate supervision, limited disclosure obligations, 
and poor international cooperation tend to be havens for securities violators and the 
proceeds of their illegal transactions.  These jurisdictions pose significant impediments to 
international cooperation.  The Financial Action Task Force on Money Laundering 
(“FATF”) 4, an inter-governmental anti-money laundering organization in which the SEC 
participates, has been tackling issues associated with these jurisdictions, including non-
cooperation.  FATF has developed criteria for defining a jurisdiction as “non-
cooperative” in the fight against money laundering, and, in June 2000, identified 15 such 
jurisdictions.  Since the start of this initiative, FATF has periodically updated its list, 
removing jurisdictions that have addressed regulatory deficiencies regarding cooperation 
and information sharing, and adding jurisdictions that FATF has identified as having 
critical deficiencies in their anti-money laundering systems or a demonstrated 
unwillingness to cooperate in anti-money laundering efforts.  
                                                 
4  Money laundering violations and securities violations are often intertwined as securities fraud may be a 
predicate offense for money laundering.  
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 In June 2003, FATF issued a revised version of its comprehensive guidelines to 
combat money laundering.  These “Forty Recommendations on Anti-Money Laundering” 
are viewed internationally as a major tool in the global fight against money laundering 
and predicate offenses, such as securities fraud.  Significant changes to the Forty 
Recommendations include an enhancement of cross-border information sharing 
obligations and the expansion of customer due diligence measures.   
 
 C. Financial Stability Forum Initiative on Offshore Financial Centers 

 
The SEC participates in the Financial Stability Forum (“FSF”), which works to 

advance international financial stability.  Progress by offshore financial centers (“OFCs”) 
in strengthening their regulatory, supervisory, cooperation and information exchange 
arrangements has been promoted by the FSF.  In May 2000, the FSF encouraged OFCs to 
undertake needed reforms and asked the International Monetary Fund (“IMF”) to 
establish an assessment program that would ensure progress on a continuing basis.  
Virtually all of the 42 jurisdictions that the FSF identified as having offshore financial 
activities have undergone an initial assessment by the IMF.  Since the FSF March 2004 
meeting, six OFCs have published their IMF assessment reports, bringing the total 
published reports to 32.  Of the remaining 10 jurisdictions, all but one have committed to 
publish, and are expected to do so shortly.  
  

Additionally, the FSF continues to work with the IMF and others, notably 
IOSCO, to encourage particular OFCs to address prudential shortcomings and to improve 
cooperation and exchange of information practices, relying on the full range of 
assessment options.  In this regard, IOSCO’s Technical Committee recently approved a 
project to examine whether and to what degree “under-regulation” and “non-cooperation” 
in OFCs can pose problems for effective market oversight and identifying jurisdictions 
with which members have experienced recent and significant problems in obtaining 
cooperation for enforcement investigations.   

 
CONCLUSION 
 
 As geographic and national barriers to capital-raising fall, so must barriers to 
investigating and prosecuting securities fraud.  The SEC is pursuing myriad avenues for 
enforcing U.S. securities laws in a world where fraudsters may be operating anywhere.  
The SEC will continue to provide information in as many circumstances as appropriate to 
its foreign counterparts with the hope that doing so will continue to foster reciprocity for 
the benefit of U.S. investors. 
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MULTILATERAL MEMORANDUM OF UNDERSTANDING 

CONCERNING CONSULTATION AND COOPERATION 

AND THE EXCHANGE OF INFORMATION 

INTERNATIONAL ORGANIZATION OF SECURITIES COMMISSIONS 

MAY 2002 



PURPOSE 

The signatories to this IOSCO Multilateral Memorandum of Understanding: 

Considering the increasing international activity in the securities and derivatives 
markets, and the corresponding need for mutual cooperation and consultation 
among IOSCO Members to ensure compliance with, and enforcement of, their 
securities and derivatives laws and regulations; 

Considering the events of September 11, 2001, which underscore the 
importance of expanding cooperation among IOSCO Members; 

Desiring to provide one another with the fullest mutual assistance possible to 
facilitate the performance of the functions with which they are entrusted within 
their respective jurisdictions to enforce or secure compliance with their laws and 
regulations as those terms are defined herein, 

Have reached the following understanding: 

DEFINITIONS 

For the purposes of this IOSCO Multilateral Memorandum of Understanding: 

1. "Authority" means those regulators listed in Appendix A, who, in 
accordance with the procedures set forth in Appendix B, have 
signed this Memorandum of Understanding. 

2- "Requested Authority" means an Authority to whom a request for 
assistance is made under this Memorandum of Understanding. 

3. "Requesting Authority" means an Authority making a request for 
assistance under this Memorandum of Understanding. 

4. "Laws and Regulations" mean the provisions of the laws of the 
jurisdictions of the Authorities, the regulations promulgated 
thereunder, and other regulatory requirements that fall within the 
competence of the Authorities, concerning the following: 

insider dealing, market manipulation, misrepresentation of 
material information and other fraudulent or manipulative 
practices relating to securities and derivatives, including 
solicitation practices, handling of investor funds and customer 
orders; 
the registration, issuance, offer, or sale of securities and 
derivatives, and reporting requirements related thereto; 
market intermediaries, including investment and trading 
advisers who are required to be licensed or registered, 
collective investment schemes, brokers, dealers, and transfer 
agents; and 
markets, exchanges, and clearing and settlement entities. 



5. "Person" means a natural or legal person, or unincorporated entity 
or association, including corporations and partnerships. 

MUTUAL ASSISTANCE AND THE EXCHANGE OF INFORMATION 

6. General Principles regarding Mutual Assistance and the 
Exchange of Information 

This Memorandum of Understanding sets forth the 
Authorities' intent with regard to mutual assistance and the 
exchange of information for the purpose of enforcing and 
securing compliance with the respective Laws and 
Regulations of the jurisdictions of the Authorities. The 
provisions of this Memorandum of Understanding are not 
intended to create legally binding obligations or supersede 
domestic laws. 

The Authorities represent that no domestic secrecy or 
blocking laws or regulations should prevent the collection or 
provision of the information set forth in 7(b) to the 
Requesting Authority. 

This Memorandum of Understanding does not authorize or 
prohibit an Authority from taking measures other than those 
identified herein to obtain information necessary to ensure 
enforcement of, or compliance with, the taws and 
Regulations applicable in its jurisdiction. 

This Memorandum of Understanding does not confer upon 
any Person not an Authority, the right or ability, directly or 
indirectly to obtain, suppress or exclude any information or 
to challenge the execution of a request for assistance under 
this Memorandum of Understanding. 

The Authorities recognize the importance and desirability of 
providing mutual assistance and exchanging information for 
the purpose of enforcing, and securing compliance with, the 
Laws and Regulations applicable in their respective 
jurisdictions. A request for assistance may be denied by 
the Requested Authority: 

(i) where the request would require the Requested 
Authority to act in a manner that would violate domestic 
law; 

(ii) where a criminal proceeding has already been initiated 
in the jurisdiction of the Requested Authority based 
upon the same facts and against the same Persons, or 
the same Persons have already been the subject of final 



punitive sanctions on the same charges by the 
competent authorities of the jurisdiction of the 
Requested Authority, unless the Requesting Authority 
can demonstrate that the relief or sanctions sought in 
any proceedings initiated by the Requesting Authority 
would not be of the same nature or duplicative of any 
relief or sanctions obtained in the jurisdiction of the 
Requested Authority. 

@)where the request is not made in accordance with the 
provisions of this Memorandum of Understanding; or 

(iv)on grounds of public interest or essential national 
interest. 

Where a request for assistance is denied, or where assistance is 
not available under domestic law, the Requested Authority will 
provide the reasons for not granting the assistance and consult 
pursuant to paragraph 12. 

7. Scope of Assistance 

(a) The Authorities will, within the framework of this 
Memorandum of Understanding, provide each other with 
the fullest assistance permissible to secure compliance with 
the respective Laws and Regulations of the Authorities. 

(b) The assistance available under this Memorandum of 
Understanding includes, without limitation: 

(i) providing information and documents held in the files of 
the Requested Authority regarding the matters set forth 
in the request for assistance; 

(ii) obtaining information and documents regarding the 
matters set forth in the request for assistance, including: 

contemporaneous records sufficient to 
reconstruct all securities and derivatives 
transactions, including records of all funds 
and assets transferred into and out of bank 
and brokerage accounts relating to these 
transactions; 
records that identify: the beneficial owner and 
controller, and for each transaction, the 
account holder; the amount purchased or 
sold; the time of the transaction; the price of 
the transaction; and the individual and the 
bank or broker and brokerage house that 
handled the transaction; and 



information identifying persons who 
beneficially own or control non-natural 
Persons organized in the jurisdiction of the 
Requested Authority. 

(iii) In accordance with Paragraph 9(d), taking or compelling 
a Person's statement, or, where permissible, testimony 
under oath, regarding the matters set forth in the 
request for assistance. 

(c) Assistance will not be denied based on the fact that the 
type of conduct under investigation would not be a violation 
of the Laws and Regulations of the Requested Authority. 

8. Requests For Assistance 

(a) Requests for assistance will be made in writing, in such 
form as may be agreed by IOSCO from time to time, and 
will be addressed to the Requested Authority's contact 
office listed in Appendix A. 

(b) Requests for assistance will include the following: 

(i) a description of the facts underlying the investigation 
that are the subject of the request, and the purpose for 
which the assistance is sought; 

(ii) a description of the assistance sought by the 
Requesting Authority and why the information sought 
will be of assistance; 

(iii)any information known to, or in the possession of, the 
Requesting Authority that might assist the Requested 
Authority in identifying either the Persons believed to 
possess the information or documents sought or the 
places where such information may be obtained; 

(iv)an indication of any special precautions that should be 
taken in collecting the information due to investigatory 
considerations, including the sensitivity . of the 
information; and 

(v) the Laws and Regulations that may have been violated 
and that relate to the subject matter of the request. 

(c) In urgent circumstances, requests for assistance may be 
effected by telephone or facsimile, provided such 
communication is confirmed through an original, signed 
document. 



9. Execution of Requests for Assistance 

(a) lnformation and documents held in the files of the 
Requested Authority will be provided to the Requesting 
Authority upon request. 

(b) Upon request, the Requested Authority will require the 
production of documents identified in 7(b)(ii) from (i) any 
Person designated by the Requesting Authority, or ( f i )  any 
other Person who may possess the requested information 
or documents. Upon request, the Requested Authority will 
obtain other information relevant to the request. 

(c) Upon request, the Requested Authority will seek responses 
to questions andlor a statement (or where permissible, 
testimony under oath) from any Person involved, directly or 
indirectly, in the activities that are the subject matter of the 
request for assistance or who is in possession of 
information that may assist in the execution of the request. 

(d) Unless otherwise arranged by the Authorities, information 
and documents requested under this Memorandum of 
Understanding will be gathered in accordance with the 
procedures applicable in the jurisdiction of the Requested 
Authority and by persons designated by the Requested 
Authority. Where permissible under the Laws and 
Regulations of the jurisdiction of the Requested Authority, a 
representative of the Requesting Authority may be present 
at the taking of statements and testimony and may provide, 
to a designated representative of the Requested Authority, 
specific questions to be asked of any witness. 

(e) In urgent circumstances, the response to requests for 
assistance may be effected by telephone or facsimile, 
provided such communication is confirmed through an 
original, signed document. 

10. Permissible Uses of Information 

(a) The Requesting Authority may use non-public information 
and non-public documents furnished in response to a 
request for assistance under this Memorandum of 
Understanding solely for: 

(i) the purposes set forth in the request for assistance, 
including ensuring compliance with the Laws and 
Regulations related to the request; and 



(ii) a purpose within the general framework of the use 
stated in the request for assistance, including 
conducting a civil or administrative enforcement 
proceeding, assisting in a self-regulatory organization's 
surveillance or enforcement activities (insofar as it is 
involved in the supervision of trading or conduct that is 
the subject of the request), assisting in a criminal 
prosecution, or conducting any investigation for any 
general charge applicable to the violation of the 
provision specified in the request where such general 
charge pertains to a violation of the Laws and 
Regulations administered by the Requesting Authority. 
This use may include enforcement proceedings which 
are public. 

(b) If a Requesting Authority intends to use information 
furnished under this Memorandum of Understanding for any 
purpose other than those stated in Paragraph 1 O(a), it must 
obtain the consent of the Requested Authority. 

11. Confidentiality 
. 

(a) Each Authority will keep confidential requests made under 
this Memorandum of Understanding, 'the contents of such 
requests, and any matters arising under this Memorandum 
of Understanding, including consultations between or among 
the Authorities, and unsolicited assistance. After consultation 
with the Requesting Authority, the Requested Authority may 
disclose the fact that the Requesting Authority has made the 
request if such disclosure is required to carry out the request. 

(b) The Requesting Authority will not disclose non-public 
documents and information received under this 
Memorandum of understanding, except as contemplated 
by paragraph 10(a) or in response to a legally enforceable 
demand. In the event of a legally enforceable demand, the 
Requesting Authority will notify the Requested Authority prior 
to complying with the demand, and will assert such 
appropriate legal exemptions or privileges with respect to 
such information as may be avaiiable. The Requesting 
Authority will use its best efforts to protect the confidentiality 
of non-public documents and information received under 
this Memorandum of Understanding. 

(c) Prior to providing information to a self-regulatory 
organization in accordance with paragraph 10(a)(ii), the 
Requesting Authority will ensure that the self-regulatory 
organization is able and will comply on an ongoing basis 
with the confidentialrty provisions set forth in paragraphs 
I l(a) and (b) of this Memorandum of Understanding, and 



that the information will be used only in accordance with 
paragraph 10(a) of this Memorandum of Understanding, 
and will not be used for competitive advantage. 

Consultation Regarding Mutual Assistance and the Exchange 
of Information 

(a) The Authorities will consult periodically with each other. 
regarding this Memorandum of Understanding about 
matters of common concern with a view to improving its 
operation and resolving any issues that may arise. In 
particular, the Authorities will consult in the event of: 

(i) a significant change in market or business conditions or 
in legislation where such change is relevant to the 
operation of this Memorandum of Understanding; 

(ii) a demonstrated change in the willingness or ability of an 
Authority to meet the provisions of this Memorandum of 
Understanding; and 

(iii)any other circumstance that makes it necessary or 
appropriate to consult, amend or extend this 
Memorandum of Understanding in order to achieve its 
purposes. 

(b) The Requesting Authority and Requested Authority will 
consult with one another in matters relating to specific 
requests made pursuant to this Memorandum of 
Understanding ( e a ,  where a request may be denied, or if it 
appears that responding to a request will involve a 
substantial cost). These Authorities will define the terms 
herein in accordance with the relevant laws of the 
jurisdiction of the Requesting Authority unless such 
definition would require the Requested Authority to exceed 
its legal authority or otherwise be prohibited by the laws 
applicable in the jurisdiction of the Requested Authority. In 
such case, the Requesting and Requested Authorities will 
consult. 

Unsolicited Assistance 

Each Authority will make all reasonable efforts to provide, without 
prior request, the other Authorities with any information that it 
considers is likely to be of assistance to those other Authorities in 
securing compliance with Laws and Regulations applicable in their 
jurisdiction. 



FINAL PROVISIONS 

Additional Authorities 

Additional IOSCO members may become Authorities under this 
Memorandum of Understanding in accordance with the 
procedures set forth in Appendix B. New Authorities may be 
added under this Memorandum of Understanding by signing 
Appendix A. 

Effective Date 

Cooperation in accordance with this Memorandum of 
Understanding will begin on the date of its signing by the 
Authorities. The Memorandum of Understanding will be effective 
as to additional Authorities as of the date of that Authority's 
signing of Appendix A. 

Termination 

(a) An Authority may terminate its participation in this 
Memorandum of Understanding at any time by giving at 
least 30 days prior written notice to each other Authority. 

(b) If, in accordance with the procedures set forth in Appendix 
B, the Chairmen of the Technical, Emerging Markets and 
Executive Committees (the "Committee of Chairmen") 
determine, following notice and opportunity to be heard, 
that there has been a demonstrated change in the 
willingness or ability of an Authority to meet the provisions 
of this Memorandum of Understanding, as set forth in 
paragraph 1 2(a)(ii), the Committee of Chairmen may, after 
consultation with the Chairman of the relevant Regional 
Committee, terminate that Authority's participation in this 
Memorandum of Understanding, subject to a possible 
review by the Executive Committee. 

(c) In the event that an Authority decides to terminate its 
participation in this Memorandum of Understanding. 
cooperation and assistance in accordance with this 
Memorandum of Understanding will continue until the 
expiration of 30 days after that Authority gives written notice 
to the other Authorities of its intention to discontinue 
cooperation and assistance hereunder. If any Authority 
gives a termination notice, cooperation and assistance in 
accordance with this Memorandum of Understanding will 
continue with respect to all requests for assistance that 
were made, or information provided, before the effective 
date of notification (as indicated in the notice but no earlier 
than the date the notice is sent) until the Requesting 



Authority terminates the matter for which assistance was 
requested. 

(d) In the event of the termination of an Authority's participation 
in the Memorandum of Understanding, whether under the 
provisions of 16(a) or 16(b), information obtained under this 
Memorandum of Understanding will continue to be treated 
confidentially in the manner prescribed under Article 11 and 
cooperation under this Memorandum of Understanding will 
continue among the other Authorities. 



APPENDIX A 

List of Signatories 



APPENDIX B 

Procedures Under the Multilateral Memorandum of Understanding 
Concerning Consultation and Cooperation and the Exchange of 

Information 

1. Application to Become a Signatory to the MOU 

(a) All governmental regulatory bodies that are Ordinary or Associate Members of 
IOSCO are eligible to apply to participate in the MOU at any time. Applications 
should be submitted to the IOSCO Secretary General. 

(b) All applicants must provide a complete response to the questionnaire, which is 
included in Part IV of this Appendix B, and provide copies of their supporting 
laws, rules and regulations as indicated in the questionnaire. Responses should 
identify and explain the applicant's legal authority to meet the specific MOU 
provisions cited in the questionnaire, which are essential .to mutual assistance 
and the exchange of information in order to successfully enforce securities and 
derivatives laws. 

(c) Responses to the questionnaire will be verified by the Technical Committee's 
Standing Committee 4 and the Emerging Market Committee's Working f arty 4 
("screening group"), with administrative support provided by the Secretary 
General. The screening group will establish verification teams that include 
members with substantial expertise in enforcement of securities and derivatives 
laws, as well as expertise in cross border information sharing. The screening 
group has discretion to invite other IOSCO members to participate in the 
verification teams. 

(d) The verification of the questionnaire responses will be limited to verification that 
the responses accurately reflect the legal authority of members to comply with 
the specific MOU provisions cited in the questionnaire based on the laws, rules 
and regulations cited in the responses. Based on their review of the 
questionnaire responses, the verification teams will make specific 
recommendations to the screening body concerning the ability of the applicant to 
comply with each MOU provision cited in the questionnaire. 

(e) The screening group will make recommendations concerning its verification of 
applicant responses to a decision malung group. Prior to making any negative 
recommendation on an application, the screening group will notify the applicant 
in writing, identifying the specific MOU provisions for which the applicant lacks 
legal authority. The applicant will have an opportunity, upon request, to be 
heard by the screening group. 

(f) The decision-making group will be comprised of the Chairmen.of the Technical, 
Emerging Markets, and Executive Committees ("Committee of C hainnen"). 
Together, this group, after consultation with the Chairman of the relevant 
Regional Committee, will decide whether to accept or reject applications to 
become an MOU signatory based on the screening group's recommendations. 



Prior to making any negative decision, the decision making group wilt notify the 
applicant in writing, identifying the specific MOU provisions for which the 
applicant lacks legal authority. The applicant will have an opportunity, upon 
request, to be heard by the decision-makmg group. 

(g) Upon decision by the decision-making group of the applicant's legal authority to 
meet the MOU provisions cited in the questionnaire, as described in I(f) above, 
the applicant will be invited by lOSCO to be a signatory. Appendix A will 
contain the names and signatures of all Authorities to the MOU and will be 
maintained and updated by the IOSCO Secretary General. The responses of 
applicants that are so invited to be signatories will be posted on the IOSCO 
members-only website. 

(h) Decisions of the Committee of Chairmen shall be made under the authority of 
the Executive Committee. However, an applicant dissatisfied with the decision 
of the Committee of Chairmen may, by written notice to the Secretary General, 
request that the decision be reviewed by the Executive Committee. Such request 
will be referred by the Secretary General to the next meeting of the Executive 
Committee to be held at least thirty days following receipt of the request and 
shall be accompanied by such material and be dealt with under such procedures 
as the Executive Committee may from time to time decide. The Executive 
Committee may confirm the original decision of the Committee of Chairmen or 
may substitute a new decision or otherwise deal with the request as it considers 
fit. 

(i) An applicant notified of a negative decision pursuant to I(f) and 1(h) above, may 
re-apply to become a signatory, in accordance with the procedures in Part II(e)- 
(g) below, once it obtains the legal authority that IOSCO has determined is 
lacking. 

11. Commitment to Become a Signatory 

(a) Members that do not have the legal authority to meet all the MOU provisions 
cited in the questionnaire, may nonetheless complete the questionnaire, and 
voluntarily express in their responses, where appropriate, that they are 
committed to seeking the legal authority necessary to enable them to do so. 

(b) All completed questionnaires will be reviewed in the same manner set forth in 
I(c) and (d) above. Such review will be limited to verification that the laws, 
rules, and regulations submitted support the member's legal authority to meet 
the MOU provisions cited in the questionnaire. 

I 

(c) The screening group will notify the members in writing of the specific MOU 
provisions for which the member lacks legal authority. 

(d) Members that complete the questionnaire as provided for in Part II(a) above or 
that receive notification of a negative decision as provided for in Part I(f) above, 
may express to IOSCO their commitment to obtain the legal authority to meet 
all the MOU provisions cited in the questionnaire. Such members will be listed 
in an attachment to this Appendix B. This list will be maintained and updated 



by IOSCO's Secretary General. The responses of such members, with their 
consent, will be posted on the IOSCO members-only website. 

(e) After obtaining the legal authority identified as laclung during the verification 
process, a member may apply to become a signatory to the MOU by: ( I )  
submitting an updated response to the questionnaire identifying changes to the 
legal authority previously identified as lacking; and (2) confirming the continued 
accuracy of all other information previously submitted in response to the 
questionnaire. 

(f) The legal authority submitted in accordance with II(e)(l) will be verified in 
accordance with the procedures referenced in I(c) to I(g). 

(g) Upon verification of the legal authority submitted in accordance with II(e)(l), an 
applicant will be invited by IOSCO to be a signatory and to sign Appendix A of 
the MOU. The updated responses of such applicants will be posted on the 
IOSCO members-only website. 

111. Monitoring of the Operation of the MOU 

(a) In order to ensure the effective monitoring of the operation of the MOU, 
signatories will update as appropriate their responses posted on the IOSCO 
members-only website. ' 

(b) The MOU provides, in paragraph 12(a), for periodic consultation about certain 
significant, enumerated matters of common concern to the MOU signatories 
with a view to improving operation of the MOU. Such consultations will be 
conducted by the MOU signatories ("monito~-ing group"), with administrative 
support provided by the Secretary General. The monitoring group may establish 
procedures, in consultation w~th the Executive Committee, to facilitate their 
periodic consultations. Such procedures will include written notice to 
signatories of the issues to be considered during consultations, and an 
opportunity to be heard and respond. The monitoring group may obtain the 
assistance of other IOSCO bodies in performing its consultation and 
recommendation functions. 

(c) The monitoring group has discretion to consider and recommend a range of 
possible options to encourage compliance in the event that a signatory 
demonstrates a change in its willingness or ability to meet the standards of the 
MOU provisions. The options might include: Providing a period of time for the 
signatory to comply; hH peer review of a signatory that may not be in 
compliance; public notice of non-compliance; suspension of a signatory from 
MOU participation; or termination from the MOU participation as provided in 
the MOU (section 1 6(b)). 

(d) If further action is necessary as a result of such consultations, the consultation 
group will forward recommendations to a decision-making group comprised of 
the Chairman of the Technical, Emerging Markets and Executive Committees. 
The decision-making group will consider the signatory group's 
recommendations and, where appropriate, take action. 



(e) If the IOSCO decision-making body determines, following notice and an 
opportunity to be heard, that there has been a demonstrated change in the 
willingness or ability of a signatory to meet the provisions of the MOU, as 
provided in paragraph 12(a)(ii) of the MOU, the decision-making body will 
notify the signatory of the determination and provide the signatory with a written 
explanation of the determination. The decision-making group will establish 
procedures to provide the signatory with an opportunity, upon request, to be 
heard and seek review of the determination. Upon a final determination, the 
decision-making body may take action to encourage the signatory's compliance 
with the MOU, or where appropriate, the decision-making body may terminate 
the signatory's participation in the MOU as provided in paragraph 16(b) of the 
MOU. 

(f) Decisions of the decision-making body shall be made under the authority of the 
Executive Committee. In case of a decision of termination, an applicant 
dissatisfied with the decision of the decision-making body may, by written 
notice to the Secretary General, request that the decision be reviewed by the 
Executive Committee. Such request will be referred by the Secretary General to 
the next meeting of the Executive Committee to be held at least thirty days 
following receipt of the request and shall be accompanied by such material and 
be dealt with under such procedures as the Executive Committee may kern time 
to time decide. The Executive Committee may confm the original decision of 
the decision-making body or may substitute a new decision or otherwise deal 
with the request as it considers fit. 

(g) Any decision involving an amendment to the MOU requires a unanimous 
recommendation fiom the signatories to the MOU. 

IV. Questionnaire 

GENERAL INSTRUCTIONS: 

The responses and the accompanying material (including laws; rules and 
regulations) should be provided in one of the four official languages of IOSCO 
(English, French, Spanish or Portuguese). 

The following questions ask for information indicating your ability to comply 
with the provisions of the IOSCO Multilateral Memorandum of Understanding 
cited below. Please provide a complete response to each question, and copies of 
the laws, rules and regulations that support each response. 

Responses to the questionnaire should be sent to the IOSCO Secretary General. 

Completed questionnaires will be reviewed by in a manner authorized by 
IOSCO. 



QUESTIONS: 

1. Please identify and explain the general or specific provisions of your laws, rules and 
regulations (and provide copies of these provisions) that enable you, or a separate 
governmental body in your jurisdiction, to obtain: 

(a) contemporaneous records sufficient to reconstruct all securities and 
derivatives transactions, including records of all hnds and assets transferred 
into and out of bank and brokerage accounts relating to those transactions; 
(as required by Paragraph 7(b) (ii) of the MOU) 

(b) records for securities and derivatives transactions that identify: 
(1) the client: 

i- name of the account holder; and 
ii. person authorized to transact business; 

(2) the amount purchased or sold; 
(3) the time of the transaction; 
(4) the price of the transaction; and 
(5) the individual and the bank or broker and brokerage house that 

handled the transaction. 
(as required by Paragraph 7(b)(ii) of the MOU) 

(c) information located in your jurisdiction identifying persons who beneficially 
own or control non-natural persons organized in your jurisdiction. 
(as required by Paragraph 7(b)(ii) of the MOU) 

2. Please identify and explain the general or specific provisions of your laws, rules and 
regulations (and provide copies of these provisions) that enable you, or a separate 
governmental body in your jurisdiction, to take or compel a person's statement, or, 
where permissible, testimony under oath. 
(as required by Paragraph 7(b)(iii) of the MOU) 

3. Please identi@ and explain the general or specific provisions of your laws, rules and 
regulations (and provide copies of these provisions) that enable you to provide to 
foreign authorities: 

(a) the information identified in 1 (a) above; 

(b) the information identified in Z (b) above; 

(c) the information identified in 1 (c) above; 

(d) the information obtained through the powers described in 2 above; and 

(e) information and documents held in your files. 
(as required by Paragraph 7(b) (9 of the MOU) 

4. Please identify and explain the general or specific provisions of your laws, rules and 
regulations (and provide copies of these provisions) that enable you to provide the 
information and documents referenced in 3 above to foreign authorities in response 
to requests concerning the following: 



(a) insider dealing, market manipulation, misrepresentation of material 
infonnation and other fraudulent or manipulative practices relating to 
securities and derivatives, including solicitation practices, handling of 
investor funds and customer orders; 

(b) the registration, issuance, offer, or sale of securities and derivatives, and 
reporting requirements related thereto; 

(c) market intermediaries, including investment and trading advisers who are 
required to be licensed or registered, collective investment schemes, brokers, 
dealers, and transfer agents; and 

(d) markets, exchanges, and clearing and settlement entities. 
(as required by Paragraph 7 of the MOU) 

5. Please identify and explain the general or specific provisions of your laws, rules and 
regulations (and provide copies of these provisions) that enable you to provide 
assistance referenced in 4 above to a foreign authority, regardless of whether you 
have an independent interest in the matter. 
(as required by Paragraph 7 of the MOW) 

6. Please identify and explain the general or specific provisions of your laws, rules and 
regulations (and provide copies of these provisions) that require maintenance of the 
following information and documents (including the period of time for which such 
information or documents are required to be maintained): 

(a) information identified in 1 (a) above; 

(b) information identified in 1 (b) above; and 

(c) information identified in l(c) above. 
(as required by Paragraph 7 of the MOU) 

7. Please identify and explain (and provide copies of) any domestic secrecy or 
blocking laws, rules and regulations that relate to the collection for, or provision to, 
foreign authorities of: 

(a) the information identified in 1 (a) above; 

(b) the infonnation identified in 1 (b) above; 

(c) the information identified in 1 (c) above; 

(d) the infonnation identified in 2 above; and 

(e) the information identified in 3(e) above. 
(As required by Paragraph 6(b)o f the MOW) 



8. Piease identify and explain (and provide copies of) any specific or general 
provisions of your laws, rules and regulations which restrict or limit the following 
uses by foreign authorities of information and documents identified above in l(a)- 
(c), 2 and 3(e) provided by you: 

(a) for the purpose of ensuring compliance with (including investigation of 
potential violations of) laws and regulations related to: 

(1) 4(a) above; 
(2) 4(b) above; 
(3) 4(c) above; and 
(4) 4(d) above. 

(b) for the purpose of conducting a civil or administrative enforcement 
proceeding, assisting in a self-regulatory organization's surveiilance or 
enforcement activities or assisting in a criminal prosecution. 
(As required by Paragraph 1 O(a) of the MOU). 

9. Please identify and explain (and provide copies of) any general or specific 
provisions of your laws, rules and regulations that provide for the confidentiality of 

(a) requests for assistance made to you by foreign authorities, the contents of 
such requests, and any matters arising under such requests, including 
consuItations between or among the authorities, and unsolicited assistance; 
and 
(As required by Paragraph I 1  (a)of the MOU) 

(b) documents and information received from foreign authorities. 
(As required by Paragraph I l(b) of the MOU) 

Attachment to Appendix I3 

List of members committed to becoming signatories to the IOSCO Multilateral 
Memorandum of Understanding concerning consultation and cooperation and the 
exchange of information. 



APPENDIX C 

consultation and cooperation and the exchange of information. 

Description of the facts underlying the investigation: 

> entitiedindividuals involved and whether regulated or not by the Requesting 
Authority 

> type of scheme 

> location of investors 

> location of affected markets and whether regulated or not by the Requesting 
Authority 

> timeframe of the suspected misconduct 

> nature of the suspected misconduct 

P location of assets 

P chronology of relevant events 

Describe how the information requested will assist in developing the investigation. 

Description of uses for which assistance is sought, if other than in accordance with the 
provisions of the MOU. 

Description of the information needed or assistance sought (e-g., account opening 
documents, periodic account statements, trade confirmations, etc.). 

Time period for which documents should be gathered. 

lnformation useful for identifying the relevant documents (e.g., account number, name, 
address, date of birth of account holder, names of entities believed to control the 
accounts). 

lnformation useful for identifying the individual(s) from whom statements are needed 
(e.g., name, address, date of birth of individual, telephone number). 

Sources of information (e-g., regulated individuals and entities, investors, 
knowledgeable insiders). 



Preferred form in which information should be gathered. 

/ Indication of wish to participate in any interview. 

Special precautions. 

Dates of previous requests in this matter. 

Laws and regulations: 

provisions of the securities or derivatives laws that may have been violated 

P brief description of the provisions 

9 explanation of how the activities being investigated may have constituted 
violations of such provisions 

I Responsibility for administering and enforcing the securities or derivatives laws. 

Desired time for a reply. 

Preferred manner in which information is to be transmitted (e.g., telephone, courier, e- 
mail, computer disk and format). 

/ Contact information : 

> name of contact 

( P telephone and fax numbers 

P e-mail address 

Other relevant information. 



PRINCIPLES FOR MEMORANDA OF UNDERSTANDING 

Technical Committee 

International Organization of Securities Commissions 

Released at the XVI th Annual Conference - September 1991 - Washington, D.C. 

DES OPERATIONS DE BOURSE 
Service de I'lnspection 

PREAMBLE 

The International Organization of Securities Commissions ("IOSCO") has long recognized the 
impact of internationalization on the enforcement of domestic securities and fbtures laws and the 
corresponding need for cooperation among securities and futures regulators in enforcement 
matters. In 1 986, IOSCO adopted a resolution calling for its member organizations to provide 
reciprocal assistance in obtaining information pertaining to market oversight and the prevention 
of fraud. 

The Technical Committee established Working Party no 4, the Working Party on Enforcement 
and the Exchange of Information, to facilitate multilateral efforts to enhance international 
cooperation in securities and futures matters. The Working Party is composed of 14 delegations 
representing 10 countries'. The group thus represents different types of securities and futures 
markets regulators and includes authorities with a wide range of powers. 

For the past two years the Workmg Party has centered its efforts on the study of issues related to 
the exchange of information, for investigative purposes, between administrative authorities 
regulating securities and futures markets. In November 1990, the Technical Committee released a 
report by Working Party no 4, entitled "Report addressing the difficulties encountered while 
negotiating and implementing Memoranda of Understanding ( " ~ 0 ~ s " ) ~  (the " 1990 Report"). 

The Working Party's members includes the Australian Securities Commission the Ontario Securities Commission, 
and the Commission des Valeurs Mobilieres du Quebec of Canada the Commission des Op6rations de Bourse of 
France; the Ministry Of. Finance of Germany; the Commissione Nazionale per la Societa e la Sorsa of Italy; the 
Securities Bureau of Ministry of Finance Of Japan; the Stichting Toezicht Effectenverkeer of the Netherlands; the 
Swiss Bankers Association, and the Federal Department for Foreign Affairs of Switzerland; the Department of Trade 
and Industry and the Securities and Investments Board of the United Kingdom; the Securities and Exchange 
Commission, and the Commodity Futures Trading Commission of the United States of America. 
The term "MOU" has become a generic term commonly used to refer to a bilateral or multilateral understanding that 

facilitates cooperation between securities and futures regulators. 



MOUs are statements of intent which do not impose legally binding obligations on signatories. 
As such, they have no power to overcome domestic laws and regulations, nor do they affect other 
channels of cooperation, such as mutual assistance in criminal matters. The strength of MOUs, 
however, is that they facilitate the exchange of information by accommodating the differences 
between regulators and by responding to changing legal environments. 

The 1990 Report was intended to help signatories focus on the areas of potential difficulties that 
should be analyzed and discussed in the negotiation process. It identified and discussed various 
issues which arise in connection with the development and implementation of MOUs. In March 
199 1, the Working Party proposed to build on the work done in the 1990 Report 1 and to develop 
a comprehensive set of ten Principles that identify the specific components necessary for an 
optimal MOU. 

The Principles contained in this Report provide a blueprint for use by securities and futures 
regulatory authorities in developing MOUs with their foreign counterparts. The Principles 
(shown in bold type) generally are short and are complemented by a few lines of comments that 
explain their meaning and implications. The Working Party believes that the 1 990 Report and the 
Principles set out in this Report together provide substantial guidance regarding the terms and 
operation of MOUs. 

In preparing the Principles, the Working Party worked to develop a consensus among regulators 
about provisions that should be included in MOUs in order to develop effective tools for fighting 
fraud and other abuses in the securities and futures markets. That consensus was possible! despite 
differences between the various regulators' legal and regulatory regimes, in large part because of 
the unanimous agreement about the need for international cooperation to maintain safe and 
secure market 

The Principles set high standards and goals to lie incorporated into MOUs in a broad range of 
securities and firtures matters. The Working Party recognizes that, in some cases, the differing 
laws and regulatory structures of various countries currently may preclude the implementation of 
some elements of the Principles. 

The Working Party hopes that the Principles contained herein will stimulate efforts to further 
develop and enhance international cooperation and thereby protect the integrity of the world's 
securities and fbtures markets. 

I. SUBJECT MATTER 

MOUs should provide that investigatory assistance will be granted without regard to 
whether the type of conduct under investigation would be a violation of the laws of the 



Requested Authority unless the Requested Authority is not permitted to provide 
assistance where the type of conduct under investigation would not be a violation of the 
laws of the Requested Authority. 

In 1989, the Technical Committee endorsed a resolution calling for member organizations to 
enter into MOUs on information sharing in which they would undertake to provide each 
other with information on a reciprocal basisI without regard to whether the matter under 
investigation would be a violation of the laws of the Requested Authority. Most of the existing 
MOUs cover the broad range of subject matters supported by the Technical Committee. By 
providing in an MOU for a broad range of matters for which assistance will be provided, each 
Authority is assured that it will receive as much assistance as possible with respect to all matters 
falling within its jurisdiction. 

If a Requested Authority is not able to provide assistance with respect to matters which would 
not constitute violations within its own state without breaching its domestic legislation, the 
Requested Authority should consider recommending that appropriate amendments be made to 
this legislation to enable the assistance to be given, if it has the power to make such 
recommendations. 

An MOU should provide that an Authority that receives information pursuant to an 
MOU request will protect the information with the highest possible level of 
confidentiality which, at a minimum, should provide that the information will be 
treated with the same level of confidentiality that is given to similar information that it 
collects in investigations of possible domestic violations. In addition, an MOU should 
provide the Requested Authority with the opportunity to identity the level of 
confidentiality that it expects to be attached to information that it transmits pursuant to 
an MOU request. 

The primary purpose of MOUs is to provide information for use in investigations, which are, in 
most instances, non-public inquiries. In fact, most securities and futures regulators are subject to 
domestic laws and regulations governing the confidential treatment of information. The 
confidentiality requirements, however, vary by country and it is possible that the procedures of 
one authority for maintaining confidentiality will not be consistent with the disclosure or 
confidentiality provisions of its foreign counterparts. This, in turn, may lead to restrictions on the 
requested authority's ability to transmit information. 

It may be possible to overcome differences between the confidentiality requirements and 
procedures of the authorities by including confidentiality provisions in the MOU that satisfy the 



needs of both authorities. In certain instances, however, legislative action may be required to 
increase the level of confidentiality to encourage the widest possible exchange of 

3. IMPLEMENTATION PROCEDURES 

In a mutually agreeable form, the signatories to an MOU should describe the 
procedures that they will follow in making and executing requests for information 
pursuant to the MOU; those procedures should be consistent with both signatories' 
legal requirements or impediments. 

One of the main purposes of an MOU is to create a framework of procedures for exchanging 
information between regulators. Therefore, it is important that the parties to an MOU 
clearly set out the manner in which requests will be made and executed. 

4. THE RIGHTS OF PERSONS SUBJECT TO AN MOU REQUEST 

The fact that an investigation is conducted on behalf of a foreign authority pursuant to 
an MOU request should not alter the legal rights and privileges granted to persons in 
the State of the Requested Authority. 

Because it is essential that the legal rights and privileges of witnesses be protected, the 
signatories to an MOU should make sure that the means of executing a request is consistent with 
the laws, methods and requirements of the Requested Authority. When the laws and policies of 
the requested authority provide a range of options, requests should be executed in the manner 
most consistent with the needs of the requesting authority. 

Authorities negotiating information-sharing agreements may find it useful to examine the 
scope and implications of other agreements or treaties between the states of the signatories so 
that, among other things, they can ensure that the citizens of the signatory countries receive 
similar guarantees and protections. 

5. CONSULTATION 

MOUs should contain a provision in which the Authorities agree to consult on relevant 
issues that arise during the operation of the MOU. Moreover, authorities should consult 
frequently to discuss developments or proposals likely to affect the other Authority's 
interests or the available means for cooperation. 



Since MOUs are designed to facilitate assistance, and not to create overly formal relations 
between the signatory authorities, they should contain a provision on consultations. Such a 
provision could specify circumstances under which it would assist the operation of the MOU to 
consult, such as where assistance may be or has been denied, and may also provide for 
consultation when requested by a signatory. By consulting about, for example, a denial of a 
request for assistance, the Requested Authority may be able to identify certain assistance that it is 
able to provide, and the Requesting Authority may benefit from learning more about why 
assistance was denied. 

Such consultations also may promote cooperation and avoid misunderstandings and conflicts in 
situations involving: 

- unforeseen circumstances 

- overlapping jurisdiction, and 

- changes in one authority's laws or procedures. 

6. PUBLIC POLICY EXCEPTION 

An MOU should provide that the Requested Authority maintains the right to refuse to 
provide assistance in instances where the provision of assistance would violate the 
public policy of its state. The concept of public policy would include issues affecting 
sovereignty, national security, or other essential interests. 

Although it is optimal for the scope of an MOU to be as broad as possible, there may be limited 
instances where, notwithstanding the fact that a request falls within the scope of the MOU, 
providing assistance would be contrary to the public policy of the state of the Requested 
Authority. For this reason MOUs should provide a mechanism for dealing with this potential 
conflict so that the Requested Authority will be able to rely on a public policy exception to the 
MOW in denying assistance. 

7. TYPES OF ASSISTANCE 

MOUs should provide that the Authorities will take all reasonable steps to ensure that 
they can utilize their full domestic powers to execute requests for assistance. The 
available assistance should include, where the Requested Authority has such powers, 
obtaining documents and the statements or testimony of witnesses, granting access to 
the Requested Authority's non-public files, and conducting inspections of regulated 



entities. 

Both before and since the Technical Committee's 1989 resolution on information-sharing, several 
member organizations have obtained the authority to use their full domestic powers to compel 
the production of documents and statements or testimony on behalf of foreign authorities. In the 
absence of such authority, a Requested Authority may be limited to providing only information 
that it can obtain voluntarily or from public files in response to a request for assistance Since law 
violators may refhe to produce incriminating information on a voluntary basis, and legal 
impediments may prevent an innocent intermediary from voluntarily providing information, the 
Requesting Authority may be unable to obtain critical information at the investigative stage of a 
matter if production of such information cannot be compelled by the Requested Authority. 

Therefore, the ability to compel production of documents and statements or testimony on behalf 
of a foreign authority greatly enhances the value of MOUs. Authorities that do not have such an 
ability should take all reasonable steps, including considering recommending amendments to 
their legislation, where they have such power to recommend, to remove impediments that keel: 
them from utilizing their full domestic powers for providing assistance to foreign authorities. 

9. PARTICIPATION BY THE REQUESTING AUTHORITY 
1. 

MOUs should provide that, to the extent permitted by the laws and policies of the 
Requested Authority, the Requesting Authority may be permitted to participate 
directly in the 'execution of a request for assistance. 

Participation by the Requesting Authority, to the extent permitted by the laws and policies of the 
State of the Requested Authority, may be desirable to ensure that resources are used effectively in 
executing requests for assistance. 

For example3 in executing an MOU request that involves document review and/or the 
questioning of witnesses, a high degree of familiarity with the investigative record may be 
necessary in order to elicit the necessary information from witnesses and documents. In many 
cases, MOU requests are preceded by complex, long-term investigations by the Requesting 
Authority and the files of the investigation may include far more information than can reasonably 
be included in a particular MOU request. In such cases, the Requested Authority should consider 
permitting the persons most familiar with the investigative record to assist in the execution of the 
request. 



10. COST-SHARING 

MOUs should provide that, under certain circumstances, the Requested Authority can, 
if it deems it necessary, initiate a process for having the Requesting Authority share the 
costs of providing assistance that are incurred by the Requested Authority. 

Requests for assistance may involve extensive use of investigative resources by the Requested 
Authority. Sharing costs may be appropriate where the cost of a particular request is substantial 
or where a substantial imbalance has arisen in the cumulative costs incurred by the signatories. 
Therefore, to minimize the burden that such investigations might place on the Requested 
Authority, an MOU should provide a mechanism by which the Requesting Authority may be 
asked to reimburse the Requested Authority for extraordinary costs. An MOU also should 
provide that the Authorities will consult about the handling of costs in such cases. 
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Guidance on Information Sharing 

1 ntroduction 

PURPOSE: 

The Technical Committee is 

and Recommendations 

L* t 

issuing this event-specific Guidance on 
Information Sharing ("Guidance") to  facilitate information sharing by 
Market Authorities during periods of Market and / or Firm crisis. 

DEFINITXONS 

I n  this paper, the following terms have the meanings set forth below: 

1. "Customer" refers to  a person or other entity, including an affiliated 
entity, on whose behalf a Firm engages in investment services business, or 
for whom a firm carries an account, subject to  supervision by a Market 
Authority. The precise definition o f  Customer varies from one jurisdiction 
to another. 

2. "Event Types I, I1 and 111": 

Event Type I: Financial crises a t  a Firm in one jurisdiction with 
potential to adversely affect Markets, Firms and / or Customers 
in other jurisdictions. 

Event TypeII: A major market move caused by 
(1) unanticipated adjustments in fundamental supply and 
demand factors, or (2) hostilities or political actions. 

Event Type 111: Unusual price movements or market volatility 
in a particular security or derivative traded on a Market or by 
regulated Firms which is related to a security or derivative 
traded on other Markets. 

3. "Firm" refers to  an entity whose investment business activities are 
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subject to supervision by a Market Authority. Investment business includes 
securities and derivatives business. 

4. "Market Authority" refers to  an entity in a particular jurisdiction which 
has statutory or regulatory powers with respect to the exercise of 
regulatory functions over Firms and / or Markets in the jurisdiction. 
Depending upon the jurisdiction, a Market Authority may be a regulatory 
body, a self-regulatory organization, and / or a Market. 

5. "Market" refers to facilities for trading securities and / or derivat A 

products. The term includes the clearinghouse or clearing facilities fa  3 

Market. 

6. "Requested Authority" refers to a Market Authority to  which a request 
for information has been made. 

7. "Requesting Authority" refers to a Market Authority that has made a 
request for information. 

I. Introduction and Recommendations 

Purpose and Background 

1. This Guidance is intended to provide non-prescriptive practical guidance 
to Market Authorities for sharing information during periods of Market 
and / or Firm crisis by ( I )  identifying in advance the types of core 
information which Market Authorities would need to be able to obtain and 
be prepared to  share in order to assist in assessing and managing the 
impact of a Market and / or Firm crisis (see Addendum A), (2) expiaining 
the relevancy of this information, and (3) providing illustrations of the 
types of questions which Market Authorities may use to request 
information from another authority (see Addendum B). 

2. This Guidance builds upon prior IOSCO work on information sharing, as 
reflected in reports on Principles for Memoranda of Understanding 
(September 1991), Mechanisms to Enhance Open and Timely 
Communication Between Market Authorities of Related Cash and 
Derivative Markets During Periods of Market Disruption (October 1993), 
Resolution on Commitment to Basic IOSCO Principles of High Regulatory 
Standards and Mutual Cooperation and Assistance (1994), Report on 
Cooperation Between Market Authorities and Default Procedures 
(March 1996) and Client Asset Protection (August 1996). 

3. The Technical Committee also emphasizes the role of transparency of 
market mechanisms in assessing and addressing Firm and Market crises. 
I n  this regard, reference is made to the following IOSCO reports which 
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recommend disclosure of market mechanisms that may become important 
to Market Authorities during a crisis: Report on Cooperation Between 
Market Authorities and Default Procedures (March 1996) and Disclosure 
Framework for Securities Settlement Systems (April 1997). 

4. This paper does not address the universe of information which Market 
Authorities may find relevant for supervisory purposes. Rather, i t  focuses 
on the information which Markets Authorities may need to share during a 
Market and / or Firm crisis. 

5. This Guidance reflects the experiences of Technical Committee 
members in identifying information needs concerning Markets and / or 
Firms, and the specific inquiries which have been made by various 
members under relevant information sharing arrangements or otherwise to  
address Market and / or Firm events. 

6. These experiences suggest that core information can be identified which 
likely would need to be accessed and shared by Market Authorities to 
assist in assessing and addressing the impact of Market and / or Firm 
events. The Technical Committee believes that facilitating the sharing of 
core information should be, viewed as an essential element of a Market 
Authority's emergency preparedness planning and of addressing a crisis. 

7. This report identifies three generic types of Market and / or Firm 
events: Type I (Firm financial crisis), Type I1 (market-wide volatility) and 
Type 111 (unusual price movements or Market volatility in a particular 
security or derivative). This event-specific structure is intended to alert 
Market Authorities to contexts in which they may need to share 
information. 

8. The discussion of each event includes a discussion of the relevancy of 
particular core information. The discussion is intended to assist a 
~equested Authority in understanding in advance why a Requesting 
Authority with a concern affecting a Market and / or Firm may have an 
interest in particular information and thereby expedite information sharing 
during a period of crisis. 

9. While this format provides a useful organizing methodology, the specific 
events and the associated information are not mutually exclusive or 
exhaustive. Actual events will present unique factual circumstances and 
raise different regulatory concerns. 

Recommendations 

10. The Technical Committee encourages Market Authorities to take all 
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appropriate steps to have prompt access to the core information and to be 
able to share such information with relevant Market Authorities through 
appropriate channels. 

11. Specifically, the Technical Committee recommends that: 

Market Authorities maintain or have access to the core 
information enumerated in Addendum A of this report and be in 
a position to share it in the event of a Market and / or Firm 
crisis; 
Market Authorities undertake assessments of whether they 
maintain or have access to the core information and take steps 
in advance to secure the availability of such information; . Market Authorities take steps in advance to  clarify whether they 
are able to share such core information and the conditions 
under which such information may be shared, including those 
relating to confidentiality concerns; and 
Where obstacles to information sharing exist, Market 
Authorities take affirmative steps, within the scope of their 
powers, to encourage the removal of such obstacles. 

- I n  so doing, the Technical Committee recognizes that a Market and / or 
Firm crisis can adversely affect the ability to  generate or to  produce 
accurate and timely information. I f  the crisis is the result of fraud or 
operational failure, the quality of information may be compromised. 

<< Previous Guidance on Information Sharing Next w 
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Preliminary Considerations 

Part I1 

12. It  is of critical importance that Requesting and Requested Authorities 
have a clear understanding of and agreement on what information is 
sought and what is supplied and the use to which it will be put. For 
example, where a request is made for the "largest" exposures on a 
market, both Market Authorities should clearly understand the basis for 
determining such exposures and whether the data will be provided on a 
gross or net basis, and whether hedging positions will be taken into 
account. 

13. The task of assessing and responding to a Market and / or Firm crisis 
can strain the resources available to Market Authorities. Therefore, 
Requesting Authorities should consider alternative sources of information, 
and prioritize and focus information requests to the Requested Authority. 

14. Conversely, the Requested Authority should be sensitive to the needs 
of the Requesting Authority for information necessary to address the same 
or collateral events in or affecting a Market or Firm subject to the 
Requesting Authority's jurisdiction. 

15. I n  some jurisdictions, the requested information may be in the 
possession of one or more authorities. For example, the prudential 
regulation of Firms may be the responsibility of an authority other than the 
authority responsible for secondary Markets. I n  those circumstances, the 
authorities should use best efforts to develop cooperative mechanisms to 
access relevant core information. 

16. There may be legal and / or practical reasons which prevent the 
exchange of information in some jurisdictions or legal conditions which 
must first be met. For example, in some jurisdictions information which 
discloses the positions and funds of individual Customers may not be 
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available under relevant bank secrecy and similar laws. Most jurisdictions 
require that confidential information concerning certain types of Market or  
Firm specific information be given confidentiality treatment by the 
Requesting Authority similar to  that accorded by the Requested Authority. 

17. I n  order t o  avoid unnecessary delays, the Requested Authority should 
pass on portions of the requested information as they become available 
and consult on procedure as appropriate. 

18. Finally, although this Guidance does not imply any notice obligation, 
where an authority believes that events affecting a Market and / or Firm 
subject to its jurisdiction may affect adversely Markets and / or Firms in 
another jurisdiction, it should consider whether it would be appropriate to 
notify relevant Market Authorities of such Market and / or Firm event. 

<< Previous Guidance on Information Sharing Next >, 
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Core Information Which May Need to be Shared 
During Specific Market or Firm Events 

Part 111 

19. The purpose of the following discussion under the three scenarios is to 
identify the types of core information which may be relevant to share 
during specific events (Event Types I (Firm financial crisis), I1 (market- 
wide volatility) and I11 (unusual price movements or Market volatility in 
specific securities or derivatives). This discussion is not meant to limit the 
applicability of core information to any single event, nor is the discussion 
of relevant information intended to be exclusive or exhaustive. 

20. For example, a Market drop related to an external event (e.g., Type 11) 
also could cause a financial crisis at one or more Firms (Type I). 
Conversely, events at a major Market participant could have severe Market 
effects, triggering regulatory concerns on the Markets on which the 
participant or its affiliates is trading. In either case, some of the same core 
information may be relevant to assist in assessing and managing the 
response to the event. 

A. Event Type I: Financial crises at a Firm in one jurisdiction 
with potential to impact Markets, Firms and / or Customers in 
other jurisdictions. (e.g., Barings P k )  

Relevant Core Information 

information on crisis Firm (Le., an organizational "map" or 
chart of entity and affiliates); 

. financial resources / financial status of crisis Firm 
(i.e., capital, liquidity, trading positions, counterparty 
exposures) ; 
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. details of any significant margin calls made and not 
satisfied or mark to market settlement exposures a t  
clearing houses; 

. status of Customer positions, funds and assets held by 
crisis Firm (e.g., whether non-affiliate Customer positions 
are segregated from firm positions and whether such 
positions have been frozen); 

legal, regulatory, and other actions being taken or which 
may be taken under contingency plans or otherwise to  
address the crisis. 

Discussion' 

21. A crisis at an identified Firm may have effects in another jurisdiction. 
For example, a Firm in the jurisdiction of the Requesting Authority may 
clear and / or trade through the crisis Firm and trading losses by a Firm in 
one Market may affect the financial integrity of its affiliates in other 
markets. Moreover, where a Firm is in default, counterparties in a number 
of Markets may be adversely affected and Market participants may be 
subject to assessments to cover the defaulting Firm's obligations. 

22. The Requesting Authority may need to request information to 
determine whether Customers, Firms and / or Markets subject to its 
jurisdiction are affected by the financial crisis a t  the Firm, and to consider 
appropriate action. 

23. Accordingly, the Requesting Authority may need to obtain information 
on the organizational structure and financial status of the Firm in crisis, 
including how its resources would be affected by price moves, the 
instruments it is trading, and / or the status of Customer positions, funds 
and assets held by the Firm. 

B. Event Type II: A major Market move caused 
by: (1)  unanticipated adjustments in fundamental supply and 
demand factors (e.g., 1987 Market crash,* tin crisis of 1985, the 
1994 Mexican Peso crisis), or (2) major hostilities or political 
actions (e.g., Persian Gulf War and Iraqi oil embargo) 

Relevant Core Information 
I 

Firms with the largest exposures on the Market; 

details of any significant margin calls made and not 
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satisfied or mark to  market settlement exposures a t  
ciearing houses; 

. legal, regulatory, and other actions being taken or which 
may be taken under contingency plans or otherwise to 
address the crisis; 

. trading data such as trading volume, short selling and 
program trading transactions; 

aggregate Market data, such as open interest of related 
products; 

aggregate margin and liquidity facilities (e.g., lines and 
letters of credit, guarantee deposits with clearing 
organizations, etc.) available to the Market. 

Discussion 

24. Major price movements and Market volatility can have effects on other 
Markets and / or Firms. For example, Firms in many jurisdictions may be 
trading on the affected Market, a Firm could be affected by the default of a 
foreign affiliate, and trading halts in one Market may cause a shift of 
trading to another Market trading the same or a related product. 

25. The Requesting and Requested Authorities may need to share 
information to ascertain the potential impact of the event, including its 
dimensions and the Firms / Customers and the financial instruments 
affected by the event, and to develop approaches to minimize adverse 
effects. 

26. Accordingly, identifying the Firms with the largest exposures on the 
affected Market may permit the Requesting Authority to ascertain whether 
any of its Firms are affected, directly or through affiliates, and whether 
any of its Markets may be affected by financial or operational concerns at  
such Firms. 

27. Thus, these inquiries are directly related to the Requesting Authority's 
prudential oversight of its regulated Firms. Where problem Firms are 
identified, questions illustrated in Event Types I and I11 may follow. 

28. Other questions are directed to ascertaining the nature of the problem 
and what specific steps have been or will be taken by the Market Authority 
to address the problem. Questions concerning risk management analyses, 
settlement delays, margin calls and daily pays / collects will permit the 
Requesting Authority to gauge the magnitude of the problem, as well as to 
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assess the potential exposure of clearing Firms. 

C. Event Type III: Unusual price movements or Market volatility 
in a particular security or derivative traded on a Market or b y  
regulated Firms which is related to a security or derivative 
traded on another Market (e.g., Sumitomo Corporation) 

Relevant Core Information 

Firms / Customers controlling or owning the largest 
long / short positions in the relevant securities or 
derivatives; 

concentration and cornpositi,un of positions in .the relevant 
securities or derivatives, including Firm positions and 
Customer positions, both on organized Markets and in the 
OTC markets; 

characteristics of related instruments, such as terms of the 
underlying cash market instrument or physical commodity, 
procedures for delivery or cash settlement, and deliverable 
supply of the relevant-cash market instrument or physical 
commodity. 

Discussion 

29. Where there are cross-listings of securities or derivatives or other 
relationships between instruments or products in different Markets, or 
overlap between the delivery specifications of the underlying cash market 
instrument or physical commodity, or overlapping delivery points of 
derivatives traded on different Markets, unusual price movement or Market 
volatility in one Market may affect the price formation in another Market. 

30. I n  such circumstances, the Requesting Authority may seek to obtain 
information to assess the degree to  which unusual price movements in the 
related Markets may be related to large concentrations of positions held in 
one or more Markets. 

31. Once a potential effect on areas subject to its jurisdiction has been 
identified, the Requesting Authority may seek information on -e 
composition of the Markets in relevant products, including ine 
Firms / Customers controlling or owning the largest long / short positions 
and the scope of the deliverable supply of the relevant cash market 
instrument or physical commodity. 

32. The initial relevant inquiry thus will pertain to the composition of tk 
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Market. Information about the identity of the Firms / Customers with the 
largest exposures in the relevant security or derivative may lead to further 
inquiry to  determine (1) whether one or more entities are acting in a 
concerted manner and (2) identities of related Firms that may be affected 
financially. 

Endnotes: 

1. See Windsor Declaration (May 17, 1995) and Final Report of Windsor Co-Chairmen of the May 
1995 Windsor Meeting t o  the Technical Committee of IOSCO (August 1996). 

2 .  Report of The Presidential Task Force on Market Mechanisms (January 1988) submitted to  the 
President of the United States, the Secretary of the  Treasury and the Chairman of the Federal 
Reserve Board. 

3. See London Communique (November 26, 1996). 

<( Previous Guidance on Information Sharing Next >, 
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Addenda 

ADDENDUM A 

CORE INFORMATION 

Core information which Market Authorities should be prepared to shar i 

order to assist in assessing and managing the impact of a Market or Ftrm 
crisis. 

Firm Information 

information on crisis Firm (Le., an organizational "map" or 
chart of entity and affiliates); 
financial resources / financial status of crisis Firm (i.e., capital, 
liquidity, trading positions, counterparty exposures); 
details of any significant margin calls made and not satisfied or 
mark to market settlement exposures a t  clearing houses. 

Customer Information 

status of non-affiliate Customer positions, funds and assets 
held by crisis Firm (e.g., whether such Customer positions are 
segregated from firm positions and whether such positions 
have been frozen). 

I 

Market Information 

concentration and composition of positions in the relevant 
securities or derivatives, including Firm positions and Customer 
positions, both on organized Markets and in the OJC markets; 
Firms / Customers controlling or owning the largest long / short 
positions on the Market; 
Firms with the largest exposures on the Market; 
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characteristics of related instruments, such as terms of the 
underlying cash market instrument or physical commodity, 
procedures for delivery or cash settlement, and deliverable 
supply of the relevant cash market instrument or physical 
commodity; 
trading data such as trading volume, short selling and program 
trading; 
aggregate Market data, such as open interest of related 
products; 
aggregate margin and liquidity facilities (e.g., lines and letters 
of credit, guarantee deposits with clearing organizations, etc.) 
available to  the Market. 

Emergency procedures 

legal, regulatory, and other actions being taken or which may 
be taken under contingency plans or otherwise to address the 
crisis. 

ADDENDUM B 

ILLUSTRATIVE INQUIRIES 

Illustrations of the types of questions which a Market Authority may use to 
request information from another Market Authority in order to assess and 
manage the impact of a Market or Firm crisis. 

As noted above, the specific events and the associated information are not 
. mutually exclusive or exhaustive. For example, under Event Type 11, once 

specific Firms / Customers and derivatives / derivative groups have been 
targeted for heightened surveillance or further inquiry, the types of 
information described under Event Types I (as to Firms) and 111 (as to 
concentration of positions) may be among the types of information which 
may need to be shared. Actual events will present unique factual 
circumstances and raise different regulatory concerns. 

A. Event Type I: Financial crises at a Firm in one jurisdiction 
with potential to impact Markets, Firms and/or Customers in 
other jurisdictions. (e.g., Barings P lc.) 

Inquiries 

1. What actions, if any, have been taken in the jurisdiction of the 
Requested Authority to address the crisis at the Firm? 

2. Does the Firm carry accounts of Customers located in the jurisdiction of 
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the Requesting Authority? I f  so, who are they and what type of account is 
each such account? On which Markets does the Firm trade for these 
Customers, what derivatives is it trading and who are the brokers wnich 
carry the accounts? Does the Firm have any accounts with Firms located in 
the jurisdiction of the Requesting Authority? I f  so, what type of accounts 
and with which Firms? 

3. Provide a world-wide organizational map or chart of the affected Firm. 
Please identify (a) Markets (other than those in the jurisdiction of the 
Requesting Authority) of which the Firm is a member, and (b) whether the 
Firm is affiliated with any Firm located in the jurisdiction of the Requesting 
Authority, or if the information is readily available from other sources, 
such other sources. 

4. Provide information on the Firm's financial status reg., does the Firm 
have significant margin calls it needs to meet and, to the best knowledge 
of the ~ e ~ u e s t e d  Authority, will it be able to do so (i.e., sufficiency and 
type of margin, nature of margin delivery facility, status of credit lines, 
whether Firm has drawn on available credit lines, and other liquidity 
facilities or resources); whether the Firm's positions have been reconciled 
with the clearing houses and other brokers with which it has accounts; and 
Firm's current capital position in relation to any requirement]. 

5. Has the Firm or Market Authority conducted any risk management 
analyses (i.e., stress tests / what if analyses) regarding how the Firm's 
resources would be affected by price moves or settlement delays? I f  so, 
what are the conclusions? 

6. I f  an insurance, compensation or similar plan exists to protect Customer 
assets in part or in full, whether private or governmental, please provide 
details. Is the Firm in compliance with relevant client money protection 
rules? How much is required to be protected, how much is available and 
where are such accounts maintained? How much is on deposit with 
clearing houses and other brokers, how are such deposits carried 
(e.g., commingled or separate accounts) and in what form are such 
deposits (e.g., Government securities or cash)? 

7. I f  client money protection rules apply, does the Firm carry the accounts 
of any affiliated entities? I f  so, are such accounts carried as non-affiliate 
Customer or proprietary accounts for client money/segregation purposes? 

8. I f  the Firm is unable to continue in business, are arrangements being 
made to transfer Customers' positions, funds and assets to solvent Firms 
or otherwise to liquidate the Firm's assets? I f  so, please describe. 
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9. I f  in the course of addressing the crisis the Requested Authority 
becomes aware of any information that the Requested Authority believes 
could affect adversely the financial viability of any Firms regulated by the 
Requesting Authority, the Requested Authority should consider whether it 
would be appropriate to inform the Requesting Authority of such 
information. 

10. Key dates when funds are due or payable, such as important 
settlement dates, maturities of major funding arrangements, planned 
public announcements, or dates related to administration, receivership or 
other proceedings. 

11. To the best of the knowledge of the Requested Authority, extent to 
which shareholder or other support or buy-out options or contingency 
procedures are available. 

B. Event Type II: A major Market move caused 
by: ( I )  unanticipated adjustments in fundamental supply and 
demand factors (e.g, 1987 Market crash, tin crisis of 1 985, the 
1994 Mexican Peso crisis), or (2) major hostilities or political 
actions (e.g, Persian Gulf War and Iraqi oil embargo) 

Inquiries 

1. Identify the Firms which have the "largest" Customer and Firm trading 
exposures, consistent with guidance in paragraph 16 above, and their 
positions. 

2. Have any Firms, whether or not among the largest Firms, been 
identified by a Market Authority as having operational or financial problems 
such as but not limited to: margin call deficiencies or late payments, 
unusually large draws on credit lines, any delays in the settlement process, 
failures by Firms to respond to  instructions, declarations of defaults, 
required transfers of Customer positions, violation of any required capital 
requirements, shortfalls in Customer funds? Provide details. 

3. Has a Market Authority conducted any risk management analyses of the 
potential effect of price moves or settlement delays on Firms and / or on 
the clearing organization? I f  so, please provide details. 

4. Have any actions, including emergency actions, been taken by any 
Market Authority (including, for example, triggering of alerts, circuit 
breakers, changes in position limits, trading restrictions or changes in 
margin)? 
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5. What are the significant dates (e-g., settlement dates or final delivery 
dates) for the affected derivatives or transactions? 

6. Where the settlement bank is not a Central Bank, is there any reason to 
question the ability or intent of settlement banks to make payments? 

C. Event Type III: Unusual price movements or Market volatility 
in a particular security or derivative traded on a Market or by 
regulated Firms which is related to a security or derivative 
traded on another Market (e.g., Sumitorno Corporation) 

Inquiries 

1. Identify the Firms which have the "largest" Customer and Firm trading 
exposures consistent with guidance in paragraph 16 above, and their 
positions. 

2. Do any Firms / Customers own or control a large position in relevant 
securities and derivatives, whether on organized Markets, in the 
OTC Markets or on forward Markets? 

3. I f  the concern is with a possible disorderly Market, further questions 
would address the characteristics of the underlying product, e.g., the 
supply of the product available for delivery under the relevant derivative, 
who are the principal beneficial owners of the underlying stocks or 
deliverable supplies, and what are their delivery intentions or obligations? 

4. Does the Requested Authority have reason to believe that one or more 
Firms / Customers with large positions in the relevant security or 
derivative acting alone or in concert are a significant cause,of the unusual 
price movements or Market volatility? 

M Previous Guidance on Information Sharing 
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Taking Stock of Information Sharing in Securities 
Enforcement Matters 
Felice B. Friedman, Elizabeth Jacobs and Stanley C. Macel, IV 

INTRODUCTION 
This paper1 takes stock of inforrn~tion sharing in 
securities enforcement matters. I t  provides an over- 
v ~ e w  of past experiences regarding information 
sharing, summarises current practice, and discusses 
possible directions for information sharing in the 
future. 

Globalisation has made fraud an international 
phenomenon. Regulators, however, continue to be 
circumscribed by their national borders. The  
challenge for regulators is to transcend their national 
boundaries to combat global securities fraud, and 
thereby protect their domestic investors. The  
development of information-sharing legislation and 
arrangements has enabled regulators both to investi- 
gate cases and to successfuIly prosecute kaudsters 
and has been an effective means to combat global 
securities fraud. 

The evolution of  these information-sharing 
mechanisms has taken time, as differing legal systems 
and approaches to jurisdiction, confidentiality and 
privacy have had to be bridged. The cooperative 
mechanisms available today are far better than the 
mechanisms available ten or 15 years ago. Today, 
arrangements such as Memoranda of Understanding 
(MOUs) and other administrative agreements have 
become the vehicles o f  choice for sharing information 
on a regulator-to-regulator basis. EfTorts to enhance 
information sharing are being given new, broader 
political support, as well, through multinational 
initiatives by the International Organization of  
Securities Commissions (IOSCO), the G7 Finance 
Ministers. the Financial Stability Forum and the 
Financial Action Task Force (FATF). These initiatives 
have spurred a new generation of assistance lawst par- 
ticularly in 'ofhhore' and formerly 'non-cooperative' 
jurisdictions. 

The  effects of the events of  1 l t h  September, 2001 
on securities markets underscored the importance of 
international ' cooperation among regulators. In the 
aftermath of the attacks securities regulators coopera- 
ted - perhaps more  than ever betbre. Regulators 
were in touch on a daily basis to exchange regulatory 
and enforcement infbrmation, and consulted with 

one another about the regulatory relief they urere 
considering. 

These events underscore the importance of inter- 
national cooperat~on, and provide a good vantage 
point for both looking backward and forward to 
take stock of information sharing among securities 
regulators. 

INFORMATION SHARING IN THE PAST 

SEC practice in the 1980s 
The development of information sharing anlong 
securities regulators can be traced back ro the 1980s, 
when there was a tremendous amount of merger 
and acquisition activity in US markets. During this 
time. the US ~ecuri t iei  and Exchange Commission 
(SEC) initiated several investigations involving suspi- 
cious, and possibly iilega1, insider trading conducted 
in US markets through accounts located outside the 
USA. O n e  of the SEC's early cases involving intbr- 
mation sharing was SEC v .  ~ u r n r . '  known as the St 
Joe case, discussed below. 

The St Joe case and obstacles to 
information sharing 
 h he S t  Joe case involved substant~al trading in the 
common stock and options of  St Joe Minerals 
Corporation shortly before the announcement by 
Joseph E. Seagrarn 8= Co.  o f a  proposed tender offer 
for St Joe shares. The  St Joe case demonstraces the 
combative approach and crude tools that the SEC 
had to use in these early days to obtain information 
from abroad." 

In 1981, persons trading through accounts at a 
Swiss bank, Banca delh Svizzera Italiana (BSI). pur- 
chased over 100,OOO shares of St Joe stock the day 
before the Seagram tender offer was announced. 
Based on the suspicious circumstances of the trading, 
the SEC alleged that these 'unknown' persons had 
traded on inside information. Even without being 
able to identify the traders or  establish whether m 
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the  SEC was ablr ro obtarn a temporary- restraining 
order from a US Federal District Court ,  freezing 
the profits derlved from thc transacrions in BSI's 
accounts a t  a bank in Ncw York. thus  pre~,ent ing 
their transfcr outside the U S A . ~  

T h e  SEC filed a motion with the US court. asking 
thc courc to compel BSI to dlsclose the identities of lts 

customer3 who had engaged in the alleged insider 
rrading. BSI refused, arguing that the trading bad 
been on behali of accounts located a t  BSI's Swiss 
entity, and disclosure would violate Swiss secrecy 
laws. The court stated, however, that 'a forelgn 
law's prohibition of discovery is not decisive' of 
h o w  a U S  court must rule on an order to compel dis- 
covery .' The rourr applied a balancing test. weighing 
the importance of  the information about the clients' 
identities versus the national interests of  the states 
affected if rhe court were to order a discfosurs prohib- 
ited by their laws. The  court concluded that the iden- 
tities of the clients should be disclosed, reasoning that 
'it would be a travesty of  justice for a f o r e~gn  com- 
pany to invade American markets, violate American 
laws if they were indeed violated, withdraw profits 
and resist accountability for itself and its principals 
for the illegality by claiming their anonymity under 
foreign law'." The  court went on to note that com- 
pelling discover): was 'required to preserve our  [the 
USA's] vital national interest in maintaining the 
integrity of  the securities markets against violations 
committed and/or aided and assisted by parties 
located abroad'.' Accordingly, the US court ruled 
in favour of  the SEC and ordered BSI t o  disclose its 
customers' identities, or risk being subjected t o  
severe contempt sanctions. Before the court order 
was signed, BSI obtained a waiver o f  the Swiss 
secrecy laws from its customers and disclosed the 
identities of  its clients. 

As a result of  the disclosure, the SEC learned that 
several Panamanian corporations in which Giuseppe 
B. T o m e  had an interest had purchased the St Joe 
securities. Tome had close personal ties to the Chair- 
man of  Seagram, Edgar Bronfn~an,  and had obtained 
inside inforrnation without Bronfman's knowledge 
and used it for his personal advantage. The court 
enjoined Tome from future violations of the securi- 
ties laws and ordered disgorgement of over I 4 m  in 
illegal profits." 

Thc Sr Joe case illustrates the significant obstacles 
that the SEC encountered in the 1980s in obtaining 
inforrnation from outside the USA to investigate vio- 
lations of  US securities laws.' Clear mechanisms or 

pathways for sharing mformarior~ between securirlt-:, 
regulators did not exist. Authorities lacked Iegislatinr~ 
ro protect the confidentiality of non-pubiic informa- 
tion t h a t  M-ns shared, and, just as lmportantiy. lacl;-..J 
pract;ie in dealing w-~th  the many Issues raised b\- 
requescmg and providing assistance. In addi~ian .  
many countries predicated thelr willingness to pri_i- 
vide assistance on the satisfaction of  dual illegaht?- 
or dual criminality requirements.'' in the early 
1980s, many countries, including Switzerland, had 
not yet pohibi ted insider trading; this fact, coupled 
with the requirement of dual illegality or dua: 
criminality, meant that they lacked the legal abilitl- 
and competence to assist the SEC in such cases, allow- 
ing their o w n  countries to become hospitable, i t  
unwitting, hosts t o  fraudsterr." 

The  St Joe case involved issues of  the SEC's access 
to information about the persons responsible for sus- 
picious trading. In St Joe, the SEC was able to freeze 
the illegal trading profits before they had been trans- 
ferred abroad, thus making it easier to enforce the 
court's freeze order and secure the proceeds of the 
fraud. The SEC faced a more difficult challen~r. 
and continues t o  face difficulties, when the proceed 
of wrongdoing are located outside the USA. The 
Wang G Lee case presented an early example of 
such di6culties- " 
SEC v Wang & ~ e e ' ~  and Asset Tracing 
In 1988, Stephen Wang, a junior market analyst 3c a 
New York investment banking firm, provided inside 
information concerning potent~al  takeover deals 
involving 25 corporate clients o f  his employer to 
Fred Lee, a Hong Kong-based investor. Lee traded 
on non-public information using nominee accounts 
in the USA and overseas, making a profit of over 
$19m. In June 1988, Lee testified in response to 
SEC questioning that he had illegally purchased the 
securities. O n  that same day, however, he instructed 
US  banks and brokerage firms t o  transfer his funds to 
Hong Kong. 

Concerned about Lee's efforts t o  move assets, the 
SEC filed an action in US Federal District Court 
alleging that Wang had violated the US federal 
securities laws by providing insider information to 
Lee, and that in July 1988 Lee had traded on  the infor- 
mation through a series of  nominee accounts. The  
SEC asked the court to issue an asset freeze and 
restraining order against both Wang and Lee, based 
on Lee's ongoing attempts to remove his illicit profits 
from the USA. The frecze order was served on the 



New York branch of Srandard Chr tered Bank, a 

UK-headquartered bank u ~ h  branches In boch 
New York and Hong Kong, where Lee had or 
controlled xcouncs. I'' 

Almost immediately following the issuance of the 
US court's freeze order, Lee demanded that Standard 
Chartered's Hong Kong branch release his funds and 
threatened to sue the bank if it failed to comply with 
his demand. Based on these developments, the SEC 
requested that the US court issue an anti-suit injunc- 
tion, prohibiting the defendants from bringing an 

action anywhere in the world to obtain assets that 
were the subject of the suit. Lee refused to comply, 
and, instead, applied to the Supreme Court of 
Hong Kong for a declaration that the US court 
order freezing his assets had no etfect in Hong 
Kong, and, therefore, did not restrain the bank 
from complying with his demand for payment. 

Meanwhile, the SEC asked the US court to require 
Standard Chartered to pay Lee's allegedly ill-gottrn 
gains into the US court's registry for safekeeping. 
The SEC argued that, in view of Lee's attempts to. 
obtain control over the assets, it was necessary to 
sequester the funds in the US court's registry to pro- 
tect the defrauded investors. Standard Chartered con- 
tended that the court had no jurisdiction to require 
payment of funds held in its Hong Kong branch. 
The court, nonetheless, issued a 'sequestration 
order' in August 1988, directing Standard Chartered 
to pay the monies into the court's account. The bank 
complied, but appealed the decision. 

While the appeal was pending, the Hong Kong 
court ruled that Lee was not entitled to the funds." 
The court sympathised with Lee's argument that 
Standard Chartered's Hong Kong branch was a sepa- 
rate entity from its New York branch and thus could 
not be contractually obligated to honour the US 

I h court's anti-suit injunction. Nevertheless, the 
Hong Kong court concluded that, because the bank 
had actual knowledge that misappropriated funds 
were located in the accounts, Standard Chartered's 
Hong Kong branch could be holding the funds as a 
constructive trustee for the benefit of investors. 

Despite the Hong Kong court ruling, the US liti- 
gation continued with Standard Chartered arguing 
that it could be subject to double liability in both 
the USA and Hong Kong. Several parties, including 
the UK government, filed 'friend of the court' briefs 
supporting the bank's appeal. The US Court of 
Appeals never ruled on these issues, however, because 
in 1989 the SEC reached a settlement agreement with 

Lee, whereby he agreed to disgorge $19m in profit5 

and pay a S1.5m civil penalty. 
While the Lt'ang G Lee case was an early example 

of global srcuritles enforcement, it nevertheless 
presented many of the dificulc issues that securities 
regulators face today. Information sharing is onlv 
thc beginning of the story. Securities regulators con- 
tinue to confront jurisdictional issues and need to 
develop better methods to secure assets overseas. 

Policy developments 
The experiences - and frustrations - in obtaining 
information from overseas during the early 1980s 
highlighted for the SEC the necessity of addressing 
more broadly the impact of globalisation o n  US m a r -  
kets. In 1988, the SEC issued for the first time a policv 
statement on internationalisation of the securities 
markets, setting forth the philosophical underpin- 
nings of its approach to cooperation. This early 
policy statement was accompanied by the adoption 
of information-sharing legislation in the USA, the 
subsequent adoption of similar legislation elsewhere, 
and the negotiation of arrangements fbr sharing 
information with several foreign authorities. 

I988 P o k y  statementI7 
The SEC's 'Policy Statement on Regulation of Inter- 
national Securities Markets' noted that fair and honest 
markets, a key feature of effective regulation, are best 
achieved through adequate regulation against abusive 
sales practices, prohibitions against fraudulent con- 
duct, and high levels of enforcement cooperation. 
The statement ernphasised that international coopera- 
tion is necessary to ensure fair markets, and called on 
regulators to 'forge a network of  . . . information 
sharing arrangements that are effective from an 
enforcement standpoint and sensitive to national 
sovereignty concernr'.'"he SEC built on rhc 1988 
Policy Statement in encouraging securities regulators 
in IOSCO to expand their ability to cooperate with 
one another. Its success in developing an IOSCO 
consensus on  this issue is reflected in the IOSCO 
Resolution on Cooperation, which was adopted in 
1989."' 

SEC Information-sharing provision, 
s. 21(a)(2)~* 
In order to fully implement the 1988 Policy 
Statement, the SEC needed new legal tools. Indeed, 
the SEC could not provide assistance to its foreign 
counterparts without a firm legal foundation. 



Consequently, prior to issuing the policy statement, 

the SEC went to the US Congress to seek broad 
information-sharing powers. 

Section 21 (a)(:) of the Securities Exchange Act of 
1934 was part of the lnsider Trading and Securities 
Fraud Enforcement Act of 1988.'' Section 21(a)(2) 
giver the SEC the legal authority to conduct 
investigntions, including compelling the production 
of documents and testimony, on behalf of foreign 
securities authorities. It provides that, upon request 
from a foreign securities authority, the SEC may con- 
duct a formal investigation, without regard to 
whether the facts stated in the request constitute a 

violation of  US law." 
The  SEC must take Into account two considera- 

tlons in deciding whether to provide assistance to a 
foreign securities authority under s. 21 (a)(2). The 
statute requires that the SEC consider both 'recipro- 
city' (ie whether the authority requesting assistance 
has agreed to provide reciprocal assistance t o  the 
SEC) and whether the provision of assistance by the 
SEC would prejudice the US public interest. This 
structure emphasises Congress's intent to create a 
strong incentive for other countries to provide the 
SEC assistance, while affording the Commission a 
great deal of  flexibility to provide assistance to 
 ocher^.'^ 

Section 21(a)(2) sets the framework for interna- 
tional enforcement cooperation in which the SEC 
now engages on a daily basis. Key aspects o f  the 
provision include: 

- the use of broad domestic powers on behalf of  
foreign authorities; 

- the ability to assist a wide range of authorities; 
and 

- the absence of  a dual illegality or dual criminality 
provision. 

Use of broad domestic powers: Section 21 (a)(?) gives the 
SEC the authority to use its cornprehensivt. powers t o  
investigate suspected securities viohtions, including 
obtaining and sharing information using its compul- 
sory powers, if necessary. Comprehensive powers 
include chc ability to obtain information from both 
real persons and legal entities, whether regulated or  
unregulated. The  information that may be obtained 
covers a wide variety of  documents and testimony, 
including, for example, brokerage records; bank 
account records; telephone records; credit card 
account records; hotel and airline records; and records 

from internet service providers (ISPs). whlch are w ~ r h  
increasing frequency the subjccr of SEC subpoena 

orders. 

Ability to assist a wide  rarlgr qf authorities: When pro- 
viding information internationally, the SEC doe; 

not distinguish among the types of uses to whlch 
the information may be put by foreign authorities. 
That is, the information may be used by foreign 
authorities in an administrative, civil, or crlminal 
law enforcement context. Under different legal 
systems, authorities charged with investigating and 
prosecuting securities fraud vary w ~ d e l y ,  and may 
include securities regulators, finance ministries, bank- 
ing commissions, investigating magistrates or public 
criminal prosecutors. As a result, the SEC's assistance 
legislation provides that the SEC can assist a 'foreign 
securities authority'." The  term is defined broadly as 
'any foreign government, o r  any governmental body 
or regulatory organisation empowered by a foreign 
government to administer o r  enforce its laws as 
they relate to securities rnat ter~ ' . '~  The  term, thers- 
fore, could include independent regulatory agencies, 
criminal authorities, and those self-regulatory organi- 
sations that 'enforce' or 'administer' securities laws. 

Absence of a dual illegality or dual criminality provision: 
Significantly, s. 21 (a)(2) expressly allows the SEC to 
obtain information on  behalf of a foreign securities 
authority, even if the SEC has no  independent inter- 
est in the matter, and even if no unlawful activity 
occurred in the USA. In other words, there is no 
'dual illegality' requirement as a prerequisite for the 
SEC to provide assistance. There is also no  'dual 
criminality' requirement; pursuant to s. 21 (a)(?). the 
SEC can obtain and share information even if the 
activity, had it occurred in the USA, would not 
have violated US law. In other words, the SEC can 
obtain the information even if the type of  conduct 
under investigation by the foreign securities authority 
would not violate US securities laws. 

The SEC was acting with enlightened self-interest 
in seeking a statutory basis for assisting foreign autho- 
rities that did not depend on the existence of  compar- 
ability between US and foreign securities laws. T h e  
SEC recognised that, in order to be more certain of 
its ability to obtain information from its fore~gn 
counterparts, it had t o  give them more  concrete 
assurances that the SEC could assist them in return. 
The  legislative history recognises this fact. The  
Report from the Congressional Co'mmittee that 



accompanied the Froposed legislation states a s  

follows: 

'The lsgislatron does not require that the matter 
under investigation would constrcute a violation 
of  U.S. l a w  if it had occurred here. Such a dual 
criminality requirxncnt would inhibit the Com- 
mission's a b i l l t ~  to be responsive to foreign 
requests. Moreover, because U.S. securities laws 
are broader than those in most other countries, 
the imposition of  a dual criminality requirement 
by other countries could seriously restrict the 
Commission's ability to obtain assistance from 
foreign countries in many  case^."^ 

The  approach taken by the SEC in s. 21(a)(2) is stiH 
effective today. In a global market where securities 
regulators operate within different legal and regula- 
tory systems, dual illegality and dual criminality 
requirements by their very nature interfere with 
and impede domestic securities enforcement. Dual 
illegality and dual criminality requirements hinder 
securities regulators' ability to conduct thorough 
investigations, with the result that investors' funds 
can be secreted or dissipated and perpetrators escape 
unpunished. 

Several jurisdictions, including France, the UK, 
Australia and ~ n t a r i o "  adopted information-sharing 
legislation shortly after the SEC adopted s. 21 (a)(2).'" 
Many others foIlowed thereafter. In fact, statutory 
provisions allowing for exchange of information 
have become the foundation for the free flow of 
information between securities regulators. 

Development of information-sharing 
MOUs 
Based in large part on  its new statutory ability to 
obtain and share intbrmation on behalf of 
foreign securities authorities, the SEC began to 
deveiop information-sharing arrangements, generally 
known as memoranda of understanding (MOUs) ,  
with key foreign counterparts. as Congress had envil 
~ ioned . ' ~  T h e  M O U s  grew out of informal case- 
by-case understandings that facilitated the production 
of  foreign-based information. They are formal writ- 
ten arrangements indicating the parties' intent t o  pro- 
vide assistance to each other regarding obtaining and 
sharing information. They contain detaiIed provisions 
on use and confidentiality of  information. T o  date, 
the SEC has entered into over 30 such arrangements 
with foreign regulatory- authoririer."' While :here 

MOUs have proved useful, they have been so onll- 
because the parries possess both the underlymg legal 
authority,  as well as the ndlingness, to cooperate. 

A? the SEC began to d~scuss i ts  new !eg~rlation 
with its foreign counterparts, it became apparenr 
that those regulators would not share non-public 
information with the SEC - even if they were kg-  
ally permitted to do  so - without assurances from 
the SEC that the information would remain confi- 
dential. They were concerned in particular about 
the information being disclosed pursuant to requests 
from third parries under the US Freedom of Inforrna- 
tion Act ( F O I A ) . ~ '  As a result, the SEC sought and 
obtained authority from Congress to provide addi- 
tional protection from disclosing information 
obtained from foreign authorities in response to a 
FOIA request. The  International Securities Enforce- 
ment Cooperation Act of 1990." a key part o f  
which is codified at s. 24(d) of the Securities 
Exchange Act of  1934, provides a limited exception 
from FOIA. This provision expressly allows the 
SEC to keep confidentlal information it  obtains 
from a foreign securities authority, even in the face 
of a FOIA request. Section 24{d) provides in part: 

'The Commission shall not be compelled to dis- 
close records obtained from a foreign securities 
authority if (1) the foreign securities authority 
has in good faith determined and represented to 
the Commission that public disclosure of  such 
records would violate the laws applicable to that 
foreign securities authority, and (2) the Commis- 
sion obtains such records pursuant t o  (A) such pro- 
cedure as the Commission may authorise for use in 
connection with the administration or enforce- 
ment of  the securities laws, o r  (B) a memorandum 
of understanding.' 

This exception is in addition t o  the other exemptions 
to production of information that might apply under 
FOIA or  otherwise. 

Providing confidentiality protections to non- 
public information obtained from a foreign regulator 
does not, however, prevent the SEC from using the 
information in investigations or  proceedings. Section 
24(d) does not prevent the SEC from using non- 
public information in actions it brings in US courts 
or in administrative proceedings. Such use generally 
includes providing a defendant in an action with rea- 
sonable access to relevant information. Disclosure to 
the opposing parties in the litigation or  administrative 



proceeding, however, is not the equ~valent ofmaking the Internet. With the click of a mouse, individuals 
the information broadly public. can access websites from all over the world and 

research and trade securities from their living 

Usfsing criminal channelsfor inforrnarion sharing 
While s. 21ja)(2) permitted the SEC to develop 
regulator-to-regulator information sharing arrange- 
ments, the SEC did not limit itself solely to adminis- 
trative channels. Concurrently with developments in 
regulator-to-regulator cooperation, the US Depart- 
ment  offustice was entering into information-sharing 
agreements with foreign criminal aurhorities known 
as Mutual Legal Assistance Treaties (MLATs). The  
SEC recognised that MLATs could be a usLful 
avenue for obtaining information, particularly in jur- 
isdictions where the SEC did not have a regulatory 
counterpart, or where only criminal authorities 
could provide access to critical information, such as 
bank account records. 

T h e  SEC has been able to take advantage of 
MLATs because US securities laws glve rise to both 
civil and criminal violations. Therefore, while the 
SEC is not a criminal authority and cannot itself 
criminally prosecute violations of  US securities 
laws, the SEC consults, coordinates and must share 
information with the US Department of Justice. 
Indeed, in recognition of this fact Congress gave 
the SEC the specific staturory authority to forward 
a matter to the Justice ~ e ~ a r t m c n t . ' ~  ~ h u r ,  the 

rooms. Technology now- perrnm people to trzdc 
using the screens on their mobile phones, transferring 
funds with the push of  a button. But the same tech- 
nological forces that facilitate trading also can facili- 
tate fraud. Virtual 'boiler rooms' n o  longer require 
banks of phones or hundreds of brokers making 
cold calls; one  person and a modem will do. In 
this global Internet environment, s. 21(a)(3) and its 
foreign progeny provide a strong statutory infra- 
structure for combating international securities fraud. 

At the same time that information-sharing 
arrangements are maturing and being used effectively 
to combat fraud, new challenges co inforrnation shar- 
ing have become apparent. in some jurisdictions, 
there have been legal actions raising questions about 
the scope of  regulatory powers o r  assistance, or the 
confidentiality and use o f  the information that is 
shared. in addition, there have been political hurdles. 
While in many countries information sharing with 
foreign securities regulators has become almost rou- 
tine, others contlnue to lack the ability o r  willingness 
to share information for securities enforcement pur- 
poses. Multilateral approaches have been undertaken 
in response. 

SEC has worked with the Department of  Justice to 
expand the scope of MLATs to include SEC 

Legal challenges to information-sharing 

investigations. 
legislation 
Many jurisdictions have adopted information- 

MLATs to be a ''* the s'' sharing legislation and information-sharing practices, 
t o  obtain infbrnlation from abroad. in a globalised 

demonstrating a widespread recognition that infor- 
market there will continue to be different approaches 

mation sharing is an integral part of enforcing domes- 
to regulating securities activity. While the scope of  

. tic securities laws and protecting domestic securities 
authority of securities regulators continues to 

While each jurisdiction's legal s)-irern is 
expand, in some jurisdictions, only criminal authori- 

unique, and assistance statutes therefore are not iden- . 

ties have access to certain types of  information that 
tical, many of these information-sharing laws provide 

can be critical to a securities fraud investigation. 
for powers similar to those of  the SEC. 

Allowing multiple gateways for infbrmation sharing 
In many countries, information-sharing statutes 

ensures that critical information can be obtained 
have faced - and survived - legal challenger." . 

by authorities that need it for investigations and 
These statutes generally have been upheld, and the 

prosecutions. 
cases collectiveiy have reaffirmed the intbrmation- 
sharing approach to global securities enf~rcernent .~"  
In one recent legal challenge, however, the court 

INFORMATION SHARING fN THE dramatically limited the powers o f  the dornestrc secu- 

PRESENT ritics regulator t o  share information with its foreign 

Markets have changed tremendously since the 1980s. counterparts, thus raising issues about the effective- 
The); have become truly global, in no small part due ness of that securities regulator's enforcement 
t o  the evolution of electronic communications and 



The Elsag Bailey decision 
In October 1998, the SEC filed an action in the US 
Federal District Court alleging that insider trading 
had occurred in the USA, through European b a ~ k s ,  
in ths options and equities of Elsag Bdiley Process 
Autornat~on N V  ('Elsag Bailey') during the weeks 
immediately prior to an announcement of a tender 
offer for Elsag Bailey by a Swiss-Swedish company, 
ABB Asea Brown Boverl ~ t d . "  With the assistance 
of European securities authonties, the SEC was able 
to obtain significant investigative information, 
includmg that one of the traders was a company 
insider, sufficient to persuade the US court to issue 
a preliminary injunction and freeze order.39 

In late 1998, the SEC requested the assistance of the 
Swiss Federal Banking Commission (SFBC) in 
obtaining bank records to identify persons control- 
ling accounts at a Swiss bank through which suspi- 
cious trading had occurred prior to the acquisition 
of Elsag Bailey. The account holders appealed the 
SFBC's decision to provide the records to  the 
SEC." O n  1st May, 2000, the Swiss Federal Court 
held that the SFBC could not provide the inforrna- 
tion to the SEC without further assurances from the 
SEC about its ability to maintain the confidentiality 
of the information Following the receipt 
of written assurances from the SEC, the SFBC again 
decided to turn the information over the SEC. Again, 
the account holders appealed and, on 20th December, 
2001, the Swiss Federal Court again ruled that the 
information could not be passed to the SEC.~?  

The Swiss Federal Court held that the SEC's assur- 
ances of confidentiality regarding the information 
were not sufficient to satisfy the requirements of 
Swiss law.43 The court based its decision on Article 
38 of the Swiss Federal Law on Securities Exchanges 
and Trading, which contains conditions on the trans- 
fer of non-public information to foreign securities 

44 regulators. These conditions include restrictions 
on use (eg information must be used exclusively for 
the direct oversight of the securities market) and 
further transfer (eg the recipient may transfer the 
information to another regulatory agency only 
with prior approval, and cannot use the process to 
circumvent established procedures in criminal rnat- 
tcrs)."' The Swiss court determined that. with respect 
to transfers of incormation to the SEC, the conditions 
of Article 38 were not met. Its determination was 
based largely on concerns about the SFBC's ability 
to maintain control over the inf~rrnation.~" It held 
that, because the information provided to the SEC 

could be accesslblt: to the 'wider public' because of 
the public nature of U S  court proceedings and 
discovery practicss, the SEC - and thcrefore the 
SFBC - could nor maintain control over the 
mformacion consistent cvith Article 38.'' 

In the decision. the Swiss court did not dlstmguish 
between disclosure and use. It did not recognise that 
use of the informatlon in court proceedings - 
which after all is the very purpose for which inforrna- 
tion 1s requested - 1s different than disclosure o f  
information in breach of confidentiality protections. 
This 1s a key distinction in assuring the ability of secu- 
rities regulators to use information obtained from 
their foreign counterparts. Without the ability to 
use the information to prosecute securities fraud - 
whether administratively, civilly or criminallv - 
the purpose of information sharing is defeated, the 
cooperative tramework established by securities reg- 
ulators to fight global securities fraud becomes inef- 
fective, and securities regulators would be forced to 
resort to other methods to police their markets, 
including, perhaps, the combative techniques o f  the 
1980s. 

The SFBC recognised the significant adverse 
lmpact of the Swiss court's decision on the SFBC's . 
ability to supervise its securities markets. Following 
the Swiss court decision, the SFBC issued a press 
release announcing its decision to seek corrective 
legislation to grant administrative assistance to for- 
eign securities regulators.'"he SFBC recognised 
that current 'Swiss legislation setting the conditions 
for the SFBC to cooperate with foreign supervisory 
authorities in matters of insider trading and stock 
market offences are inadequate for achieving its 
own objectives'." As the Director of the SFBC 
Secretariat, Daniel Zuberbuehler, noted in a recent 
news article, 'If you cannot cooperate with the 
main securities regulator in the world, with the 
biggest capital market, under this new law [Switzer- 
Iand's 1997 assistance legislation], then the new law is 
flawed and has to be changed. And we are motivated 
to get that through."" 

The Global Securities decision5' 
In contrast to the Swiss decision, perhaps the most 
resounding recent victory for information sharing 
among securities regulators was the Global Securities 
matter. In that decision, the Canadian Supreme 
Court rejected a challenge to the information-sharing 
arrangement between the British Columbia Securi- 
ties Commission (BCSC) and the SEC." 



In June 1996. the SEC requested the BCSC to pro- 
vide lnlormation from Global Securities Corporarlon 
('Global'j concerning, among other things, Global's 
trading in [he USA. Based on s. 14l(i)(bj of its 

Securities Act,  the BCSC ordered Global to produce 
the inforrnat~on.'~ Global refused to produce some of 
the materials, claiming thar s. 141(l)(b) was beyond 
the scope of British Columbia law because it did 
not relate to conducc within British Columbia. The 
BCSC filed an action in the British Columbia 
Supreme Court to compel Global to produce the 
records, and Global filed a petition with the court 
seeking a declaration that s. 141 (l)(b) was ultra vires. 

While the-British Columbia Supreme Cour t  sup- 
ported Global's viewpoint, the Supreme Court  of 
Canada reversed the lower court decision on 
appeal." The court found that s. 141(l)(b) helped 
enforce British Columbia's securities laws by facilitat- 
ing reciprocal cooperation with foreign jurisdictions 
and that, since the BCSC was responsible for securi- 
ties regulation within British Columbia, it was within 
the BCSC's authority to provide assistance t o  foreign 
regulators. The  court ernphasised the 'indispensable 
nature of interjurisdictional cooperation among secu- 
rities regulators today'." It also found thar one of the 
main purposes of  s. 141(l)(b) is to obtain 'reciprocal 
cooperation from other securities regulators, thus 
enabling the [BCSC) to carry out its domestic 
mandate e f f e c t i ~ e l ~ ' . ~ '  The  court further noted that 
the law helped to uncover misconduct by British 
Columbia registrants abroad, and thus served the 
BCSC's 'legitimate concern with ensuring that 
domestic registrants are "honest and of  good 
repute".'" For these reasons, the court concluded. 
the statute was within the scope of  British Columbia 
law. 

This decision recognised an important concept - 
that for a jurisdiction to ensure that it has a compre- 
hensive domestic enforcement regime, it must pro- 
vide, as well as receive. international cooperation.j* 

Increased international multilateral , 
focus 
Just as in the late 1980s the SEC used a policy 
approach to lay the foundation for information 
sharing, in the late 1990s, as information sharing 
cxpanded, the SEC continued to use policy initiatives 
to support its enforcement work and expand the 
universe of information sharing. Multilateral groups 
supported information sharing and were able, 
where appropriate, to apply high-level political 

pressure for change in m ~ r k e t s  that were viewed as 

rccalc~trant. In order co prevent the sheltering o t  

fraudsters and their assets. 
The folIowing multilatsral groups hdve xvorkcc! 1,: 

promote information-sharing practices, policies ~ n 3  
procedures in recent years: 

- IOSCO, regarding information sharing and 
record keeping for securities regulators; 

- G7, regarding both cross-border and cross- 
sectoral information sharing; 

- FATF, ;egarding information sharmg as part ot' 
anti-money laundering initiatives; 

- the Financial Stability Forum (FSF), in its work 
on  financial stability; especially regarding the 
threat to financial stability posed by offshore 
financial centres; and 

- the Organization for Economic Cooperation and 
Development (OECD), regarding its work on 
the misuse of  corporate vehicles. 

The SEC has used these international groups to advo- 
cate broad information sharing among foreign autho- 
rities. T h e  key elements of  the SEC's strategy has 
been the development of  projects that: (a) expanded 
information sharing through endorsing approaches 
similar t o  those embodied in ss 21(a)(2) and 24(d) of  
the Securities Exchange Act; and (b) ensured that 
not only were mechanisms for providing assistance 
available, but  also that the critical information to be 
provided would be available. 

IOSCO 
.The SEC is a member of I O S C O  and has actively 
used IOSCO as an avenue for expanding interna- 
tional information sharing. lOSCO has developed 
many programmes to encourage its members" to 
share public and non-public information and to 
cooperate with one anocher. The  SEC has helped to 
craft and support these projicts. 

IOSCO iMOU ~ r i n r i ~ k r : " ~ '  In 1991, in light o i  the 
need for cooperation in enfcrcement matters, 
IOSCO adopted 'Principles of  Memoranda of 
Understanding'. The principles represent a consensus 
among securities regulators about key tools that 
should be available to regulators for fighting securi- 
ties fraud. These principles have been referred to 
time and time again as IOSCO members developed 
bilateral and regional M O U s  with one another."! 
They include core provisions on obtaining and shar- 



ing lnformatior,, and on confidentidlity and use of 
information tha t  is shared. In part~cular. the MOU 
Principles endorse: 

- the provision of assistance without regard to 

whether the type of conduct under investigation 
wouid be a violat~on of the laws of the requested 
authority; 

- use of f~d1 domestic powers to execute requests 
for  assistance, including obtaming documents, 
testimony, and conducting inspections; 

- the importance of protecting the confidentiality 
of the information provided; and 

- the right to use the information for enforcement 
investigations, actions and proceedings. 

IOSCO resolutions o n  cooperation: In addition to the 
MOU Principles, IOSCO members adopted a series 
of resolutions designed to  affirm IOSCO members' 
commitment to cooperation, in 1986, 1989 and 
1994.~' In 1997, IOSCO took these resolutions one 
step further with its 'Resolution on Principles for 
Record Keeping, Collection of information, Enfor- 
cement Powers and Mutual Cooperation to Improve 
the Enforcement of Securities and Futures Laws' 
('1 997 Enforcement ~ e s o l u t i o n ' ) . ~ ~  

The 1997 Enforcement Resolution was a product 
of IOSCO members' recognition that there were 
significant differences in the ability of members to 
maintain, collect and share non-public information. 
IOSCO recognised that, no matter how able and 
willing to share information a regulator is, it is not 
useful if the information that needs to be shared 
does not in fact exist or  cannot be obtained by the 
regulator. The 1997 Enforcement Resolution thus 
addresses the importance of comprehensive record 
keeping and collection of information, as well as 
strong enforcement powers, in the context of 
mutual assistance and cross-border cooperacion. I t  
identifies the need to maintain beneficial ownership 
information for public companies, as well as records 
for bank and brokerage accounts. This marked the 
first time that IOSCO's focus-turned to improving 
the maintenance and collection of information as a 
critical part of international cooperation. The 1997 
Enforcement Resolution was adopted by IOSCO's 
full membership and was incorporated in 1998 into 
IOSCO's Objectives and Principles of Securities 

6-8 Regulation. 

ZOSCO work in rerponse to 3 1th September: In October 
2001, IOSCO created a special project team to 

explore actions securities regulators should takr  in 
view of che events of 11 th September and thelr after- 
math." This new IOSCO task force, in which che 
SEC s t a g  participated. i~cused o n  polic~es 2nd prac- 
tices securities regulators should adopt in order co 
expand cooperation and uformation sharing in 
global markets. Its goal was to expand inhrmation 
sharing to encompass securities regulators from all 
jurisdictions. Through this group, IOSCO is now 
seeking to turn its previous resolutions on coopera- 
tion from aspiration to reality, and to find a means 
to help those members who stiII are unable to coop- 
erate and share information with their foreign coun- 
terparts to obtain the legal ability and resources to do  
so. As a result of these efforts, in May 2002 IOSCO 
endorsed a multilateral MOU.~" 

C 7 Principles 
Regulatory ecorts to promote information sharing 
received a boost following the Asian financial crisis 
when, in 1998, Finance Ministen and other policy 
makers turned their attention to information sharing 
as a means to enhance supervision and raise supervi- 
sory standards. International regulatory groups such 
as IOSCO and the Bade Committee on Banking 
Supervision used this high-level political support 
to promote information sharing among their 
members. 

In May 1998, the G7 Finance ~ i n i s t e r p  adopted 
Ten Key Principles for ~nformation-sharingw 
These principles, which are largely based on the 
lOSCO MOU ~ r i n c i ~ l e s , ~ \ n c o u r a ~ e  regulatory 
authorities to have the power to compel information 
on behalf of other supervisors, both on  a domestic 
and international level. The G7 Principles also address 
the need for use of the information in investigations 
and proceedings, and the importance of maintaining 
the confidentiality of any non-public information 
that is shared. 

The first set of G7 Principles was followed a year 
later by a second set o f  Ten Key Principles that 
fdcuses on information sharing between regulators 
and law enhrcernent autfioritie~.~" The G7 Finance 
Ministers sought to improve the exchange of infor- 
mation between financial regulators and law enforcc- 
ment authorities in cases involving serious financial 
crime and regulatory abuse. The second set of G7 
Principles endorses domestic and international coop- 
eration between regulators and jaw enforcement 
authorities, and specifically promotes direct cross- 
sectoral exchanges. - 



These two sets of G7 Principles have helped 
advance cooperation. They provide political support 
for cfforts to promote information sharing - 
whether between financial regul~turs of the same 
type, between securities regulators and banking 
supervisors, or  between fmancial regulators and 
criminal authorities. Ths kind of broad cooperation 
is critical to securities enforcement in a globaI 
market. In some countries, for example, securities 
fraud may be solely a criminal violation, and regula- 
tors may be required to turn over any information 
they have regarding such violations only to the 
domestic crlminal authoritiex Moreover, once a 
matter is referred to criminal authorities, the ability 
tbr a regulator to provide cooperation and inlorma- 
tion to o.tther securities reguiators may be restricted. 
These limitations unduly hamper enforcement 
investigations by securities regulators. 

Initiatives of the FSF and the FATF 
The FSF and the FATF both have recently engaged in 
initiatives to improve information sharing - the FSF 
in regard to financial stability and the FATF in regard 
to an ti-money laundering poIicy. The SEC worked 
closely with other US government agencies, includ- 
ing the US Treasury and the US Federal Reserve 
Board, on both of these initiatives. 

Oft-shore Financial Centers (OFCs) and non- 
cooperative jurisdictions have long been a challenge 
for SEC enforcement investigations. At times. SEC 
investigators would trace the proceeds of a fraud or 
obtain leads. whether from US sources or those 
abroad, only to discover that the accounts that had 
engaged in illegal activity were located in OFCs or 
non-cooperative jurisdictions from which the SEC 
could not obtain information. Difficulties identifying 
accounts and accountholdcrs were exacerbated when 
international busincss corporations (IBCs) were 
involved." The SEC recognised that both the FSF 
and the FATF initiatives could lead to enormous 
benefits in the fight against securities fraud, and 
improvc the SEC's ability to obtain information for 
its enf~rcement investigations. 

The FSF tbcused on 'problematic' OFCs, ie those 
that are unable or unwilling to comply with key 
regulatory standards or that offer little or no coopera- 
tion to foreign authorities. The FSF viewed such 
OFCs as weak links in the supervision of an increas- 
ingly integrated financial system. Ultimately. prob- 
lematic OFCs could threaten thc stability of the 
global financial system. 

The FSF hrokz new ground tvhen In May 2000 Ir 

released a list identifving those OFCs perceived to 
have weal; supervision and to be non-cooperative. 
The 'list' was created as a mechanism for p r i ~ r l t t s i n ~  
assessments of OFCs' adherence to internatior: 1' .tan- 

dards, including standards of information sh- m d  
cooperation. The SEC had successfully  urge^. ..: the 
issue of cooperation, ie the ability and willingness of 
an OFC to share information with foreigr; .tuthori- 
ties, be a critical element in determining uiic-ther an 
OFC was 'problematic'. 

Concurrently with the FSF work on O K s ,  the 
FATF began to  Iook into non-cooperative jurisdic- 
tions. In the late 1990s, an increasing number of 
developed countries became concerned with the 
role played by 'rogue' jurisdictions in relation co 
financial crime and money laundering. The reigning 
perception was that these jurisdictions were neither 
willing nor able to assist in the international effort 
to combat money laundering. The FATF was thus 
tasked by the G7 Finance Ministers with defining 
the criteria that render a jurisdiction non-cooperative, 
identifying non-cooperative jurisdictions and formu- 
lating countermeasures. 

The SEC worked with the US government dele'- 
gation to the FATF" to ensure that regulations man- 
dating customer identification by financial 
institutions and laws authorising local authorities to 
compel financial records and share them with their 
foreign counterparts were key factors included in 
determining whether a jurisdiction was deemed 
'non-cooperative'. The FATF published the first 
true 'bh~kl is t ' . '~  which it continues to update;" a 
jurisdiction's removal from the list is contingent 
upon it having addressed regulatory deficiencies 
regarding cooperation and information sharing. 
There was a large degree o f  overlap between the 
FSF Iist and the initial FATF list; I1 of the 1 S jurisdic- 
tions originally identified as 'non-cooperative' by the 
FATF were recommended for assessment by the FSF. 

The corporate vehicles project of the 
OECD 
With a broad international consensus supporting 
international information sharing, and a new focus 
on OFCs, international policy makers turned their 
attention to  ensuring that the information to bt: 
shared In fact existed. 

The FSF was  particularly concerned about the 
misuse of corporate ~eh ic l e s '~  for money laundering, 
financial fraud and market manipulation. Such 



misuse may occur more readily and go undetected in 

countries whcre there is no  requlremrnt either cn d~s-  
close, or to provide to authorities upon request, ~nfor-  
rna t~on  regarding the ownership of the corporace 
vehicle. Accordmglj-, the FSF asked the OECD to 
study the problem of the misuse of corporate vehrclcs 
and to focus on the ability of authorities to ohtam and 
share information about their beneficial ownership 
and control. 

The  OECD released its Report on the Misuse of 
Corporate Vehicles for Illicit Purposes in April 
2001.'"hir report reflects three fundamental 
tenets, which had been laid out by the SEC. I t  

states that, in order to successfully combat and pre- 
vent the misuse of corporate vehicles for i k i t  pur- 
poses; ( i j  all jurisdictions, including OFCs, must 
establish effective mechanisms for maintaining infor- 
mation on beneficial ownership and control of corpo- 
rate vehicles; (ii) systems for maintaining such 
information must be effectively supervised; and (iii) 
authorities in all Jurisdictions must be able to obtain 
and share such information with their domestic and . . foreign counterparts. 

Recent developments in information- 
sharing legislation 
The ini tiativcs discussed above are producing 
remarkable change. As a result of  the work of the 
FSF, the FATF and the OECD, many OFCs and 
formerly non-cooperative jurisdictions are taking 
substantial steps to improve their supervisory and 
cooperation practices. A number of  countries have 
adopted new information-sharing legislation, allow- 
ing regulators to compel the production of a wide 
range of information, including bank account 
records, on behalf of  foreign securities authorities. 
In addition, several countries are in the process of  
developing avenues for cooperation that did not 
esist previously. Recent improvements in legislation 
invohlng mternational cooperation include the 
following: 

- Jersey amendzd its Financid Services law to 
enhance its rrgulator's ability to obtain and 
share information from both regulated and non- 
regulated entities with foreign regulators;" 

- Turks Pc Caicos Islands amended its Monetary 
Authority's law to allow for the sharing of 
information such as bank records with foreign 

78 regulators; 

- Bermuda recently amended irs Monetary 
Authorlry's law in a sirnilx manner;" 

- Mexico recently amended its law so that thc 
T\4exican securlries authorit)  (Cornision Nacional 
De Valores) can share bank account information 

go with forelgn regulators; 
- the British Vlrgin Islands passed international 

assistance legislation that allows rts Monecary 
Authority to compel information from both 
regulated and non-regulated entities on behalf 
of foreign regulators; 81 

- the Cayman Islands passed international assistance 
legislation that allows its Monetary Authority to 
cooperate with foreign regulators, including the 
power to compel information from both regu- 
lated and non-regulated entities on behalf o f  
foreign regulators;" and 

- Singapore passed an information-sharing Iaw that 
grants its Monetary Authority cooperation 
powers, including conducting investigations on 
behalf of foreign regulators and compelling 
information horn third parties.*3 

In addition, a number of  OFCs are undergoing assess- 
ments o f  their supervisory systems by the IMF.'~ But 
this is only a start. Sustained progress will require 
actua,l implementation of the new standards and 
ongoing cooperation in practice. 

THE WAY FORWARD 

Opportunities for increased 
enforcement cooperation 
Information sharing in international securities mat- 
ters has advanced substantially in the past two dcc- 
ades. The benefits o f  and need tbr information 
sharing have been recogniscd at the highest politi- 
cal levels. Legislation, rules and regulations now 
govern the process for information exchange in 
many jurisdictions, including those once deemed 
'non-cooperative'. 

Nevertheless, impediments to information sharing 
remain. For example, excessive restrictions on cross- 
sectoral information sharing continue to exist. in 
addition, some jurisdictions retain d u d  illegality or 
dual criminality requirements. Others restrict the 
kinds o f  uses to which the information can be put. 
Some securities authorities may not be able to 
obtain kev information such as bank records or less 



traditional, but  increasinglv important information, 
such as records from internet service providers. 

In order to fight the ever-evolving methods oiper-  
petraring secur~ties f t ~ u d .  IC is necessary to broaden 
information sharing in enforcement matters to 
achieve true 'cooperative enforcement'. Enhanced 
moperation can also serve to reduce thrjurisdlctionai 
frictions [hat may occur between regulators when 
responding to securities fraud conducted through a 
virtually borderless Internet. The cases discussed 
below represent new ways in which 'cooperative 
enforcement' can be achieved. 

Securities regulators too must develop enforce- 
ment approaches that enable them to act in 'real 
time' in a world where fraud can occur and funds 
can cross sovereign boundaries almost instanta- 
neously. In addition, regulators can build on the poli- 
tical support for information sharing to help advance 
broader cross-border cooperation. 

Swifter and more creative cooperative 
efforts 
Real time enforcement cooperation in the global 
Internet economy requires that existing mechanisms 
for information sharing be used more creatively 
and quickly. Regulators need to work with their for- 
eign counterparts to identify matters that deserve 
priority and work to develop approaches that will 
yield rapid responses. They must make better use of 
technology and expand their approach to coopera- 
tion. The following recent examples of cooperative 
efforts between regulators demonstrate the benefits 
that can be achieved through creative and com- 
prehensive enforcement cooperation. 

The Rentech case? Cooperation in 
bringing simultaneous US civil and 
Australian criminal actions 
In May 1999, Steven G .  Hourmouzis and Wayne J.  
Loughnan, both Australian residents, falsely touted 
the stock of Rentech, Inc., a Colorado company, 
through the Internet, by sending millions of unsoli- 
cited 'spam' e-mail messages to individuals world- 
wide (including the USA and Australia), and 
posting false messages about Rentech on various 
Internet message boards. Some of the false messages, 
which were made to appear as though written by 
analysts, predicted a 900 per cent increase in the 
value of the stock. The touting caused the price of 
Rentech stock, listed on Nasdaq, to double from 
an average price of $0.45 the previous month to  a 

closing price of $0.875 on the first day of ~ r a d i n ~  
after the touts.  The  touting enabled Hourmnuzis 
and Loughnan to srll 65,000 shares of Rencech 
jtock inco the inflated market for approximately 
$14,000 in profits. 

SEC staff contacted the Australian Securities and 
Investments Commission (ASIC) regarding the 
spam emails and message board postings. Both autho- 
rities immediately began investigating the case. Each 
was able to obtain important information that con- 
tributed to  the other's investigation; without this , 

cooperation, it is likely that neither authority's 
action would have been possible. The SEC was able 
to obtain information about the defendants' trading 
in Rentech shares during the period that they were 
posting the false information. ASIC was able to 
seize the computer hard drives of Hourmouzis and 
Loughnan, which contained information about the 
fraud. 

Because of their open and continuous communi- 
cation, both Commissions were able to share infor- 
mation q~iickly and effectively and achieve a 
comprehensive and effective resolution. O n  the 
basis of information provided by ASIC, the SEC 
was able to connect the Internet messages to the 
Australian defendants and obtain a preliminary 
injunction from a US Federal District The 
SEC subsequently obtained permanent injunctions 
against the defendants, as well as an order for disgor- 
gernent.x7 ASIC criminally prosecuted the defen- 
dan t s .Hh~ur rnouz i s  was sentenced to two  years in 
prison in 2000, and Loughnan was given a suspended 
two-year sentence in May 2001. 

In developing the parallel actions, the SEC , ~ n d  
ASIC needed to coordinate very closely. For exarn- 
ple, the SEC decided to forego seeking penalties in 
the US case when it learned that such penalties 
could potentially subject the ASIC prosecution to a 
claim of 'double jeopardy'. Instead, the SEC sought 
and obtained an order requiring the defendants to 
cease and desist from violating the securities laws, 
and to disgorge unlawfully obtained profits. 

The Oeschle actions?' Enforcement 
cooperation regarding actions across 
markets 
In August 2001, the SEC brought and settled admin- 
istrative actions against two individuals, Andrew 
Parlin and Angelo Iannone, and their respective 
former employers, Oeschle International Advisors, 
a US investment adviser specialising in international 



stocks, and ABN-AMRO, a US broksr-dealer. in 
connection wlrh a scheme to artificiall~. increase the 

closing price of a t  lzast five securities. O n  several 
vicasions during 1993, Parlin and Iannonc at~srnprccl 
to pump up the value of Oeschle's porttblio by pur- 
chasing a large volume of foreign securities during 
the final minutes of trading on the last day of each 
quarter, in a practice known as 'rnark~ng the close' 
They purchased the stocks, which included shares 
of major international corporations (eg Renault, 
Volkswagen, Banca di Rorna, British Biotech and 
the ADRs of Pohang Iron and Steel) at the end of 
each quarter in an attempt to boost the value of the 
portfolio at the time it was calculated. Neither 
Oeschle's nor ABN Amro's compliance systems 
detected their employees' improper trading. The 
scheme was initiated in the USA and carried out in 
a range of overseas markets. 

In its investigation, the SEC obtained information 
from French, German, Italian and UK securities reg- 
ulators. The broad information gathering $nabled the 
SEC to reconstruct the similar trading pattern that 
was used in each market. As the case evolved, the 
SEC consulted with the foreign authorities so that 
all concerned could make informed decisions about 
the evidence needed, the evidence available, and the 
most effective use of resources for each authority. 
This case - and the companion investigations and 
actions oversea?' - demonstrate the importance 
of securities regulators being able to  take actlon 
where illegal conduct occurs across markets yet still 
affects local investors. It also demonstrates that the 
SEC will use its cooperative relationships with its for- 
zign counterparts to punish those in the US who 
export their. misconduct abroad. 

The Exchange Bank and Trust 
investigations: Harnessing technology 
More effective enforcement also will depend on a 

better use of technology to extend resources. The 
SEC and the British Columbia Securities Commis- 
sion (BCSC) recently developed a joint investigative 
database that illustrates the benefits of working 
together bilaterally. 

In April 2000, the SEC filed an action against a Los 
AngeIes tree trimmer, Stephen C. Sayre, alleging that 
he illegally masqueraded as a financial analyst and 
illegally traded in the stock of a publicly traded corn- 
pany that he recommended, e~onnect ."  Through 
his company, Independent Financial Reports, Inc. 
(IFR), Sayre twice issued recommendations through 

a wire service. which were hter dissrminaced more 
w;c-idcl~, over the Internet, to buy shares in sconnect .  
These recommendations did not disclose Sayre's 
holdrngr in [he cornpan)-. In connection \vrth i t 5  

actjon, the SEC obtained an asset frreze against- 
Sayre and other related entities. T h e  SEC's investiga- 
tion traced over $940,000 in fraudulent proceeds to an 
account held at a bank in Vancouver, Canada. in the 

name of Exchange Bank and Trust (EBT), a pur- 
ported foreign private bank licensed in Nauru and 
operating in St Kitts and News. 

At the SEC's request, the BCSC froze the EBT 
account, which turned out to contain over f18rn. 
The EBT account proved to be a conduit for the pro- 
ceeds of other stock frauds currently being investi- 
gated by the SEC and the BCSC. The SEC and the 
BCSC established a joint database to  facilitate analysis 
of data relating to the EBT account. Sharing the costs 
needed to operate the joint database was symbolic of 
both regulators' commitment to information sharing. 
Information from the database aided the SEC staff in 
identifying numerous individuals and entities respon- 
slble for other stock manipulations. The SEC brought 
four cases in October 2001. charging 44 individuals 
and entities regarding a series of stock manipulations 
connected to the EBT account, and seeking disgorge- 
ment from EBT to help repay over $30 million in 
investor losses."' 

IOSCO 's multilateral work on 
enforcement cooperation 
On a multilateral level, IOSCO has been working on 
approaches to enhancing cooperation as well. In 2001, 
IOSCO completed work on the development of 
investigative strategies for joint and parallel investiga- 
tions. IOSCO recognised that, when multiple securi- 
ties regulators have interests in a case, they should 
communicate with each other up front and on a con- 
tinuing basis. The work was designed as a guide for 
securities regulators, laying out the practical issues 
they should consider in conducting enforcement 
investigations in instances of multiple jurisdictional 
interesr." IOSCO addressed issues such as allocating 
responsibility for collecting informat~on, methods 
for sharing information, and permissible uses of 
information, as well as other practical considerations 
involved in bringing cross-border enforcement 
actions. 

IOSCO also sought to improve cooperation 
through its new post-11th September task force. As 
discussed above,"%his work was designed to make 



information sharing a reality for a broader unlverss of 
IOSCO rnrrnbrrs. To this end, in M a y  1003, IOSCO 
endorsed a multilateral MOU,'" w h ~ h  builds on pre- 
s-~ozls lOSCO principles and resolurions to establish 
an international benchmark for cooperation and 
information sharing. The  key provisions of  the 
MOU focus on the most essential elements of cross- 
border cooperation: (i) the provision of lnformation 
critical ro the investigation and prosecut~on of 
cross-border securitres violations; (ii) the protections 
that arc afforded to that information once it has 
been shared; and jiii) h o w  that mlorrnation may be 
used by the requesting authority. Prior t o  signing, 
IOSCO member regulators must establish through 
an objective review process that they have the 
legal capacity to fulfil the MOU's terms and condi- 
tions. Thls process provides positive incentives for 
members to raise their national standards regarding 
international cooperation and informat~on sharing. 

Increased multilateral focus addressing 
securing assets abroad 
The current efforts of numerous multilateral groups 
to improve information sharing, along with new 
eCorts to enhance enforcement cooperation, should 
lead to more information being shared more directly 
and more quickly than ever before. Despite the wide 
polit~cal support for information sharing, however, 
there has not been as great a recognition of the 
need for international cooperation in securing assets 
that are the proceeds o f  cross-border securities 
fraud. A comprehensive programme to  address 
securing of assets is called for. 

To date, cooperation in securing assets located 
abroad has occurred only on an ad hoc bask9' 
Mechanisms for preserving and obtaining assets of  
defrauded investors in cross-border situations can 
continue to be used and developed in this way. 
Criminal channels can sometimes be used to obtain 
asset freezes abroad. In other instances, court- 
appointed trustee-receivers can secure assets in for- 
eign locations. These efforts, however, may be unsuc- 
cessful. They are also highly resource-intensive. 
International cooperation in securities matters could 
be harnessed to develop international political sup- 
port lor the creation o f  mechanisms, similar to 
those used for information sharing, pursuant to 
which regulators could assist each other in freezing 
assets and recovering illicit profits.'" An international 
consensus on asset freezes and recovery is the next 

step beyond informatmn sharing. Many secusicler 

regulators can cooperate internationally to assist one 
another in obtaining information to investigate and 
prnsecute violations oftheir securitiec l a w s ;  regulators 
now need mechanisms to cooperate and asslst orle 
another to secure and recover the proceeds of such 
violations. 

In the end, success in fighting securities fraud wrll 
be judged o n  whether those committing such fraud 
can hide ill-gotten gains, thereby reaping the fmancia1 
benefits of  wrongdoing, or whether the funds can be 
recovered for the benefit o f  investors. As a result, it 

will become increasingly important to strengthen 
ties among national authorities that were made to 
assist in information sharing to include assistance in 
the recovery o f  assets, and to build the political will 
to make this a priority. 

This paper is based on remarks made by Ms Friedman at a 
workshop entitled 'The Inside Track: Taking Stock of Infor- 
mation-Sharing m Securities Enforcement Matters' dur~ng 
the 19th Annual Cambridge Internauonal Symposium on 
Economlc Cnme. 13th September, 2001. 
S E C  v Tome, 638 F .  Supp 596 (SDNY 1986). aff'd, 833 F.2d 
1086 (2d Cir. 1937). cerc. denied. 108 S Ct 1751 (1988). 
For a drscr~ption of this and other SEC cases regarding inter- 
national lnformation sharing ~n the 1980s. see Mann, M. D , 
Mari. J. G. and Lavdas. G- (1995) 'Developmencs In Interna- 
tionaI Securities Law Enforcenlent and Regulat~on', The lnt'l 
Lawyer, Wmter, Vol. 29, pp. 729-873. 
Unpubhshed Court Order (SDNY. 27th March, 1981). dls- 
cussed in SEC v Bancu dclia Svizzera Itaitana, 92 FRD 1 1  1 ,  
113 (SDNY 1981); SEC v Tomr ,  638 F. Supp ar 625. 
SEC v Banca deila Svizzera lraiiana, 92 FRD at 114. 
SEC v Banca delia Svizzera Imiiana. 92 FRD at 119. 
Ibid. 
SEC v Tome, 638 F. Supp ac 627-628, aff'd. 833 F.Zd at 10%. 
See also, SEC v Certain Unknown Purchasers of Santa Fe Int'l, 
8'1 Clv. 6553 (WCC) (SDNY. 13th November, 1981); SEC 
u Levine, No. 86 Crv. 3726 (SDNY, 1st July, 19%). 
Jurisdictions having dual illegality requirements rrquirc that. 
in order to share ~nformatlon, an actual violation of che~r laws 
must have occurred. Dual criminality requires authorities to 
provlde assistance only to foreign authorities invesrigaring 
violations recogn~zed in borh jurisdictions. 
For examplc, Switzerland prohibited insider trading in 1988. 
SWISS Penal Code. Art. 161 (1st July, 1988), available onlins in 
French at  http://~ww.admm.ch/ch/f/rs/3lI-O/al61.html 
(also available in German and Italian through this site). Ger- 
many did not prohibit insider trading untd 1994. See Securi- 
ties Trading Act (Wertpapierhandelsgesetz (WpHG) f of 26th 
July, 1994 (Federal Law Cazrtru, Part I p. 1749) promulgated as 

Art. 1 of the Second Financial Market Promotion Act (Cesetz 
iiber den Wertpapierhandel und zur ~ n d e r u n ~  borsenrechtli- 
cher und wertpapirrrechtlicher Vorschriften, Zweites Finanz- 
markcforderungsgesetz) of 26th July, 1994 (Federal Law 
Gazette.  Part I p. 1719). avaihble online st www.b~wr.de/ 
english/index-c.htm. 
For a more detailed discussion of securmg assets abroad. 
includmg a discussion of the Wang t3 Lee case, see Mann, , 



Lt D , Lcdcr P and Jacob5 E (1992, 'Thc Establishment of 
Incernar~onal Mrchan~sm, f ~ r  Enforc~ng Prov~r~ona l  Orders 
2nd F~nal]udginents 4rrsing From Secur~tlcs Law Violations . 
Ldw E- Conremp Pmb,, Autumn Vol 57 N o  303 
SEC i 1  Warrg and Let. N o  bd C i v  446 I (SDNY 19811) 
Typcal language in a ireeze order 1s a\ idlows 'The dercn- 
d m t  2nd lcs ouners, officers, directors, subsidiaries agents 
servants, employees, attornevs successors-in-lnterest 2nd 
tho,e persons rn acnve ioncrrt or parrmpatlon wich chrm 
who recelvr actual notice o i  rh~s Order by personal servlce, 
tacsimrle transmrsslon or otherwse, and each of  them hold 
2nd retam wl th~n  their control, and otherwise prevenc any 
d~spos~ tmn  transfer, pledge encumbrance, assignment, dlssl- 
patlon, concealment, or  other d~sposal whatsoever, by them- 
selves or  any person or  enclty under rhelr d~rec t  or  ind~rect 
control. of  any proceeds of the sale by defendant of  the secu- 
ritles IA violauon oiche reprstratmn provlslons of the federal 
securlcies laws, in whatever form such proceeds may exlst and 
wherever Iocated ' 

hanrr, A m  Co , Inc v Slandard Chartered Rank, (S Ct Hong 
Kong, 2 n d  September, 1988). avadable via LEXIS at 1988 
HKC 377, 1988 HKC LEXIS 410 
Add~t~onal ly .  the Hong Kong court was concerned that thc 
US court's ~n junc t~on  and disgorgement order constituted a 
foreign penal order and was thus unenforceable under 
Hong Kong law Nanur A m  CO , Inc 11 Standard Chnrtered 
Bank, 1988 H K C  LEXlS 410 at pp. 26. 42-53 See also, Resta- 
rement u j thc  Low, 3d, Foretgn Rtlairons t a w  d t h e  L1n1led States, 
'Furc~gnjudgrnents and Awards. Inrroductory Note', p 592, 5 483, 
Reporter's Note 3, p 614 
Policy Statement on Regulation OC International Securxles 
Markets, Secur~t~es  Act Re1 No 6807, 53 Fed Reg  46963, 
21st November, 1988 
Ihl d 
1 0 S C 0 ,  'ResoIunon O n  Cooperation' (Esecucwe Commrr- 
tee June 1989). available online at http llwww ~ o s c o  org/ 
resolutrons/~ndex.html The 1989 Kesolutlon budt on an rar- 
llcr IOSCO Kesoiut~on adopted in 1986 rcgard~ng mucuaf 
assisrance (the 'Rio Declarat~on') The RIO Declarat~on was 
Lmited to recomrncnding asslstance as entablishcd by existlng 
Isw, u ~ h ~ l e  the 1989 Resolut~on went further in calling on 
secur~rres authontieq to conslder new leg~slat~on that would 
allow for awstance 'wrthout regard to whether the matter 
under investigation would be a v ~ o i a t ~ o n  of  the law of the 
requested authority' 
Secur~r~es  Exchange Act of 1934, s 21(a)(2) [IS USC 
5 78u(a)(2)] 
The Ins~dcr Tradrng and Securmes Fraud Enforcement 
Act of  1988 (ITSFEA), 100 PL 701. 102 Stat. 4677. 19th 
November, 1988 
Sect~on 21 (a)@) prov~des a5 follows 'On request from a for- 
eign securltm m.xhority, the Comm~ssion may provldc asslb- 
tance in accordance w ~ t h  this paragraph ~f the requesting 
aurhorrty states chat the requesting authority IS conducting 
an lnvestlgatlon w h ~ c h  i t  derms necessary to determine 
whether any person has violated, 1s v~o la r~ng ,  o r  IS about to 
vrolarc any laws or rules relatlng co sxuritlrs matters that 
the requewng authority adrnin~sters or enforces The Com- 
mtsston may. m ~ t s  discret~on, cnnducr such ~nvest~gac~on as 
the Cornrn~sslon deems necessary to collcct lnforrnatlon and 
e ~ ~ d e n c e  percinent to the request for asnlstance Such arslstance 
may bc provlded without regard to  whethcr the facts stated m 
the request would also constitute a violanon of  the laws of thr 
Un~tcd  States In decld~ng whether to provide such assistance. 
the Con~mlsslon shall consider \vhether (A) the rcqussting 
author~ty has agreed to provide reciprocal awstancc in securl- 
ties nlatcers co the Comm~ss~on, and (B) compl~ancc: wrrh the 

request ~vou ld  prejuiirr,- the publlc Inceresc a< the Linlred 
Scam.'  

(23.1 Sse eg Housc Report [Energy 2nd Commerce Committee) 
No. 100-9111. a: 30. 1988 USCCAN 6(i4.3, 6067 (1988) ; ' the 
Cornmltree does not rxpsit  ch;i ciic Comrriiss:on waiilJ 
grant assmance to foreign ~urhorltrrs who would br urlwlll- 
ing to  reclprocace to the extent permltr:d bv that author~cy's 
doinestlc law . . . ') 

(24) Securlt~es Exchangc A c t  o i  1934 s 21(a)(7j. f lS 1JSC 

S 78!u)(a)(31- 
(93)  Securlt~es Exchange Act of 1931, s .  3!a)50. [ I  5 USC 

5 78c(a)50]. 
(26) HR Rep. 100-9111 at 30, 1988 USCChN ac 6067. 
(37) Szcuritles regulation In Canada is conducted ar che provinciai 

level. ' 
(28) See eg France. Law of 2nd August, 1989; the UK, Compan~rs  

Act, 1989, s. 82(Engj; Australia. Mutual Assistance In Busmess 
Regulat~on Act 1992 (MABRA); and Ot l~a i lo ,  Ontario 
Securities Act, Part VI, s. 11(1)(1994). 

(139) S. Rep. No. 1W-461, ~t 2 (1988). 
(30) A list of [he jurlsd~ctions wlrh which the SEC has entered mro 

lMOUs is attached ac the Appendix. 
(31) Freedom of Intbrrnat~on Act (FOIA), 5 USC 5 552. 
(32) Pub. L. No. 101-550, 104 Stat. 2713 (codified at scattered 

subsections of  15 USC $5 77-80, 780, 789). 
(33) Securities Exchan~e  Act of 1934, s. 21(h)(9)(%), 15 USC $, 

78bNh) (9)(J3). 
(34) For a discussion of recent developments in mformarion- 

sharing legislation, see the penultimate section below. 
(35) See Lesser J .  N.. Laby, A .  B. and Becker, D. M. (2001) 

'Recent Developments in SEC Information-Sharing 
Arrangements'. SEC Major, Issues Conference. 'Securirles 
Regulation In the Global lnternct Econnmp'. November, 
available o n h e  at hrtp:/!www.Iaw.nwu.edu/depts/conte~e~~ 
cle/srgie/inJes-papers. htm. 

(36) Sec eg Serurrries Board ?f !he Netherlank v IIIVG Bank, XI', 
I lh3/99 SKG (Netlicrlands Ct App.. 2nd March, 2OWj 
at h. 

f37) See A ,  B, C G D 1) Swiss B m k i n g  Commission. 2A.349/2001/ 
bmt (Pub. L Div~sion 11, 20th December, WH), ( ' E l s q  
Bailcy 11').  firming W ,  X ,  Y C Z v Swiss Banking Commrs- 
sion, 2A.355/1999/1eb (Pub. L .  Division 11. 1st May, 2000) 
('Elsag Boilcy ') . 

(38) SEC v Euro Security Fund, Coim S . A . ,  and ONC or .\Io~E 
Unknawt~ Purchdjers of- Cal l  Opf lons  and Common Srotk qf 
E l j ~ g  Bailey Process Aurornotion, N V .  No. 98-Civ-7.N7 
(DLC) (SDNY). Filed 29th October. 1998. 

(39) [bid. S e e  SEC fir~gation release at h t tp : / ]ww~.sec .~ov /  
lit1gacion/litrcleases/irl5942. txt. 

(4)) The Swiss account holders challenged the SFBC's decision to 
provide information to  the SEC. arguing that the fact that h e  
SEC's civil enforcemenr actlons allow for the inspecr~on of 
records, and that the SEC's litigation reIeascs are public. vio- 
lates Swlss law regarding privacy of  ~nformanon. Elqq Bailey. 
at 1; Elsag Bailey I I ,  at 2. 

(41) Elsdg Bailey. at 15 (Findings, para. 6.b.c~). 19 (Holding). 
(43) Elrag Barley 11, a t  12 (Holding). 
(U) Eljag Bailey I I ,  at 8 (Findings. para. 6.b.aa). 
(44) Eisag Bailcy 11, at 8-9 (Findings. paras 6.b.aa and 6.b bb). 
(45) Elsag Bailey, at 9-10 (Findings, para. 5 b.bbj; Elsa-y Ba i i f y  11, at  

8- 10 (Findings, paras 6.b.aa to 6 .b .c~) .  
(46) Elsag Bailey 11, at 9 (Findings, para. 6.b.bb). 
(47) Elsag B ~ i l r y  11, at 9 (Findings, para. 6.b.bb). 
(18) SFBC Press Release, 'SFBC optmg for modificatmn of lcga- 

la t~on on granting administrative asslstance to foreign rsgula- 
tors of capltal markets'. Z r d  January, 2002, available oniine at 
htrp://www.cfb.admin .ch/e/akruelI/mOf 23-01 e.pdf. 



(49) l h d  at 1 In the press reiease, the SFBC stared further- 'Su.1.i~ 

law granrs prorectlon to customers ar a level which is unlque 
In the :vorlJ . . They  evrn prevent forclgn aurhormes from 
taking rnforcement actior. regardmg transactions made on 
char own territory. If. even In d case where chcre IS  scrony 
presumpr~on that one  1s denhng wlth a perfrcr msider, applic- 
able laws prevent from exchanging informanon among reg- 
ularors, which was the case In rhr matter the Federal 
Suprcme Court ruled on  [Elsug Ba~ley], such law needs to 

be amended irl response to rhc mternaclonal cvnrexc securitlcs 
dealers operace In today. An ~mendrncnt  would serve thc 
inrercsts of the SWISS financial market, prornotlng Swltzer- 
land's reputation and its access to mternacional f in~nclal  
markets.' 

(50) Reuters, 'Regulator Shakes Up Swiss Bank Scenc', 6th 
February, 2002, p. 1, ava~lable online a t  Yahoo! Flnance, at 
htrp:~/biz.vahoo.com/rf~0202U6/101276076~9.hrm1. 

151) Brirish Columbia Serrrriries C ~ r n r n ' n  v Clobal Secrrriries Corp.. 
N o  26887, 2000 Can.  Sup. Cc LEXIS 19, (Can. 13th A p r ~ l ,  
2000) ('Global Securtties'). 

(52) CIobal Searriries, at p .  1 
(53) Clobal Seiirririrs, ar pp. 11- 12. Tht: statute in question was 

5. 141(l)(b) of  the British Coiumbia Securlt~es Acc. RSBC, 
ch. 418 (1996j(Can.), which allows the BCSC to provide 
asslsrance ro foreign (or other provlnciaI) securities regulators. 

(54) Global Securities. at p. 36. 
(55) Clobal Securities, a t  p. 22. 
(56) Global Securities, at p. 27. 
(57) Global Securilres. at p. 28 (citation ormtted). 
(58) Global Sccuriries, at pp. 26-27. See also, 'Recent Develop- 

ments in SEC Information-Sharing Arrangements', ref. 35 
above. pp. 15-18. 

(59) IOSCO has approximacrly 97 ordmary members, sevm 
associare members and 58 affiliate members from all kinds 
of markets. 

(60) Available online at hccp://www.iosco.org/docs-publicll991- 
principles-otmemoranIJa.html. 

(61) IOSCO rnamtains a llsc o f  MOWS Jmong its rnembrrs, 
w h ~ c h  i s  available online ac h~tp:~!www.iosco.orgfrnou~ 
indcx.htm1. 

(62) IOSCO, Resolutiorr concerniq i\lurual Ajsis~~~rrce ('Rio Dciiur- 
ation')(Executivc Committee, November 1986); Resolurium 
on Cooperation (Exccurive Committee. June 1989); and Reso- 
i d o n  on Commitment to Basic IOSCO Principles of High Reg- 
uldtory Standards and Mutual Cooperation ilnd Assistance 
(President's Commt tee .  October 1994). These resolutions 
are avallable online at http://www.iosco.org/resolur~ons/ 
indexhtml. 

(63) IOSCO, Resolution on Principlets for Record Keeprng, Coliectlon 
of Ir$wmdon, Enjbrrement Powers and Mutual Cooperatiotr to 
Improve the Enforcement o j  Securities and Futurrs Ldtus (Presi- 
dent's Committee. November 1997). available online a t  
http://www-iosco.org/resolutions/indc.~.htrnl. 

(64) IOSCO Objtcrives ilnd Principles of Securities Rrguluriori 
(September 19983, Principles 8- 10, available online at 
hccp://www.iosco.org/docs-public/lW8-object~vrs.html. 

(65) See lOSCO Press Release, Creatrorr ofa Special Project Team, 
lZch October, 3001, available o n h e  at http://www.losco. 
org/press/prcsscommO111)12.html. 

(66) IOSCO (2002) 'Multilateral Memorandum of Understanding 
Concerning Consulration and Cooperation and thr Exchange 
of Information', President's Committee. May, available 
o n l m  at hrtp:l/www.iosco.org. The MOL' is referred to in 
more depth in the penultimate secrmn of this plper. 

(67j The Group of Seven ((37) is comprised of representatives 
from Canada, France, Germany, Italy. japan, the UK. and 
thc USA. 

(68) G7 Flnancc Mmisters (1998) lnjmratron Shar~izx: Ten Kty 
Principles, May. 

(69) See discuss~on of IOSCO M O L  Pr~ncipkr 3buvc :n chi 
seitlon on intornlanon sharlng 
G7 Findncc Miri~rtrrs' U orkmg Group on Finan~iai Cnnbr 
(1999, Ten K2y Pr~n~ipies for  r h ~  Imprai~ernmr iil Inrernz~~anta, 
CJ-Oper 21iot1 Rqardlrr~ Fltrwcir~! Crrwrc ,  L 7 t ~ d  Rt :uLlrrw 

.ibrrse, May 
(71) IBCb are thc primary corporate form err d In QFCr 

by non-residents They are llm~ced liabll~rt dorare v r r  - 
des that may be used to own and opsrarc ru3mrsrs ,  1 5 5 w  

5hart.s or bonds, or  raise capital In other way5 In man) 
OFCs, the costs oi settlng up  IBCs are minimal, xd 
IBCs are generally exempt f rom all local raves on profis 
capital gams. and other income Hlsrorically, requlrrrnmn 
for settlng up and rnaintalnlng IBCs has prov~ded J grzzr 
degree of anonyrnrty. thus making lt difficult for aurhorxrrs 
to obtam mformatlon about thelr beneficid ownership and 
control See Elnanc~al Stability Forum Report o j  the Work- 
rng Group on Offshore Centres, 5rh April, 2000, ar Box 3, 
p 1 1 ,  avallable onhne at http l jwww fsforum.org~Reports/ 
RepOFC html 

(72) The US deleganon co the FATF IS represented by the Depart- 
mencs ofJust~ce. State and Treasury, and assaced b y  fmanclai 
regulators and law enforcement auchormes 

(73) Financial Ac t~on  Task Force o n  Monev Laundering, Rcvzew to 

IdentrfL Nun-Cooperatrue Counrrres or Tcrrlror~ts lncreoxzng ihf 
Worldwrde Ejeri~veness of Antr-.Cloney Latrnderlng hlerijur~.>, 
22nd June, 2000, avadable onhne at http://wwwl oecd erg/ 
fatijpdf/NCCT2000-en-pdf- 

(74) See eg Finariclal Actlon Task Force on Monev Laundering, 
Rev~ew to Identr/y Nan-Cooperati ve Countrres or Territone~ 
Increasing the Worldwzde Effert~veness oj.4ntr-Money Laundennx 
.VSeasures, 22nd June, 2001, avadable onlme at htrp:(j 
wwwl oecd org/fatf/pdf/NCCT2001_en pdf 

(75) Corporate vehdes  mclude shell corporations, ~nternac~onal 
business corporations (IBCs) and offshore trusts 

(76) Organlzat~on for Econornlc Cooprrat~on and Development, 
D~rrctorate for F~nancial. Flscal& Enterprlst. Affalrs, Sr ?ng 
Group on Corporate Governance, Report on lhe M z ~ c  or- 
poratr Vchr~le, for lllicil Pwrpom, DAFFE/CA/CGpol~~)21 
REV2, 9th May, 2001, available at http./lwww orcd erg,!/ 
daf/corporate-a~~~rs/governance/comp~nv-law~cor~orate- 
vehicle+et~ pdf 

(77) Jersey. amendments t o  the Fmanclal Services gersey) Law 
1998, effectwe dare 1st March. 2002 

(78) Turks & Ca~cos  Islands, Overseas Rrgulacory Authority 
(Assurance) Ordinance (2001), s 3 

(79) Bermuda, Monetary Authority Amendment Act 2001, sb 30A 
to WD of P r ~ n c ~ p a l  Act. 

(80) Mexlco. Secunues Market. Law, Flduclary Law, Apnl ?.OC)l 
(81) Virgln Islands. Flnanclal Servlces (Intern~rional Co-Oprratlon) 

Act, 2000. effective 1st February, 2001 
(82) Cayman Islands, Monecary Authorlry Law. rrv~seil amend- 

ments by law, June 2000 and December 2 0 ,  s. 42 
(83) Singapore, Securmes Industry Act (Cap. 289) (2000). Parr 

VIIIA. 
(84) For J discussion of the IMF's work regarding assessments of 

OFCs' mplernentarlon of standards, see the International 
Monetary Fund, Monetary and Exchange Affair, Depart- 
ment, Oflshore F~nanual  Centcrs (OFCs) Nore for the I,Z.IF 
Executive Board, 29th June, 3001. available online at hctp i /  
www imf org/extemal/np/mar/oshore/2001/eng/ 
062901 .htm 

(83) SEC v Slcphen kIorrrm~uzrs and Wayne Lou'qhnirri, Clv. No 
00-n-905 (D. CoIo May 20) 

(86) Ibrd. 
(87) I b d  See SEC l l t~gac~on reiedse at hccp //www.scc gov/ 

llng~t1on/i1trelca~es/lr16705 hcm 
(88) For a descnpt~on of thc AustralIan actlon, see ASIC media and 

inforrnat~on rele~ws 2001 01 jlh6 and 01/170. avdab l r  onllne 



ar h r ~ ~ . / i \ w v w  asic gov.au. SEC h g a c l o n  rrlease at. hctp:,; 
~\n~w.scc.g0vll~rtgat~on/11trele~~es/lrl6~35.hr~~. 
It1 ihr h.larrer qj-Oesrhlt. I t~ ie r~~t ron i l l  ddvi,ot;, Asiminlstrativc. 
Yroceedrng File No. 3-10554. 10th August, 2001, avahble  
onlrne at h r t p . : ~ w w ~ . ~  .sec.g0~-~~~~1gati1~,n~~drntn~~d-~~66,h~m; 
in the .I.l;lrrer of -4B:V .-l.%lRO Ini.. Admin~scr~c~ve Proceedmg 
File No. 3-1C)553, 10th August, 31301. available onhnr at 
http:/!www src.gov/l~t1,oatron/admin/31-41677.hcm; In thc 
Marrer oJ A q ~ l o  Iannonr Adminljtsat~ve Proceeding File 
No. 3-10553. 10th August, 2001, avadable onl~ne at htrp:/j 
w w w  sec.govjlrt1gacionjadrnin/34-44678.htn~; and I n  the 
nfarrer q j  Andrew S. P a r h ,  Adrninistracive Proceedrng File 
No. 3-10555, loch August, 2001, ava~lable o n h e  at http:l/ 
www.sec.gov/lit1gation/admin~3-I-44679.hcm. 
The UK Securities and Futures Authority (SFA) announced 
disciplinary proceedings against Hugh Rance and Brrtdle y 
Brlgore. employees of Morgan Stanley &- Co.  lnternat~onal 
Ltd, on  30th April, 2001 for evencs ar~sing out of this. 
matter. SFA press relcase available o n h e  ar htrp://www .ha. 
gov.uk~sfa/~ress~releases;2001/sfa3-~001.htm. The London 
Stock Exchange also imposed fines against Morgan Stanley 
and ABN Amro In response to this matter. See eg Finar~rial 
Tirnej, 'Fines for Share "Misconduct": ABN Arnro and 
Morgan Stanley Securities Arms Censured After London 
Stock Exchange Inqu~ry',  Isc April, 1999. Ocher forergn 
invesrigations are ongomg. 
SEC 11 S ~ e p h e n  C .  Slryre, et ni.. Civ. Action No.  CV-00-03800 
MMM (Ex)(CD Cal. 21sc April. 2000), litigation release 
available online at http://www.sec.gov/lirlgatlon/litrrlElses/ 
lr16525.hcm. 
See cases discussed o n h e  at the SEC's press reIease, http:j'/ 
w~~w.sec.gov/news/headlines/fortyfourdetendants.htm. 

Joinl  and Crojs-Border In~~est~garions and Relatcd Proceedings, 
Non-Public Report of' lOSCO Sranding Commrttee 4 on  
Enforcement and the Exchange of Inform~tion,  June 3001. 
See discussion above m the JOSCO parr of  the information- 
sharing srctlon. 
Memorandum of Understanding Concerning C o n s u l t ~ i o n  
md Cooperation and the Exchange of Infarmation, see ref. 
66 above. 
For a discussron of  securing of assets  broad. sce 'Thc 
Establishment of  International Mechanisms for Enforcing 
Provrsional Orders and Final Judgmmcs A r ~ s ~ n g  From 
Securities Law Vtolations', ref. 12 above. 
Some of  the groundwork has already been laid. T w o  projects 
undertaken by international groups discuss enforcement of 
judgment issues. in 1996, 1OSCO studled the provis~ons 
available on a cross-bordcr basis to protect defrauded inves- 
tors' interests and assets. Compilation of Ansrverj to Question- 
nalre on 'Pror~isions available 011 a moss-border bask to protect 
dcfrouded investors' interests and asscrs' (January 1996). In 
addition. recencly a group was formed to propose a Hague 
Convencion on Jurisdiction and Recogni t~on and Enforce- 
ment ofJudgments, which attempts to  deal wlth enforcement 
of judgments issues on 3 more comprehensrve basis. The 
group held its first full d~p lomat~c  session rn June 3,001 in the 
Hague (Hague Convencion on Jurisdiction and Recognlc~on 
and Enforcement of Judgments). 

Securities and Exchange Commission, as a 

matter of policy, disclaims responsibility for 
any private publication or statement by any of 

its employees. The views expressed herein a re  

those of the authors and do not necessarily 
reflect the views of the Commission or of the 
authors' colleagues upon the staff of the 

Commissicn. 

APPENDIX 

Index of SEC Formal Information 
Sharing Arrangements 

Jur i sd~f ion  Date ~$Agreernrnt 

Argentina 
Australia 
Belgium 
Brazil 
Canada 
Chrle 
China 
Costa Rlca 

E ~ Y  pt 
European Community 
France 
Germany 

Hong Kong 
Hungary 
India 
Indonesia 
IADB/UNECLAC 
Israel 
italy 

lap an 

Jersey 
Mexrco 
Nerhcrlands 

Norway 
Portugal 
Russra 
Smgapore 
South A f r m  
Spam 
Sweden 
Swtzerland 

Felice B. Friedman is Acting Director, 
Elizabeth Jacobs is Assistant Director, and 
Stanley C. Macel, IV is Senior Counsel of the Unltcd Kingdum 

Office of International Affairs of the US 
Securities and Exchange Commission. The 

9th December, 1991 
20ch Octobrr, 1993 
30th January, 2001 
1st July. 1988 
7th January, 1988 
3rd June. 1993 
28th April. 1994 
10th October, 1991 
11th February, 1996 
23rd September. 199 1 
14th December. 1989 
22nd November. 1993 
24th March, 1994 
20th December, 1995 

17th Octobrr. 1997 
5ch October, 1995 
2 n d  Junc, 1990 
6th March, 1998 
24th March, 1992 
26th Septcmbtr, 1991 

13th February, 1996 
5th & 7th May. 1993 
23rd Mdy, 1986 
17th May, 2002 
30th MA y ,  2002 
18th October. f 99O 
1 l th December. 1989 
1st July, 1 9 ~ 3 -  
24th September, 1991 
10th October, 1997 
5th & 6ch December, 1995 
16th May,  2000 
2nd March, 1995 
8th July, 1992 
25th September, 1991 
31st Augusc, 1982 
10th November, 1987 
3rd November. 1993 
33rd September, 1986 
25th Seprember, 1991 
1st May, 1995 
27th October, 1997 
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