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WhEfice of the Affarnep General
MHushingtan B. @ 20630

July 18, 1857

Dear Member of Congress:

Congreas is congldering a variety of legislative proposals
concarning encryptien. Soma of these proposals would, in affact,
make it impossible for the Federal BPurean ¢f Investigation {FBI;,
Drug Enforcement Administraticn (DEh), Seacret Service, Cudtonms
Service, Biresmu of Alcohol, Tobacco and Flrearms, and othar
federal, state, and local law anforceamant sgencies to lawfully
gain accazs to criminal telaphone convearsatlong of electzonically
stored avidence possessed by terrorists, chlld pornographers,
drug kingplng, spile= and other criminalz. Since the lwpact of
thege proposals would sericusly Jeopardize public safety and
natlonal sscurity, we zgllactively urge you te suppert a
diffarent, balanced approsach that strongly supports commerclal
and privacy interesta but maintginu our ability to lnwvestigata
and prosecuts sariousxs crimes.

We fully recognize that «ncryptien is critical to
communications security and privacy, and that substantial
commer<lal interests are at gtake. Perhaps in recognition of
thess facts, all the bille baing coneidarad allow markat forces
to shape the Asvalopmant of sncryption products. We, tod, place
subatantial reliance on market rorces to promots electroniec
sacurity and privacy, but belisve that wa capnot raly scloly on
market forces to protact the public safaty and natiocnal =ecurity,
abviously, the government cannot abdicate I1ts sclemn '
rasponsibility to protect public safety and national security.

Currently, &f course, aneryption if not widely used, and
most data i storad, and transmlected, in tha clear. As we move
from a plaintext werld to an sncrypted cna, we have a critical
choige +o make: we can either (1) chooze Tobugt, unbreakabla _
encryption thet protacts commarce and privacy but givesx criminals
a poWerrul nevw weapon, or {2) cheosse robust, unbreakable
encrypticn that protects commerce and privacy and gives lav
ghforcement the akbility to protect public safety. Tha choles
should ba cbvicus &nd it would be & mlekake of historic
proportions to de nothing about the dangers to puklic safety
posed by encryption without adaguate gafeguards for law
anforcemant .

ILet there pa ne doubt! without ensryption safeguards, all
Apericans will be endangered. ¥Wo ona dlsputes this fact; nat
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induztry, nsl enccypiion nears, na one. We need to take
dafinitive actlons tc protact the szfety of the public and
sacurity of the nation. That 1s why law enforcement at all
lavels of goverpmant -- including the Justice Departmant,
Trezsury Department, the Naticnml Amsociation of Attorneys
General, Internaticnal Assoclation of Chisfe of Pollce, the
Major Clty Chiefs, the National Sheriffs' Assocciation, and the

National District Attornevs Assoclation == ars mso concerned about
thizs iszxuve. ’

Wa all agree that without adaquate legislation, law
enforcament In the United Stateas Wwill bs severely llafted in its
ability to compbat tha worst criminale and terrorists. PFurthar,
law snforcewpant agraess that the widesproad uew of ropbust noo-key
recovaery ahcryption ultipately will devastate our ability to
fight crime and prevent terrorlen.

Simply stated, technology is rapidly dsveloping to the point
vhere poverful sncryption will becoma commonplace both for
routine telaphane communications and for stored computer data,
Without legislation that actoommodates public sarfary and naticnal
sacurity concernme, zaciety's port dangarcus criminals will be
abla Lo commuinicate safely and slectronically store data witbout
fear of dizcovary. Court ardars to conduct elactronic
surveillance and court-authorized cearch warrants will ke
ineffectual, and the Fourth Amendmant’s caraflly-ztruck balance
between ensuring privacy and priotectimg public mafety will be
foravar alterwd by tachnulnq:.r.L Tachnolagy should not dictata
public poliecy, and it ehould promote, rather than dafeat, public
aafety.

He are not suggesting the balancea of the Fourth Amendoent be
tipped towvard lav enforcement aithar. Teo thae contrary, wa only
geek the ztmius guo, not the leassaning of anhy legal standard or
tha axpansion of any law enforcement authority. The Fourth
Amapdpant protects tha privacy and llberties of our clitizens but
parnits law enforcement to use tightly controlled invastigative
techniquea to cbtain evidence of cripes. The raesult has been the
fraast country Lln the world with the strengest soconomy.

Law anforcexent has already confronted aencryptjon in high-
prafila asplonage, terrcrist, and criwinal cases. For example:

* An international terrorist was plotting to blow up
11 U.5.-0wned commarcial airliners in tha Far
Eamt. Elx la coaputar, which wa= seized in
Manila, contained encryptad files concerning this
terrorist plot. :

> A aukject in e ¢hlld pornegraphy casze used
encrypkion in trenzwittlng cbascens and
potnographic images of chlldren over the Internet.
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* A najﬁr intarneticnal drug trafficking subject
racently used a telephone encrypticon davice to
frustrate court-approvead slasctronic surveillanca.

And this iz just the tip of the iceberg. Convicted spy Aldrich
Auas, for axampla, was told by the Rucsian Intslligence Service

to ancrypt computar File information that was to be passed 1o
tham.

Further, today's international druy trafficking
organizatione are the most powsrful, ruthlass amxl sffluent
crininal enterprisss we hava aver faced. We Xnow Irom nmimarcous
past investigstions thet they have utilized their virtually
unlimitad waalth to purchacs sophisticated slactranis sjquipmant
to facilitate thair illegal mctivitiaa. Thia haa included state
of the art communjcation and encryption devices. They have used
thie equipment as parkt of their comband and centrol process for
thair international eriminal operations. We belisve you share
our concern that criminale will increasingly take advantage of
developing technol te further insulate their vioclent and
deatructiva activitiac.

Requests for cryptographlc support pertaining to slsctronic
survelllance interceptions frem FBI Field Offices and othar law
anforcenent agencisg have ataadily rizah over the past savaral
vaara. Thars hac besn an incresse in tha nupber of instancea
where the FBI's and DEA'"s cou utherized alectronic efforts
verd frustrated by tha usa of dncryptien that did not zllow for
law snforcenent aCCHsA.

Thara hava alsc been numerous othar casax where law
anforcanent, through the usa af alactronic surveillance, has not
only solvad and successfully prosecuted serious crimws but has
algo baaen abla to prevent lifs-threataening criminel acts. For
exanple, terroriats in ¥ew York were plotting to bomk the United
¥ations buillding, tha Linooln and Halland Tunnels, and 26 Federal
Tlaza am well ap conduct asesazelnations of political figures.
Court-authorized alesctronlic surveillance snabled the FBI %t
diarupt the plot as explosivas were being mixed. Ultimately, the
avidance chtained wvmz usad to convict the conspiratore. In
another sxsmple, slectronic surveillance was used to stop and
then convict two man whe intended to kidnap, wolest, and kill a
child. In all of these cazes, the uss of ancryption might have
seriously jecpardired public safaty and resulted in the loga of
life.

To preserve lav enforcement's abllities, and to prasarve the
balance so carafully sstablished by the Conetitution, we balieva
any ehoryptlon legislaticon wmust accomplish thraee goals in
sddition to promocting the widespread usze of strong encryption.

It nust easrtablish:

gl Bl L



PI0@

* A wviablae Xay managament infrastructure that
promotes alsctronic cormerce and anjoys the
confidenca of encxyption usars.

& A keay mapagement infrastructure that supports a
key recovery schexe that will allow epcryption
users accass ta thalr own Jdata should the nead
arige, and that will pemmit law snforcemaht te
abkain Imwful access to tha plain taxt of
snc=ryphed commutications and data,

* An anforcement mechanism that criminalizes both
inproper use of ancryptlion kay recovery
informaticn and the use of apcrypticon for criminal
PUEDOSas.

only one blll, 5.%0% (the MeCain/Kerrey/Hollings bill;,
comes close to masting thase core public safaty, law anforcement,
and natjcnal security neads. The other bille balry considered by
Congraes, &g currently written, risk great harm to our ability to
enforce the lawa and protect our gitizena. We lock forward to
working ta improve thea HcCain/Kerrey/Hellings blll.

In sum, while encrypticn 1la certainly & copmarcial intarest

" aof great jmportance to thix Hation, it is not solely a commercial

or business lsoue. Thoee of us charged with tha protection of
public safaty anéd national saecurity, believe that the misuse of
encryption technology will becdme a mattar of Jife: and death in
rany instances. That im why we urge you te adoph a balancad
approach that accomplishes tha goals menticned above. Only this
approach will allew police departwents, attornays general,
district attornays, sheriffs, and federal autherities to continua
o uge thelr most effective investigative tachniques, with court
approval, to fight crime and espicnage and prevent tarroriem.

gincaraly yours,

Janet Rano
Attoroey Ganaral
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