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LISTS

Search Leads

Data Search Leads

[Generally this involves opening a case file in
the tool of choice and importing forensic
image file. This could also include recreating
a network environment or database to mimic
the original environment.

Comments/Notes/Messages

PROCESS OVERVIEW

Use this section as
needed.
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Numerous files located
in c:\movies directory
have .avi extensions but
are actually Excel
spreadsheets.
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Processed hard drive image using Encase
or FTK to allow a case agent to triage the
contents.

Exported registry files and installed
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New Data Source Leads

I H New Source of Data Leads Comments/Notes/Messages
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Consider

Registry entries.
Application/system logs.

Other Connections
Do the above artifacts and metadata suggest links to any
other items or events?
What other correlating or corroborating information is
there about the item?
What did the user do with the item?

information can generate

“New Source of Data”,
document new lead on
“New Source of Data

Data List”. Search Lead” for Advising
processing? Requester of
initial findings Identify any other information that is
relevant to the forensic request. Mark “Relevant
v

Mark “Data Search Lead” A4 - _ Use timeline and/or other methods to processed on Start
processed on “Data Start Mark item processed on If there is data for document findings on “Analysis Results “EORENSI
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analysis, Start

List

Data” item

Document Findings.

of Data Lead”

generated, Start

“OBTAINING &
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REPORTING” to

fraud, a email message
revealed that Jane Doe
asks John Doe for payment
on credit card printing
machine.

Server logs from FTP server.
Subscriber information for an IP address.
Transaction logs from server.
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