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NOTE

Under normal circunstances the m nutes of the ful
Avi ation Security Advisory Committee are recorded and
transcri bed verbatim A court reporter attended the
Decenber 7, 2000, ASAC neeting for the purpose of recording
t he proceedi ngs and subsequently providing a verbatim

transcript.

Unfortunately, the conpany for which the court
reporter worked, Ann Riley and Associates, LTD., is no |onger
i n business. The FAA never received a transcript. These
m nutes were conpiled by a conbination of the Chairman’s

notes, the speakers’ notes and presentation naterials.
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PROCEEDI NGS

[10:10 am

Announcement

CHAl RMAN CANAVAN  This neeting is being held

pursuant to a notice published in the Federal Register on

Novenber 28, 2000. The agenda for the neeting wll be as
announced in that notice with details as set out in the
handout . The FAA Designated Federal O ficial (DFO),

Jan Brecht-Clark, is responsible for conpliance with the
Federal Advisory Commttee Act (FACA). It is her
responsibility to see to it that the agenda is adhered to and
that accurate m nutes are kept. The DFO al so has the
responsibility to adjourn the neeting should she find it

necessary to do so in the public interest.

Pl acards for the nmenber organizations are set out
on the main table. Only one representative from each

organi zation may sit at the table, participate in
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di scussions, and vote on matters put to a vote by the chair.
Ot her representatives of nenber organizations should channel
any remarks they have through the organization's main table
representative, except as requested to do otherw se by the

chair. When addressing the chair, please identify yourself

to greatly facilitate keeping accurate m nutes.

The neeting is open to the public, but nenbers of
the public may address the commttee only with the perm ssion
of the chair, which should be arranged by giving advance
notice concerning the scope and duration of the intended
presentation. The chair may entertain public comment if, in
hi s/ her judgnment, doing so will not disrupt the orderly
progress of the neeting and will not be unfair to any other
person. Menbers of the public are welconme to present witten

material to the commttee at any tine.
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Introductions

Now, for the purpose of the record of the neeting,
I would Iike to go around the table so that each nenber can
identify thenselves and their organization. | wll start

with the Chair.

My name is M chael Canavan, FAA Chairnman ASAC.

M5. BRECHT-CLARK: M nane is Jan Brecht-C ark.
I am the Designated Federal Official and the Director of the

Ofice of Cvil Aviation Security Policy and Pl anning.

MS. SHARP.  Sharan Sharp, Departnment of

Transportation.

MS. MCELROY: Deborah MElroy, Regional Airlines

Associ ati on.

MR. ARCHAMBEAULT: Paul Archanbeault, Air

Transport Associ ation of Anerica.
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MR MLLS Richard MIIls, National Air Carriers

Associ ati on.

MR. ALTERMAN. M. Steve Alterman, Cargo Airline

Associ ati on.

MR GRASER. M. Al Gaser, American Associ ation

of Airport Executives.

MR. KOPPEL: M. Warren Koppel, Airports Council

International — North Anerica.

MR. LUCKEY: Steve Luckey, Airline Pilots

Associ ati on.

MR. MONETTI: Bob Mnetti, Victins of Pan Am 103.

MR. DUANE MCCRAY: Duane McGray, ALEAN.

MR MARTIN. Bob Martin, US Postal Service.
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MR. HUTNI CK:  Bob Hutnick, |INS.

M5. WRI GHT: Beverly Wight, FBI.

Approval of the Minutes of the June 1, 2000 Meeting

CHAI RMAN CANAVAN The first order of business is
a review of the mnutes of the neeting of June 1, 2000. Let
me open it to the nenbers for any discussion of those

m nut es.

NOTE: The m nutes were formally adopted as they

were provided to the menbers of the commttee.

The Aviation Security Improvement Act of 2000

CHAI RMAN CANAVAN: M. Karl Shrum of The Civil
Avi ation Security O fice of Policy and Planning, w || address
us on the inpact of the Airport Security |nprovement Act of

2000.
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KARL SHRUM The Background of the Airport
Security I nprovenent Act of 2000. This legislation is based
on the findings of audits prefornmed by the General Accounting
O fice and the Ofice of the Inspector General. In addition,
i ssues raised in House and Senate Hearings were addressed.
The Airport Security |nprovenent Act of 2000 or S. 2440 was
i ntroduced April 13, 2000. It was enacted as P.L. 106-528 on

Novenber 22, 2000.

The law wi || becone effective 30 days after
enactment or as otherw se provided. This nmeans that the |aw

was witten to be sel f-executing.

One of the areas inpacted by this law is automated
fingerprinting. The law requires the FAA to devel op the
el ectronic fingerprint pilot programinto an aviation
i ndustry-wi de programw thin two years. The |aw states that
airports will determ ne the cost-effectiveness of the
el ectronic fingerprint pilot program The |law requires an

interimreport to Congress within one year. |In addition, it
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required that the FAA notify Congress if the programis not

sufficiently operational after two years.

The | aw nandated new fingerprinting requirenents
at Category X Airports. All new applicants for unescorted
access and screener positions will have to be fingerprinted.
These new requirenents are effective 30 days after enactnent
of the |aw (Decenmber 22, 2000). The law did include the
provision for applicants to be enployed for 45 days while
crimnal history record check is underway if enploynment
investigation is successful. That provision will be reduced

to 30 days after the two-year anniversary of enactnent.

There are al so new mandates effecting
fingerprinting requirenments at other airports. Atthese
airports all new applicants for unescorted access and
screener positions will be fingerprinted. However, this
requi rement does not take effect until three years after the
enact nent date of the |aw (Novenmber 22, 2003). Once this
becomes effective, enploynent investigations will not
required if the crimnal history record check has been

conpl et ed.

MEETI NG OF THE
AVI ATI ON SECURI TY ADVI SORY COW TTEE

THURSDAY, DECEMBER 7, 2000



10

11

12

13

14

15

16

17

18

19

20

21

22

16

Until the effective date (Novenber 22, 2003),
enpl oynent investigations continue to be the requirenent at
these airports. The fingerprint checks will only be
preformed if a trigger is met. Current regulations nust be

amended to authorize fingerprint checks for all applicants.

Al so, the | aw expanded the |ist of disqualifying
crimes that will be used to evaluate the results of
fingerprint checks. The Iist of offenses barring enpl oynment
has been expanded to include nore felonies. The expanded
list of crines is effective at all airports as of Decenber

23, 2000.

The Certification of Screening Conpanies
rulemaking will be effected by this law. The Act requires

that a final rule be issued by May 31, 2001.

Al'so required is 40 hours of classroominstruction
for screeners or that they be trained to equival ent |evel of
proficiency. The |aw also mandated that screeners conplete

40 hours of on the job training and pass an examni nati on.
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Airports and air carriers are to devel op and
i npl emrent prograns to reward the conpliance of and penalize
t he nonconpliance of their enployees. The FAA is required to
publish a list of sanctions as guidelines for disciplining
enpl oyees. The | aw mandated that airports and air carriers

include the list of sanctions in their security prograns.

The Airport Security I nprovenent Act of 2000
mandated that airports and air carriers to devel op

conprehensi ve and recurring enpl oyee training prograns.

The | aw al so addressed access contro
i nprovenents. The |aw requires that access control points
are to be strengthened and any weaknesses elim nated by
January 31, 2001. The FAA is directed to assess and test for
conpliance and follow up with appropriate enforcenment action.
The FAA has al so been directed to issue guidelines for

measuri ng conpli ance.

Finally, the |l aw addressed the utilization of

expl osives detection systens. It called for the maxim ze use
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of expl osives detection equipnment. It mandated a manual
process to randomy select additional checked bags for
screening wth EDS. However, the law nmade it clear that it
does not Iimt FAA's ability to inpose additional security

nmeasur es.

Electronic Fingerprint Pilot Program FAA

CHAI RVMAN CANAVAN: The Office of Civil Aviation
Security Operations will give a status report on the test
pil ot programfor the electronic transm ssion of

fingerprints.

DONNA KRI MSKI: My name is Donna Krinski fromThe
O fice of Civil Aviation Security Operations, Airports
Division. | wll present an overview of the fingerprint
pilot but first lets review the background and circunstances

that led to the pilot.

In February of 1996, a rule becane effective

t hat authorized fingerprint checks for unescorted access to
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the security identification display area only if certain
triggers were present. In 1998, 14 CFR Part 108 was anended
to include authorized fingerprint checks screeners, again,
only if certain triggers were present. At that tine,
fingerprint cards were submtted and mail ed for processing.
Initially, airports and air carriers waited an average of 54
days for results. This long waiting period was an
operational concern for industry. |Industry requested that

the FAA work on inproving turn-around tine.

In response, in 1998 FAA inpl enented the
e-transm ssion pilot on a voluntary basis. Under the pilot,
participating parties would transmt fingerprints
el ectronically for processing and FAA woul d send results

electronically. Al regulated parties were invited to join.

The pilot was geared to the sites submtting
t he greatest nunber of fingerprint checks. So the pilot was
designed to neet the demand froma |limted nunber of sites.
The nodel devel oped for the pilot could accommodate up to 20

sites. The purpose of the pilot was to determ ne the
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feasibility of e-transm ssion and to reduce the54 day turn-

around for the results.

Product eval uati on was not an objective of
the pilot because there are products on the market that have
been certified by the FBI as having been tested. These
products have been found to be in conpliance with FBI’'s
i ntegrated automated fingerprintingidentification system

i mge quality specifications.

Since July of 1999, 5 pilot airports have
been transmtting fingerprints electronically and receiving
results for those without a crimnal history record

el ectronically.

Under the pilot, results wi thout a crimnnal
hi story record are being returned on average 3 to 4 days for
fingerprint results — this is a great inprovenent over the
initial 54 days. Airports have reported receiving results in

2 days or less, but this is not the norm
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Results with a crimnal history record
average 10 or nore days; in sone cases; the FBI/CJIS advises
that every state does not send the crimnal history record to
t he Bureau. Consequently, the FBI has to request a copy of
the crimnal history record fromsone states and this adds to
the waiting time for receiving results. Crimnal history
records are express mailed to the pilot airports; eventually
the FBI expects that the crimnal history records will also

be transmtted el ectronically.

The total nunmber of fingerprint processed
electronically in fiscal years 1999 and 2000 is 5, 969. The
total nunber of fingerprint processed by inked card being

mailed in fiscal years 1999 and 2000 is 6, 772.

Let’s review the information we’ve | earned rel ated
to the operation of the live-scan equi pnent from pil ot
airports. On average, it takes from15 to 25 mnutes to
live-scan prints. The amount of time needed to scan is
related to the experience of the operator and will vary at
| ocati ons due to procedures and staffing. The cost of |ive-

scan equi pnment varies — parties need to shop around. It
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t akes an average of 2 or 3 days to get equi pnent hooked up to
OPM an FBI designated clearinghouse. Training on operating

t he equi pnment is provided by the vendor. Live-scan equi pnent
produces a higher quality fingerprint image, this reduces the
nunmber of fingerprints that need to be returned and

reprinted.

Some of the problenms we encountered during the
pilot were (1) technical difficulties were experiences in the
initial dial-up (2) vendor reconfiguration of equi pnent
del ayed start-up and (3) there were sone adm nistrative

processing issues related to fee subm ssions.

In conclusion, the pilot although limted to five
ai rports, has provided hands-on experience for industry and
FAA. This experience will assist both industry and the FAA
as we work together to inplenent the requirenments of the new

| aw.

The current systemw || accommodate 20 sites.

Consequently, FAA is working to upgrade the system so that
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other airports and air carriers can participate in the

el ectronic programw thin the tineframe specified in the | aw

Over the past two years, FAA has worked cl osely
with industry, the FBI and OPM and we will continue to do
so. The federal agencies are aware of the new requirenents

and the anticipated increase in fingerprint submn ssions.

The pilot denonstrates that the technology is
feasible; it reduces the nunber of reprints, as well as the

turn-around tinme for results.

Checkpoint Security Screeners

CHAI RMAN CANAVAN: M. Bob Mnetti, of the Victins
of Pam Am 103, has asked to address the group on the topic of

Checkpoi nt Security Screeners.

Note: A copy of M. Mnetti’s remarks was not

avai | abl e.
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Carriage of Weapons Task Force

CHAI RMAN CANAVAN M. Don Cotton, of the Civil
Avi ation Security O fice of Policy and Planning, w !l speak
to us regarding the progress of the Carriage of Wapons Task
Force and their current focus on the Verification and Use of

Law Enforcenent Credentials.

DON COTTON: My nane is Don Cotton and | amthe
Chai rman of the Carriage of Wapons Task Force. Today |
woul d |'i ke you update you on the status of the Task Force's
project to develop a nenory chip card for the verification of
| aw enforcenment credentials. The Task Force chartered the
Verification-Card Wrking Goup (VCW5 to |ook at this issue.
The VCWG i s conprised of |aw enforcement agencies, |aw
enforcenment organi zations, the airline industry, the airport

i ndustry, enployee representative groups and the FAA

The VOWG net twice in June and twice in July. The
VCWG has devel oped a general plan that covers devel opnment to

i npl ement ati on. However, many details need to be addressed,;
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the devel opnent and the distribution of software, the
purchase of cards, the purchase and distribution of readers,

the test programand final inplenmentation.

There are still several issues that need to be
resolved. The nost inportant being: (1) which agency wll
have programresponsibility of the pilot program (2) which
agency will be responsible for the life-cycle managenent of
the system and (3) identifying possible funding for software

and hardware install ati on and nmi nt enance.

The group hopes to resolve sonme of these issues in
t he com ng nonths and begin receiving denonstrations on
witers and readers that are available commercially on the

shel f. Thank you.

Regulatory Actions

CHAI RMAN CANAVAN: M. Karl Shrum of The Civil

Avi ation Security O fice of Policy and Planning, wll now
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address the status of the various rul emaki ngs and ot her on-

going initiatives in civil aviation security.

KARL SHRUM The Security of Checked Baggage on
Flights within the United States Final Rul emaking. This
rul emaking is in response to reconmendati ons of the Wite
House Comm ssion. The use of the conputer assisted passenger
prescreeni ng system and expl osi ves detecti on systens or
passenger bag match for sel ectee bags has been inpl enented
through air carrier security progranms. The final rule has
been in the Ofice the Secretary of Transportation since

Sept enber 9.

The Foreign Air Carrier Security Prograns
(lIdentical Measures) Final Rule. Security measures for
foreign air carriers identical to the security nmeasures of US
air carriers at the same airport was mandated by Congress in
1996. A letter from Secretary Slater was sent to Congress on

June 12. There has been no response fromthe Congress.

Certification of Screening Conpanies Final Rule.

This rule mandated by Congress in 1996 is conpl ex and
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i npl emrentation is dependent upon rel ated techni cal

devel opnments, such as threat inmage projection, needed to
measure performance and set standards. The comment period
for the notice of proposed rul emaki ng cl osed on May 4.
Drafting of the final rule is ongoing. The Airport Security
Act of 2000 or S. 2440 requires that a final rule be issued

no later than May 31, 2001.

Final Rules for 14 CFR Part 107 and 108. The
final rules for 14 CFR 107 and 108 were cleared by the Ofice
of the Secretary of Transportation and forwarded to the

O fice of Managenent and Budget on August 17.

Paperwork Reduction Act

CHAI RMAN CANAVAN: M. Art Kosatka, of The Civil
Avi ation Security O fice of Policy and Planning, wll now
address the group on an upcom ng project that deals with the

Paperwor k Reduction Act.
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ART KOSATKA: My nanme is Art Kosatka of ACP-100 and
I would like to speak to you regarding the pending OVB
cl earance of FAR 107, and an FAA survey to follow publication
of the regulation which will help to update and validate the
econom ¢ anal ysis underlying the regulation in the context of
t he Paperwork Reduction Act. Under the conditions of the
Paperwor k Reduction Act, each FAA regul ati on undergoes an
anal ysis every three years to determ ne whether it remains in
the best interests of the government, the industry, and the
travelling public for that rule to remain in place, and/or
whet her it m ght require various updates and anmendments to
optim ze its value in the current aviation environnment. The
timng of this data gathering effort is keyed to the May 2001

expiration date of OVMB's clearance of the current regul ation

FAR 107, written in 1972, deals with airport
security, and was economically justified based on an anal ysis
of the costs and conditions of that tine. Since then, the
regul ati on has undergone a significant nunmber of revisions
and anendnents, each of which carried it’'s own independent

econom ¢ eval uation, and sonme of which, in retrospect, my
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have been based on faulty assunptions, inconplete data,

and/or major changes in the security-driven environnment.

During 1999-2000, a single integrated and
conprehensive rewrite of the entire regulation was undertaken
for the first time, acconpanied by a new all-enconpassing
estimate of the econom c burden the newly revised rule would
i npose on the industry nationwi de. The new cost estimates
are considerably greater than previous figures, and may in
part be based on | ong-standing but outdated estimates and
assunptions which have occurred pieceneal over the years.
Wth the issuance of an entirely new regul ation, FAA is
undertaking this data gathering effort to further review and
val idate the estimtes of both financial and |aborburdens on
the industry, and if necessary, to further revise FAA
basel i ne assunptions, and potentially nodify or elimnate

sone out dated burdens accordingly.

I medi ately follow ng i ssuance of the regul ation,
FAA O fice of Civil Aviation Security will undertake an
i ndustry w de survey to exam ne the cost of paperwork burdens

of the rule, with the specific goal of trying to identify any
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burdens which m ght be mtigated or elimnated w thout
affecting the substance of the rule' s regulatory intent. FAA
will work with the industry organi zations and the ASAC
menbers in order to mnimze any additional burden that the
survey itself mght carry. The survey will only evaluate the
burdens of FAR 107, since its’ OMVB clearance is about to

expire; FAR 108 may be exam ned |ater in the year.

Meeting Adj ourned.
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