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PROCEEDI NGS

CHAI RVAN CANAVAN.  Ckay, |I'd like to wel cone
everyone today. As we've nentioned in the past, we're
commtted to doing this now once a quarter. The next -
- just to let you know, the next ASAC neeting wll be
in Septenber. But again, welcone to -- welcone to this
comm ttee today.

| have to formally read this announcenent:
This nmeeting is being held pursuant to a Notice issued
by the -- through the Federal Register on June 6, 2001.

The agenda for the neeting wll follow nuch of what
was announced in that Notice. The details of changes
are set out in the handout.

The FAA Designated Federal Oficial, DFQO Jan
Brecht-Clark, to nmy right, is responsible for
conpliance wth the Federal Advisory Commttee Act, or
FACA. It is her responsibility to see to it that the
agenda is adhered to and that the accurate m nutes are
kept. The DFO al so has the responsibility to adjourn
the neeting should she find it necessary to do so in
the public interest.

Pl acards for the nenber organizations are set
out at the main table. Only one representative from

each organi zation may sit at the table, participate in
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di scussions, and vote on matters put to a vote by the
Chair. Oher representatives of nenber organizations
shoul d channel any remarks they have through the

organi zation's main representative, except as requested
to do otherwi se by the Chair.

I n addressing the Chair, please identify
yourself to greatly facilitate keepi ng accurate m nutes
and so the reporter knows who's speaking. The neeting
is open to the public, but nenbers of the public may
address the conmttee only with perm ssion of the
Chair, which should be arranged by giving advance
notice concerning the scope and duration of the
i nt ended presentation.

The Chair may entertain public coment if, in
his or her judgnment, doing so wll not disrupt the
orderly process of the neeting and will not be unfair
to any other person. Menbers of the public are wel cone
to present witten material to the commttee at any
tine.

Now, for the purpose of the record of the
meeting, | would like to go around the table so that
each nenber can identify thenselves and their
organi zation, and I'll start to the right.

M5. CLARK: Jan Brecht-d ark, FAA, Ofice of
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Avi ation Security Policy and Pl anni ng.

MR. EDWARDS: |'m Gary Edwards, Special Agent
in charge of the U S. Secret Service Capital H Il and
| nt eragency Li ai son Division.

MR MORRIS: |I'mCarter Morris with the
Ameri can Association of Airport Executives.

MR, LOVAX: Al Lomax, Kansas City, Chairman
of the ACINA Public Safety and Security Comm ttee.

MR, MCGRAY: Duane McGray, President of
Airport Law Enforcenment Agenci es NetworKk.

MR HUTNICK: |I'mwth Inmgration and
Nat ural i zati on Servi ce.

MR. KERR: Alex Kerr, Cargo Airline
Associ ati on.

MR. MONETTI: Bob MONETTI, fromthe Victins
of Pan Am Flight 103.

MR. PRI DDY: Ron Priddy, National Ar Carrier
Associ ati on.

MR. POLSKI: Paul Pol ski, FAA Ofice of
Avi ation Security Research and Devel opnent.

MR. HOLT: Keith Holt, Aircraft Omers and
Pilots Associ ation.

MR. BERGVAN. M ke Bergman, Bureau of

Al cohol, Tobacco, and Firearns.
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MR. KENNEDY: David Kennedy, National Ar
Transportati on Associ ati on.

M5. MCELROY: Debbie MElroy, Regional
Airline Association.

MR. LUCKEY: Steve Luckey, Chairman, National
Security Commttee for the Airline Pilots Association.

M5. WRI GHT: Beverly Wight, Federal Bureau
of Investigation.

MR. DOUBRAVA: Dick Doubrava, Air Transport
Associ ati on.

MR, UNDERWOCOD: Ji m Underwood, Departnment of
Transportation.

CHAI RVAN CANAVAN:  1'd like you to note that
this time -- that this is Mke Bergman's | ast ASAC,
he's retiring. And Mke, | just want to thank you --

MR, BERGVAN. Thank you.

CHAI RVAN CANAVAN:  -- for all the good work
that you' ve done in this commttee and for this
associ ation. Thank you very much. | w sh you the
best .

MR. BERGVAN. Thank you. You're wel cone.

CHAI RVAN CANAVAN: At this tinme the first
order of business is a review of the mnutes of the

meeting of April 19th, 2001. W received one
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correction from Rear Adm ral Underwood, and the record
will reflect that change. Let ne open it to nmenbers.
| s there any discussion of the mnutes of the neeting
of April 19th, 20017

(No response.)

CHAI RVAN CANAVAN. Ckay. The first order of
busi ness today will be a review of the rul emaking
activities. M. Karl Shrumof Cvil Aviation Security
Ofice of Policy and Planning will now address the
status and tineliness of the various rul emaki ng and
other ongoing initiatives in Cvil Aviation Security.
Karl .

MR. SHRUM When lastly |I told this nenorable
tradition of reporting rul emaking status --

(Laughter.)

MR SHRUM -- the folks over in the
departnment had enbarked on a review of all inpending
rul emaki ngs under new adm nistration and that review
has been conpleted. Parts 107 and 108, the Airport
Operator and Aircraft Qperator Security Rules went to
OB | ast week. Shortly after them Screening Conpany
Certification and the Security of Checked Baggage Rul e.

We've talked to the folks over in OVB. They
expect to nove 107/108 fairly quickly. They did, after
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all, pass it to the Federal Register for publication
back in January before it was pulled back for review
They're al so concerned that we're past the May 31
deadline for the Screening -- Congressionally mandated
deadline for the Screening Conpany Certification Rule,
so that's going to have high priority.

W& woul d expect probably final action,
clearing it to the Federal Register, within say three
to four weeks. So ny working assunption has been to
take all the dates based on May 31, advance that to
July 31 as the kick-off date so to speak for everything
that flows fromthese rules.

The Airport and Air Carrier Conpliance
Prograns currently is on the desk of the Chief Counsel.

We expect that to be sent up to the Admnistrator's
of fice and passed to OST, hopefully, next week or
certainly shortly thereafter.

As | briefed you last tine, the bulk of what
flows fromthese rules, the nine-tenths underwater of
the iceberg, is in the security prograns. W have the
new Screeni ng Conpany security program consolidating
all the screening requirenents that would be carried
out by the to-be-certificated screening conpanies.

The Aircraft Operators security program
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whi ch woul d be the oversight responsibilities retained
by aircraft operators which, of course, is the newterm
we use in the Part 108 rewite. Al so would include
changes that would derive fromparticularly the rewmite
of 107 -- excuse ne, 108 -- also sone itens that carry
over fromPart 107. And to a nuch | esser extent, we've
i ncorporated sone material to inplenment portions of the
Checked Baggage Rule. Foreign Air Carriers security
programw || be, again, the oversight responsibilities
retained by the aircraft operator. |In this case, we
have to continue to use the term "foreign air carrier"”
because that's the way the rule reads. There was no
corresponding rewite of Part 129.

The Indirect Air Carrier program began the
oversight responsibilities. There will be other m nor
changes, but they're mnimal. The A rport Operator
security programw |l not be a new security program
but a series of amendnents, about eleven all told,
ruling out nost of the major changes that we've nade
over the years, plus what's needed to inplenent Part
107. So, apart fromthat, these will be proposed
amendnents for comrent.

The advanced tine line that | used last tine,

based on May 31 to July 31 -- comrent period on these
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prograns for 120 days would run it through the end of
Novenber. Then we woul d anticipate issuing the final
prograns probably around March of next year. The rule
woul d take effect 90 days after July 31st, would be

Cct ober 31, further 90 days for the screeni ng conpanies
to apply for a provisional certificate, would run

t hrough the end of January. And of course, ultimtely,
when the five-year certificate requirenent takes effect
for the screening conpanies, that would be a year from
the date of the original certificate, or not later than
January 31st of '03.

And we're working up a detailed tinme |ine of
all the requirenments to be inplenented to affect the
rules, not necessarily just regulatory requirenents,
but the training and other activities involved. And
we'll be presenting that to General Canavan next week.

And once the rules are issued, we would of course
share that with all concerned.

Any questions?

(No response.)

CHAI RVAN CANAVAN:  Ckay, Karl, thank you.
Now this 107/108, as a lot of you know, is sonething
i ke about a ten-year-old effort, so we think it's

going to cone out this tine. W'Il see.
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(Laughter.)

CHAI RVAN CANAVAN:  Next on the agenda is M.
Art Kosatka. ACS Policy and Planning will speak to us
regardi ng several ongoing efforts that could have a
direct on civil aviation security.

MR, KOSATKA: |1've pretty much got the sane
four things that | always tal k about, but there is sone
news on several of them The recomended security
gui delines for planning, design, and construction, you
all know about. | nentioned also the RTCA standards
work com ng up, the termnal planning AC, and the cost
i npact survey that we nmentioned two ASACs ago, but
whi ch are of course -- which was hung up by the 107
del ay.

The security guidelines for airport planning,
design, and construction are conplete. Literally, two
days ago, | finally got the final copy back. It was
i ndeed conplete, as | told you last -- late |last year,
but the delay has been sufficiently Iong that we cane
up with a couple of newthings to add into it. For
exanpl e, we added a section on the ARGUS EDS, which you
all are aware of. The earthquake in Seattle taught us
alittle lesson to put in sonmething on seismc, so

there's a goodly section on seismc stuff, including
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about half a page of the various codes to neet.

The del ay al so gave the authors of the
Security Screeni ng Checkpoint section the opportunity
to expand that section by about four pages and there
are a nunber of good reconmended security screening
poi nt designs in the docunent which is expanded on.
it's a whole I ot nore useful information. And of
course doing all that sort of stuff with the docunent
required us to reformat it and ness with the table of
contents and pagi nation and that sort of stuff. But
it's ready and as soon as 107 hits the street, this
thing will be right behind it. And just a rem nder,
it's not an AC, we went to a |lot of trouble to make
sure that it wasn't 191 stuff, that it's not an AC.
It's recomendati ons, guidelines, suggestions, that
sort of thing, but not an AC.

This one is an AC. If you haven't played
wth it before, it's a rather |engthy docunent. It's
an old docunent; it goes back 30 years, the origina
version. And it's been anended several tines in the
intervening 30 years, but | believe in going through
it, I think I found three places in it where it says,
"Oh, yeah, don't forget security.” So there is a

rewite of this thing beginning, and it's a rather
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extensive rewite. They're planning to do it in three
i ndependent docunents; an overview, sone sizing data,
and sone reference detail on specific docunents. And
we specifically want to get security in there as its
own topic. That's one of the reasons that our office,
ACP- 100, is participating in it.

| won't go into a lot of detail. | just
wanted to give you a feel for why it's of interest to
the security community. Everything they're talking
about right nowis based on the | ATA | evel s of service;
t he queues, the hold roons, bag claimareas, quarters,
the | obby, all the places that you're interested in
security design

Again, | won't go into detail, but those are
the levels of service that they're discussing. And for
exanpl e, when you get into queues, that's how it
translates into what you' re | ooking at in queues. And
the better half of the neeting two weeks ago was
tal ki ng about the notion of tine in queue, whether --
which is nore inportant, the tinme the passenger spends
in a queue, or the space that he has while he's waiting
in the queue. And there's a |lot of other design
considerations for security; the e-ticketing kiosk --

what do you do when a guy checks in with his bags
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there, that sort of thing, where they' re | ocated, how
it affects curbside check-in. So we'll be |ooking at
all that sort of stuff; e-ticketing, curbside.

And if you're interested in playing this
gane, there's the guy at Vol pe Institutes, Zale Avis.
There's his phone nunber. It's an open forum it's co-
sponsored by FAA and the Airports Consultants Council.

And this is the guy you need to talk to if you'd like
to start sitting in on those. I1t'll be about a two-
year effort.

The RTCA standards. |'ve nentioned these
before. They were first published in 1996, but we're
just going back -- we've already forned a new conmttee
which neets -- | forget, I'lIl tell you in a second here
-- but we've got it on the chart. July 10th, one
o'clock to five o' clock, downtown. This docunent is
specifically geared toward the technol ogi cal standards
of access control systens. W're not necessarily
rewiting it. W think it just needs updating,
specifically in electronic, conputer networking, that
sort of thing. And we're going to add a section on the
use of bionetrics and access controls.

So, it shouldn't be too long an effort, but

we are going to take a |l ook at every bit of this and
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make sure it's updated properly. |If you' d like to get
involved in that, there's information at www. rtca. org.
Chris W1 kinson, who's Chairman of the ACC Security
Commttee, is chairing this effort, and that's how to
get a hold of him In either of the efforts, the AC or
the RTCA, if you don't want to get a hold of them just

gi ve ne your business card at the end of the neeting

and 1'1l make sure you get on the |ist.

Finally, the cost survey. | nentioned this
before as well; this is sinply the requirenent. OVB
clears arule -- 107 in this case -- every three years.

Not for the substance of the rule, but for the cost
burden that's inposed on the industry. Technically,
107 expired on May 31st. There hasn't been a full cost
burden review since 1975. And again, it's on the cost
i npact, not on the substance of the rule.

So, what we did is we now have the current
107 on an interimclearance until the end of this year.

So we will be sending out, as soon as the rule is out,
right behind it, there'll be a cost survey, and we have
until Novenber 1st to submt the cost data back to OVB.

So I'll be getting out to nost of the nenbers of ASAC
with that cost survey as soon as 107 is out.

Any questions?
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(No response.)

MR. KOSATKA: Thank you.

CHAI RVAN CANAVAN:  Next on the agenda is M.
Bonnie Wl son of the Airport Council International,
North America, who will address the group on the
efforts to address the threat of WWD, or weapons of
mass destruction, and bio-chemcal threats, and the
need for the security community to be prepared.

M5. WLSON. Thank you. Thank you very nuch.

It's not a new issue for us, nost fol ks have heard
about this either through novels or TV or novies or
even real |ife experiences. Energing diseases are
developing in a natural environment as well as in the
| aboratory and both are a threat to the health and
safety of air passengers. Also to other people, but
frankly I'"monly concerned about air passengers and
people in ny termnals for the tine being.

What we know and when we know it.
Unfortunately, like with nost things, we find out a | ot
of information about what we don't know when things are
happening. Qur concern is that we need to get ahead of
this game and have an awful |lot nore information. W
have sone resources that will help us to define the

actual risks associated wwth reported events. [It's not
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exactly clear who can tell us what and it's not exactly
clear who to call when. Wat we can do is get as nuch
informati on as possi ble as events occur.

And again, dealing with the press and the
pani cked passengers and the public safety staff, et
cetera, with a list of "possible" phone nunbers is not
exactly what we think the best plan should be.

We did an excellent exercise and | thank
everyone who participated fromthe FBI and fromthe
airport community and from S-60 and FAA, and also from
Heal th and Human Services. At ny Spring commttee
nmeeting, we went through a couple of scenarios of
i kelies, probables, maybes, and found out that there
were significant gaps in our ability to deal with
threats, whether they're real or imagined.

VWhat's likely to happen? Introduction of
either a chemor a bio weapon. |It's not as easy as the
novel s and the novies and the newspapers m ght make it
sound, but it could happen. The FBI was extrenely
hel pful in describing the type of relevant information
they could provide to first responders. There's an
awful |ot of theory about how you woul d introduce a
bi ol ogi cal weapon into a closed space, but the FBI can

tell you whether the individual who's standing in your
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aircraft wwth a vial full of green liquid and says,
"This is Anthrax," whether that's realistic or not.
How it's produced, howit's transmtted, and howit's
transported to humans is information they do have, if
you get a hold of themand they can sort of give you
sone idea of what you're likely to be dealing with

But the FBlI does not act as the first
responder at the airports. The air carriers, in nost
cases, if it's an on-board issue, are first responders,
and they work in conjunction with the FBI. They can
talk to the airport tower, et cetera, and try to figure
out what they're dealing with, but again, once the
pl ane's on the ground, you bring in an awful |ot nore
pl ayers as wel | .

Just because | can and it was fun, | added as
many really awful things to the scenario as we possibly
could to bring al nost everybody at this table into the
i ssue. Because | was allowed to wite the scenari o,
said we had an aircraft that was operated by a non-U. S
flight carrier who was intended to cone to Washi ngton
Dul I es, but was diverted, because of passenger health,
to Boston. W had unattended m nors on board the
aircraft. W also had fol ks who did not speak English

and were using a | anguage that was sonewhere from
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Eastern Europe, but no one could decide what it was.

So, at that rate, once we put the plane on
t he ground, we had an individual who was sick and
obvi ously had sone sort of henorrhagic fever. | was
required to explain it to one of ny nenbers by saying,
"Look, the guy's bleeding fromthe eyes, all right."
We had the little kids. You had people |eaving and
greeting in Dulles, but the plane was in Boston. Then
we said, "Well, how are we going to get them cl eared
t hrough I'NS and Custons?" Amazingly enough, | don't
t hi nk anybody in the roomthought that putting on a
bi ohazard suit to go in and check paperwork was goi ng
to be an option.

So, there is an awmful lot of roomfor an
awful 1ot of players. Just being hunorous at this
point, but in reality, there are things that you have
to do and everybody has a role and a mssion in
responding to an incident of this nature. And what
we're interested in is finding out where we have gaps
i n understandi ng those roles and m ssi ons.

So, here's what could happen. You have
sonebody get sick and you requested energency | andi ng.

You coul d have sonebody call in and say, "Hey, |

happen to know that an individual on the aircraft
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that's comng to your airport, which shall remain
somewhere in New York, has Ebola virus. And by the
way, they're on a foreign flight carrier.” And how are
you going to deal with that? The State Depart nment
needs to be call ed.

There's the threat of a release. |It's called
"entry authorities,” either biological or chemcal.
Sonmebody could ship to foreign pals. They do it al
the time with bonbs now -- this is tonorrow. Chem cal
release is detected within the facility or in the
aircraft. This happens at ny airports all the tine.
Usually it's badly packed cleaning materi al s.
Sonetinmes it's burnt food, sonmetines it's just a weird
snmel | and nobody knows what it is, but it's making
people sick. | don't know if you've ever had the
privilege of having the carpets cleaned in your office
when you stay late at night, but all of a sudden you
sort of feel like doing this (indicating) under the
desk. You know, it's little stuff but sonetines it's
real and it's hard to tell one fromthe other.

Ckay, in a naturally occurring event, you
need to contact the local health authorities. W know
that. W are they? Who el se do you have to contact

if it's an international flight, or if it's a domestic
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flight? Where do the roles and responsibilities break
down within CDC and Public Health? Wo have they

del egated their authority to? So you have a question
of jurisdiction and who has the jurisdiction to prevent
sonebody who's a possible carrier fromgoing out into
the community? Wat kind of information will you find
yoursel f being held responsible for collecting on al

of your passengers and/or people in your termnal? And
who can help you do that and what is it they're | ooking
for?

And of course you have the threat. |If threat
calls, you call the FBI. They help you as nuch as they
can, but again, you have sone practical realities of
what you're dealing with and the biggest practical
reality for all of us will be the aftermath, because
we'll all get to answer to sonebody about what we
didn't do at the tinme of the crisis.

So, ACI-NA's Public Safety and Security
Comm ttee says this is the right formin our |ines
because we have all the right players. And anybody who
woul d be interested to help us do sone key activities,
do a gap analysis. Wat do we know, what don't we
know? Who has jurisdiction over what step of the

process? Can we wite it down, tell everybody where
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our resources are, how and when you apply them when
you have to apply them who you can call.

Put it into sonme sort of very non-regul atory,
just hel pful, guidance, recomendations, data,
intelligence, anything we can give you. Good phone
nunbers, 800 nunbers, who can you call, who should you
call. If no one's on the other end of the phone,
what's your next call to make? Put it all together,
wite it up in sonething in |ike, a notebook, and hand
it out to everybody.

We're proposing this is done through an ASAC

wor ki ng group or a task group, I"'mnot really sure -- |
have a Green Book sonewhere, | could figure out what
the real termis -- which would include anybody in the

i ndustry who has the potential to be involved in a
situation like this, and put that forward as a
recomendation for this group to decide on.

CHAI RMAN CANAVAN.  Comment s?

M5. WRI GHT: Beverly Wight, FBI. Thank you,
Bonnie, for really accurately reflecting in your slides
the role of the FBI fromthe Wapons of Mass
Destruction Operations Unit. The FBlI also has a
Nat i onal Donestic Preparedness O fice which

partici pated on that panel, and they have sone
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conpletely different responsibilities ahead of an event
t hat happens and | think that they could be very

hel pful in briefing, possibly, the group here. Even
cannot articulate everything that they do and what
their roles are, and they could in fact be changi ng.
So, it mght be -- ny recommendation, if we would, if
the coonmttee would consider a briefing at the next
ASAC neeting, fromthe NDPQO

We had -- sone people at this conference were
at your neeting, but | for one would like to hear it
agai n, because that was actually the first tinme | heard
an NDPO briefing. And that was the first tinme they had
probably given it to the airport community. And now
they're nuch nore well versed in what the concerns are
and could do a presentation and everyone coul d see what
they do. And potentially then evaluate the goals of
the task group or the working group or whatever.

So, | don't know how exactly | woul d propose
that, but I would only ask the commttee, maybe they
coul d consider that. Because | don't knowif we would
be considering formng a task group at this i med ate
nmonment, but there's a lot of information out there
still, I think, in nore depth we would |like to hear.

CHAI RVAN CANAVAN:  Ckay, why don't you invite
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then? You're invited.

M5. WRIGHT: Ckay. | believe we have two
representatives here.

MALE VO CE: NDPO accepts.

M5. WRI GHT: NDPO accepts the invitation to
brief.

(Laughter.)

M5. WRIGHT: We wanted themto -- we did want
themto see the presentation and see what the concerns
were again, so they could be fully prepared to do that.

CHAI RVAN CANAVAN: | think if we hear that
presentation, and they can have as nuch tinme as they
need, and then fromthere deci de what we want to do as
a group next.

M5. WRI GHT: Ckay. Very nuch appreci at ed.
Thank you.

MR. MCGRAY: Duane McGray, ALEAN. The Nunn-
Luger | egislation that was passed a nunber of years ago
has set up procedures for training to be done and |
think, initially, 122 cities have gone through the
training and responsibility has been placed with nine
agencies. | know the Public Health Service, DOD, FBI,
a nunber of different agenci es have been involved in

this. There has already been a |lot of training done in
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a lot of nmunicipalities on howto deal wth these kinds
of issues, particularly as they would relate to an
incident in an airport term nal because they becone
part of a |ocal network.

So, and another issue, a side issue to this
is, and you alluded to it, is the biggest problemwe' ve
seen so far is not a terrorist act, but those cases --
| know Dallas had a situation a few years ago where
they had an aircraft comng in fromLondon that had a
person that was very ill that had conme out of Bophal
I ndia, during the plague over there. And as soon as
the airplane got on the ground, it was sealed until the
CDC in Atlanta got people fromthe | ocal office in
Dallas to clear and verify that we didn't have a
contam nation that was going to infect, you know,
Dal | as.

So, there's already been a lot of work in
sonme of these issues and sone groundwork has al ready
been laid. | just throw that out for discussion,
especially wth the Nunn-Luger |egislation.

CHAI RVAN CANAVAN:  You're right. Yeah. |I'm
famliar wth those first responders and | think what
we'll have as part of our briefing is we'll have --

part of that briefing will be what's currently in the
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United States in terns of where they're at, their
response tinme, and what exactly they do, and what kind
of equi pnent they have. So, we'll take that on.
That's a good point.

| was in Olando, | don't know, five or six
weeks ago, and they had the tabletop exercise and they
had all the right people fromthe airport at this
exercise. And they thought it was going to be a
hi ghj acking. And one hour out, they announced that --
or actually, they thought it was a highjacking, but it
really turned into an unruly passenger who was goi ng
into final convul sions fromdying fromthe Ebola virus.

He was a Doctor Wthout Borders, com ng out of Central
Africa going to Orlando to speak at a nedica
conference. He was going to present a presentation on,
you know, this illness.

So anyway, he dies. There's another doctor
on board that kind of confirns that they think this is
what he died from And then it was the frame, "Well,
what do you do now?" And it was excellent because,
well, it took thema while to figure out who was in
charge. Because they wanted to have different people
in charge during different parts of the operation and

of course that's not the way you want to do it. But
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they had the right people in the room in terns of
police and the nedical folks and the State folks.

And you know, calls to the CDC, putting the
ai rpl ane sonewhere, do you quaranti ne everyone, who
el se did he expose throughout the aviation system when
he transferred planes in London, for instance, or
Paris, who did he -- the people that he flew out of
Africa with, where did they go? You know, because
t hey' re cont am nat ed.

So, you know, it was one of these things.

And they did it for about four hours and a | ot of the

i ssues that Bonnie tal ked about, they tal ked about.
Because it went initially froma crisis action, because
you have a plane there and where does it go. Wll,
maybe if we get a vote and we kind of figure out |ater
on who's the best airport to take this airplane? Wo's
really ready to do it? Well, that's where the plane
shoul d go.

And the second thing, you get into the
consequence of managenent, and that is, how do you take
care of all these people in terns of further
contamnation. |Is there hospitals that they go to.
It's a big issue and it's the sane issue that this

country's westled with for years, if we ever had a
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nucl ear expl osion or a massive chem cal or biol ogical
attack in one of our big cities. Because we're really
tal ki ng now about thousands of casualties. And this is
just a -- this is a nmuch smaller version, but | think
we have to deal with it within our civil aviation
system how to cone up with solutions for this, because
it's going to happen.

And just |ike your case, that person from
India had a problem And naybe what we ought to do is
get a hold, we'll get a hold of Dallas and ask them how
they dealt with that situation. What did you do? What
did you learn fromit? And what would you do in the
future? That could be a good baseline there. But I
think it's a good effort to | ook into.

So, next week -- or next Septenber, if no one
has any objections, we'll have the FBI report. W'l
have a quick briefing on the Nunn-Luger |egislation of
these -- they call themRAID teans, | think RAI1-D --
where they're at, what their training is, what their
capabilities are. Because it's the first responders
that usually end up being casualties. During the Tokyo
bombi ng of the -- or the chemcal release in Tokyo
years ago, a lot of the initial casualties, added

casualties, were the first responders. So we've got to
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figure out how you protect them Yes?

MR. BERGVAN. The Attorney Ceneral hosted or
sponsored a mmj or exercise sonetinme ago, which of
course the FBI was greatly involved in, and nost of the
ot her agencies -- fire departnments, FEMA, and sone of
the other things. And I think a |lot of the say,
weaknesses or shortcom ngs -- of course it was nore
directed toward terrorismissues, but sane kind of an
issues. And a lot of these issues have already been
bedded and are probably available. And I think your
suggestion about tel ephone nunbers for i nmmedi ate
comuni cation are probably the nost inportant. W0 has
the appropriate contam nation suit, et cetera.

CHAI RVAN CANAVAN: Do you renenber what that
exerci se was called, Mke?

MR. BERGMAN. TOP OFF, | think

CHAI RVAN CANAVAN: TOP OFF, yeah, okay, |
know. Ckay, we'll talk to those folks too and see what
came out of that. Ckay.

M5. WLSON: | just have one | ast question

CHAI RMAN CANAVAN:  Yes.

M5. WLSON: Does the airport that gets
desi gnated have a vote about whether they get

desi gnat ed?
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(Laughter.)

CHAI RVAN CANAVAN:  Well, what |I'm saying is,
you know, first of all, you have to be able to handl e
this situation. But that doesn't nean that every nmmjor
airport has to have the sane capability. | nean,
sonetinmes you get into resource issues. But if you
| ook at our nine regions, for instance, there may be
one airport in each one of those regions that wll have
this capability. So if a plane -- so you can divert
that plane there. Yes, those officials know what to do
with it, they know how to respond to it, they've had
sone type of training. O maybe that's where the RAID
teanms are located wthin, so it's kind of co-Ilocated,
so they're involved in it also. O sonetinmes you nmay
end up just landing on your airport and you don't even
know it. But anyway, we can work through all that.

MR, UNDERWOCD: Ji m Underwood, DOT. |'d just
i ke to thank Bonnie and ACI for hosting their
conference in Kansas City and for Al hosting that
conference as well. The one thing, and | think it's
borne out here by all the comments that are made, there
is alot of information that's available in this area.

Sone of it is of general nature and | think what the

suggestion is to nake it nore specific to the aviation
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industry and to the airports and air carriers so that
there's a better plan. And all the ideas and the
knowl edge that is out there can be consolidated so that

we don't have to kind of hit it at the | ast m nute.

Thank you.

CHAI RMAN CANAVAN:  Yes.

MR. LUCKEY: Steve LUCKEY, Airline Pilots
Associ ation. General, | think the Tokyo incident has a
ot of key -- a lot of exanples in it that are very

good, both pros and cons, of why it worked and how it
didn't work and how bad it could have been. | think if
soneone could give us a fairly objective brief on the
intricacies of that particular incident, we'd learn a
lot fromit.

CHAI RVAN CANAVAN.  Sure. And they use
di spersion, aerosol dispersants, in the subway system
That's how they did it. Sone worked, sone didn't.

MR, LUCKEY: Right.

CHAI RVAN CANAVAN: | forget the nunber of
dead. They had several thousand --

MR. LUCKEY: Seven dead, 200 injured.

CHAI RVMAN CANAVAN:  Yeah, and then several
t housand people affected by it.

MALE VO CE: It could have been a | ot worse.
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CHAI RVAN CANAVAN:  Yeah.

MR. MCGRAY: Duane McGray again from ALEAN.
One of the things that | think is inportant is that
under the Nunn-Luger training scenarios that are done,
you have to do tabl etops and you have to do live
exerci ses involving chem cals and bi ohazard attacks.
And what happens is they go into conmmunities and they
do this training and they get involved in the
scenarios, but quite often they forget to bring in
| ocal airports' involvenent init.

And if you do get -- we did it, we did a
tabl etop of a biohazard and we did a |ive exercise in
Nashville for a chem cal attack, and we were very much
a part of it because things |ike EOD now, as part of
the redstone training, everybody has to go through an
extra week to deal with the fact that nost of these
chem cal agents are propelled through an EOCD device and
they are responders to these things.

W were in the mddle of an exercise and our
EOD team got called away -- the city's EOD team -- got
called away to a real life event and the airport's EOD
team had to take over and handl e the event, at a
downtown event. As a result of all of that, our

ai rport got several thousand dollars of additional
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equi pnent that was paid for by the Federal Governnent
t hat woul d not have been available to us had we not
demanded that the airport be part of the city's Nunn-
Luger training and exerci ses.

CHAI RVAN CANAVAN:  Thank you. Thanks,
Bonni e.

M5. WLSON: You're wel cone.

CHAI RVMAN CANAVAN:  The next itemis what we
call "The Common Strategy" and M ke Mrse of ACS
Qperations wll give us an update on this.

MR. MORSE: Good norning. | don't have any
slides, so | just want to nmake a few verbal remarks on
the subject. A nunber of you in this room have been
working with ne on this project, pieceneal, for
sonetinme. And for those of you that are in that
status, I"'msure this will be a bit repetitive.

But we wanted to bring the ASAC and Cener al
up to speed on this project. What |I'mdoing is
coordinating efforts to update what's called "The
Common Strategy.” Many of you are probably already
aware of what "The Common Strategy" is. It's a body of
agreed-upon principles, doctrine, if you will, between
FAA and FBI, and al so between the Federal Governnent

and certain elenents of the industry that are concerned

HUNT REPORTI NG COMPANY
Court Reporting and Litigation Support
Serving Maryl and, Washi ngton, and Virginia
410- 766- HUNT (4868)
1- 800- 950- DEPO (3376)



© 00 N oo o A~ W N Pk

N NN NN R R R R R R R R R R
A W N P O O 00O N O 1 B W N +— O

34

w th what happens in the case of a highjacking.

Key pl ayers, of course, are the crew nenbers
aboard the aircraft, the air traffic control fol ks that
may be in contact with the aircraft, FBI negotiators,
or other |aw enforcenment elenents of FBI, or |ocal
responders that may cone to the scene, and few others.

But these are all key elenments of the system
of how we respond to a highjacking and we need to have
this common strategy for how we approach what we'll do
in that case.

In addition to "The Common Strategy" being
the nane of the doctrine, it is also the nane attached
to sone training materials that have been updated a
nunmber of times over the years. The |ast update was
approxi mately ten years ago, even though the doctrines
i nvol ved go back much [ onger than that. Those training
materials are out of date. They appear obsol escence
because they have old cockpits and old aircraft in
t hem

Qur review of the principles involved suggest
that for the nost part the doctrine that's been used in
the past is sound and we' Il be continuing that. There
won't be any big changes there, maybe a little fine

tuning. That fine tuning will conme about as a result
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of the fact that we're taking into account sone of the
nodern innovations in aircraft. Systens |ike ACARS
that really weren't in effect ten or fifteen years ago
-- which is, by the way, unless you're famliar with it
al ready, the systeminvolves the ability to do text
messagi ng fromthe cockpit back to the conpany or other
ground recipients. This sort of thing was not
considered in the past, so it wll be considered in the
new articul ation of the strategy.

But the primary upshot of this is these new
training materials for use with cabin crew and cockpit
crew. W applaud the efforts of various airline
conpanies in the |last few years who have updated sone
training materials on their owm in this area. However
we need a high degree of standardi zation so that FB
and FAA and |ocal first responders know this and al
have the sanme understandi ng of what's going to happen.

And so the air traffic folks are prepared to hold up
their end of the deal on how the comrunications wll
t ake place between the aircraft and the ground.

So, there is clearly a need for new
standardi zed materials. W hope that the industry in
general will join us in supporting and endorsing this

effort. W' re getting good support from several of the
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airlines, fromATA. FBlI has been a real chanp in
working with us closely on this over the |ast few
nmont hs. W have one airport that's volunteered itself
as a location for FEMA. |1'm going to be approaching
anot her one in the next few days.

We are | ooking to have two different
scenarios in the training mterials. One scenario Wl
i nvol ve a single deranged individual and wll be nore
or less of a typical stateside highjacking of the past.

The ot her scenario will be one involving a team of

hi ghj ackers with a hi gher degree of sophistication and
training. And that scenario wll nore replicate what
we've faced in sone of the international highjackings
abroad in recent years.

And we expect, like |I say, to do filmng and
do the bulk of the work on this before the end of this
fiscal year. And we hope to have sonme new training
materials out in the Fall.

A nunber of you, like |I say, have already
been involved in working with me on this. Several nore
of you I'll be contacting over the next few weeks,
because we really do need the flight attendants, we
need RAA as well ATA, clearly, on board. And so forth

and so on. ALEAN, you may -- oh, there's about a half
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dozen of you in here that 1'lIl be talking to
Separately.

Because sonme aspects of the doctrine are
sensitive and are not publicly rel easabl e i nformation,
| can't promse to answer all of your questions in this
forum but to the extent | can, I'Il be glad to take
guestions now or nmake appointnents to talk to you
out si de the neeting.

That's all | have.

CHAI RVAN CANAVAN:  Having reviewed this, this
| atest effort was probably nmade in the '80s. And M ke,
you had an excellent neeting. W were all down there
at Quantico, Departnent of Justice, Departnent of
Def ense, Departnent of State, DOT. But now s the tinme
to update this thing because our new aircraft has
different -- has better technol ogy on board. W have
to figure out howto deal with that technol ogy,
especially if soneone that took an airplane understood
the technol ogy and they could use that technol ogy
against us. So, that's what we're really tal ki ng about
here. Now s the tinme to reviewthis and we're on the
right track and | appreciate everyone's assistance in
this. Yes?

MR LOVAX: Al Lonmax, ACI NA I'd like to
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make sure that the airports have this training materi al
avail able when it's released. |Is that possible?

MR. MORSE: Yes. Sonething that nay be of
interest to you and maybe we can pi ggyback on your
comment, we see a need probably to produce training
material in one version. Although the sane basic
teaching points will occur throughout and the sane
scenarios will be used in it. Depending on the demand
for this and the resources it would take, we may either
produce alternative versions of the training materials
on CD or tape that cater to the interests of air
traffic controllers, first responders, FIA air crew
menbers, and so forth

But at any cost, to update the training for
the crew nmenbers. But as we get into this, we see
that, you know, if it's going to concern air-ground
communi cations, we need to nake sure that the inservice
training for air traffic controllers covers the sane
ki nds of situations. W nay want to do sone stop-
action, voice over, and add in sone additional materi al
for them 1'd be glad to talk wth you and Duane and
others as to whether or not we m ght be also able to
make variants of the sanme training packets that would

be useful for airport |ocal fol ks too.

HUNT REPORTI NG COMPANY
Court Reporting and Litigation Support
Serving Maryl and, Washi ngton, and Virginia
410- 766- HUNT (4868)
1- 800- 950- DEPO (3376)



© 00 N oo o A~ W N Pk

N NN NN R R R R R R R R R R
A W N P O O 00O N O 1 B W N +— O

39

CHAI RVAN CANAVAN:  Thank you. Yes.

MR. MCGRAY: Duane McGray again from ALEAN.
Just to piggyback with that, | think it's inportant for
airport police, first responders, because are going to
be the first people on the scene, to at | east see what
training and procedures are put in place for flight
deck people and ATCs. Not because we're going to
change anythi ng, but because we'll be nore educated and
under st and what procedures other people are being
trained on so we can take that into consideration and
understand that as we're respondi ng.

CHAI RVAN CANAVAN:  Good point. Yes.

MR. DOUBRAVA: Dick Doubrava, Air Transport
Association. First, | want to express our appreciation
to Mke for the somewhat difficult task of trying to
coordinate this update process. It's clearly sonething
the industry feels very strongly about and, you know,
we were proud that we were the instigators of this
program when it was first developed. It was Air
Transport Association, with its nenber carriers and
regional airline associations, was very active in the
devel opment of "The Common Strategy." And clearly we
take a big ownership in it because sinply it obviously

affects our aircraft, our passengers, and our crews.
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And | know that M ke has been naking a
special effort to make sure that everybody's i ncluded.
And it's just very inportant for us, as we go forward,
to make sure that clearly that the -- everyone clearly
under st ands, you know, what the goal here is, to update
the program nmake it nore current. But clearly, we
certainly have sone caution about opening it up to any
new strategi es and designs that don't clearly include
the industry in the devel opnment of that. And Mke's
been making a big effort on that part, so we | ook
forward to working with himand with the carriers and
the | aw enforcenment agencies and obviously the FAA to
make sure that we have a good product and a product
that reflects the changes and the updates that are
necessary.

CHAI RVAN CANAVAN:  Are there any ot her
guestions or comments?

(No response.)

CHAI RVAN CANAVAN:  (Okay. Thanks, M ke.

M5. CLARK: | have the pl easure now of
i ntroduci ng one of ny staff, Mke MCorm ck, fromthe
Ofice of Security, Policy and Planning. He's going to
make a presentation on the Total Architecture for

Avi ation Security. Mke worked very hard with Rick
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Lauzurik and lots of other folks to develop this tool.
It's in response to a recommendation fromthe Nati onal

Research Council. | want to thank you, Paul, for the

time of Rick and other staff to help pull this

t oget her.

We think this is going to be a phenonenal
tool to help us in doing planning for future activities
for all of ACS, even though the initial birth of this
project was to help devel op ideas and identify gaps
where technol ogy research was required. W think, |ike
| said, it's going to give us sone information just
because of the quality of the product and the depth of
the product, to help us in all of our planning within
ACS. So, with that.

MR. MCCORM CK: Thank you very nuch, Jan. My
name is M ke McCormick. [|'man engineer working in the
Technol ogy Integration D vision part of Jan's
organi zation. And |I'mhere today to give you a little
of a briefing on what we're calling "The Tot al
Architecture for Aviation Security." 1'mgoing to go
over a little bit of how the project canme about, the
pur pose of the project, give you a brief description,
and provide an overview of the analysis nethod that was

devel oped by Rick Lauzurik fromthe Tech Center, and
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give you a few sanple results.

It was recommended by the National Research
Council. They had a Panel on the Assessnent of
Technol ogi es Depl oyed to I nprove Aviation Security.
That's quite a |long nane for a panel; they couldn't
even make an acronym out of it.

(Laughter.)

MR, MCCORM CK: But they cane in in Decenber
of 1999 with two recomendations. One was to develop a
total architecture for aviation security, to describe
and assess the security counternmeasures for a variety
of threats. And the second was to cone up with a
security enhancenent factor, or a netric, that we could
score the systemwi th. That report was given to
Congress and we received sone inquiries from Congress
on what we were doi ng about the recomendations. And
consequently, at the sane tine, the SElI PT was
devel oping a system architecture plan on their own.
Their plan was strictly |ooking at the equi pnment that
they were deploying. Qurs is a little bit broader in
scope and they were looking at it froma vulnerability
standpoint. As you'll see later, in our analysis
met hod we take into account a few other factors.

We believe this is going to be a planning

HUNT REPORTI NG COMPANY
Court Reporting and Litigation Support
Serving Maryl and, Washi ngton, and Virginia
410- 766- HUNT (4868)
1- 800- 950- DEPO (3376)



© 00 N oo o A~ W N Pk

N NN NN R R R R R R R R R R
A W N P O O 0O N OO 1 B W N +— O

43

tool to identify security needs. I1t'll be able to show

us sonme higher risk areas, relative to each other

It'Il enable us to identify and prioritize our R&D
efforts with Paul's program [It'll support our SEIPT
depl oynent decisions. It'll help identify budget

requi renents, not only in the R& and for SEIPT

depl oynent, but also in our operations areas. |It'll
give us a neans to map program i nprovenent over tinme
and we can use it as a basis for trade-off anal yses.

If we want to see what affect depl oying one

count ermeasure versus another will have, this enables
us to score and to project the reduction in risk by
doing so. And it also can support or identify needs
for regulatory changes and |like |I nentioned previously,
it supports our operational decisions.

We organi zed the project by these five, what
we call "programareas." Threats com ng through
checked baggage, the checkpoint, cargo, and airport --
airport, we included perineter fence, airport services
such as the catering service and term nal attacks --
and national aerospace systemfacilities, both manned
and unmanned facilities. It's a threat-driven scenario
approach. W received a list of threats fromour FAA

intelligence organization.
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The principal output of the analysis is a
metric we call "relative risk.”™ W took snapshot
eval uati ons and we nmade our baseline 1999 and we
proj ected through 2004, and then again in 2009, what
our security systemwould |look |ike and evaluated it.
The 2004 and 2009 security system was based on existing
program plans that were already in existence in our
office, so we just kind of collected all the program
plans for the different programareas that | nentioned
previ ously, and docunented them and then anal yzed them

This last bullet here is very inportant. The
anal ysis reflects the planned counterneasures w |l work
as projected. So, if we have an itemthat's being
designed, it's in R&D, and we plan to deploy it by 2004
and 2009, that device is going to work as we projected.
So we took a best case scenario approach to eval uating
t he count er measur es.

As | nentioned previously, it's a threat-
driven scenari o approach. W received a list of 26
threats fromour intelligence organization and FAA
interrogators also. A relative |likelihood of
occurrence rating and it's very broad; they couldn't
pin it down to say, "This one is a percentage nore

i kely than another threat scenario is to occur." So,
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it was very broad, either A, B, or C rating.

And then we took their 26 base scenarios and
devel oped quite a nunber of variants to represent
various paths that could be taken by the terrorists.
These are exanples of variations within a base
scenario. The terrorist could be identified as a
sel ectee or not a selectee and we base our
count ernmeasures on our varying |levels of security based
on that. They could be an international or donestic
flight. Again, different security neasures apply.

W | ooked at various aggressor paths. He
could be com ng over the fence, trying to piggyback
through a gate. The threat could be introduced through
checked baggage or it could be com ng through the
checkpoint or he could be trying to deposit the threat
itemin cargo. So, there were a nunber of different
vari ations wthin each base scenari o.

Anot her variation was the threat type. Was
it a handgun, was it an IED, was it disassenbl ed,
assenbl ed, and where was it hidden, and the nmethod of -
- was it hidden on the body or hidden in carry-on
| uggage and so forth. Al so, the aggressor nethod. Was
he com ng in passive and trying to sneak through the

systemor was he overt. That nmade a difference in
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quite a few of the scenarios. And this is a breakdown
of the variations.

Again, intel gave us 26 kind of broad threat
scenarios, and we canme up with 109 for a large airport
and we canme -- we docunented what we thought the
typi cal counternmeasures deployed at a | arge airport
were, and canme up with 27 variations for the seven base
scenari os provided by intel for checkpoint. And you
can see down the line here, we had 45 for the various
airport threat scenarios and 9 base scenarios given to
us by intelligence. And then we | ooked at what was the
specific or what was unique to small airports, and we
cane up with an additional 53 variants for the smal
airport.

Now, this is the -- this is a brief
description of the relative risk equation devel oped by
Ri ck Lauzurik. The results are quantitative. W get a
nunber, but they're relative. They don't nean anything
unl ess you' re conparing them agai nst another relative
nunber for a different scenario. It includes
conponents of target attractiveness, which is a rating
of target inportance and the consequences. W | ooked
at fatalities and system down tine and provided the

score, depending on what the target was.
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Also, a relative probability of occurrence
that took into account intel's A, B, or Crating and in
addition, for future counternmeasures we planned to
depl oy, we scored deterrents, whether or not the
terrorist would be likely to continue to try that path
in the future, given that we have sone visible
count er neasures deployed in the future.

And then the | ast variable here is the
probability of success and this is our strict
vul nerability score. |If a terrorist is likely to try
this avenue, will they succeed. And this is an exanple
of the relative risk output. W take target
attractiveness, the probability of occurrence and
systemvul nerability, and we get a score for 1999,
2004, and 2009. Again, the neasure is dinensionless.
It nmeans sonet hing when you take this and evaluate it
agai nst other scores for other threat paths, and
scenari o vari ations.

This is an exanple of the formof the output.

We had 109 worksheets that identified each
counternmeasure we were |ikely to encounter, and then a
rating across 1999, 2004, and 2009, for each of the
count ermeasures encountered for that particular threat

scenario. And then we have a tally on the
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vul nerability fromthat. W take each of the
i ndi vi dual worksheets and we roll it up for a scenario
score. W weighted each of the individual variations.

We cane up with a scenario -- for each of the
26 intel scenarios, we have a relative risk score. And
then we could take each of the scenarios and decide
whi ch ones were applicable to the checkpoint, checked
bagged, national aerospace, and cargo, and we have a
vector roll-up. W call the program areas vectors.
And we could actually cone up with an overall score for
aviation security for 1999, 2004, and 2009.

This is an exanple of the types of output we
received. Exanple "X' here is a systemthat is
i nproving over tinme. Qur countermneasures were deened
effective for the particular scenario, and you can see
a drop in relative risk for 2004 and in 2009. W also
saw sone exanples, |like scenario "Y' here, where we
weren't applying counterneasures to address that
particul ar scenario and the relative risk stays
relatively even across the board.

And the | ast exanple here, scenario "Z", is
an exanple of intelligence providing a |ikelihood of
occurrence say, of C, where it drives down the relative

risk. So this one, exanple "Z", is an area where we
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started out with relatively lowrelative risk and it
stayed that way through 2004 and 2009.

And these are sonme of the exanples of where
we saw i nprovenent in the systemfor the out years. W
found that systemtesting and inspection, where
i ndustry and the FAA applied enphasis, the test scores
i nproved. EDS inspection of CAPPS sel ectees, where
wor ki ng the SEIPT is supplying equipnment to achi eve
that and, for some of the scenarios, it drove down the
relative risk

Eventual |y, 100 percent checked baggage
screening al so drove down the relative risk
significantly for the checked baggage vector. For
international flights, we see a | ayered security or
paral l el security of bag-match and EDS i nspection. And
at the checkpoint we have the TRX x-ray depl oynent
along with TIP. And TIP, we hope, will expose
screeners to a wder variety of threat itens and
they'll be able to nore readily pick up | ED conponents
and weapons.

And we're currently working on the screener
conpany certification rule and we see an i nprovenent
for the screeners and their ability to operate x-ray

equi pnent and the EDS systens, trace devices, and netal
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det ect or screening.

In April, we presented the analysis nethod to
t he National Research Council and they gave us a verba
endorsenment that it was what they were |ooking for. W
plan to update this analysis annually. And we would
like the versions to be reviewed by both the FAA and
the regul ated parties, so we'd |like industry
partici pation.

And that's ny presentation. Do | have any
gquestions?

MR, MCGRAY: Duane McGray from ALEAN
Speaki ng as one who is involved in the devel opnent of
the SAIC nodel for building the assessnents for
i ndi vidual airports, | see a lot of simlarities.

MR. MCCORM CK: Yes. Rick Lauzurik was
involved in that and Rick was instrunmental in putting
t oget her our anal ysis nethod here.

MR. MCGRAY: It kind of |ooks like that this
is taking the SAIC I ndividual Airport Mdel and putting
it into an overall systemapplication. |Is that kind of
afair --

MR MCCORM CK: A lot of work went into it to
adjust it, but the base process is simlar to the SAIC

nodel , although we didn't use their spreadsheet
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application at all.

MR. POLSKI: Paul Pol ski fromthe Technica
Center. W evaluated, initially, seven different
nodel s and we cut down to five that we |iked very nuch,
so you'll see a good anpunt of the SAIC nodel and the
other nodels that are all part of this vulnerability
anal ysis that Ri ck has been managi ng.

MR. MCCORM CK: Yes, sir.

MR. PRI DDY: This was a very good briefing.
Thank you very nuch.

MR. MCCORM CK: Thank you.

MR. PRIDDY: |'m Ron Priddy, National Ar
Carrier Association. And we would |ike to see nore of
that but really my comments are directed towards Jan
and Ceneral Canavan, and that is how you intend to
enploy this -- or do you intend to enploy it in any
manner ot her than annual updates, discussions. | nean,
is this going to drive ACSSP changes? 1Is this going to
drive the agenda of IPT? You know, how do you intend
to use the tool?

M5. CLARK: It wll be sonething that we use.

It's information that we'll use in ACS pl anning and

strategic planning for the allocation of resources. |

see it as being useful, as Mke said, in hel ping us
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rationalize budget requirenments for our operations, for
our research, for our activities, what we present to
OvMB. Now, if we can rationalize, "Hey, we see this gap
here. W don't see any inprovenent. W know we've got
to address it." In terns of actually driving changes
in the ACSSP, if it gives us information, we're going
to have to go out and do sone verification and

val idation because it is a rating. W're going to have
to get additional information. |It's a tool, it's not a
dictate of activity. It's a tool to give us

i nformation.

CHAI RVAN CANAVAN: | happen to concur with
that answer. Thank you very much. Yes.

M5. MCELROY: Debbie MElroy, Regional
Airline Association. |If |I'"mcorrect, you' ve presented
this to the NRCin April, got their buyoff. And do you
have a schedule for when you're going to be briefing
the reqgul ated parties about this?

MR. MCCORM CK: Yes. During the devel opnent
process, we actually went to the I PT and Ken Kl asi nski
arranged for us to have two separate briefings to | PT
menbers. And we've received feedback on the process
and the prelimnary results fromthe SEIPT nenbers. |

don't have a schedule right now to go any further with
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any other briefings or nore in-depth discussion.

M5. MCELROY: So you don't intend to do --
because |'m sure you recogni ze that there are a nunber
of carriers who aren't on the |PT.

MR. MCCORM CK:  Yes.

M5. MCELROY: So | would encourage you to set
t hose up.

MR. MCCORM CK: Ckay. And | would | ook to ny
boss to confirmthat and to verify that | should be
schedul i ng additional briefings.

M5. CLARK: We could schedul e associ ation
briefings, but Mke's also working on trying to conme up
wth two versions. One version, obviously, we have to
keep internal because of the sensitivity and the depth
of the information. But we're going to see if we can
come up with an external version that we m ght be able
to take to the association. So, you get an idea of the
direction that sonme of these anal yses, you know, m ght
lead us in ternms of saying, "Hey, this |l ooks Iike a gap
and we need to look at it further."

Do you have any tine frane? | know you had
an initial draft.

MR, MCCORM CK:  Yes. | would say the

docunents are finalized. W have two versions and
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they're both very sensitive; they were both classified

191, one nore so than the other. | think yesterday or
the day before, | received feedback from Quentin that
we shoul d be working on another version. So, | just

had that fed to ne and |"'mstarting to process how can
| make the infornmation available in a | ess sensitive
manner .

M5. MCELROY: Certainly, |I'msure you realize
here, carriers and the airports generally get 191
information, so that wouldn't be an inpedinent. Ckay,
t hanks.

M5. CLARK: We'll work to set up briefings
and try and nmake sure that we've got material that we
can bring with us.

MR, MONETTI: M ke McCormck, you did a
wonderful job --

MR. MCCORM CK: Thank you.

MR. MONETTI: -- you just did. Wat you're
doi ng, and word "architecture" kind of throws ne off,
but what you're doing is like, putting sense to this
thing we've been doing for the last ten years. You're
saying, "lInstead of dealing with what's hot at the
nmoment, why don't we | ook at the whole picture and

assign a relative weight toit." |It's like, great idea

HUNT REPORTI NG COMPANY
Court Reporting and Litigation Support
Serving Maryl and, Washi ngton, and Virginia
410- 766- HUNT (4868)
1- 800- 950- DEPO (3376)



55

ten years later than we could have done it, but better
now t han never. Thank you.

CHAI RVAN CANAVAN:  Any ot her questions?

(No response.)

CHAI RVAN CANAVAN:  Ckay, thanks, M ke.

MR. MCCORM CK:  Thank you.

CHAI RVAN CANAVAN.  Ckay, at this tinme I'I1
open the floor to the nenbers for any points of general
di scussi on.

MR. MCGRAY: Duane McGray from ALEAN. | just
want to comrent how tinmely and how nmuch | appreciate
the mnutes fromthe |last neeting and the presentations
bei ng put out over the email. It was great and | want
to conmend everybody in getting everything together so
qui ckly.

CHAI RVAN CANAVAN: | think Tom Jensen had an
announcenent. Tonf

MR. JENSEN. Ceneral Canavan, we have a group
of these brochures on the desk outside. This concerns
the Aviation Security Technol ogy Synposiumthat the
Tech Center is putting on. |It's the third one they've
had. They had one ten years ago, one five years ago,
so every five years we have this synposium And this

time, the National Skies Alliance is co-sponsoring this
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effort wwth the Tech Center. And this brochure has al
the information init. | hope you'll all read that.

CHAI RVAN CANAVAN:  And the dates again are?

MR. JENSEN: The dates are Novenber the 27th
through the 30th and it's a two to three-day
conference. It'll be divided into work groups. It's a
very interesting program | hope you'll all be there.

CHAI RVAN CANAVAN:  Thank you. Paul, do you
want to add anyt hi ng?

MR. POLSKI: Paul Polski, Tech Center. The
only thing 1'd add is we're expandi ng on what we did on
the one back in "96. W'I|l have a piece of every
si ngl e equi pnent that we've devel oped that's being used
and even sone of the newer itens. So it's not only a
R&D t hi ng, but a deploynent thing and a show ng of
equi prent thing. W anticipate a pretty good
attendance at the Tropicana Hotel in Atlantic GCty, New
Jersey.

CHAI RVAN CANAVAN:  Thank you. 1'd encourage
everyone to go if you have the tinme. Bob?

MR. MONETTI: Bob MONETTI, the Victins of Pan
Am Flight 103. | just wanted to nention the thing that
probably doesn't get a |l ot of newspaper coverage, and

that is that since the trial and conviction of Mhgrah
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and the Libyan Intelligence Service, the civil suit

agai nst Li bya, which we | aunched, oh, five or six years
ago in Washington, is ongoing. And in fact, Libya just
m ssed the | ast deadline about a week ago for bringing
W tnesses in. The judge gave them another five weeks
to bring wtnesses in.

The purpose of our |awsuit against Libya is
simlar to the lawsuit against OJ. Sinpson, is to nake
them pay dearly. The best | can figure, the bonb that
bl ew up Pan Am 103, including the suitcase and all the
clothes, cost less than a thousand dollars. And since
it was an unacconpani ed bag, the delivery was free.

The airlines flewit for nothing. So the cost to Libya
of this killing of 270 people and all the publicity
that they got was about a thousand doll ars.

Qur hope is, wth the lawsuit, is we can
change the nunbers and raise the cost of that bonb to
ten billion and a thousand dollars, in the hopes that
Li bya will get the message and other terrorists wll
get the nessage that terrorismisn't cheap warfare, and
maybe they won't do it.

So our job is to make all of your
architecture nunbers go down, because the beauty of the

target goes down because there's a big price to pay.
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So we're doing this, not because we want noney from

t hese people. In fact, many people want to donate the
noney to Lockerbee to replace the sheep they lost to

t he hoof and nmouth disease. But we're doing it to make
terrori smexpensive.

MR. KEMP: Thanks, Bob.

CHAI RVAN CANAVAN:  Any ot her topics for
general discussion?

(No response.)

CHAI RVAN CANAVAN. Ckay. Well, | appreciate
your time today. Again, we'll get the m nutes out as
qui ckly as we can. The next nmeeting will be on the
20t h of Septenber at 10:00 a.m

And this concludes the neeting. Thank you.

(Wher eupon, at 11:13 a.m, the above-

entitled neeting was adjourned.)
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