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The ASAC Chair, Joseph Hawkins, Deputy Associate Under Secretary for Analysis and External Affairs for the Transportation Security Administration (TSA), presided over the October 1, 2002 meeting of the Aviation Security Advisory Committee (ASAC).  Mr. Hawkins called the meeting to order at 10:00 a.m.  As noted by Mr. Hawkins, this was the first meeting of the ASAC held under the TSA’s leadership.  After opening remarks by the Chair and brief introductions by ASAC members, the meeting was kicked off by Admiral James Loy, Acting Under Secretary of TSA.

Acting Under Secretary Admiral James Loy

Admiral Loy’s address to ASAC emphasized the importance of outreach to stakeholders, measuring results against expectations, and providing world-class security, coequally balanced with world-class customer service.  Admiral Loy noted that the two framing tools that must drive TSA operations are threat analysis and risk management.  He talked about the establishment of charter working groups that will address issues by gathering input from stakeholders, and he announced his support of a Registered Traveler Program and a Transportation Workers Identification Card (TWIC).  Admiral Loy also noted that TSA is certain to meet the November 19th deadline to provide federal passenger screening service at commercial airports and that the agency is working hard to meet the December 31 deadline for checked baggage screening.  Before completing his address, Admiral Loy provided updates on the hiring of over 36,000 federal screeners and 157 federal security directors and deputy directors.  Admiral Loy then tasked Chairman Hawkins with working with ASAC to: (1) determine the appropriate frequency of meetings and (2) work out the mechanics associated with access to subcommittees and working groups as appropriate to gain input on policy issues.

Review and approval of Minutes of Previous Meeting

The Chair moved to the transcript from the December 18, 2001 meeting.  The call for comments and concerns with the minutes was issued with no response.  The minutes from December 18, 2001 were accepted as official.  Mr. Hawkins asked the committee to consider in addition to having the transcript, having a summary set of minutes that captures the high points, action items, and IOU’s.  There was general agreement to have the summary minutes as common practice.

Briefing on Federal Security Directors and Airport Screening Federalization

Mr. Michael Robinson, TSA Associate Under Secretary for Aviation Operations, briefed ASAC members on the hiring of federal security directors (FSD) and the deployment of federal screeners at commercial airports.  Associate Under Secretary Robinson provided the following updates on FSD hiring: 157 of the targeted 158 and 75 of 106 deputy FSD’s.  Mr. Robinson outlined the three primary missions of the FSD program as: (1) passenger, baggage, and cargo screening, (2) regulatory inspection, and (3) law enforcement.  Mr. Robinson discussed the system of clustering that allows FSD’s at hub airports to oversee the work of deputy FSD’s on site at smaller clusters, and the system of service centers that provides administrative, procurement, engineering, and public affairs support.

Associate Under Secretary Robinson expressed his confidence in meeting the November 19th deadline for providing federal passenger screening service to over 400 commercial airports and noted that as he spoke, the deployment currently included 140 airports.  Mr. Robinson provided the following updates: 28,000 federal screeners have been trained (40 hours classroom and 60 hours OJT); over 200 passenger checkpoint redesigns have been approved; the pilot screening program with contract screeners at five airports will begin on November 19; and TSA is moving forward with the deployment of 1,100 explosives detection systems (EDS) and 4,800 explosive trace detection (ETD) machines across the country.  In response to a question, Mr. Robinson stated that where positive bag match is of assistance, it will be used to augment other systems in order to achieve the ultimate goal of ensuring that bags placed on aircraft do not contain explosives.  Also, Mr. Robinson explained that the 45,000 hiring cap does have an impact on TSA’s ability to deploy additional screeners and that the cap is in effect until legislation changes it.

Briefing on Perimeter Security and the Airside Working Group

Ms. Winona Varnon, TSA Director of Airport Security and Aviation Operations, briefed ASAC members on three items: risk assessment, the Airport Access Control-20 pilot program, and the future direction of airport security.  Ms. Varnon presented a schematic that contained a perimeter security definition of a typical airport environment.  She explained that 49 CFR 1500 regulations that deal with airport security programs now have broader requirements, including criminal history record checks (CHRC), the yearly review and improvement of access control, and escort and challenge procedures as they relate to how to community-police within a secured environment within airside. 

Ms. Varnon noted that with regard to risk assessment, TSA considered 51 scenarios that were eventually boiled down to three: (1) a bomb placed into an aircraft by an insider; (2) a hijacker bypassing screening by utilizing a piggybacking process through an access-controlled door; and (3) some type of bomb introduced via catering.  When questioned about the possibility of ticket counter massacres (like that attempted at LAX on July 4th), Ms Varnon stated that a similar scenario of someone coming into an access area on the airside was included in the initial 51 scenarios considered by TSA.  

In discussing the Access Control-20 pilot program, Ms. Varnon noted that it is one of the central pieces to the requirements for perimeter security.  The program looks to use emerging technologies such as biometrics, access control media, and Smart Cards to form a security front for perimeter access.  The pilot program will run for 18 to 24 months, beginning in January 2003.  Questions were raised about the universal screening of employees in the secured area and the status of the TWIC.  Ms. Varnon, who stated that the TWIC was not under her purview, referred the issue to Mr. Hawkins to provide follow-up information at a later date.  

Ms. Varnon stated that the future direction is to work collaboratively with stakeholders to recognize airport security as a community focus, rather than just a government focus.  She noted that 22 Category-X airports had embarked on their own assessments and procedures to enhance security, and she stated that TSA provides guidance and direction to these airports when it is requested.  Likewise, Ms. Varnon encouraged more airports to look at their internal processes to enhance perimeter security.  In response to a question about how underrepresented stakeholders can get on her committee, Ms. Varnon said the question was procedural and asked that the response come back through the Chair.  Mr. Hawkins agreed to provide a response at a later date, and he said that TSA would review the transcript to close the loop on any question raised during the meeting.

Briefing on Cargo Security

Mr. Bill Wilkening, Director of Cargo Security and Aviation Operations, and Ms. Elaine Dezenski of the Maritime Land Regulation and Policy Office, briefed ASAC on cargo security.  The major focus of the briefing was the Known Shipper Program.  The Known Shipper Program requires that airlines cannot load cargo on a passenger plane unless they know the cargo’s origins.  Written certification must be provided as documentation that cargo is known and separate from cargo that is not known according to TSA’s regulatory definition.  These requirements apply to air carriers, as well as indirect air carriers, which are the carriers that bring cargo into the airports.  Cargo on cargo flights is not under the mandatory security scheme.  However, there is a program regulated by CFR 1544 where the security program of most major cargo carriers is reviewed and approved.  It was noted by Steve Alterman of CAA that every cargo carrier is required to have a security program in place by December.

Ms. Dezenski noted that TSA has interpreted the Known Shipper to be a form of screening in compliance with ATSA.  Ms. Dezenski also noted the K-9 detection pilot program as an alternative screening procedure with a high level of security.  When a question was raised in regard to K-9 resources, Mr. Wilkening stated that the prototype would use TSA-certified K-9’s, that existing k-9 resources would be used where available and appropriate, and that additional funding had been requested for 2003 to plus up the number of K-9 teams.  In response to a question about the status of bomb-resistant luggage containers for cargo, unscreened mail, and checked baggage, Mr. Wilkening noted cost implications, weight implications, and issues concerning how long the container retains its certification.  Mr. Hawkins agreed to provide information on the status at a later date.

TSA is looking to automate the Known Shipper Program.  Currently, a password-protected list is provided to airlines each quarter so that they will know which freight companies are approved (known shippers) and which are not.  A pilot program will be rolled out that will be a web-enabled database managed by TSA.  Input will come from air carriers and freight forwarders, who will provide their known shipper information.  Once the shipper has met the requirements with at least one of the carriers, they can be approved for other carriers.  Most of the major airlines and about 400 indirect air carriers have signed up to participate in the pilot program.

Ms. Dezenski discussed future issues, such as the establishment of an appeals process for the immediate withdrawal of IAC security approval, which was recommended by the Office of the Inspector General, and an expansion of security programs for all cargo carriers.  Ms. Dezenski explained that the intention is to follow a thoughtful process that will not be another regulation put on industry without thinking about all of the ramifications.  This statement prompted several questions about coordination with Winona Varnon’s group and airport review of cargo security proposals, especially considering the close relationship between airports and air carriers.  

Mr. Wilkening responded to the question about coordination with Winona Varnon’s group by stating that there is coordination for aviation, whether it is airside, landside, airport, air carrier, or even land and maritime.  In regard to airport review of cargo security proposals, Mr. Wilkening stated that airports would generally not get security proposals for cargo operators.  He further explained that some proposals might change the underlying security program that regulated parties must comply with.  These are security standards, which are SSI and must be changed by means of interacting individually with each regulated party.  There are proposals beyond security program proposals, such as the appeals process or the revocation of security authority for indirect carriers, which would appear in the Federal Register with a notice and comment period.  Mr. Hawkins agreed to take an IOU on the issue of airport review of proposals for cargo security and get back with a response at a later date.

General Discussion

Mr. Hawkins began the general discussion segment of the meeting with the issue of whether to form a Transportation Security Advisory Committee (TSAC), with ASAC as a subcommittee within the larger TSAC.  Some members saw logic in having a TSAC, but the consensus appeared to be in favor of focusing on ASAC and improving and enhancing its role as an advisory committee, rather than only being briefed by TSA.      

The second issue in general discussion was the frequency of ASAC meetings.  AAAE, RAA, APA, ACINA, and ACAP provided comments.  The general consensus was for quarterly meetings.  The discussion on the frequency of meetings also prompted comments on the structure of ASAC and the role and use of working groups.  Mr. Hawkins requested that further thoughts on this issue be communicated to him via email.

The next issue in general discussion was access to ASAC members and ASAC members access to TSA leadership.  In regard to TSA access to ASAC members, email was cited as working very well.  For the reverse, email and teleconferencing were mentioned.  Members definitely saw a need for communicating beyond the proposed quarterly meetings.  The FBI, ACCA, ALEA, and ACAP provided comments. 

The final issue in the general discussion was whether or not the current membership of ASAC is sufficient.  Several suggestions were made to include groups that could add value to ASAC.  Those suggestions and comments follow.     

· Steve Alterman of CAA had no problem with adding people, but did not see the need for outreach to find other members.  Although he has no problem with expansion, he recognizes that the larger the group, the harder it gets to work.

· Paul Hudson of ACAP thought that academics such as Embry Riddle, which has set up an aviation security program, was a notable omission from ASAC.  He also recommended the designers and manufacturers of aviation equipment. 

· Bob Monetti, the Victims of Pan Am 103, suggested the National Air Disaster Alliance and representatives of September 11.

· Paul Hudson of ACAP thought of one other omission to close out the discussion – the participation of the interests of foreign air carriers.

The meeting was adjourned at 1:25 p.m.

Action Items and IOU’s

1. Admiral Loy tasked Mr. Hawkins with determining the appropriate frequency of meetings.  This item was addressed during the general discussion segment of the meeting.  The general consensus was for quarterly meetings.

2. The Chair was also tasked to work out the mechanics associated with access to subcommittees and full committees as appropriate to gain input with policy issues.

3. ACCA would like to know the status of the Transportation Workers Identification Card (TWIC).  This inquiry was prompted by a question from CAPA asking Ms. Winona Varnon if TSA’s security plans include the universal screening of employees as they enter the secured area.  The follow-up question from ACCA was: Does TWIC fall under Ms. Varnon’s purview as the Director of Airport Security and Aviation Operations, and what is the status of TWIC?

4. Bob Monetti, Victims of Pan Am 103, would like to know how the underrepresented stakeholders (passengers) can get on the TWIC working group?  Ms. Winona Varnon, who noted that there are active working groups with ATA and ACI, stated that the question was procedural and asked that the response come back through the Chair.

5. ACAP is concerned that there was money spent to develop bomb-resistant luggage containers for cargo, unscreened mail, and checked baggage, but this issue appears to have dropped off the radar screen for TSA.  ACAP believes that the current system is not even close to screening by most people’s definition and that most things are carried in holds.  ACAP would like to have this issue addressed.  In response, Bill Wilkening stated that there are cost implications, weight implications, and issues concerning how long the container retains certification while in use.  Mr. Hawkins agreed to take action and get an answer.  (IOU)

6. ACINA questioned whether proposals for security for cargo operators will have an impact on security in the cargo area of facilities of airport operators, and whether the airports would get the opportunity to review whatever proposals are put forth.  Considering the close relationship between airports and carriers, ACINA would like to have an opportunity to review proposals for cargo security.   Mr. Hawkins issued an IOU and agreed to make sure that it would be looked into.

7. In response to the issue of whether the current membership of ASAC is sufficient, there were several suggestions of groups that could add value to the committee: academics like Embry Riddle, who has set up an aviation security training program; the designers and manufacturers of aviation security equipment; someone to represent the September 11 people; the National Air Disaster Alliance; the NTSB; and someone representing the interests of foreign air carriers.  The Chair made a note of each for further consideration.

8. The Chairman noted that the proceedings would be posted to TSA’s website once available.

9. Summary minutes will be sent out for review and concurrence when available.

10. Schedule a date for the next meeting, which will probably take place in late January, 2003.
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