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PROCEEDI NGS

CHAI RMVAN ERI CKSON:  Thank you for com ng.
Before | get started, Chairman Newsone is on his
way. He had a neeting outside the building, so he
will be joining us shortly. Wen he does arrive,
"Il go ahead and give himthe--well, here he is
right now, so we can continue apace.

I know that | should say at the outset
that we're continuing to get your cards and letters
fromthe holidays, and we very nuch appreciate
them Thank you very nuch. [It's nice to know that
we get Valentine's Day cards and St. Patrick's
Day cards and whatever else, but the mail, as you
know, has been very slow and it continues to be
tested, but we appreciate it.

Good afternoon. Welcome to the fourth
nmeeti ng of the Technol ogy Advisory Committee. |It's
really a pleasure to see you all here.
Participation in these commttees requires a great
deal of your time and a |ot of resources, and
appreci ate your generosity with each. Wthout

them advisory committees such as this would really



be of little value to the Commi ssion or to the

i ndustry.

We have a full and interesting agenda here
for you today, and | will just give you a brief
rundown. First, we'll be discussing cyber security

fromboth public and private sector perspectives.
I'"'mvery pleased that we have two very
di stingui shed panelists to present those points of
Vi ew

Next we have a group of forward-| ooking
panelists to describe how technology is changing in
the way clearing is done, what we mnight expect in
the future, and the challenges to be faced in
getting there.

After a short break we will then hear from
our Market Access Subcommittee and then fromthe
St andardi zati on Subcommittee. Each of these
subconmi ttees has digested the comments they received
at | ast Novenber's committee neeting, incorporated
themin the reports, and each is now prepared to
deliver a final report to this full commttee

meeti ng.



W will end the neeting with a quick
review of where we are, and I'l|l open up the floor
to suggestions for new topics that this Advisory
Committee mght want to take up in the com ng
nont hs.

Finally, before | begin, I would like to
thank ny own staff, Dolores Vinson, Natalie
Mar krmman, and W Iiam Penner, for their hard work in
putting this neeting together. Mny of us have
been in those shoes before, and it's work that's
not often recognized, but it's very nuch
appreci ated by, | know, all of us.

Today's neeting is being transcribed, and
the Commission will prepare an official transcript
and post it as we have for each of the previous
meetings. In that vein, if you would, please,
remenber to turn the mcrophone on and identify
yoursel f before speaking. And when you have
conpleted, if you could turn the m crophone off as
our system can be strained beyond its
useful ness if too many mnicrophones are on at the

sanme tine.



At this point, | would like to introduce
my fellow commissioners, and ask if they would |ike

to make a few brief opening remarks. Chairman

Newsomne.
REMARKS, CHAI RMAN JAMES E. NEWSOVE
COW SSI ONER NEWSOMVE: Thank you very
much, Comm ssioner Erickson. | just want to echo a

coupl e of the Conmmi ssioner’s coments, to thank him
and his staff for the hard work and effort that have
gone into putting together this Advisory Conmittee
meeting. Many of you know, and | certainly know
full well, the anpunt of tine and effort that goes
into putting together a good neeting, and | think
this is a good agenda with a good topic, and | | ook
forward to the discussion, so thank you.

Secondly, we do fully realize at the
Commi ssi on that your participation requires tine
away fromyour office. W certainly appreciate fromthe
Commi ssion's standpoint your willingness to take tine and trave
and to cone and advi se us on what are cutting edge

i ssues that this Advisory Comrittee faces. W are



respectful of your tine. W thank you for doing
it, and certainly again | look forward to the
positive dial ogue that we expect.

So, again, on behalf of ny office we thank
you.

CHAI RMAN ERI CKSON:  Conmi ssi oner Hol um

REMARKS, COWM SSI ONER BARBARA PEDERSEN HOLUM

COW SSI ONER HOLUM  Thank you,
Commi ssi oner Erickson. |, too, would like to
wel conre all of you here, and |I'm appreciative of
Commi ssi oner Erickson and his office for putting
toget her these very inportant neetings.

And | would just like to personally say
that we really do rely a great deal on your
contribution to not only this Technical Advisory
Committee, but to others as well. And | thank you
also for comng, and | |look forward to the rest of
the program Thank you.

CHAI RMAN ERI CKSON:  Thank you,
Commi ssi oner

Before we start, let's go ahead and

i ntroduce ourselves or reintroduce ourselves as the



case nmay be. And why don't we go ahead and start
with Brett, please.

MR, BRETT PAULSON. My nane is Brett
Paul son, Senior Vice President and Cl O of the Board
of Trade Cl earing Corporation.

MR. ROBERT FI TZSI MMONS:  Bob Fit zsi nmons,
Presi dent of Nasdaq Liffe Markets.

MR. BRYAN DURKI N:  Bryan Durkin, Senior
Vi ce President, Trading Operations, for the Chicago Board
of Trade.

MR. PATRI CK GAMBARO  Pat Ganbaro, Senior
Executive Vice President of the New York Board of Trade.

MR. PAUL NI CHOLAS: Paul Nicholas, the
President's Critical Infrastructure Protection
Boar d.

MR. PHI L VENABLES: Phil Venables, Chief
Information Security Information O ficer, Goldnman
Sachs.

MR. NEAL WOLKOFF: Neal Wl koff, EVP and
COO of NYMEX.

MR. ROBERT PETERSEN. Bob Petersen,

Presi dent, Kansas City Board of Trade.
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MR. JOHN McPARTLAND: |'m John McPartl and,
an i ndependent clearing and settlenent consultant
often found at the Federal Reserve Bank of Chicago.

MR. CHRI'S CONCANNON:  Chris Concannon, VP,
I sl and.

MS. YVONNE DOVWNS: Yvonne Downs, Seni or
Vi ce President, NFA

MR, HANK MLYNARSKI: Hank M ynarski,

Presi dent, BrokerTec Futures Exchange and Broker Tec
Cl eari ng Conpany.

MR, DANI EL CUNNI NGHAM  Dan Cunni ngham
Partner, Allen & Overy.

MR. KENNETH RAI SLER: Ken Rai sl er,

Sul l'ivan & Cromwnel | .

MR. DAVI D BATTAN: David Battan, General
Counsel , Interactive Brokers.

MR, EDWARD ROSEN: Edward Rosen, Cleary
Cottlieb.

MR, GEORGE CRAPPLE: George Crappl e,

Co- Chairman, M1l burn Ridgefield Corporation.

MR, JIM HEINZ: Jim Heinz, Managing

Partner of Marquette Partners.
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MR, KENT HORSAGER: Kent Horsager
Presi dent, M nneapolis Grain Exchange.

MR. SCOTT JOHNSTON: Scott Johnston
Chi cago Mercantil e Exchange.

CHAI RMAN ERI CKSON:  Thanks very nuch, and
wel conme agai n.

At our neeting |last Novenmber in Chicago,
Pat Gambaro--1 told himl would use his name--
fromthe New York Board of Trade, and Bo Collins
fromthe NYMEX, briefed us all on some of the
busi ness continuity and enmergency planning issues
their organizations faced in the wake of the
Septenber 11th attacks on the World Trade Center
In the foll owup discussions, one of our nenbers, |
believe it was Janes Heinz, posed a question
regarding the vulnerabilities of our industry's
el ectronic infrastructure.

VWil e the physical destruction resulting
fromthe Septenber 11 attacks necessarily had a
huge i nmpact on the electronic systens enpl oyed by
our industry, Jims question focused a little bit

nore specifically on the vulnerability of the
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systens to attacks by cyber terrorists intent on
di srupting them

In fact, their very concern was cited in
The Washi ngton Post this past Saturday in a story
related to the nost recent threats to U S.
financial institutions. This question provides the
framework for our first panel today. As | said
before, I'mvery pleased that we have two very
di stinguished individuals to lead this afternoon's
di scussion. We will start with Paul Nicholas, who
cones to us fromthe White House where he is the
Director of Federal Systenms for the President's
Critical Infrastructure Board. This Board was
created by Executive Order of President Bush in
Cctober of last year in response to the attacks of
Septenber 11. 1've had the pleasure of visiting
with Paul over the |ast couple of weeks, and | know
what he has to say will be of real inportance and
great interest to nenbers of this conmttee.

Qur second presenter is Phil Venables, who
is the Chief Information Security Oficer at

Gol dman Sachs. Phil will provide the Commttee
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with a presentation of Goldnan Sachs' cyber
security plan.

And with that, | would Ilike to turn it
over to our presenters, and they both have
Power Poi nt presentations. |In fact, show ng our
technol ogy savvy in this group, we've got probably a
hal f dozen Power Poi nt presentations today. So,
let's start with Paul, if you would. | think
everything is set up for you at the podium Thank
you, and wel cone.

CYBER SECURI TY
PAUL NI CHOLAS, DI RECTOR OF FEDERAL SYSTEMS
PRESI DENT' S CRI Tl CAL | NFRASTRUCTURE BOARD

MR, PAUL NI CHOLAS: Thank you very much
for inviting me to be with you today.

VWhat | would like to talk to you about is
three things, the context of what resulted in the
Board being created. What the Board actually does,
and sort of our current priorities, if you will. |

think it's inportant to talk a little bit about where we
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come from Everyone around the table essentially
grew up in a world--according to Rand McNally, we
understood a world in precise geol ogical terns or
political terns, and borders were very

wel | -defined. But over the past 10 years we had
fairly dramati c changes that have occurred, and the
world that we work in froman operational and

busi ness perspective | ooks much nore like this.
Sonme of you may be familiar with this di agram

This is actually a map of the Internet that was
done by some fol ks at Lucent and Lunetta
Corporation. Basically what you see on this

is a packet that goes out across the Internet and
reaches an end point. At any one of those end

poi nts you could have one conputer or you could
have 500 conputers, but this just gives you a sense
of the world that we live in.

Per haps one of the great challenges is the
asymmetry of the world, not necessarily know ng or
being able to map transactions to a precise physica
| ocation. One of the challenges that we | ooked at

is overall there has been a trenmendous di scussion on
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infrastructure, critical infrastructure. W've
really had that discussion going in a very public
way since 1995.

I think it's inportant to kind of |ook at
what we nean when we tal k about infrastructure
because that gets very confusing.

Infrastructure is really--is an extrenely
| ayered and conplex thing. |If you look just at the
tel ecom and banking infrastructure, it's usually
characterized by a set of key conponents, and you
coul d probably think about what those might be, but
then you al so have ot her subconmponents. And as you
drill down farther, you find that there are shared
systens that are needed industry-w de, and beyond
that you have interdependenci es with other
infrastructures. Sonetimnes those are not
necessarily apparent.

And it's precisely those interlinkages
t hat have pronpted such concern in the electronics
space, where we understood them physically, nowin
the cyber world that's incredibly different. You

have fiber-optic cables running through bridges.
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When we had the fire in the tunnel in Baltinore

| ast sumer, it caused a slowdown in the Internet.
That was sonething no one ever really expected.

How could a fire in a tunnel in Baltinore have that
sort of inpact el sewhere?

These are sone of the things that pronpted
the creation of the Board.

My boss, Dick Clark, is special advisor to
the President for cyber security, and the way he
approaches the events of Septenber 11th is
essentially a paradigmshift. | hesitate to use
that word because it gets so often overused. But
essentially his perspective is this: W can't
spend our tinme trying to figure out what the threat
is. W have to |look at the world as a
vul nerability-shaped worl d.

And essentially, what he neans by that is
we have this proliferation of technol ogy and skil
sets, ubiquitous connectivity, and increasingly

user-friendly attack tools: Viruses, automated
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hacki ng scripts that appear on the Internet.
Soneti mes, what you see happening in this area is
that they get fused together. You have a virus
that's hooked together with some sort of other
mal i ci ous code, and it sort of becomes a new
del i very nmechani smthat can cause disruption in
ways that we just never thought about.

So, the enphasis here is to try to
under stand what our vulnerabilities are and then
begin to inplenment sort of a risk nanagenent
strategy to work around those vul nerabilities.

This is essentially the background and
some of the thinking that was going on prior to the
i ssuing of Executive Order 13231. And essentially
what this Executive Order did was pull together al
of the different conponents within the Federa
Gover nment responsible for | T security or critica
i nfrastructure protection.

On the surface that sounds |ike a great
idea, but let nme tell you, that is extrenely
difficult. That nmeans pulling together nore than

20 senior people in the Federal Government and
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trying to get them around one table because within
the Federal Governnent you have statutory authority
for IT security which cones oftentines from-the
policy setting is through the Ofice of Managenent
and Budget. You al so have standards which are
devel oped by NI ST. You have security practices
whi ch oftentines conme from NSA for classified
systens. Then you have national security policy.

And what the Board does is essentially
creates a nexus between National Security, Honel and
Security, and |IT managenent, and it brings all of
those key players together fromthe different
federal agencies as well as the key offices within
the Wiite House, the National Security Council, the
O fice of Science and Technol ogy Policy, and the
O fice of Managenent and Budget. |In that role,
Dick Clark reports to Tom Ri dge, Condie Rice, and
also to the President.

And the way the Board operates is a pretty
col | aborative environment. The work is essentially
done by operational entities within the Federa

Government. The policynmakers get together around a
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tabl e and nake deci sions, but the working
conmittees, which are listed here on this chart,
are handl ed by the agencies with operationa
expertise and responsibilities.

Qur outreach is handled by the Critica
Infrastructure Assurance O fice, who sone of you
have probably interacted with before. This is an
entity that was formed in 1998 to help sort of pul
together a national plan on this effort.

Sonme of the key committees that we are
focused on include incident response coordi nation,
and essentially what this conmttee is |ooking at
i's how you inprove response in the Federa
Government to an incident bringing together |aw
enforcenent, national security, and IT experts to
try to resolve problems and work with the private
sector in dealing with that.

One of the key pieces that we are dealing
with is infrastructure interdependencies. Part of
the Patriot Act, which was passed |last fall
created sonmething called the NIAC. Forgive nme for

acronynms. That is the National Infrastructure



20

Assurance Center, and this is a collaboration

bet ween the Departnment of Defense and the
Department of Energy to basically nodel
infrastructure interdependencies. It's a
monunment al undertaking to try to understand this,
and it is not without |egal challenges.

In addition, we have conmittees |ooking at
banki ng and finance, international affairs, the
physi cal security of cyber systens. And | probably
ski pped over sonmething here | should clarify.
There's often a question of how does the
President's Critical Infrastructure Protection
Board interface with Honel and Security, and that's
an inmportant distinction to understand. Honel and
Security essentially |ooks at physical conponents
of the infrastructure: Explosives, issues related
to biochenical issues.

The Board basically has been del egated
responsi bility for emergency preparedness,
comuni cations, and protection of physical assets
that support critical infrastructure. That would

be tel ecommuni cati on assets, the physical switches
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and buil di ngs, that type of thing.

Sone of these other commttees that exist,
the Executive Branch information systens security
system info systens security, far too many Ss, a
| ot of these comrittees existed before. The
Board sort of pulled those together and
stream ined themin a franmework that had not
occurred before, to help sort of focus federa
policy.

Per haps a key focus of the Board right now
is the devel opnment of a national strategy. This is
a fundanentally different strategy that is being
put together. 1t's being developed in a nmodul ar
fashion. It addresses a spectrum of issues.

Normal |y, when federal strategy cones out, it
happens in what | call sort of the federa
stratosphere. It's a very high level. It
descri bes what the Federal Government is doing.

This strategy is nmore of a collaborative
strategy. It includes and integrates perspectives
fromthe private sector on how to best address and

deal with these security issues.



22

It's like any type of IT product. It's
going to have updates. It's a living docunent, and
when it is released later this sumer, besides
outlining sort of a forward-I|ooking strategy, it
will set a framework for regul ar rel eases and
updat es.

I think it's inmportant also to | ook at
sort of what the guiding principles of the Board
are. Perhaps the nunber one principle is let's use
mar ket forces. Market forces are stronger than
regul ati on, and so there have been a | ot of
di scussions with key players in industry, within
the different constituencies for privacy and civi
liberties, to try to understand how you begin to
nove the market to address security probl ens.

One of the key conmponents we're | ooking at
is information sharing. The Board, as well as the
O fice of Homel and Security, are trying to
understand how it is that we provide protection for
conpani es who voluntarily share information with
t he Federal Government about vul nerabilities, about

threats, about actual incidents that have occurred,



23

so that that information is protected, but also
that it's handl ed appropriately by the Federa
Government and cones back in a useful format so
that you could integrate that into a business risk
managenment pl an.

Then there are also issues related to
antitrust, particularly when conpani es get together
to try to share conmon security or address shared
security problens. Wat sort of antitrust
implications are there? Do we need an exenption to
protect that sort of behavior when it takes place
for the benefit of comon security?

Then we have a lot of other initiatives
underway for dealing with inproving security of the
federal systens.

This last slide just sort of sunmarizes
what kind of the key priorities of the Board are,
and | will just kind of hit highlights of these.
One of the nost inportant ones is Cyber Core. This
is a scholarship programthat reaches out into
universities in the junior and senior year and

provi des noney for people who are studying IT
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security, and then provides thema job within the
Federal Governnment to help reinburse that. This
really is a way of trying to, nunber one, encourage
people to study IT security. It has not really
been a glanorous field to go into in the past, but
it's one way of trying to kind of build up a cadre
of people to deal with that.

Al so, under information sharing, one of
the key prograns that's been put together is
sonmet hing call ed the Cyber Warning and Infornmation
Network or in government speak that would be
something called CWN. This is a special network
that's designed to allow for rapid sharing of
i nformati on about vulnerabilities and threats so
peopl e could take action, and it's essentially a
flat network so that one pul se basically reaches
everybody from an emergency operation center
within the Federal Government as well as in the
private sector.

There's a trenmendous anmpunt of work going
on in the research and devel opnent comrunity. This

is being coordinated by OSTP. Recently we had a
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nmeeti ng of people who manufacture supervisory
control and data acquisition systens. This is
sonmet hing call ed SCADA that is used widely in
manuf acturing. SCADA is basically how you do
renot e managenent of |arge systens and processes.
The interesting thing about SCADA is it was never
accessi ble publicly before, but now with people
mgrating to the Internet there are SCADA systens
t hat never thought about security, and there is a
| ot of work underway to try to figure out how we
can sort of drive R&D in that area to bol ster
security. In addition, we are |ooking at best practices
for federal procurement practices, and al so
t hi nki ng seriously about how we begin to evol ve
toward a nore secure Internet architecture

That concludes ny prepared remarks. | would
be happy to take questions either now or |ater
however we would like to do that. Yes.

MR. JOHN McPARTLAND: | coul d understand
how t he Defense Departnment is involved with this,

but help ne with the Energy Departnent.
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MR, PAUL NI CHOLAS: Well, the Energy
Department does play a significant role. They have
tremendous R&D capabilities. |In fact, the nationa
| abs have done a lot of work on critica
infrastructure surety, trying to come up with
algorithms to understand sort of how systens
degrade gracefully over tine, and what the
i mplications are there.

So, DOE's involvenment in this process has
primarily been fromthe R&D aspect. And that's why
they are taking the role in the Nationa
Infrastructure Assurance Center

CHAI RMAN ERI CKSON:  Paul, thank you very
much. | suspect there nmay be sone additiona
guestion and answer opportunities at
the conclusion of Phil's remarks as well. Thank
you very rmuch.

CYBER SECURI TY
PHI L VENABLES, CHI EF | NFORMATI ON SECURI TY OFFI CER
GOLDVAN SACHS
MR, PHI L VENABLES: Thank you for the

opportunity to speak this afternoon. As usual
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|'"ve got nmore slides than time could possibly
allow, so I'"'mgoing to gloss over sonme of the

t hi ngs, but hopefully either during the
presentation or during the questions you will be
able to dig into the specifics of what you would
like to hear about once |'ve covered things.

What |'mgoing to go through in this
presentation is just sone information about
i nformati on security drivers, why we and nost ot her
firms and industries pay nore attention to
i nformati on security in ever increasing depth, |ook
at sone of the trends we are seeing in the
mar ket pl ace, and then spend sone tinme | ooking at
what we think is our balanced information security
program And, you know, when we tal k about
bal ance, you will see what | nmean during the
sli des.

W will also talk about some of the
cross-sector efforts that we're involved in, and
nore inmportantly, some of the ongoing needs for
conti nued cross-sector collaboration, |ooking at

some of the emerging challenges that we are
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projecting out in the next several years, and then
we will wap up. So, drivers.

Real ly we see information security drivers
bei ng grouped around four main topics. It's the
busi ness drivers associated with the use of contro
efficiency, to drive cost reduction and
flexibility. So when we talk about infornmation
security, it's not necessarily just about providing
control and protection. It can actually yield a
| ot of opportunity in the way we can pronote and
i ntegrate business. That's fairly obvious in the
case of electronic business, but it can actually
work in other ways as wel |

But also in terms of business drivers,
what we have seen is a massive increase over the
past few years in client awareness about security
i ssues. There probably isn't a week that goes by
where we don't get sone inquiry fromone of our
large institutional clients or smaller institutions
all the way through to sonme of our private clients
about the security nmeasures we operate. So there's

generally nmore increased awareness about this from
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our customer base.

Also in terms of the threat drivers, and
Paul touched on some of this, | think it's very
clear to everybody we are nost certainly living in
an age of rage. We're also seeing rising--not
necessarily rising cyber terrorism but we've
certainly seen in the past 18 nonths an increase in
so-cal l ed activismwhere various special interest
groups fromanimal rights through to
anti-capitalism as well as having physica
protests, often attenpt to attack our Wb site,
attenpt to commit denial of service, attacks to
prevent us from serving our electronic clients.
Agai n, sonething that Paul touched on is the skills
and notive bal ance is fundanentally changed. People
don't need the skills to attack; they just need the
notive. W certainly live in an age of
downl oadabl e attacks. Every tinme we see sone
particular vulnerability or exploit becone
apparent, you could usually see an attack script
out there in less than 24 hours. So, that changes

t hi ngs.
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And al so, we see again sonething that Pau
touched on in terns of infrastructure
i nt erdependenci es, we also see a | ot of
cross-busi ness dependencies as well. It's no
| onger good enough for us just to think about the
protection of Goldman Sachs because nost of our
busi ness processes, upstream and downstream extend
i nto exchanges, into our clients, to our business
partners, into the | arge nunber of joint ventures
and industry consortia that have appeared over the
past few years.

Agai n, technology drivers. | think again
we have seen the changi ng nature of service
delivery, outsourcing and closer ties with service
provi ders, as well as changes in enpl oynent
practices, the internationalization of our
busi nesses, the use of nore third parties’
contingent workers in our businesses.

I'"'m al so seeing a gradual dissolution of
the old fortress network perinmeter largely as a
result of us punching nmore authorized conductivity

through that, but also as a result of some new
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protocol s and techniques I'Il cover in subsequent
slides that make the perinmeter a solution not as
good as it used to be.

Then fourth is the regulatory and
| egislative drivers. | think, you know, again we
are seeing increased--increasing regulation not
just in terns of volunme of regulation
internationally, but in ternms of how specific it
gets, requesting us to do certain things. That
doesn't necessarily nean we do nore or |ess security.
It just neans we have to report and act on it in
different ways to nmake that nore transparent, and
effectively what | think we are being required to
do now is provide proof, not guarantees, about our
I evel of risk managenment and security.

Again, we are al so seeing other
| egi sl ative inpact that makes us think about
i nformati on security differently, such as the
el ectronic signatures regulation and | egislation
in many parts of the world.

And finally, we are also seeing a |arge

anount of activity around insurance and operationa
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risk that provide a driver in this space.

And agai n, summing up, this really neans
the perineter nentality of old where you could have
a fortress perinmeter is largely beconi ng
i neffective just as a strategy on its own. You are
seeing nore and nore deeper integration of security
into nost firns.

Again, |'mnot going to go through these
in a great amobunt of detail. These are sone trends
that we devel oped in conjunction with Purdue
University over a year ago, and what it basically
means for us is that we are already seeing nmovenent
towards these billions of always on and al ways
connected devices. And the inmpact of that neans
that we can no |onger be assured one of our devices
cont ai ni ng some of our information is always behind
the Gol dman Sachs protected perineter.

Increasingly we have to collapse the perineters to
the end points so that the security is carried with
the device and ultimately carried with the
information itself.

Under the thenme of virtual business we've
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seen not just outsourcing, but co-sourcing,

i nsourcing just private |abeling of services, adds
to the conplexity of what we do. It neans we al so
have to think nore about end-to-end authorization
and aut hentication of our services. But also it
means that the conplexity of our environnents
increase to the extent that we can't individually
adm ni ster and control every conponent. The only
way to scale the control is by adopting business
rules and driving that out automatically.

W al so have seen the energence--this is a
very positive thing--of standards and agreenents
about how businesses will interoperate on security
both at a technical and procedural level. It wll
further add to the amount of connectedness between
firms.

W are also seeing in that vein a |ot of
conpani es, including ourselves, demandi ng
certification fromour service providers and
busi ness partners to get increased |evels of
assurance that they are |ooking after thensel ves so

that we could depend on themto fulfill the
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requi renents of our business process.

In terns of time to nmarket pressures,
think we have all seen in the past nunber of years
arise in the nunmber of vulnerabilities and flaws
in publicly available products fromall conpani es.
M crosoft appears to be getting nost of the bashing
in the press at the nmonment, but let's not forget
that this has been every conpany involved in this.
Al'l the big IT conpani es and vendors of products
have had their spate of vulnerabilities.

I don't think it's actually a time to
mar ket issue. | think it's actually--1 don't think
peopl e are deliberately sacrificing and naking
security flaws. | think it's just an inherently
conplex problem Getting software correct is an
i ncredi bly conpl ex problem never nmind getting it
correct and secure.

What | think that this means to all of us
runni ng security prograns is that we have to focus
on a defense strategy where we are not
relying on any single conponent to provide us

protection. W are focused on faster
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detection and correction so that if we do have a
flaw, we can correct it in mnutes rather than
weeks.

A |l ot has been tal ked about the |ack of
security skills in the marketplace, the |ack of
full-time security people to hire into our
conpanies. |'ve never actually seen that as an
issue. | think nmore of the issue is a shortage of
security-m nded people rather than a shortage of
security people. To that end, one of the things we
are doing more and nore is encouragi ng the adoption
of security training within other people's training
cour ses.

The other issue of privacy concerns, |
t hi nk, has kind of faded away slightly since | ast
year for obvious reasons, but | think will resurface
inthat | think we have to provide individuals with
better nechanisns for privacy nmanagenent.

Finally, |I think we are also going to see
the emergence of nore focus on how we protect the
accuracy of information inasnuch as we protect the

confidentiality and integrity of it.
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Sonme of the chall enging technol ogi es and
i ssues that we are dealing with at the nonment are
i nstant nmessagi ng and how we retain, surveil, and
protect instant nmessaging with our clients.
Broadly related to that is the whol e issue of
peer-to-peer conputing and file sharing between
individuals within firnms, as well as issues around wireless
| ocal area networks and other wireless access. The
enmergence of web services as a means for people to
connect to our services in ways we couldn't predict at
design tine is going to be an interesting security
chal l enge, as well as things |like personal devices
such as PDAs and the energence of plug-and-play
mass storage devices. You have all seen these MP3
pl ayers with 80 gi gabytes of disk in themthat you
can plug into a laptop and it will just appear as a
network drive. Wth the regul ation of the flow of
information, it nmeans that's a chall enge.

Al'l the way through to open source
platforns, digital rights managenent, and things
like federated identity managenent, we have

to provide a neans to accept credentials from other
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firms, and the ongoing chall enge of managi ng
conpl ex environments with |ots of
i nt erdependenci es.

In ternms of how we view our information
security program we really think of this as the
ongoi ng effort of 13 separate initiatives nmade up
of many projects, and | think the main thing to
realize is an information security program never
ends. It's an ongoing effort that's constantly
refreshed and rejuvenated.

The way we think about this is really in
broad terns. |It's about setting objectives around
policies and standards, getting people to do it
t hrough organi zation, training, nmeasuring the
ef fectiveness of that through risk assessment and
assurance and through nonitoring. | think it’'s
continuously fast tracking those objectives and
controls and measurenent into the environnents that
we see energing into our firm

And then it's through the recurring thene of
institutionalizing control through a comopn set of

security tools and architecture and through being
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abl e to manage and provide privil ege managenent
across our client and internal user base. Really,
the strategy there is making security part of the
busi ness strategy. This is not sonething we'd seek
to add on to the end. This is the core part of
what we do, and meking sure that we can

conti nuously neasure the controls and risks that we
have.

And the third part of the strategy there,
which is not sonething we undersell, is to maintain
an industry leading teamin this respect. W've
spent a lot of time building up a team
internationally and donmestically that can do this.

And the overall approach is to bring
transparency of control. W don't believe that any
security that requires a lot of intervention and a
| ot of choice actually brings nmuch security at all
It's about being there in the environnment and
operating in a way that people will expect it to
oper at e.

W al so are great believers in solutions

and not policies. | think nost firns have seen and
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have | arge policy manual s on shel ves that never get
read. We are great believers in the need for
policies, but to drive solutions in the way we
achieve things is through pronoting solutions

t hrough our environment.

In terns of sonme of our externally
oriented information security efforts, one of the
things you may see in this presentation is a
recurring thene of virtualization. And this really
cones about fromthe fact that we have to think
nore about our outside environment and externa
dependenci es as much as we do internally. And to
that end we recently established what we call a
virtual security operations center, which is an
amal gam of our internal security operations center
whi ch does things |ike security nonitoring,
intrusion detection internally and externally with
a services provider that runs an external security
operations center. And the amal gam of both of
these gives us an internal view of when we are
under attack and the neasures we have to take, plus

an external view that we can see if other firnms are
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under attack. And this gives us the capability to
wor k out whether this is a threat against us or a
threat against the sector, or a threat against the
world. It's a kind of stormwatch capability.

Simlarly, in ternms of security
organi zati on, we have this notion of the virtua
security organi zation, which is not just our own
security people, but a teameffort between all our
service providers, all the third parties that we
deal with. And we're increasingly encouraging them
to establish security nmanagenent rol es and
prograns, even in some of the smaller conpanies we
deal with. W coordinate this on an
i nternational basis, and we view themjust as nuch
as part of our security organization as they are of
their owm firm s organization.

What this gets us to is beconming a
natural ly broader view of information security to
be nmore about technol ogy ri sk managenent both in
terms of enterprise configuration and enterprise
privilege managenent. So, the way we've

classically bounded and defined security continues
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to change and evol ve and becone a nore holistic
di scipline for us across the enterprise.

In terns of emergency response or incident
response we have a kind of three-way approach to
that in that we think about energency response
reaction, which is reacting to specific incidents
through a catal og of nmethods to react to the things
that we see all the tinme. Again, we operate there
interms of virtual teans. W don't have a
standi ng team of energency response professionals
at hand all around the world. W just have a snall
nunber of people and a whol e bunch of other people
trained to forma teamif there ever is an incident
or anything that we have to deal with.

We al so spend a lot of time there thinking
about forensics. In other words, recording what's
actual ly happened during an incident to make sure
that we can, A learn fromthat, or B, pass that on
to the external conpanies to |learn fromthose
t hi ngs.

The other aspect of CERT is our alert

capability, which essentially is preenpting
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incidents by fast reaction to alerts that were
notified fromother firns or that we've detected
fromother firns or third parties. And to that
end, one of the things we have done is we were
founder members of the Financial Services

I nformati on Sharing Analysis Center, which, as nost
of you know, is run by 50 financial institutions
that regularly share information on alerts,

i nci dents, past practices. W viewthat as a
critical part of how we learn fromother firns as
wel | as through the nore conventional nethods.

The third piece there on CERT detect is
sonmet hi ng we consi der very inportant, which is one
part of our forward intelligence gathering, and we
have a nunber of service providers that operate a 24
by seven vigil of scanning the Internet,
under ground news groups, bulletin boards, and
various other sources |ooking for nmention of
Gol dman Sachs in conbination with other key words
i ke hacker, password crack, virus, et cetera.

That gives us a good feed into the alert process so

we can continuously see whet her people are
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targeting us, whether people are saying anything
about us, and just generally how to get that
forward preparedness.

And then we integrate all this with our
monitoring effort, which covers vulnerability
nmonitoring, intrusion detection, what we call our
sonar effort, which is continuous di scovery of
i nfrastructure connections, upstream and
downstream not just within the firm and our kind
of trip wire change detection approach, where we
want to see our environnent is the same today as it
was yesterday.

Otentines we've found that it's not so
much about security issues. |It's about nmaking sure
that things haven't changed i n unexpected ways,
whether it's a security issue or not. Most of what
we seek to prevent is abuse of our configuration
managenent .

And then finally, we've al so adopted
a DEFCON vernacular. |It's not something we
necessarily intended to do. It's just kind of the

phrase caught on, and we have various | evels of



44

enmer gency preparedness fromfive through one, five
bei ng normal, four being we have people on call
three being we start to reduce our connectedness to
the outside environment. And basically what this
means, it's a shortcut for people to understand the
state of alert they should be at, so as soon as we
announce we're at DEFCON four, people go on, nake
sure they're on 24 by seven callout, they have
weekend cover. We have nore people |ooking at the
alerts that generate wire intrusion detection

syst ens.

Comi ng on to the external coordination and
cooperation, as | nentioned, we are nmenbers of the
Fi nanci al Services ISAC. W're also part of the
Fi nanci al Services roundtable, bits | ab, and
security and risk assessnent group. Again, this
gi ves us access and sharing capability with a
broader range of financial institutions.

We al so have done a lot of work with PCI'S
on the national strategy for infrastructure
protection, and we are also doing a | ot of work

with technol ogy steering groups in the Securities
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I ndustries Association both on crisis managenent
and security.

In ternms of cross-sector stuff, we were a
founder nenber of the Center for Internet Security,
whi ch has been a very valuable thing to actually
set a range of industry benchmarks and basel i nes
for how infrastructure is devel oped and integrated
into people's environnents. W are al so nenbers
of the Information Security Forum Internationa
Information Integrity Institute, as well as SANS
and CERT.

The point on the cross-sector stuff is
that we have actually found it just as useful
if not nore useful, to speak to and share
information with our counterparts in other sectors
such as petrochem cal, defense, governnent, and
pharmaceuti cal s and ot her areas as we have with our
counterparts in financial services organizations.
There is sonme interesting cross |learning to be
done about how they are dealing with sone of their
i ssues.

And so we are working to pronote further
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sharing and sector-w de response; but the other
thing we're keen to do is nmake sure that when we
thi nk about infrastructure protection and the
protection of financial services firns, we very
much do this on an international basis. | think
nost of you will understand that we are just as
vul nerable to a problemin London, Tokyo, Hong
Kong, as we are in New York or sonme other place.
We think about things very internationally. | think nost
busi nesses now have ceased to view borders as a
means to define protection. So, what | would
encour age everybody to do in dealing with externa
services providers and other entities is to think
of the international dinension.

And simlarly, one of the things that we
and other firnms need help on fromlegislators and
regul ators and industry groups is to
encourage a set of, if you like, health checks or
service marks or certification standards so that we
could avoi d spending so nuch tinme and effort in
assessing the security of our service providers,

service providers that are al so used by
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many of the firns represented here and by nany of
the firms on Wall Street. | think there's a lot we
can do to inprove security by making this an

i ndustry effort.

In terns of sone of the energing topics

and chall enges, again, |'mjust going to go through
these briefly, but they really fall into four

categories. It's ongoing business integration, the
notion that people will, for exanple, log in to one

of our trading systens using a Gol dman Sachs | D
will gradually dissipate for larger institutions
that have logged in to their own authentication
environnents that will increasingly accept those
credentials into our environnent. So there's going
to be a lot nore integration between authentication
and authorization systens, and there's a | ot of
wor k goi ng out of the Web services, industry
foruns, as well as sonme nore specific things around
sone of the consortiunms |ike markets.com where we
know where we continue to | ook to share

aut henti cation credenti al s.

We are al so seeing nmore and nore issues
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around nobility that | touched on before, the fact
that the perinmeters that we operate gradually
col l apsed to the end points because of the need for
nore and nore access from nobile and persona

devi ces.

And then the third thene down,
virtualization, is, again, noving away fromthe
notion that we should only protect the containers
of information to protect the information itself.
More and nore tinmes we are | ooking to protect
things we've sent to our clients, even in their
environnent for which we have no control. That's
probably going to be the nost difficult of these
problenms as it gets us into digital rights
managenment, broad application and needs for
managenment of cryptographic controls. This
whol e strategy of protection with information or to
information is sonething that's going to be the key
area there

The final one there on durability is again
sonmet hi ng that Paul touched on in his presentation.

We are placing nore and nore expectations on



49

the Internet itself, which is not an unreasonable
thing to do because it has becone nore reliable,
but at the sane tine it becones a nore vul nerabl e
thing. One of the things we are doing nore and
nore of is thinking now about how do we do denia
of service, not prevention, because we don't
believe that you can necessarily prevent
service, but faster reaction to the managenment of
quality of service. And | shift to real tine
anonmaly detection so that we could al ways provide
service, even across an inherently
unreliabl e--potential unreliable environnent. So,
we are |ooking at those whole durability issues.
In terns of the challenges for all firns,
I think we are seeing everybody nove through these
four phases. | think nost firnms are at the basic
bui l di ng bl ock stage where they are protecting
their own environnents. A lot of firms are now
starting to nove to the notion of end-to-end
security where they are protecting their
environnents according to their business processes

as opposed to just protecting them according to
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their networks and systens. | think the next
natural stage for that is to think about end-to-end
busi ness process security, where the business
processes start and finish outside your enterprise,
nmovi ng on conpletely to the notion of the extended
enterprise, that you no | onger define your
protection regine by the conventional boundaries of
your organi zation.

And the six main challenges across there
are enterprise privilege managenment, know ng who
what, can do what within your organization, and
according to what rules, to provide end-to-end
security and authentication brokering across many
different firms, being able to nonitor what goes on
in other firnms that you have dependencies to. So
ultimately we will start with our business
partners, start sharing, nmonitoring and intrusion
detection informati on because we are all dependent on the sane
busi ness process, and then bringing in external service
provi ders and hosting facilities and managenent

facilities into there, and then coll apsing down the



51

controls on to every single end point so that we're
not just dependent on the networks that we connect
to.

And then finally there, which is going to
be a key chal l enge, is thinking about these
servi ces being provided on a gl obal basis, where
you can't necessarily find a single service
provi der to serve you equally well in all |ocations
that you operate.

So, just wrapping up now, points to note,
| guess, | think as we all appreciate, risk
managenment is key, and in the face of increasing
nunbers of threats with an increasing vulnerability
ri sk | andscape changing, we are going to need to
adopt increasingly flexible neasures, so putting in
pl ace a security programbuilt around, say, a kind
of five-year master plan is not going to be good
enough. It has to be a broad ranging flexible
program that could change on a dinme to react to
energi ng new threats, to deal with new
vul nerabilities, to make sure that we coul d nanage

risk.
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Despite what | said earlier about sone
i nteresting sharing experience with other sectors,
we al so have to be careful, especially froma
regul atory perspective, about adopting best
practices fromother sectors. | think there has
been sone discussion in sone groups about sharing
best practices and baseline securities standards
from say, healthcare to financial, and financia
to energy. | think that's a very dangerous thing
to do because each of those areas has a different
risk profile, and what healthcare would focus on is
maybe di fferent than what we would focus on, which is
di fferent than what energy would focus on.

So | guess it's a flexible response and a
fl exi bl e managenent of risk for the right
situation.

What we are also doing in terns of risk
assessment again is noving away frompoint in tine
assessnment of service providers, service providers'
environnent, trying to think about assessing people
and their capabilities. So that's kind of moving

away fromthe audit nentality where you go in, |ook



53

at the situation and environnent we have today, and
then give the stanmp of approval to doing that, plus
a deep assessnment of their capability to respond
and be flexible to new threats.

We are now nore concerned with the
capability of our service providers, not their
point in tine establishment of control

Then we have increasing focus on the
end-to-end busi ness process to capture the
dependenci es.

So really, just again a final bullet where
we are seeking assistance from governnment and
regul ators, not just donestically, but
internationally, is to continue what | think has
been a very good pronotion of partnership in terns
of these issues. Also internationa
har moni zation is sonething we are very keen to
support because | think we all need a consistent
environnent locally, irrespective of where we
oper at e.

Then we need stinulation for voluntary, but

broadly accepted, certification schenes so that we
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coul d get sonme recognition of the capability and
security that exist in service providers, to save
us having to do i ndependent assessnents.

Then finally, we need to pronpte two-way information
sharing with government. | think it's a kind of
asymmetric situation at the nonent, and |'mvery
positive about the way that's progressing, but |
think we do need to nake sure we pronote the
two-way i nformation sharing.

That's it. Thank you.

CHAI RMAN ERI CKSON:  Thanks very nuch,
Phil. W've got a few nmnutes that nmaybe we coul d
devote to some questions if there are any fromthe
floor. John.

MR. JOHN McPARTLAND: | think this is a
good exanple of private sector initiative. |
guess, do you have an opinion as to the--how wel
the public sector institutions, what you have done
at Gol dman Sachs to prepare yourself for the kinds
of recovery and the preenptive strike that nost of
your presentation covered?

MR, PHI L VENABLES: | can't really coment
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on that because | have no detail. | haven't done a
detail ed exam nati on on that, but the genera
feeling is they are not as well resourced as we
are. You could never have enough resource, but it
doesn't seemto be as well resourced as the ngjor
financial institutions.

MR. SCOTT JOHNSTON: Scott Johnston from
the CME. Phil, could you describe, if you could,
what specifically you' re asking firms that connect
to Gol dman Sachs to do today to secure your
infrastructure. And what their |evel of acceptance
of your requests are.

MR, PHI L VENABLES: W actually
believe in our service providers in starting off
quite sinmple. I'mnot a great believer that we
shoul d be handi ng out a nessy detail ed assessnent
guestionnaire. Really the questions we ask nost of
our snaller service providers, which is generally
80, 90 percent of the environment, is, do you have a
security manager, do you have a security program
Do you have a policy that you neasure conpliance

agai nst, and then do you have a range of what we
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consider fairly standard infrastructure el enents
like firewalls, vulnerability scanning, intrusion
protection, the ability to centrally manage people's
i dentity?

So, sonetinmes sone of it's challenging
stuff but it's essentially what we consider fairly
basi c.

MR, SCOTT JOHNSTON: Do you have separate
sets of questions for vendors versus your custoners
that you connect to?

MR, PHI L VENABLES: Yes. W basically had
a series of things ranging from service providing
rel ati onshi ps through to vendors, and al so
different things for different vendors, so the
types of questions you woul d ask an externa
sof tware devel opnent shop versus a network service
provi der versus a hardware software provider would
be different, for exanple, than the questions we
woul d ask some of the consortiums that we take
transactions from

W tend not to assess our clients in any

way. In fact it's usually the other way around,
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but we do provide advice and gui dance to our
clients when they feel they need it.

MR. DAVI D BATTAN: What woul d you say are
sort of the three or four npost concrete threats or
sort of day-to-day issues that you face? Is it
sort of trying to steal passwords or denial of
service? \What are the kind of everyday issues that
you think are sort of the hot ones right now?

MR. PHIL VENABLES: That's a difficult
guestion to answer because it's difficult to get it
down to the three. The thing we are concerned
about really froman external perspective and
how the external threat inpacts the firmis really
t he ongoi ng i ssue of increasingly sophisticated
viruses and worns that exploit vulnerabilities in
t he environnent.

Another thing that's a security issue per se
is the exploitation and the chall enge
is to keep our environment secure; as of today it's
possible with all the security patches that are
rel eased every single day by nost of the vendors

that we deal with.



58

So, a lot of our efforts, for exanple,
this year have been | ess about classic security
stuff and nore about enterprise configuration
managenment, so really increasing the rate at which
we coul d deploy new infrastructure to keep up to
dat e.

The other ongoing challenge for all firns
is the gradual erosion of the network perineter.
We continuously see new technol ogy enbedding itself
in standard web traffic to go out through the
corporate firewalls, and we play an increasing
cat-and-nmuse gane to stop that from happening.

CHAI RVAN ERI CKSON: Two questions. How
successful are you in having third-party vendors
and the like to whomyou interface who actually
share informati on about the qualities and
experience they have in nonitoring intrusions and
security breaches?

And a rel ated question for either of you
actually. You both alluded to the gl oba
character of the threat and the

obj ective and i nmportance of internationa
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har moni zation. What is the quality of the
i nternational dialogue and initiatives
vis-a-vis what's happening j ust
donestically?

MR. PHIL VENABLES: In terns of the first
guesti on we have been reasonably successful with a
| ot of the major service providers that we dea
with, which is good because those are ones hy
nature that we are nost critically dependent on.

In ternms of some of the smaller service
providers, it usually conmes down to an econonic
i ssue of are we paying them enough for themto do
this. And so that becomes nore of a
negoti ati ng--part of contract negotiations where we
seek to get that kind of guidance.

Again, let's be clear. This is not by any
means easy for nmany small service providers, but
increasingly it has become increasingly secure,
comoditized products, increasingly cost-effective
security services, | think that woul d be easier

And | think one of the inportant points of

havi ng much nore broadly accepted industry
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recogni zed certification schemes for security kind
of raises the bar to a certain |level, and makes the
bar the same for everybody so, with that, it will be
nore cost-effective and economically justifiable

for the smaller service providers to step up to

that plate.

On the second question, just froma
financial services firm perspective, we provide
advice, and we are questioned by |egislators and
regul ators in nost of the |ocations we operate, and
we found a reasonabl e anpbunt of synergy between
their approaches on that.

MR. PAUL NI CHOLAS: It seens like in the
i nternational arena that we had sone fairly
significant steps in the past year. First
of all, there was the Council of Europe treaty,
whi ch was open for signature at this point, which
took a big step forward in at |east harnonizing the
crimnal perspectives and calling for signatories
to bring their laws into |line before naking these
conput er - based attacks actually crimnal. In sone

countries there was no legal regime to enforce.
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Secondly, the devel opnent of the OECD
gui delines, which the U S. has played a major role
in, is extrenely encouragi ng. Many of you may
recall in '"95, | believe it was, they cane out with
their first set of IT security guidelines. This is
a major revision of that, which focuses on
basically the network as we are today.

MS. YVONNE DOMWNS: Just a query about
certification. You indicated that you support
nore forns of certification. Are
you famliar with any that you would share with us
so we know nore specifically what you're talking
about ?

MR, PHI L VENABLES: | think the problemis
there are actually too many of them and so no one
can rely on any one. There are things |ike stuff run
by the big accounting firns |ike SYSTRUST or
VWEBTRUST, there's 11SO 17799, British Standard 7799
certification. There are other things. There's a
whol e bunch of work started by Carnegi e- Ml Il on now
on the dependabl e conputer initiative that ains to

provi de sonme certification. There is the work of
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t he Financial Services Roundtabl e,

on both product and service product certification.
There's the whol e nmany governnent initiative on
comon criteria for public service. The problemis
for the average small to medium size service
provider, or small financial services firm that's
just too much of a choice.

And | think one of the things we have been
advocating is the creation of alnost |ike a cross
recognition programso that there's not just one
certification schene, but you get one certification
schenme that equates to all these different things,
and you have sonme industry group, or sone
regul atory body, determning the alnost |ike the
exchangeability of service criteria, so that we can
ask for a certain service requirenent, and then the
vendor or the service provider will choose the
specific scheme that's nost appropriate to them
but we get a kind of conmon currency for
certification.

CHAI RMAN ERI CKSON: One nore question

Bob.
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MR, ROBERT FI TZSI MMONS: It's a quick one.
My first reaction is how frighteningly conplex your
j obs are, but nmy question is for Paul. | wasn't
sure if | understood you correctly. Did you say
the infrastructure board actually identifies
private industry assets for protection? For
i nstance, | would inagine |like an AT&T switch
somewhere. And if so, how would you prioritize
t hose assets?

MR. PAUL NI CHOLAS: Well, that
actually--the Board itself does not do that. There
have been a nunber of initiatives underway in
different departnents to try to understand sort of
what the key assets are within each sector. |
think in large part that has not gone all that
wel |, particularly, nunmber one, it's tough to
under stand what those are. As an operator of an
i nfrastructure you woul d understand that, but you're
hesitant to share that.

And secondly, you may understand what the
key assets are within your particular sector, but

understandi ng |linkages to the other sectors
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beconmes i ncredi bly conpl ex.

And whil e we have
infrastructure analysis to
that, we really are facing
i mpedi ments related to the
i nformati on. When soneone

dat a,

and it conmes into the governnent's hands,

established this
hel p under st and
pretty significant |ega
di scl osure of

provi des that type of

it

suddenly beconmes subject to FOA and there's a

great concern over how we

are able to understand what

and the extent to which the Federa

to get involved in that.

CHAI RMAN ERI CKSON

enl i ghteni ng di scussi on,
that | will
i nformati on and wil |

Thanks for your tine,
we will nove along to our
which is on the future of
Paul Stevens can take the

the table here.

Li ke you all, |

and |

get sone requests for

bal ance that to ensure we
needs to be protected,
Government is
Thank you both for
have been assured

addi ti ona

pass those along to you.

and with that

second topic here today,
clearing. Rich Jaycobs and

seats in the center of

have been follow ng the
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devel opnents in clearing with sone interest, and
especially the changes and advancenments in
technology that relate to clearing. It's clear
that applications of new technol ogies stand to
change the very nature of this activity. The next
group of panelists should be able to provide us
with some inforned insight on what to expect in
clearing. Panelists are Rich Jaycobs, Chief
Executive Oficer at OnExchange; Scott Johnston,
Managi ng Director and Chief Information O ficer at
the Chicago Mercantil e Exchange; Brett Paul son,
Seni or Vice President and Chief Information Oficer
at the Board of Trade Clearing Corporation; and
Paul Stevens, President of the Options Clearing
Cor por ation.

|'ve asked each to take 10, 15 minutes to
give us a little insight on their thinking about
where clearing is headed, and especially with the
use of new technol ogy. Wy don't we go ahead and
begin with Rich, if you would |ike. Thanks.

DEVELOPMENTS | N CLEARI NG

RI CH JAYCOBS, CHI EF EXECUTI VE OFFI CER
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ONEXCHANGE

MR, JAYCOBS: Thank you, Conmm ssioner
Eri ckson, and to the Technol ogy Advi sory Committee.
I'"'mexcited today to present the--basically our
position on advances in clearing technol ogy.
want to spend some tine specifically on a concept
that we see sone new market pl aces devel opi ng t hat
we call realtime clearing.

There are certainly nmany other things that
we could tal k about when it conmes to clearing and
clearing technol ogy advances--the increase in
product conplexity and how that inpacts clearing,
the idea of cross-nmargining across different kinds
of asset types, and how that inpacts the technol ogy of
clearing--but specifically today we will focus on
the realtine clearing question

I think it's worth taking a nonment here to
touch on OnkExchange's history. W nay be best
known to this group or certainly to the Conm ssion
for our designated contract market status and
desi gnated cl earing organi zation status which we

achi eved on Decenber 22nd of 2000. The Conmi ssion
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staff evaluated this technology that we are tal king
about now as part of that process. It has evolved
quite a bit since the tine of the approval.

At the tinme, | think the designation was
very closely foll owed by the industry because it
was the first--it was the first exchange
designation that contenplated a clearing
envi ronnent where internediati on was desirable, but
not necessarily required, and that created a nunber
of unique operational, financial, and technol ogy
challenges. 1In fact, the nodel in the designation
actually required that our technol ogy enforce certainly
operational rules so we could have a nodel where
i nternedi ati on was not actually required.

And we think this actually describes sone
of the conpany's strengths in terms of realtine
credit managenent, realtinme product flexibility, and
realtime processing in general with regard to
cl earing.

Since that time we have basically decided

for comrercial reasons to shift the focus away from
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the busi ness activity of being an exchange or being

a clearing organization to providing this

technol ogy platformfor the global equities and gl oba
capital markets in general, but certainly the
equities and commodity markets in particul ar

VWhat | will do here is just present a
slide that's really a functional work flow of the
way many fol ks think about clearing. |[It's not
specific to futures or securities or any other area
in particular, but the concept is that on the left
side you have access to trade gateways, where
transactions are being matched and presented to the
system Those trade systens can al so enconpass
things like ticketing and confirmations. Those are
trades that occur away from a matching engi ne, which
could be an open outcry trade or ticket systemfrom
t here.

Those positions enter into what we define
as a core clearing engine with functions that again
are famliar to nost folks here |'m sure: Position
managenment, risk assessnent of those positions,

nmoni tori ng and nanagenent of collateral and credit



69

rel ati onshi ps agai nst those positions, and finally
ultimate settlenent. The account process and

product managenent that goes al ong with nmaintaining
those positions is part of what we define as the

core as well. And then ultimately information is
shared with banks, settlenment depositories,

gateway, and through a gateway, again, to conplete the
actual settlenment process.

Agai n, the engine that we have built
actual ly has been approved not only for OnExchange,
but the Commission staff again in July of 2001
approved the EnergyCl ear Corporation which uses
our technology for a realtinme clearing environnment
in the energy space. That approval cane on July
9th, 2001. For those of you who are not famliar
with EnergyClear, it is a consortium sponsored by
t he Bank of New York and two voice brokers, Prebon
and Amerex, and their vision is to build the
first over-the-counter clearing organization
specifically for energy markets.

And again, | think here is a case where

the issues of product expansion come in, and the
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EnergyCl ear case, which is atypical for the

futures industry and EnergyCl ear space. There are
approxi mately a hundred t housand different products
that are defined and can be traded and can be
cleared, again in realtine, on the system

W' ve al so announced an additiona
custoner, ABB. For those of you not famliar, it's
the Swi ss gl obal power and autonmation technol ogy
congl onerate. They have a new mar ket pl ace that
wi |l be subject to European regulation. | can't
get specific about what the narketplace does, but
it's related to the energy and manufacturing
busi ness that is core to what ABB does.

So, we have already out there two
installations of the systemwhich are inherently
focused on realtinme, realtine clearing and realtine
processi ng of trades.

Partly because we have these new custoners
who have made realtinme clearing an absol ute nandate
for their business nodels, and because we are very
famliar with the structure of the existing futures

i ndustry, we think we have a uni que perspective,
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where fol ks who are thinking about realtine
clearing are positioning thensel ves and what their
busi ness requirenments are, at the sane tinme that we
are very nmuch aware of the realities of trying to
mgrate to a realtine clearing environnent in the
context of the futures industry.

Maybe what | will do is take a mnute to
try to define what we think realtine clearing is.
Fundanental ly, the idea is that at any point in
time every counterparty, and | think in the
context of futures it's a clearinghouse or
guarantor which in the context of futures will be an
FCM that at every nonent in time it's possible to
know t he exact exposure that that participant woul d
have to any custoner in the marketplace; second, be
capabl e of valuing that exposure; third, verify
that either a performance bond or credit |ine
exi sts agai nst that exposure; and fourth, be able
to act on that analysis by either adding assets,
requiring assets, or reducing positions
accordi ngly.

And we think that in an idealized
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environnent this is systemic; that is, that the
availability of this infornmation is not

siloed by individual clearing firms or

cl earinghouses, that the entire exposure is known
to the market pl ace.

Having said that, again, | want to cone
back and say that we recognize right fromthe
begi nning that in the context of futures markets,
that the ability to inplenent this kind of system
today is not sonething that could be done
i medi ately, although we do see nany trends and
drivers pushing in that direction.

The other point | would like to nmake is
that with regard to futures and i ndeed with regard
to the custoners we have that are inplenenting
realtime clearing systens, there are a coupl e of
processes that are inherently end of day--and
certainly within the realtinme nodel we would say
that these are still realtine functions, albeit
i nherently end of the day functions.

Exanpl es of those would be bank wire

generation to mnimze the costs associated with
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banki ng fees, settlement netting to

econom ze on settlement instructions, and
establishing things such as closing end of day

mar ked-t o- mar ket prici ng where obviously, again,
you could only do that at one tinme during the day.

In some markets even sonething |ike option
exercise could be treated as an end of day process,
al t hough there are other markets where option
exerci se could be done in realtinme.

So, in short, our view of what realtinme
clearing essentially nmeans is that when a trade
enters into the system you can get basically a
trial posting of that trade data to the clearing
engi ne, and the clearing engine could return a
notification back to the matching engi ne saying
this trade, as presented right now, is acceptable
or not acceptable for clearing agai nst any nunber
of busi ness rul es.

In the case of EnergyCl ear, for exanple,
we actually do--when EnergyClear submits a trade
to our system we actually do a realtinme span

portfolio calculation right there, and Energyd ear
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then assesses that against the assets or credit
limts of the poster to the trade, so that just
gi ves sonme exanpl es of how that actually works.

In our own exchange case, we have a fixed
interface that goes out to the matching engine, and
we' ve denonstrated this capability where you can
basi cal |l y disabl e an account or an account can exceed
certain position limts in realtinme and present
that right back through in the specific case of a
GL matching engine interface front end.

Qur experience suggests that purely
el ectroni c exchanges are currently seeking this
ki nd of capability because they can. The
traditional clearing market nodel is no |ess
expensive to build. |If you' re doing an end-to-end
solution, you're providing a conplete technol ogy
than if you're building a realtime clearing nodel.
So, those entities that are starting with the
process from scratch can actually go to a realtine
clearing nodel fairly seamnl essly.

Certainly again in futures there are a

nunber of historical buffers and insul ators agai nst
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these risks, and the mgration towards this
paradi gm over tinme will take just that; it will take
time.

The drivers, again, towards
realtime electronic clearing is that electronic
trading just inherently carries nore information,
nore realtine capability, and therefore can--is
certainly a driver in that direction towards
realtime clearing. Certainly custoners'
internedi aries are al ready demandi ng trade
confirmations and other supporting data related to
the clearing process in as near realtine as
possi bl e.

We think that as systens capability
graduates towards nore realtinme capability,
regulators will take an increased interest in the
capability of realtine clearing.

And then a point that John MPartland and
| have discussed on a couple of panels in the past,
that the trend towards using insurance products, we
believe, will also drive realtinme clearing inasmuch

as operational risk is one elenent that insurance



76

conpani es use to value the price of their prem uns,
and realtime clearing mninmzes many points of
errors and, therefore, can reduce the operationa

ri sk and the cost.

Despite the drivers, the natura
i mpedi ments in the futures industry towards
realtime clearing include the basic structure of open
outcry trading and its outtrades, EFPs and other
i nter-day position adjustnments which | eave the
realtime position status as basically uncertain at
any nonment in tine.

We have run into situations where realtine
eval uati on nethods are particularly slow, and
portfolio valuation methods can al so be sl ow.
Again, this was sonething we had to deal with in
the EnergyCl ear case.

O her factors are the ability to add
and/ or to enable and di sabl e accounts in realtine.
It's not universally supported, and it was
interesting for us that standard i ndustry concepts,
such as variation margi n and even realized gains

and | osses, beconme a bit |less easy to
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operationalize in a realtine environnent. How
eligible is somebody to use a realized gain if a
trade concluded nmidday, if there's no actual cash
fl ow associated with it, for exanple?

So, fromthe technol ogy perspective, we
believe that enploying true realtine clearing is a
very doable feat. Certainly both EnergyC ear and
ABB in our case are using that form of technol ogy.
It's also our view that all systens today that we
see being devel oped are bei ng devel oped around
realtime paradigns. W don't see anybody | eaning
on batch process paradigns to do clearing, so we
think that those trends are definitely pushing
clearing in that direction.

But the integration with existing systens
in the futures industry today conplicates any
mgration that this industry in the short run wll
be able to achieve to realtinme clearing. W think
that probably the nost significant single
i mpedi ment is the integration of |egacy systens.

So with that, | will conclude and just say

again we are optimstic that the ability to handle
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trades in a straight-through realtine context is
continuing, albeit at a pace sonmewhat less in the
traditional nmarketplaces than in the newer

mar ket pl aces. Thank you.

CHAI RMAN ERI CKSON:  Thank you, Rich. If
we could withhold any questions that we m ght have
until we get through the entire panel and then we
can allow everyone to respond in Kkind.

Why don't we turn next to Scott Johnston.

Thank you.

(Pause.)

CHAI RMAN ERI CKSON: Wi |l e our technol ogy
expert continues in his endeavors, let's go ahead
and nmove on to Brett Paul son, Board of Trade
Cl earing Corporation.

DEVELOPMENTS | N CLEARI NG
BRETT PAULSON, SEN OR VI CE PRESI DENT AND CHI EF
I NFORMATI ON OFFI CER, BOARD OF TRADE CLEARI NG
CORPORATI ON

MR. BRETT PAULSON: And this is a break

fromthe PowerPoint spectacular, so it's not even

typed.
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Several years ago, an information
technol ogy plan was devel oped which outlined
sweepi ng nodi fications to the functionality and
technol ogy infrastructure at the Clearing
Corporation. The core of the Clearing
Corporation's info tech plan is a sound application
framework where nmore information is conmuni cated on
an automated and tinmely matter. The Clearing
Corporation's application systems stress
transaction-oriented machi ne-to-nmachi ne
comuni cations with a high degree of perfornmance
and reliability. Data architecture and system
design is flexible so that business partners nmay
realize new tradi ng opportunities rapidly.
Products, new busi ness ventures, and clearing
ef ficiencies nmust be brought to market with
extrenely short cycle tines.

In order to advance our clearing offering,
we carefully monitor technol ogy advancenents.
Technol ogi es that are part of the inplenentation of
pl ans or under consideration include |BMs

Websphere Application server, which provides a
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reliable and cost-effective application delivery
solution, reliable nmessaging technology using |BMs
MQ series, application nessaging using XM. nessage
types to limt the inpact of changes, externa
messagi ng utilizing FIXM. for new nessage types,
wi rel ess technol ogy for the pit, handhel d comrunication
to clearing, and appropriate feedback using 802.11
protocol. And, where appropriate, Linux,
especially in relation to server consolidation
efforts, always on, always connect to devices and
portal technol ogy, data mning, and business
intelligence advancenents, and security and
busi ness continuity technol ogy, which allows for
realtime shadowing to renote | ocations.

A clearing system needs to be bull et proof.
Recent events have caused all of us to | ook at
security and business continuity in nuch greater
detail. Recently |I had the opportunity to hear
Mayor G uliani speak, and he was speaki ng of
princi pl es of |eadership and his coments about the
need for relentless preparation as one of the five

pri nci pl es.
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This is particularly true when it cones to
busi ness continuity. W practice Clearing
Corporation disaster recovery procedures eight
times per year. |In the future we plan to extend
the reach of these tests by involving key vendors and
ot her industry participants, and scripting nore
extravagant scenarios than we have in the past.

We are al so considering right now
rel ocation of our primary data center to a
di saster-resistant facility away fromour primry
pl ace of busi ness.

The Clearing Corporation will also
continue a substantial investrment in information
security. Technol ogy innovations will not matter
if we cannot protect the confidential informtion
processed by the clearinghouse. Richard Clark, the
Speci al Advisor to the President for Cyberspace
Security, warns that the industry of information
technol ogy does not spend nearly enough nmoney on
i nformati on security.

Gartner and Forrester have estimated that

U. S. conpani es spent $15 billion |last year just
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reacting to the damage caused by the Ni nda and Code Red
viruses. Just about everyone with a production Wb
site has had certain attacks stopped by their
firewmall. Quite often it is difficult, if not
i mpossi ble, to ascertain the source of those
attacks.

Proliferation of wreless devices,
cel | phones, PDAs, handhel ds, wirel ess LANs,
have hi ghlighted concerns with the 802.11 protocol
Ext ended conputing soneti nes neans extended
ri sk--all owi ng people to get behind your firewall
Threats begin with enbarrassnment but can lead to
extortion, fraud, threat, and industrial espionage.
There are many exanples of credit card fraud where,
nost recently in Florida, sonebody was asking for a
mllion dollars because they downl oaded credit card
nunbers. The intruder was tracked back
to Germany. There was a vul nerable site there.
The true intruder was back in India.

So, quite often, and then there's--1'm not
a lawer, but there's a |egal concern concerning

the liability of that German site that was
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vul nerable in the grand schene of things.

So, we intend to get involved with the
sharing networks, the I SACs that were di scussed
earlier, and try to stop these holes.

Anot her thing that Richard Cl ark said that
I think we should all get behind is that we really
need to demand nore from our software vendors. We
spend a |l ot of nmoney with packaged software, and we
should demand a little bit nmore of them than gaping
hol es in security.

In addition to investing in security and
busi ness continuity, the Cl earing Corporation | ooks
for opportunities to invest in its technol ogy
platformin ways that will help its clearing
menbers, sharehol ders, the exchanges and the
i ndustry. W continue to inprove our flexible
rel ati onal database structure, allowing us to
respond to changi ng market conditions such as new
products and new exchanges.

Furthermore, this flexible scalable
architecture positions us to efficiently support

any form of beneficial consolidation within the
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i ndustry.

We | ook to streanmline daily processing and
achi eve straight-through processi ng when possi bl e.
By doing this, we arrive at one of the Clearing
Corporation's core goals to reduce clearing nenber
operational costs. W feel our recent Wb-based
delivery of end-user applications is an exanple of
achieving a portion of this goal. Oher exanples include to
give up APlI, allocation and clained transaction
system and our Ois replacenent, the new trade
managenent systemthat we're rolling out in June.

Moving toward realtinme delivery of trade
data position and data trade status is our direction.
We currently supply realtinme pay collect
i nformati on over the Web to our menbers. W have
also recently inplenmented an interface to the
CBOT' s handhel d devices in the pit to inprove trade
delivery and feedback cycle tinmes for open outcry.

Anot her direction is to contribute to and
to support industry standard technology. SPAN s
an industry technol ogy standard supported by the

CME. The Clearing Corporation's market infornmation
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system ATOM and GAINS are ot her exanpl es of
i ndustry standard technol ogy.

We were asked to talk a little bit about
obstacles, and following up on attenpting to work
wi th other exchanges and other vendors on industry
standard technol ogy, one of our main obstacles is
schedul i ng, testing, and training of change through
the clearing nmenbers' organi zations either through
their own I1SVs or their internal staff. Cutside of
our clearing nmenbers we coordi nate schedul es with
exchanges and nunerous | SVs, such as Sunguard,

Rol fe & Nolan, G., Wag the Dog. This is a part of
our job, but it also adds substantially to delivery
cycl es.

CHAI RVAN ERI CKSON:  Thanks, Brett. Scott.

DEVELOPMENTS | N CLEARI NG
SCOTT JOHNSTON, MANAG NG DI RECTOR AND CHI EF
I NFORMATI ON OFFI CER, CHI CAGO MERCANTI LE EXCHANGE

MR, SCOTT JOHNSTON: Now |'m ready.

So, being a | egacy exchange, we have a
particul ar problem which is we keep grow ng, and

we are trying to evolve our business and our
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clearing technol ogy on top of what we call 747.
We're trying to change the engines out of it in
flight. 1It's a pretty common feeling for a | ot of
exchanges and cl eari nghouses. Qur vol umes and al so
our transaction volunes--if you | ook at contract
vol une and transaction volune as a technol ogist, the
thing you care about are transaction vol unes.
Zeros are free in conputers, but transactions are
not. So, just over the past couple of years we've
had our transaction volune increase by 80 percent
| argely because of electronically traded contracts
of CMEs and E-minis. |If you look at the rest of
t he exchange, that transaction vol une has been
fairly consistent, but E-minis are the thing that
is really causing a lot of strain on the back-end
side as well as on the front-end side.

If you look at a couple of other neasures--
whi ch again, there are neasures of risks that go
t hrough the exchange, collateral and deposit
dramatically increased, as well as funds on the |EF
system That's residual funds that the MERC al | ows

our clearing nmenbers to invest on an overni ght
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basis in other investnent vehicles. W have been
very successful in getting and keepi ng those funds
at the CME, but also the risks that run through our
exchange, the collateral and deposit has grown
pretty dramatically. Because that's much |arger, we are nuch
| ess risk averse in our systens designs.
So, first of all, I will talk about business
drivers for where we are going in technol ogy and the business
of clearing at the CME, and then a few technical initiatives.
The big story at the MERC is that we are

trying to unbundle the trading function fromthe

clearing function; i.e., we have an exchange in
place. It's a floor-based exchange and an
el ectroni c exchange, but we also, |ike the NYMEX,

have a cl earinghouse that's tied corporately but
al so technically together to our tradi ng exchange.
We are right now offering custoners who want the
ability to use our trading infrastructure the
ability to do that, or people that need clearing

infrastructure, we can do that, too. Exanples of
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that, the MEFF exchange out of Spain does
order matching and distribution on their

el ectronic platform and we do clearing of a
particul ar product. It's CME for the MEFF.

We are actually doing the reverse of that
with the NYMEX. W are going to be hel ping the
NYMEX el ectronically Iist and trade energy
products, E-mini energy products on our d obex
system usi ng our G obex distribution network, but
the NYMEX with their version of Clearing 21 is
going to clear those trades.

And an even nore conplicated exanpl e that
I'"'mspending a lot of tinme on these days is single
stock futures, where the CME is going to provide a
| ot of distribution to OneChicago; i.e., if you're
a custoner of OneChicago, you have the ability to
use your existing access to E-mini products, w nd
through the MERC s distribution platform hit CBOE
Direct’s matchi ng engi ne, and then dependi ng on
whi ch cl earing nenber you are (the OCC or the
CME), you will either clear on the OCC or the MERC,

with appropriate and very conplicated | oss
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mar gi ni ng and gi ve-up arrangenents possi bl e between
the two clearing organizations that we're trying to
support right now.

So, lots of different things on the nenu
that we are able to supply exchanges out there in
terms of front-end distribution, matching services,
and clearing services. W are getting a |ot of
different requests now to nmix that nmenu up and
offer a la carte choices, which creates some
techni cal issues for us.

| Clear is sonmething that is brand-new at
the MERC. W have been working on this for a
little while. It's a message-based APl for al
clearing functions worth automating. Not
everything is worth doing electronically, but
everything that our custonmers tell us is inportant
we are working on automating via APls. W are
doing that--we are trying to be independent of
nmessage transport; i.e., we are |ooking at either
FI XML or other XM.-based protocols to carry
clearing information. | was just at a cutting edge

derivatives conference two weeks ago where we
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tal ked about this exact subject. The issue there is:
Is the protocol able to support every piece of
clearing and each piece of functionality that the
MERC vends, and the answer is not yet.

Clearing 21 webification: Again we have a
systemthat started in 1992. |It's a very old
system a lot of the features that you mght find
on brand-new clearing infrastructure don't really
exi st on Clearing 21, so we have been involved in a
two-year-long effort to what we say is webified
Clearing 21; i.e., take all of the mainframe-based
screens that Clearing 21 uses and either vend those
out through a virtual private network or build
brand- new web front ends on top of an old Clearing
21 infrastructure

Wy do we want to do that? First of all
it mkes it easy for our clients to get access to
functionality that they need, for exanple where clients m ght
have had a particular need to have that
functionality in an office in Chicago and m ght
t hrough nerger or acquisition or sone other need

need that in London. W have the ability nowto
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actual ly deliver that.

Virtual private networking. As we start to
unbundl e cl earing services and have to provide
clearing to other conpanies, those conpani es need a
cheap, efficient and fast way to get at Clearing
21. We think, and we use this right nowin the
front end of our trading systenms, that virtua
private networking is a great way to deliver that
functionality to clients.

In case people don't know what a VPN is,
it's a certificate based--i.e., | can authenticate
sonebody on the end of an Internet, and | could
deliver trading or clearing functionality to them
on a secure basis. And we are using that in
production today in trading and soon to be in
cl earing.

Front-end cl earing, reengineering, a
brand- new project. June is our target for the first
phase of this where for electronic trading we'll be
able to vend interfaces for people to | ook at and
noni t or and change positions coming out of d obex.

Foll owi ng that, allocation and cl ai m processi ng,
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et cetera, that will cover the balance of trading
that we do at the CME, and we are hoping to get
APl's for all necessary functions of clearing from
the MERC. So, if I'ma clearing nenber, | can then
automate to those APls, and then cut out a |ot of
peopl e overhead having to drive those systens that
sit at the CME.

Qur issues, again, going back to the fact
that we are growi ng fast, but we have to evol ve--we
have a much hi gher enphasis right now on stability
and the quality of the releases that we put out.
Therefore, we are spending a |lot of tinme and noney
on internal keyway, but also we have to now provide
a certification and quality assurance environnents
for our custonmers as we start to extend Clearing 21
functionality outside the walls of the MERC. CQur
customers need to be able to test what we are about
to hand them long before we put it in production.
W' ve | earned sone pretty serious |l essons in the
past about what not to do with releases. So, we
are investing heavily in QA for our custoners at

this point.
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Conpl exity. Because we are an integrated
tradi ng and cl eari ng exchange, we spent a | ot of
time trying to integrate the trading side and the
clearing side, but that nakes the entire systema
Il ot more conplex. So, front-to-back integration is
something that is a serious conplexity issue for
us. |If we are changing sonmething on the trading
side, we have to be very cognizant of what that's
going to nean to the clearing side. And as we
i ncrease the |evel of integration of custoners, as
we put APIs out to custonmers and they start to
write to us, then, of course, any change on the
trading side flows through to our clearing side but
ultimately flows through to our custoners as well
So, we're dramatically increasing the conplexity of
the problemthat originally was pretty sinple to
sol ve.

Lastly, backward conpatibility. Again,
Clearing 21 has been in operation long tinme. |It's
a large, old code base. As we try to rewite
different portions of it, that could produce risk

and instability, so we are very increnental in our



94

approach to redevel opnent.

We are also very increnmental in our
approach to the effect on custonmers. Again, if you
t hi nk about how an industry might switch to
sonmething like FIXM. on an industryw de basis, it's
pretty difficult to think that the industry is
going to flip overnight. So providing backhand
conpatibility for custonmers that don't have the
ability to change as fast as other custoners of the
CME might like themto, that's again a conpl ex and
expensi ve proposition, but it's sonething we have
to support as the industry evolves.

Lastly, the MERC tries to be very
i ntensely custoner focused. W try to keep our
i nternal costs but al so our costs and risks, both
realized and unrealized, for ourselves and our
custoners low. Again, unrealized risk is still a
cost, and realized risk is a real cost, and we try
to minimze that. W try to nake it easier for
customers to do business with the MERC, and we
provi de migration paths as our business becones

i ncreasingly conplex in realtine.
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W try to be very custonmer focused and
comuni cation oriented. W have three venues for
that, which I'm happy to talk about, if anybody is
interested. Qur clearing advisory group, which is
a clearing focus technol ogy advisory group. FRET,
which is our FCMrel ati onshi p enhancenent team
peopl e who are FCMs hopefully are aware of that, a
program we have had going for a nunber of years
now. That's where we try to understand our FCMs'
needs and desires from the MERC.

On the front-end side, which again flows
into clearing issues, the Technical User G oup
TUG. That group tries to address trading issues,
but again, where there are clearing issues involved
on the trading side, we try to address those issues
as well. That's how we try to cover all of our
external bases for our customners.

CHAI RMAN ERI CKSON:  Thanks, Scott. |If you
could unplug, and Paul

DEVELOPMENTS | N CLEARI NG
PAUL G STEVENS, PRESI DENT, OPTI ONS CLEARI NG

CORPORATI ON
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MR, PAUL G STEVENS: |'mdelighted to be
here, and | want to thank Comm ssioner Erickson for
bei ng ki nd enough to ask me. |I'mgoing to just
kind of quickly in the interest of tinme scoot
t hrough this discussion, and nost of the front end
of it is really--1 don't think OCC needs an
i ntroduction to a lot of people in this room but
there are many others to whom perhaps it does. So
will try to be quick.

The things we do are the sane things that
ot her cl earinghouses do. W issue the options,
clear trades, effect settlenent, and guarantee
performance. One of the unique things we changed
some years ago was our guarantee. \Wen we received
a matched trade, our guarantee was in place as
opposed to, as used to be in the old days, 11:00 the
next norning after settlenent. And that's in the
interest of injecting integrity into the
mar ket pl ace. As a practical matter, if a firm
fails overnight, we are not going to back the
trades out. W are going to nake good anyhow, so

we decided to codify that in our rules.
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The options market growth, primarily stock
options, has been enornous. |If | had a 10-year
chart it would be nore dramatic. This year we are
having a bit of a pause, but it's really not down
much. We are averaging over 3.1 million contracts
this year against close to 3.3 nillion [ast year. So,
are poised for the market to recover.

We are expanding into the futures market,
not for the first time. Many of you may know t hat
10 years ago we were the clearinghouse for the New
Yor k Futures Exchange, so we are not tota
strangers, but we are happy to be back in this side
of the business. Last August we signed our first
agreenent with Nasdaq Liffe. W got DCO status from
the CFTC in Decenber, to enable us to do nore than
single stock futures and narrow based stock futures
shoul d the exchange want to do that. |Island signed
an agreement with us in February, and just recently
this month we signed our agreenent with OneChi cago
as their principal clearinghouse.

The products we handle are pretty obvious.

In the futures arena there is one other that's not
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up there that I'mnot sure I'mat |iberty to say,
but it's not a single stock futures product. It's
anot her kind of futures product that should be
announced shortly.

Qur risk managenment, this is what we are
all about. W were the first clearinghouse to get
a AAA sone years ago, and we had nmenmbers sayi ng
gee, you sure you ought to do that? Because if you
get it, you have to keep it. And if you lose it,
you are Double A, and we said yeah, we think we
shoul d do that.

And a | ot of what we do we nanage to our
own standards, but we also, in addition to having
the SEC, the CFTC, and perhaps the Fed as
regul ators, we view Standard & Poors Corporation as
anot her regul ator, and we keep them appri sed and
supportive of everything we do. You know, our
margi n assets--we are, last | |ooked, still the
| argest derivatives clearing organization in the
world, and we've got a |lot on the line.

We' ve introduced sonme prograns to save the

menbers noney over the years, and we enjoy a
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significant cross-margin agreenent with the MERC,
and of course with the Board of Trade as wel |l

Board of Trade clearing, which saves hundreds of
mllions of dollars on a daily basis for the
menbers who avail thenselves of that opportunity.
We have a stock | oan program which we've up to now
cal l ed our hedge program which also interjects us
in between stock | oan and stock borrowed positions
so that the nmembers who engage in those can receive
of fsets where appliable to their options position
So, someone who borrows stock and shorts it in
effect can get conplete offset in a short put
position that they might have that corresponds to
that. That's growing significantly in recent
years. We have over 32 participants.

Qur so-call ed disbursenent programis sinply
gai ning efficiencies at DTCC and NFCC, at
expiration, to optimze the opportunity for
collateral to be freed up to satisfy the settl enent
obligations of a given nenmber. And we do accept a
fairly broad set of collateral. It used to be that

letters of credit were nunber one. They are down
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the Iist now and what we call valued securities,
whi ch are bundl es of stock, if you will, that are
deposited or pledged to us, and then we give--the
SEC s allowed us to give 70 percent, seventy cents
on the dollar credit. Mst firms use that as the
| argest collateral asset with us. But of course,
letters of credit, treasury securities, we even

t ake cash.

ENCORE i s the name we've given to
our--and I'mgoing to get to the technol ogy now,
and |'mnot a technologist, so | will give you that
caveat up front. ENCORE is a three-and-a-half
to four-year project that we comrenced over
two years ago, and it's been the biggest thing that
OCC has ever done, biggest, npst expensive, npst
significant. It is our future. You talk about the
futures of clearing, ENCORE is the future of OCC,
and we are well into it. W' ve had a nunber of
significant rel eases, our nobst recent being one
that will set us up--we are beginning to test with
the firnms, so that before year end when we rel ease

3.0, we will have full functionality fromthe
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firms point of viewin terns of how they get
reports, how they interact with us, in terns of
nost trade transactions, transfers, exercises,

i nstructions and the Iike. The so-called sequence
on demand is realtime that Rich tal ked about.
Today, even though we take trades intra-day from
exchanges who give themto us, we don't actually
process themthrough the system W update
positions for risk nanagenent purposes. |In the
world of the future, we will be fully realtine.
Each of our exchanges have agreed to by year end
provide us with trades realtine.

I would point out that our exchanges kind
of get |unped--we have--one of the five is screen
based. The other four are not, but although
they're floor based, they use technology to a
significant degree. Over 90 percent of the orders
that come to those exchanges are in electronic
form And the vast mpjority of those, at |east
those that are executable, either market or
executable limt orders, get executed w thout human

i ntervention and reported back to not only the
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menber, but a matched trade is ultimtely generated
to clearing.

We are going to begin to take those trades
realtime and update positions and give the nmenbers
the opportunity to pull up any and all kinds of
information that they would |i ke to have at any
time of the day.

Cycle driven sinmply neans that we are no
| onger going to be as dependent as our current
| egacy systemis on all the dependencies--that's a
popul ar techi e word--dependenci es that, you know,
every time you want to do sonething here, you have
dozens--we nust have 70 subsystens that get
affected, so this is going to be a |ot cleaner

T-1, well, obviously we are already T-1,
and have been for years. As a matter of fact, we
process today three times the volune of four--of
five or six years ago in half the tinme. So, we
keep throwing iron at it in ternms of capacity, but
this new systemwi |l position us to be able to
accomodat e the novenent in the securities industry

to go to T-1 for stocks, which is schedul ed for
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sonmetinme in '05. And that's inportant for us
because of the exercise in assignhment activity.
We've got to get that done, and especially at
expiration time for it to match up with the next
day's settlenment.

Anytime, anywhere--simlar to what was
menti oned earlier, and tons of security issues that
we think we've got resolved, but our nmenbers will
cone to us. T-1s, T-3s, and Internet, and
perhaps even dialup, | don't knowif we are stil
going to allow that, but | suspect we will. So, we
are offering flexibility in how a given firmwants
to communicate with us. Totally Internet
depl oyabl e--we are today distributing reports hy
the Internet at the option of the firm but in the
future we will do everything vis-a-vis the
clearing nmenbers via the Internet.

Enhanced screen capabilities obviously
come along with it, the browser structure.

Account structure--today we are hanpered
by the inability to easily construct subaccounts

for various and sundry purposes that the clearing
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menbers might want. Qur structure in the future
wi |l accommpdate that very sinply, and we will also
support the cal cul ations separately or in the
aggregate of the margin settlenent and use of
collateral and all of those things.

So, that's an advance on what we have
today. And | guess that's ny |last slide, and
woul d be happy, with the rest of ny coll eagues, to
answer any questions or hear any comrents you m ght
have. Thank you.

CHAI RMAN ERI CKSON:  Thank you, Paul. Are
there any questions? Neal

MR, NEAL WOLKOFF: Question for really
anyone on the panel. Rich had nmentioned being a
technol ogy provider. One of the custoners, EnergyC ear
woul d be a direct conpetitor of NYMEX in the event that
t hey had any business, but--

MR, JAYCOBS: It's not my issue.

MR, NEAL WOLKOFF: No. But the question
have really is what is really the neaning of

clearing? 1s there a comon understandi ng when
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custoners believe that they're purchasing clearing,
or are they purchasing conplex trade processing, or
are they processing risk managenent, or are they
purchasing a guarantee. And |I'mjust curious if
there's any sort of consensus on what really
constitutes clearing business.

MR. JAYCOBS: Neal, because we talked to
so many different fol ks, | would say that maybe
within the futures industry there's an agreenent,
but once you get outside of it, | would say there
is very little agreenment on what is clearing.

Again we are seeing a |lot of insurance products,
substitute for mutualization, in marketpl aces that
are doing things that look a lot like clearing but
have a | ot of business practices that are quite
different.

So, the general idea if there is a trade,
is a guarantee. There nmay be a central counterparty
and there is some depth behind that
financially, that is comobn. Wat is uncomon is
how t hose actual pieces are inplenented, and

certainly on the--how risk is calculated, howit's
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treated is also very different. So | would say no,
that once you get outside of futures proper, it's
not a well-defined term

MR. PAUL G STEVENS: |If | could add a
little different twist, you nentioned EnergyC ear
conpeting with NYMEX. W are about to experience
in the futures industry a phenonmenon that hasn't
exi sted ever, and that is direct conpetition with
identical--sinmilar if not identical contracts,
simlar stock futures between two, three or nore
exchanges. W are going to trade them And this
is good news or bad news, depending on where you
sit. It's no fun to--it's a |lot better not to have
to conpete as an exchange, but | can tell you, and
I'"ve told ny friends at CBCE that they are doing
nor e busi ness today than they would be doing if
they were the only options exchange. And that may
be an unpopul ar notion, but conpetition lets the
mar ket develop, and it's a good tine to be a
cust oner when that exists. And probably over
85 percent of the stock options volunme is listed on

two, three, four or five exchanges. |It's fungible.
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You buy it at one place and sell at another, but
this is a phenonena that to my know edge, at | east
in an nonvol untary way, perhaps this NYMEX- MERC
agreenent is an exanple of a voluntary arrangenent
simlar to fungibility, but it's the first tine
it's going to happen. It's going to be really
interesting to see.

CHAI RMAN ERI CKSON:  Pat .

MR. PATRI CK GAMBARO | know that the
futures industry is noving towards nore
electronics. It's kind of tough to put the
el ectronics on the floor in an open outcry
environnent. The OCCis a different story
al toget her because it's basically equity backed.
But on exchanges |ike they have in Chicago and in
New York, unless we start depl oying nore technol ogy
on the floor, the exchange can't work.

We are deploying things in New York,
el ectronic order routing, which the CME has had
forever with TOPS. W are deploying handheld units
for the floor for both the |local group and as wel

as the book managenent people. But it's very tough
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to deploy, and in order to get realtine risk
managenent, realtinme audit trails, and whatnot, to
get that internal process, you have to depl oy nore
technol ogy and enhance the open outcry environment.
It's very tough to do that in the world that we have
right now, and with the brokers that we have to
work with, sonme of whom are not technically sound, who
had a real problem opening up a nail box to get
their notices.

It's tough to do it. W have been bangi ng
away at this for years and years going all the
way back to Audit, if you recall that one, which
the industry dunped in and out, $25 or $40 million
and just threw it away because we coul dn't devel op
sonet hing that was user friendly to the floor

The only way we can get into this
technol ogi cally sound environnent with realtinme
process is to update the floors, and that's not to
go to an electronic trading systemsuch as Liffe or
G obex, but go to the core of the matter and get
the men on the floor, the ladies on the floor, to

have a different idea of how the business is going
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to evol ve, and how we are going to naintain the
trading force. It's very difficult.

MR, PAUL G STEVENS: Watch what happens
with conpetition. Fifteen years ago at the NYMEX,
we woul d not have any automatic executi on.
Fighting with nmy floor tooth and nail to do a five
contract electronic order allowance, and they
woul dn't hear of it, until the CBCE considered
doi ng the same thing. And they were doing it
because the AMEX was considering it.

And that may be again, depending on your
perspective, it may be what a terrible environnent
that is. The autonmation--and anyone wants to see
el ectronics being applied to a floor community, go
visit CBOE in Chicago, NYMEX in New York, and take
a look at the use of technol ogy and el ectronics.

The only reason that exists is because of
conpetition.

MR, SCOTT JOHNSTON: | would just echo
Pat's comments, and one of the new ones is about
i mpl ementing sonething like trade recordation

which is sonmething that we tal ked about in Chicago.
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Trade recordation is basically getting rid of
written trade tickets. The conplexity there is to
actually deliver the value of that, you have to do
that for the entire floor. You can't have pockets
of traders that adopt it. You have to do it for
the floor in its entirety, which is a big issue
know that MERC faces in thinking about how to solve
that problem

CHAI RMAN ERI CKSON:  Coul d | just ask one
guestion? Personal privilege here. A couple of
years ago, the Commri ssion, as it was considering
its new regulatory regine, held a few public
meetings. And at one of the public neetings John
Davi dson was one of the presenters, and
unfortunately he's not here today to hear ny
characterization of his coments, but one of the
things he tal ked about was this idea of clearing
and the need for renpte clearing. Are any of
t hese devel opnents contenpl ating that idea of
i ncorporating renote clearers, or is clearing stil
viewed pretty much as a centralized function? Self

clearing. | think in a way |arger market
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partici pants would have the ability to renote-clear
t henmsel ves.

MS. VYONNE DOMS: |'m saying that the
custoners have a choice to pick a clearinghouse. In
ot her words, rather than clearing all your trades
for CME clearing, can you clear your CME trades for
exanpl e at BOTCC or sonewhere el se.

MR. PATRI CK GAMBARO: That would be a | ot
of fun. | hope you don't cone up to ny next board
nmeeti ng, Yvonne.

That nmekes a | ot of sense, but how do we
get it? We are not OCC. W are not a centralized
unit. That nmeans every one of the clearing
organi zations has to interact on a daily basis for
fungibility, | nmean, to offset positions so we
don't hit themwth nmillions and mllions of
dollars--interrupt their calls for nothing because
they have offsets sonepl ace el se.

| don't know how we nove forward on this
type of process without a conplete change in the
way we think about how we have the floors, and

know that the FCMs, the brokerage concerns, the
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CTAs, the pools would say get rid of the floors.
We don't want them anynore. They have been saying
that for years. Every panel |'ve been on
sonebody' s been ki cking ne under the table.

The problemthat you have is that there
is, in our opinion, a need to have the floor for
di scovery purposes. |It's the place to get the
price discovery done in a very intelligent way, as
opposed to just seeing specialist activity.

But things go well, as Paul was
poi nting out, on the AMEX and on the OCC, but
again, that's equity based, not futures, not
commodities, not trading softs. [It's not the way.
It's not like we're trading crude. It's atotally
di fferent atnosphere.

MR, ROSEN. | think the challenges there
are not just technological. There are many of us
who believe that it would pronote conpetition
i ndependently at the exchange |evel if you had that
ki nd of coupling or unbundling and execution of the
agreenent .

But just to understand how far we are away
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fromthat absence of regul atory change, we have a
situation--Paul was referring to the conpetition
that is going to arise for the first tine in single
stock futures. | think it remains to be seen

whet her there's actual conpetition in individua
nanes as tinme goes on.

But we have a situation there where we
can't even get all of the exchanges, all of whom
are going to clear through OCC, to allow identica
products to be offset agai nst each other, the
cl eari nghouse, so that they don't have--custoners
don't have an ongoing position to maintain and put
margin on it. That's how far away we are.

MS. YVONNE DOMNS: | was just going to ask
this question on realtinme clearing and that's the
guestion of the banking function associated with
realtime clearing. | think there is a huge issue
still out there as to how banking and realtine
clearing cone together and the inpact on the firns
that are in that process, and again |'mgoing to
use securities on the other side. Look how far

away they have been to one settlenent, and



114

how long it's going to take themto get there.
You're tal king about realtinme clearing and that's
potentially noving noney throughout the day, and
what that does to the systemw |l be an interesting
one.

MR, JAYCOBS: That was my point about
things like variation margin and realized gains and
| osses. Once you go to realtine clearing, once
you're going to actually know that these bal ances
are there, in a realtine sense, what do you do with
then? Are they available for withdrawal ? If so,
from where?

There's a whole series of very interesting
guestions that come up that we've westled through
in the business cases of both customers, and
they're actually handling themdifferently,
dependi ng on how they want to inplenent their
busi ness | ogi c.

So, | think to the point of--1 may have
failed to nention that we are currently in
di scussion with four traditional exchanges for at

| east some conponents of our technology. | think,
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Commi ssi oner Erickson, your question--in al nost
every case a requirenent for an open standard to
al l ow positions to be exchanged between systens is
one of the paranmeters that's being required so that
the technology issue, | think, is largely by the by
or it will be as these newer systens get installed.
The business issues, | won't coment on the
busi ness issues.

CHAI RMAN ERI CKSON:  Davi d, one nore
guestion and then we'll break

MR. DAVI D BATTAN: | just want to quickly
echo what Paul and Ed said, which is that we sort
of play both sides of the gane here because we are
an FCM and a fairly large electronic market neking
organi zation. And the sinpler and nore fungible
and nore conpetitive the products are and the
cheaper they are to trade, it drives interests in
the products at the customer |evel and the public
liquidity level, and it drives nore trading.

So, | certainly hope that the single stock
futures organi zations figure out a way to neke

these things sinple to understand, cheap to trade,
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and fungi bl e and of fsettabl e agai nst each ot her

because that's what's going to bring custoners out.
O herwise, if it's expensive to trade, if it's hard
to understand, it's not going to happen as quickly.

CHAI RMAN ERI CKSON: Ckay. Wth that,
let's go ahead and take a 15-mi nute break

For those of you who aren't nenbers of the
Committee, there are copies of the standardi zation
and mar ket access subcommittee reports avail able
now outside in the | obby. Thanks.

(Recess.)

CHAI RMAN ERI CKSON: Ckay. Wiy don't we go
ahead and try and settle ourselves into our seats
again. And see if we can't get ourselves back on
schedule. | want to make sure that everyone
catches their planes.

Before I turn things over to John and
Yvonne, who will deliver the final reports of the
Mar ket Access and Standardi zati on Subconmittees,
want to take a nonent to convey ny npbst sincere
thanks to those of you who have participated in

each of these commttees, either as nenbers or
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advisors. 1've followed your work with interest
and am deeply gratified by the quality of these two
t hought - provoki ng reports. | w tnessed sone lively
debates as you put these reports together
Consequently, | recognize that while each commttee
struggled to produce a set of unani nmous
recomendat i ons, what has been hamered out are
recommendati ons that represent either consensus or
reasonabl e mi ddl e ground.

| hope that as the nenbers of the ful
committee have reviewed these naterials they have
appreciated the difficult process that led to these
recomendat i ons.

I would like also to talk a little bit
about process if | might. A year ago the nenbers
of this advisory commttee identified two issues
for nore careful study. To acconplish this task
the comrittee established subcommittees whose job
it woul d becone to devel op reports containing
background observati ons and recomendati ons t hat
t he Conmmi ssion may want to consider further. Last

fall the subconmittees reported back, took comments
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fromthe comrttee nenmbers and others, and went
back to work. In the intervening nonths, they have
wor ked hard to present you with their fina
reports. Today these subcommittees will nove that
the Technol ogy Advi sory Conmmittee accept the
reports and forward themto the Conm ssion

I find this process to be very gratifying
for several reasons. First, the issues were
identified by the menmbers of this full comittee;
second, the subcomm ttee nmenbers represented a
m crocosm of the industry who were willing to
i nvest their individual and independent expertise
in the process. | should add that the subcommittee
sought out expertise and differing views by adding
advisors. And third, the end products are
t hor ough, conplete, and thoughtful, and | want to
personal |y thank all of you for this extraordinary
effort.

Finally, | have been asked by severa
committee menbers what happens once the
reports--once each of the reports is forwarded to

the Comm ssion. That's a matter that will have to
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be deci ded by the Commi ssion under the | eadership

of Chairman Newsonme. From a personal perspective,
| can tell you that | consider these reports to be
i ncredi bly val uabl e tools in understanding i ssues

of great inmportance to the regulated industry.

| al so have every expectation that the
reports will provoke a great deal of thought and
di scussion within the Conm ssion and throughout the industry.

What ever cones out of this process, the
reports will provide insight into sone industry
perspectives and a starting point for discussions
that this advisory comttee has indicated needed
to take place.

Let's nmove on to the reports, then, and we
are going to start out with our first presenter
John McPartland. And | would also |ike to point
out the two advisors that have hel ped out with the
Mar ket Access subcommittee, Blair Hull and WIliam
MIler, who have partici pated extensively over the
past year, and thank you for your participation.

John.
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PRESENTATI ON OF THE FI NAL REPORT OF THE MARKET
ACCESS SUBCOWM TTEE
JOHN W MPARTLAND, JR., CAPI TAL MARKETS ADVI SOR
FEDERAL RESERVE BANK OF CHI CAGO' CENTER FOR LAW AND
FI NANCI AL MARKETS
MR. JOHN McPARTLAND: | have a technica
guestion. How does one do this?
One of the things that | want to cover
qui ckly is that when we started the project, we
really wanted a bal anced vi ewpoint, and | actually
took the tinme to read--there's a thing called the
Federal Advisory Conmittees Act that says that the
representation on comrttees and subconmittees |ike
this should be reasonably broadly represented and
proportionately so, and | am particularly proud of
this group as being bal anced, that all of the
peopl e that participated are involved in firnms that
are |l eading technology cutting edge kind of people.
Some of them sonewhat | egendary.
VWhat we did is, we have two exchanges
represented. We also got a fair anount of

i nput fromRich Friesen, who is not here, and Ed Rosen
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and Liffe actually took an interest in what we are
doi ng. Their perspective, even though they don't
have official standing before the comiittee, was
very interesting because their ownership has
changed twi ce; they've denutualized, they are a
conpl ete screen-based system and their regulatory
framework is very nuch akin to what people expect
the Commodity Futures Modernization Act to be. That
is to say, the Financial Services Authority has
these guiding principles as the way that they
govern, and Liffe brought a particularly good
perspective to the conmttee.

I don't know that everyone knows Blair and
Bill. | think everyone el se knows the rest of
menbers of the committee. Blair Hull is co-founder
of Hull Trading Conpany and sonewhat | egendary. He
sold his conpany to Gol dnan Sachs | ast year, and
has done kind of cutting edge things for the past
two decades.

Bill MIller is also a pioneer in that he
hel ped General Mdtors' pension plan use derivatives

back in the eighties when other conpanies were
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t hi nki ng about doing it. And today he's the
i ndependent risk nanager of the Common Fund, which
is Todd Pezel's firm which is a fund that is the
manager of managers for col |l ege endowrent funds.
We were particularly lucky to get both of them
on our comittee.

The purpose of this slide is to show that
gi ven that we went out of our way to get a
reasonably broad representation on the committee,
that it's no surprise that we didn't agree on
everything--that if you' re going to go out of your
way to get fair representation anong end users,
trade internediaries and service providers and
organi zed markets, guess what? People aren't going
to agree on everything. |f there are one or two
things in the report that you really don't Iike,
that's good. That nmeans we actually did our job
because if everyone at this table said that the
report is perfect, the report would have said that
we're going to have weather all day and not nuch
nore than that.

These slides are ny road map slides in
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that what | want to do today is kind of give you a
delta presentation rather than 80 percent of the
people in this room have al ready heard 80 percent
of the presentation. So what | need to do to keep
your attention and get your support is to show what
we did differently fromthe interimreport.

There's a new section on conpetitiveness,
whi ch basically says two things: That regul ators
need to be cogni zant of the fact that when
i mpl ementing any kind of rul emaki ng process,
there is always a potential for
tenmporary busi ness dislocation; that excellence
just doesn't happen, and that the inplenmentation of
best practices in any kind of environnment can, if
i mpl enented asynmetrically because of business
shift, and all reasonabl e nmeasures shoul d be taken
to avoid that--it also cautions end users that best
practices may not be free, that again excellence
doesn't come by accident, and sonetinmes it doesn't
come cheaply.

The future analysis section is

particularly relevant in that in our interimreport
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it was always our intention to take the framework
that we devel oped for best practices and go to what
we define as automated narkets. You might recal
that we defined physical markets, automated markets
and el ectronic venues and we decided to address
solely el ectroni c venues.

Two things occurred to ne in Boca, that
peopl e smarter than me were saying that the
m gration from physical environnments to el ectronic
environnents m ght be happening with a greater
sense of certainty than heretofore thought, and it
m ght happen with nore di spatch than heretofore
t hought, and that we attracted a good caliber of
people to help us out in the electronic
environnent. |If markets are truly going to nove
from physical environments to el ectronic markets
with that degree of certainty and with that sense
of speed, we are not going to be able to attract
the cali ber of people to | ook at autonated nmarkets
that we did for electronic markets. And even if we
did, that report may have a short shelf life. So,

if we've done our job properly, then our best
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practices will await the arrival of physica
markets into the electronic venues where the best
practices may with sone Comn ssion adoption
actually be present.

One of the new sections is error
resolution. You nmight recall at the Novenber
meeti ng Conmi ssioner Erickson asked us to add to
the scope of the docunment some best practices for
the error resolution of clearly erroneous trades on
el ectronics markets, and we did so. The report or
this particular section of the report and actually
the whol e report needs to be read. There isn't any
Cliff Notes version of this report. |f you want to
try to get to what the best practices are, get the
el ectronic version, sort on the word should, and
you shoul d get 90 percent of them and sort on the
word beneficial, and you will get the other
10 percent of them but other than that, you
actually have to read the report, including the
f oot not es.

The error resolution section has no

italics init, and one of the nmajor reconmendations
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is we are suggesting that organi zed narkets

bi furcate the process of howto resolve a clearly
erroneous trade into those things that need to be
done qui ckly and predictably, and don't take into
consi deration who the market participant is, and to
separate that fromthe fees, penalties, and
forfeiture kind of process where you do need

del i beration, and you nmay need discretion, and the
actions that you take may very well be market
partici pant-specific especially in the case of
habi t ual perforners.

The toughest thing that we had to westle
with, and I would say it's kind of the highlight of
the error resolution section, went to under what
ci rcunst ances--what should the breadth of busting
trades be? How far should it go? And the exanple
that we used were soybeans. Soybean beans, neal,
oil, and options on all three. And where we cane
down is that an organi zed narket shoul d never
encourage busting of trades outside of the market
that is their nmarket, and with respect to highly

correl ated products which are traded on their
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mar ket, and | include options in that, that they
shoul d have the option of busting trades in highly
correlated products if all five of these things are
present.

And one and two can actually be conbi ned,
and in one word called transparency--that you've
got to describe what your decision-nmaking process
is before the fact. That is to say if there is a
clearly erroneous trade in beans, beans nove ten
cents, then you are going to bust the trades that are
outside the no bust range in neal and oil and the
options. Meal doesn't nove beans. It could be
that you have a pretty good sized snafu in beans,
but there is no particular error in oil

So, give the investing public what the
criteria are before the fact as to when you're
goi ng to bust, when you're not going to bust.

Nunmber two says do that for every product. Just
put the products out there and tell the people what
you' re going to do.

Nunmber three says do it consistently. The

feedback that we got from everybody is that the
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process needs to be consistently applied, and
there's a sorely needed sense of predictability
anong people that participate in busting clearly
erroneous trades.

In any event, if trades are going to be
busted, they woul d al ways be busted outside of no
bust ranges--that people who have orders inside the
no bust ranges at the nmoney trades should have
every expectation of getting a good execution.

And nunber five is if you're going to
retain this authority, you should tell the
mar ket pl ace that you've decided to retain that
optional authority, but you nust find some people
that have stared the devil in the face a couple of
times and wal ked away, and have sonme nmarket savvy
people in which you entrust this authority.

In general, the good stuff you
need- - ever ybody needs adequately trained staff.
The are-you-sure alerts, sonetines known as hey
dummy al erts, no bust collars are good, maximum
time periods for claims, a fee structure for--it

was suggested that a flat fee or a quantity-based
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fee be established just to ask--to brick a trade.
That has a manifest tendency to di scourage asking
for trades for lots that really don't have any
comercial inmpact. Mxinmumquantity limts are
good things. Testing environments. There's a
whol e section on thou shalt not test into a live
tradi ng environment in the recomendations. W
recommend that organi zed markets shoul d provide
either an alternate test platformduring trading
hours or access to the primary test platform during
nontradi ng hours, using reasonably live realistic
prices at a reasonably real rate of distribution.
That's really inmportant because
i ncreasingly, in exclusively electronic markets, you
have these autonmated tradi ng nodels |ike Whole
Tradi ng Conpany. There are no traders of Whole
Tradi ng Conpany. It's a box. |If you can inmagine
if that's the future that every two weeks there's
going to be an upgrade for every other firmthat
has these algorithnms, they absolutely positively
need a place to test other than a |ive trading

environnent. It needs to be predictable. It needs
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to be honest perhaps nmore to the degree than it
seens to be. [I'mactually surprised that people
find out who the sinners are in no tinme flat.

We recommend that during the process of
determ ni ng whether you're going to bust a trade or
not, nobody says anything about who does it, and
who did it shouldn't have any rel evance as to
whet her you're going to bust the trade. Wat you
may fine them m ght be relevant to how many
of fenses they've had in the past two nonths but not
who they are. W call this | don't care if it's
the chairman's firmthat made the m stake, we are
not going to bust the trade rule.

Fines, fees, and forfeitures for habitua
of fenders al ways works.

St andardi zation is wanted. Anpng
organi zati ons, you want expedi ency of determ nation and a
generous distribution of critical contacts both by
organi zations and by the firns thensel ves.

Bad stuff is disparate policies or
policies that are unclear, or that m ght be clear but

poorly published. Testing into a |live trading
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environnent, |ack of policy transparency we've
covered. Lack of tine constraints on markets. The
mar ket s have appropriately--mny markets have
appropriately placed tinme constraints, maxi mumtine
durations under which they woul d consider busting a
trade, although they have the option of busting it
after that. But they placed no tinme constraints on
t henmsel ves as to how quickly they would act even in
a range where the clainmant came within the period.
It's probably good busi ness sense to do that. |If
your clearing nmenber cones in within five m nutes,
you might say | will tell you in 10 m nutes whet her
I"'mgoing to bust the trade. And habitua

of fenders, they need to be treated appropriately as
habi t ual of fenders.

The other part of the report that is a
departure fromthe interimreport is the block
trading rule. What we did is we have an optiona
best practice that allows an FCMto conpletely
internalize a block trade, if its quantity is truly
remarkabl e in size and if the organi zed market has

adopted the core best practice that we recomended
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in our interimreport.

The core best practice quickly is that
there is--you--how do | explain the core best
practice? You need to determ ne what the mninal
quantity is. There's a particularly good
descriptive dynam c definition of what the m ni num
quantity should be. It changes as the liquidity
changes so that if it's really big, then it falls
under the minimm |If it's really big, then what
happens is that the FCM needs to take out the
resting orders down to the stop price and give the
price inprovenent to the displayed orders on the
screen, and then they get the residual stub
quantity at the stop price. |In the exanple that we
have, the market's 24, 25, sonebody calls up a large
br oker -deal er and says | want to do 10,000, and the
m ni mum quantity for a block trade is 3,000, and
then there's 2,000 on the screen. What we are
saying is the people that are on the screen provide
a public good in that they provided the
transparency in the first place so that people knew

the market was 24-25. They deserve better
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treatment than nothing, and so they should get
filled at the stop price. In our exanple the stop
price is 20.

The pronpt trade reporting is the
committee nmenmbers and i ndustry advi sors were
unani nous that the firminternalizing the trade
report the trade to the organi zed market within 90
seconds after the last term-after the terms of the
trade have been finalized. And | will get to
mul ti pl e market venues because it's very hard to do
that for multiple narket venues.

|'"ve got to tell you that the bl ock
tradi ng section and the market naker section have a
caveat. They only apply to what we cal
survivor markets in mature products, okay?
The entire block trading section of our report and
the entire market nmker section does not apply to
any market where there are viable nultiple markets
or where there is a nascent product that actually
needs sonme help. It applies to a singular market
that is used by the mpgjority of commercial users

for price discovery, and it's only for
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products--when | say products, think contract nonth
or option series--that anyone that woul d reasonably
deemto be a mature product with reasonabl e
comercial liquidity.

If that is not the case, then none of the
provi si ons of our block trading recomendati on and
none of the provisions of the best practices in the
mar ket maker section apply.

This is a good description of really what
our core best practice and our optional junmbo best
practice | ook like.

Distribution of lots--the last time |
| ooked actually isn't normal, so my curve is not
normal . The core best practice, that gray line,
woul d be the mninmumeligible quantity. A good
exanple is if, in ny exanple, the FCM didn't have
much of a quantity to internalize, that's because
the m nimum quantity was set too low. | nean, in
my exanple the mninumquantity is 3,000, and the
bl ock is 10; the economnmic incentive for the FCMto
internalize the trade is, they are going to get

long 7,000 at 20 in a market that was 20, 25, 10
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seconds ago. That's their profit incentive.

If the market--if the mininmumtrade
quantity was |like 8,000, and the FCM said this is
no fun at all because |I'monly going to get 2,000
at 20, well, if there's 8,000 on the screen, one
could make an argunent if you' ve got 10,000 to do
you ought to do 8,000 on the screen.

And you coul d al so make the argunent that
the organi zed nmarket has their m nimum quantity set
way too low. The optional junbo best practice is
the traditional conplete internalization of orders.
The definition of the m ninmm quantity for the
junmbo best practice is it's got to be really big,
and it should be several multiples of whatever your
definition is of the first Iine.

And here it is. It should be substantia
enough to otherw se nove the markets substantially,
and that by directing the order of the market a
comerci al partici pant woul d have every expectation
that the order would be tenporarily and
unnecessarily disruptive to the market and likely

coul d be executed at an average price, that would be
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reasonably deened to be uncomrercial relative to
the cash market for that product and for the
futures for the nmarket for any derivative product.
That basically says you're an el ephant in a china
shop.

That's our dynamic definition for the core
best practice.

The junbo bl ock tradi ng best practice,
which is the addition to our best practice
recommendati on for block tradi ng, assunes that
you' ve adopted the core best practice, that your
m ni mum quantity is several nultiples of the other
m ni mum quantity. The process is quite conplete.
You basically internalize the entire order. Pronpt
trade reporting is still required. There's
anonynmity.

There is a noratoriumon the part of the
firmentering--1"msorry, the firminternalizing
the order, that they cannot, until such time as the
organi zed market di splays the outbound quotation
that they should not enter an order into the exact

product in which the trade was crossed.
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This is the definition of the junbo trade
quantity. Basically it should be unni stakably
remarkabl e in quantity to the degree that it
represents a marked departure fromthe m nimum
quantity otherwi se eligible for block trades and
shoul d be several nultiples thereof.

Thi s accommpdat es even the | argest of orders.
It anonynous. It is sinple. Al of the good
t hi ngs of being an organi zed market otherw se
apply. It provides the block trader with a single
price and certainty. The trade noratorium
recogni zes the value of the displayed orders that
were in the order book that provided the
transparency for the block traders in the first
pl ace.

The di sadvant ages of our junmbo best
practice would be that there is a nonparticipation
of all others. There is the potential gapping of
open interest, which is sonething that | think is
i mportant. Once you allowthis to the degree that
organi zed markets continue to tout open interest as

an indicator of reasonable future liquidity, it
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isn't, that open interest can gap up and gap down,
and open interest can gap down nore than the daily
trading on the screen. And with sone trepidation
organi zed markets that are permtting block trading
shoul d continue to tout open interest as a future
i ndicator of liquidity on the screen and pronpt
trade reporting.

The inmpact of our report to the Comm ssion
is included in the bandw dth adequacy
section, which is largely unchanged from what it
was in the interimreport--that there be an audit
poi nt, that organi zed markets shoul d have adequate
bandw dth capacity, that that best practice has
been tenpered by a test of reasonabl eness. The
recomendation in the error resolution section is
t hat organi zed markets shoul d have particularly

reasonabl e access to a test bed.

And the new authority, | will try to
describe it best. It really applies to single
stock futures. |If you assunme that single futures

are going to be a hit, and you assune that there

are going to be multiple markets for economically
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equi val ent products, and there are going to be

undi rected orders, you can inmgi ne the situation
where there’s a high interest single stock futures order with
a broker, my next-door neighbor enters an order
with the same broker--undirected orders. They happen
to get routed to two different nmarkets and there is
a clearly erroneous error in one of the markets and
the markets have disparate no bust collars. It
could be that my neighbor's trade gets busted and
my trade doesn't get busted, even though we went
through the sane broker. That doesn't sound I|ike
sonmething that's going to instill a |lot of public
confidence in donmestic futures markets. That
permutati on arose to us, and so it's our
recomendati on that until such tine as the standard
energes anong markets trading

econonical ly equi val ent products, trading on
mul ti pl e venues, that the Comm ssion should force
the issue, if you will, and cause sone
honogenei zati on anpbng error resol ution practices
for clearly erroneous trades. And to the degree

that a standard does energe, then they don't have



140

any authority. | nean, basically the goal is in
hand.

That's my quick presentation, which is the
delta presentation fromthe interimreport, and we
are ready for questions.

CHAI RMAN ERI CKSON:  Thank you, John. Any
questions? Coments? Ken

MR. KENNETH RAI SLER: Thank you,
Conmi ssi oner Erickson

John, | had expressed some concerns about
the report at our last neeting, and | actually
enj oyed the opportunity to read the new report,
which | actually thought was, from ny perspective,
in any event, rmuch inmproved, and | actually thought
it was an excellent piece of schol arship, and
think it provides a worthwhile contribution to the
learning in this area. | had a couple of questions
and then an observation. | wanted to focus for a
nonment on your conments about the nmature dom nant
mar ket, and the mature product and how that inpacts
both your block trading and your market naker

anal ysi s.
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Is what you're saying there that if there
is a mture market, and there is a mature product
in that market, and a dom nant product, if a new
conpetitor comes al ong, a new exchange, if you
will, and wants to conpete in that space, you don't
have any position in your report as to whether or
not you woul d have any concerns about any of their
bl ock tradi ng or nmarket making proposals with
respect to that?

MR. JOHN McPARTLAND: That's correct.

If there's viable conpetition, then neither
section applies. [It's kind of universal anong the
menbers of the subcomittee that conpetition here
is just about everything. As long as the end
customer can walk with their feet and have a
clear-cut choice, then neither the bl ock trading
nor the market naker section best practices would
apply.

MR, KENNETH RAI SLER: Ckay, then. What
I"'mtrying to figure out is if | start a new
mar ket and there is currently a dom nant market,

you couldn't do then your
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recomendati on on the block trade on the domi nant
mar ket, but you could do it on the new market?

MR, JOHN McPARTLAND: | think that you
coul d, yeah.

MR, KENNETH RAI SLER: Ckay. | nean, |
certainly--one of concerns | had before and stil
have a tinge of concern about is that this type of report
not di scourage innovation, new markets, and new
i deas, and so | think that's inportant, fromny
perspective, that that point be clear. | read the
report to say that, but | didn't say it quite as
clearly, and | appreciate your clarification of
t hat point.

| also took confort in the words in your
report where you said that the report, in sone
respects, represents “the best” as, quote, exceeding
all others in excellence, which | read to nmean that
you don't intend to set any kind of benchmark for
acceptability. |Is that a fair characterization as
wel | ?

MR. JOHN McPARTLAND: Yeah. | think that

what we neant to say is we started with a clean
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sheet of paper rather than trying to catal og that
which exists. In other words, we tried to figure
out in every section what seened to be fair and
appropriate without necessarily | ooking back
because we figure that our report had to wthstand
the test of tine. And in that regard rather than
trying to | ook at what is out there now and try to
draw a brilliant |ine of what seens to be
appropriate and what isn't appropriate, we

conpl etely abandoned that approach, and said, let's
figure out what seens to be the very best way to do
it, and that sane section actually says we don't
know whet her the national authorities would take
the sane approach. It could be that nationa
authorities would say there are a nunber of different
ways to skin this cat. Anybody above this line
seens like they're serving good public policy.

MR, KENNETH RAI SLER: Yeah. And actually
that captures ny thought and concern, which is that
in putting forward a best practices reconmendation
as you do here, | think it presents a very

i nteresting piece of scholarship. | don't think
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necessarily, though, that should correlate fromthe
regul atory environment as what would be if you
will, acceptable particularly in markets where we
want to see creativity and innovation, and
hope--obviously, this is as Conm ssioner Erickson
said, this would be presumably at sonme point we
will vote or will agree to send this to the
Commi ssion. But in looking at this, | think it
presents interesting information for the
Commi ssion, but | don't think it should necessarily
be in anybody's mind, nor do | sense fromthe
Committee or the Subconmittee's drafting a
threshol d of acceptability, and instead it's sort
of an aspirational sort of high end for the
mar ket pl ace to understand from experts' views what
woul d represent the best of all those environnents.
But | think it is inportant that it could
be a ot of other alternatives, and | don't sense
you saying anything differently that would be fully
wi t hi n what anybody woul d say woul d be an
accept abl e paranmeter, at least froma regulatory

approval standpoint.
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MR, JOHN McPARTLAND: We actual ly use the
word aspirational anbng oursel ves.

MR, KENNETH RAI SLER: | just wanted to
seek clarification. | appreciate it, and | enjoyed
the report fromthose prospectives. Thank you.

CHAI RMAN ERI CKSON:  Thanks, Ken. Hank.

MR, HANK MLYNARSKI: At the great risk of
bei ng perceived as a block tradi ng exchange, just a
few coments on your bl ock trading concl usions.

I guess firstly in the context of our
submi ssion, in our application for designated
contract market status, | think, back in May or
June of 2000, predating nme, the FI A sent a comment
letter in on its views on block trading to the
Commi ssion, and | think it was not speaking
specifically about our exchange, but broadly what
it would |like to see in the industry. | don't
recall the specific points of the letter, and
didn't pull it for this, and maybe ot hers renmenber,
but I don't think that there seens to be a good

mat ch bet ween sone of the concl usions that were
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drawn in terms of the practice of block trading and
what the representatives of the FIA were seen to
want to indicate in that letter to the

Conmi ssi on

There were sone practical nuances, too,
and just drawi ng from experience, many of you know
| spent a long tine on trading desks throughout the
street, and probably the |largest block trade | was
involved in in the OIC market was part of a very
mul ti-1egged trade at a major broker-deal er where
my assunption of a significant anopunt of risk from
a particular end user client was the |ynchpin trade
that made a six- or seven-way nmmjor portfolio
restructuring work. We ended up agreeing to do the
trade, and in futures parlance, it was well in
excess of 25,000 contracts.

It wasn't until three weeks later that |
actually sold any of those, if you will, contracts
into the marketplace, that we had had nulti--had
| egged hedges on agai nst various products in a big
matri x fashion around gl obal financial markets as a

hedge of all the risks that we had assumed fromthe
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client, and stepped in the shoes of the client,

assunmed the risks fromthem and then eventually

wor ked the position off in the marketplace. In
fact, | think if | remenber correctly, it was seven
or eight nonths until | had |iquidated the

entire position on the marketplace. So | think the
notion of in this parlance of ne buying the 25,000
lots, now having to fill everybody inmediately al
the way down to the level that | bought themat, if
| bought them indeed, at a |lower |evel, presunmnably
I could have bought them at the top of book or even
better.

I think certainly it would have
di scouraged nme or any of my predecessors from
taki ng on such a risk in the marketpl ace and
satisfying the needs of the custoner who at a
single price could nove literally billions and
billions of dollars of risk in the marketplace and
adjusting their portfolio accordingly.

So, | didn't find the practicality of
that. | thought it was a little too siloed in

terms of its |looking at the marketplace and how t he
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mar ket s operate are not strictly just in singular
order books, but they're in nultiple order books
across the world.

MR, JOHN McPARTLAND: |If | could just
comment, | think that a 25,000 | ot under any set of
criteria would qualify for the
junmbo bl ock trade, and you could just internalize
t he whol e thing, under our best practice. If it's
that remarkable in size, the FCM would internalize
it, and the exchange woul d broadcast the
i nformati on across its ticker. The only--probably
the only change that our best practice would inpact
some exchanges with is that--and the firminternalizing
the order could for weeks before actually be
shifting risk on the screen in that product. Al
we are saying is after the terms of the trade are
finalized, that until such tinme as the quotation
was out over the quotation system of the organized
market, the firminternalizing the trade shoul dn't
enter a directly related trade into that specific
product until the market sees the quote. That's

the only additional best practice that our
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recomendati on woul d have on a trade of the size
that you just described.

MR. HANK MLYNARSKI: Thanks. | stil
don't think it does much for satisfying the claim

MR, HANK MYLNARSKI: Could | just nake a
comment as it relates to your initial point about
this perhaps being at odds with the FIA

From ny perspective | view the position on
bl ock trading to be very pro block training. And
it's ny understandi ng based on a nmeno that | got
fromthe FIA not on this topic, but related to
another matter as it relates to block trading that they
sent on April 5th, they also take the view that
bl ock trading is a val uabl e nmechanismfor offering
execution of large trades at a single firmprice.

So on that basis | think we are pretty
much in line, not at odds. I'mnot trying to speak
for the FIA here, but based on what |'m hearing and
seeing fromthem the issue we are taking on, | think
we are pretty much in line. | will leave that to
the FIA to coment on.

CHAI RVAN ERI CKSON:  Ed.
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MR, ROSEN. | also thought the report was
excellent. |'mnot going to worry everybody by
repeating what |1've already put in witing.

I want to make one point about bl ock
trading, and nmy reconmendation will be that | would
like to see the opinion of the Comm ssion
publ i shed for coment, because | think it would
benefit fromthat process, and | think the market
will benefit from exposure to it.

But the issue that | have on block trading
is that it does--it is pro block trading. It does
al l ow someone to get a single execution at a single
price. The question is what is the price that has
to be paid for the ability to go into the market
and execute a bl ock trade through someone who's
willing to take the risk? Because whereas the
bl ock seller under the report and under the
existing legal principles--let me give you an
exanple, actually, and it will make it nmuch easier
because | think some transparency on what the
actual issue is would be hel pful

If | just sold 10 boatl oads of grain to
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Russia, | can with that know edge and wi t hout
di scl osure to anybody, including all of the good
peopl e who were providing liquidity into the
market, | can go, and | can lay off that risk and
not offer any price inprovenment to any of the
resting bids or offers, and not nake any
di sclosure to the market except as the execution of
nmy trades disclosed thensel ves.

If, however, | don't feel |'man expert at
that, and I want to go to, say, a Goldman Sachs
and say | want one price for this, and you take the
execution risk, | read this principle as saying
Gol dman Sachs, when it | ooks at what price it's
going to give me, is going to have to factor in the
i mpact of disclosing what they're about to do to
the market, and | just--1 just think that's an
extrenely high price. | understand there's a
matter of equity for the floor that's been providing
the liquidity or whoever's been providing
liquidity, but I just find that an extraordinarily
hi gh price to ask sonmebody to pay in order to get

the single price and the single execution. | would
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|l ove to see public discussion of that issue.

MR. JOHN McPARTLAND: The disclosure is
after the trade, not before trade.

MR, ROSEN. As | understand your--as |
understand t he reconmendati on, though, John, if |
have agreed to the price of the block with Gol dman
Sachs--forgive me for using your name, but if |
have agreed to the price with them all the terms of
the trade are done, | have 90 seconds to report.
If | have 25 or 50 thousand lots to lay off, |I'm
not going to get them done in 90 seconds, so the
mar ket is just waiting for ne.

MR, JOHN McPARTLAND: And that's provi ded

that you haven't taken any action in that product

to date.

MR, ROSEN. Right.

MR. HANK M.YNARSKI: The Conmi ssion once
this goes out for public coment will also have to

consi der other issues fromthe standpoint that if
the end user negotiates this with Gol dman Sachs
and ultimately withdraws it, at what point does

Gol dman Sachs or what can Gol dnman Sachs do with
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that information in terms of front running that
trade, and things like that.

To your point, we really don't know what
the book | ooks |ike for Goldman at that tinme. |t
may be hungry for those 10 boatl oads, in which case
it's a perfect match.

MR, ROSEN. Agree. |If they are going to
really internalize it, i.e. take it off against
sonmething el se they're doing internally, then
agree that trade could be reported i nmedi ately.

I think the practical problemthere is
it's not always obvious whether that's what's going
on because the book is usually managed on a portfolio
basi s.

CHAlI RVAN ERI CKSON:  Bob.

MR, ROBERT FI TZSI MMONS: | thought the
paper again was very exhaustive and conprehensive,
and really the comm ttee should be appl auded for
their efforts, and what | would like to do if there
aren't any objections fromthe Comrittee is forward
Liffe's cooments on to the Cormittee since they

really encapsul ated our concerns as well at NQLX
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And | appreciate Ken's clarification
because | think many tinmes it's forgotten that
exchanges aren't public utilities, but they're
conpetitive conpanies in a very conpetitive
environnent. And | thought actually this afternoon
jotted down Paul Nicholas's comrents, which
t hought really should be our guiding principle that
the market fores are stronger than regulation. |
think if we work with that in nind, we should cone
out okay in this.

MR. KENNETH RAI SLER:  Just one additiona
comment, and this is picking up on Ed's point. One
of the fundanmental questions is sort of, you know,
t he Conmmi ssion has had advisory committees for
various periods of time during its life, and
advi sory conm ttees have prepared reports.

I''m not aware of any report
that's actually been put out for public coment. |
actually would not endorse that, only in that |I'm
not sure which nessage we are trying to send with
this report to the public at large. | think it

obviously is an interesting piece of scholarship
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and it's an inportant piece of scholarship, but
"Il not sure it constitutes recomendati ons for
the governnent or fromthe governnent in any way,
and | wouldn't want to be--I'm concerned we not
send a confused signal about that.

When you put sonething out for public
coment, the usual presunption is you're expecting
the coments to inform sone decision-naking
process, and it doesn't seemto ne that's what this
necessarily involves. So | would throw a note of
caution in that direction if and when the
Conmmi ssion takes this report on as to what it does
with it.

CHAI RMAN ERI CKSON:  Fai r enough. Neal

MR. NEAL WOLKOFF: One last item | was
asked sort of late in the process to serve, it was
after the interimreport, and | found that John did
an extraordi nary amount of work. It was really
remar kabl e taking all the disparate points of view,
nmysel f perhaps at times being nore disparate than
others. | think I was the little ball perhaps on

the bottomleft in that slide. I think it was a
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wonder ful experience working with him | think it
was an excellent report, and | think that the issue
of public comrent, | agree it's--normally public
comment is in a regulatory context. [It's an

Adm ni strative Procedure Act requirenment. But | do
al so think that there ought to be a mechani sm for
maki ng the best practice recommendati ons public and
receiving conment, not in the context of a

regul atory action because | don't think that we
were requesting that specific regulatory actions be
t aken.

In addition to praising John, | would al so
ask that--move that the Conmittee accept the report
of the Market Access Subcommittee, and forward it
on to the Comr ssion for its approval.

CHAI RMAN ERI CKSON: Ckay. |Is there a

second?
MR. DAVID BATTAN: |'Il second that.
MR. CHRI'S CONCANNON: | will third that.
CHAI RVAN ERI CKSON:  The menbers cone
junpi ng in.

Is there any further discussion? Okay.
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If not, | guess those in favor of the notion, say
aye.

(A chorus of ayes.)

CHAI RMAN ERI CKSON:  Opposed?

(No response.)

CHAI RVAN ERI CKSON:  On behal f of the
Commi ssion, we will accept it, and we will
continue our discussion about how the Conmi ssion
shoul d respond. Thank you agai n, each of you, very
much for your efforts.

The Subcommittee on Standardizati on was
chaired by Yvonne Downs from NFA, and the
Co-Chairman for this Subcomittee was Scott
Johnston at the CME

Li ke the menbers of the Market Access
Subconmi ttee, the Subconmittee on Standardization
has worked over the past year with the help of a
nunber of others. | would like to recognize first
the nmenbers of the Subcommittee: Chris Concannon
George Crapple, Rich Friesen, Hank M ynarski, and
Brett Paul son.

They've all put in the tinme and effort
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necessary to present this report to you today. And
the Subcommittee al so engaged a number of outside
advisors, and | would also like to recogni ze those
folks on the record as well. They are Scott
Atwel |, John Barun, Tom Basso, Kip Del bridge, Dan
Doscas, Jim Marvin, Tom McCabe, Jim Northey, M ke
O Conor, Joe Sack, M ke Schaefer and Di no Scouras.

They all kept within Yvonne's strict tinme
frames, they nmet frequently, and they got right
down to business, and it was a pleasure to see al
of themwork so hard on this over the |ast year

Yvonne and Scott, | will turn the program
over to you, however you would like to handle it.
Thank you.

PRESENTATI ON OF THE FI NAL REPORT OF THE
STANDARDI ZATI ON SUBCOWM TTEE
YVONNE DOWNS, SENI OR VI CE PRESI DENT, COWMPLI ANCE
NATI ONAL FUTURES ASSCOCI ATl ON

MS. YVONNE DOMNS: |'mgoing to do a quick
recap. | know the hour is late. Again ny thanks
to all the committee nenbers who assisted us

t hroughout this process, the CFTC and the staff who
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al so assisted us in this exercise on should we
have standardi zati on. The questi on was when we
started out for straight-through processing, for
assisting the customer, should we | ook at the issue
of standardization in both the protocol itself as
wel | as content.

W spent a lot of tine on that issue,
we issued an interimreport, and we got a |ot of
feedback. We got feedback fromthis Committee as
wel | as some industry groups, FIA N BA BMA\ gave us
f eedback on what we should do in the area of
standardi zati on, and generally they were very
supportive. The recommendation fromthe Conmittee
is that we consider adopting standardization of
the content both for regulatory purposes to assi st
custoners and going end to end on the flow of
i nformati on, and generally just because we think it
will help new entrants in this market as well
address the needs both froma regul atory
perspective as well as business perspective.

Basi cally, the reconmendati ons are, again,

we standardi ze the content. We don't standardize
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the protocol. W view that as a best practice.

We are al so very cognizant of the constant
change in technol ogy, and therefore recommend that
we encourage people to nove on to some conmon
ground. | note that when doing this report, not
only do we look at it fromthe futures perspective,
but we look at it fromthe bond market perspective,
and ot her industry groups that have been noving the
i ssue of standardization forward, and it is a very
consistent trend we are seeing, and there's going
to be continued novenent as we add technol ogy.

The other reconmendation in the report is
that we put a date out there by which people need
to begin to inplenment this idea of standardization
because we know that everyone has got budgets and
systens, and we needed to recogni ze the fact that
if they're in an established system that the cost
of change may be different than if it's a new
system So we are proposing that we ask people to
|l ook to trying to get to a standard used content by
June 30th, 2003. W would |like that day based on

the feedback we received. |If we put it farther
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out, people wouldn't put it into their m x and
establish how to proceed.

Basically, we also need support on this,
and we would like to see further comrent on the
i dea of standardization. W also need input from
the industry, and although we aren't reconmendi ng a
committee do this at this tine, we suggest that there
al ways be a point as we nove forward in the area of
standardi zation to take in the views of the
di fferent providers of technol ogy.

And | think | did that in about as short
an order as | could, and | know everybody is
going like this, so I'm doing well

CHAI RMAN ERI CKSON:  Any questions? Ken.

MR. KENNETH RAI SLER:  Yvonne shoul dn't
stand down so quickly.

At the risk of a sort of broken record, |
guess the question for nme, and again | thought this
report was excellent, and | certainly support the
initiative and the need for the standardization
protocol, and | think there's great benefits to the

i ndustry. | think the question for ne is the role
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of the Technol ogy Advisory Committee and the role
of the CFTC in this undertaking. Wen | read the
report | cane away a little bit confused

as to what was being asked. | think on the one
hand the report makes the point that this is not an
initiative that's sponsored by the CFTC, and that
st andardi zati on of protocols should be the result
of custonmer demand, not governnent nandate.

On the other hand, there are points in the
report where you say that you're seeking a strong
recommendation for the Technol ogy Advisory
Committee and the CFTC for the standardi zation of
protocol, you say the subconmmttee recommends the
CFTC support and advocate standardi zati on of
content as mandatory, and that you--we believe it's
i mportant for the government agency that oversees
the industry to support any decisions made with the
t hought of the industry's best interest.

So | guess ny question to you is what role
do you seek for the Technol ogy Advisory Committee
and the CFTC, and | guess ny bias is probably in

that question, but | would be concerned, | think,



163

to go too far in that direction with respect to
both the Advisory Cormmittee and the CFTC, although
again | think putting this out in the public donain
and havi ng people comment on it and having the

i ndustry nove collectively in the right direction
are all good things. |I'mconcerned just exactly
what role the government should play in this
endeavor.

MS. YVONNE DOMS: |'mgoing to give ny
own personal opinion. | think the issue is very
much one of what's protocol and the technol ogy used
to do it, versus the content. One of our biggest
drivers is that we want to see the content defined,
and that's one for new entrants into this narket,
for keeping a |evel playing field for everybody who
wants to participate and wants to get into the
mar ket, and just as inportantly, satisfying the
custoners who want straight-through processing, who
want to know what infornmation they're going to get
fromfront to back, and it shouldn't matter whose
exchange they're trading on. So we would like to

see the content defined froma regulatory and



164

busi ness perspective, and we think that's key.

W really would Iike to see--we know very
much of different industry groups out there that
have focused on whether or not the actua
technol ogy used to transmt should be standardized,
and we did not go that far because we know that
technol ogy i s changing, and we know that there's
some conmon ground com ng, but we didn't go so far
as to say that that should be standardized at this
poi nt .

MR. KENNETH RAI SLER: At the risk of
seeking a little bit further clarification, |
understood that point, and actually | thought that
was fairly clear in the report, the distinction you
just made. But | guess the question for nme stil
is what do you seek by way of, if anything, by way
of the government's help, intervention, support,
bully pul pit, whatever?

MS. YVONNE DOMWNS: This is a report for
the CFTC to decide what they ultimtely do with it,
but | think that feedback fromthe different users

in the industry--we like their assistance in making
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sure that everyone that is new or exists eventually
gets to some standardi zed content, and that's al
we are asking for.

CHAI RMAN ERI CKSON:  You know, | think
al ong those lines, one of the things that the
Subconmi ttee had asked, | think, a number of people
to undertake was a review of what are regul atory
requi renents that currently exist, and what are
things that firnms require as a matter of routine
that need to be attached to a custoner order from
the tine the custonmer initiates an order into an
el ectronic system and to the time--and it goes
through all the back office processing and neets
all the regulatory requirenents and back to the
custoner as a confirned order. | think you've got
an exhibit that identifies that collection of
information, | think, as far as the content.

I think sonme of that is just required
i nformati on under the existing rules, and it's put
into one place, | guess, and | don't know about
some of the other information, if that's just

i nformati on that was gathered for NFA purposes,
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fromthe individual FCM purposes, but | think
that's the content part of it, fromm listening in
on your conversations, and fromwhat the CFTC
provi ded fromthe regul atory perspective.

MR, KENNETH RAI SLER: | guess that--1
think if it were that sinple, then it wouldn't be a
request. | nmean, if we already would be there, |'m
not sure we are there, so | guess that's where
there is still a cup and lip issue that | think the
Committee was tal king to, and the Subcomr ttee was
talking to in the report, and what | was trying to
figure out is how do we get fromhere to there, and
what role, if any, the governnment should play, and
whet her the industry gets there on its own or
whet her there needs to be some nandate initiative,
push, pull, whatever.

CHAI RMAN ERI CKSON:  As | said, fromny
perspective, | look at this as sort of the
begi nni ng of the process, that the reports are
comng to the Comni ssion for consideration, but
they are recommendati ons of best

practi ces whet her they be Conmi ssion action or for
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the industry, just industry information for their own
use as far as establishing best practices.

That's how | viewit. Neal

MR, NEAL WOLKOFF: | think normally this
is the type of study that woul d be undertaken by
a nore private industry group |ike the FIA and
coordinated in that way, but | think that unlike
the first report on best practices for organi zed
el ectronic markets, which I think was clearly
aspirational, this is dealing really with a very
narrow focus on regul ated markets and essentially
the clearing nenbers, and to sone extent the
custoners, and so it's not really | ooking to be
intrusive, as | understand it, into the
nonregul ated market. You're not dictating to
mar ket users, for exanple, or dictating to
conpani es that fall outside of the scope of
regul ati on what the content woul d be, and perhaps
what the protocol would be, and |'m not saying at
this point that |I'm asking for governnent
regul ati on by any nmeans, but | do think that it's

an appropriate consideration given the fact that
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there are very disparate interests in certain
respects anmong the FCMs, sonme of which are pure
FCMs, sone of which are FCMs and market users, and
t he exchanges and then the clearing associations,
and that to the extent that the CFTCis a
particul arly, say, honest broker, for lack of a
better term it mght be an appropriate place in
this context.

I think that one of the reasons that it
m ght be justified is sinply that | see the
conpetitive pressures on exchanges and FCMs,
particularly in the clearing function, as being so
great that given the | oss over the last 15 years of
probably half of the clearing nenber comunity,
many of them driven out because of the costs of
doi ng business here, and the fact that there are
many better places for capital to be enployed, this
is really one of the unresolved great areas of
excess costs in the FCM community, and ultimtely
the loss of clearing firnms and the | oss of capita
in the clearing nmechanismis a negative. And to

the extent that clearing is for better or worse a
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conpetitive i ssue anong nmarkets, standards need to
be established sonehow, and it's very difficult for
themto be established by, say, an FCM group any
less than it would be difficult to be established
by a cl eari nghouse group or an exchange group
telling the other groups what to do.

So, the bottomline is, | think, that
while the first report clearly was not | ooking for
an inmposition of rules, the second report, it has
to be a factor to be considered. | think it's a
legitimate area for the Commri ssion to | ook at and
see whether it's appropriate for an exercise of
power, and | wouldn't want that decision nmade here.
| certainly think the affected parties should have
their say, and ultimtely, of course, the
Commi ssi on makes the decision, but it's not the
furthest thing fromny mnd in having read it and
being quite famliar with the issue over the | ast
nunber of years.

CHAI RVAN ERI CKSON:  As this discussion
progressed over the nonths, one of the things that

caught ny attention froma Commi ssion perspective



170

is the Commission really is one of the ultimte end
users of this information, and howis it that we go
about redesigning our own systems so as not to
i mpose a burden on the industry? Do we require
that everyone write to our own system addi ng
cost? O is there some way that we can work in
col | aboration through these processes to try and
mnimze the effect of the governnment's requirenent
on the regul ated market?

And so | have been watching this with sone
i nterest, not just disinterested, but |ooking at
just the use of our own budget and our abilities to
write systems that are quickly becom ng anti quated,
to really neet the needs of the broader marketpl ace
with as little burden as possible and little
addi ti onal expense.

So, that was one of the things that also
has captured ny own attention in this
process.

MS. YVONNE DOMWNS: | would just add that
when we started this process, there were a fair

anount of disagreenents about what information
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needed to flow. One of the things we wanted to do
was just capture the information that was fl ow ng.
I''m al ways the one pushing for sone concl usions of
things. | don't like things left in the air, and
like to see that the work product which we try to
keep as practical as possible gets sone benefit for
the industry at |arge, whether you are a new

pl ayer in this industry or not.

So, we use that as just trying to capture
generally all information that everybody has,
but in all honesty, not all of it is flowing end to
end, and that posed an issue for our custoners, and
we heard that fromthe customers of this business.
We heard it fromthe exchanges, we heard it from
the regul ators, so that was the nmechani sm behi nd
this.

Do | think that the industry wants us to
define protocol in a regulation? Clearly that is
not our recomendati on and we recogni ze that
t echnol ogy doesn't get there.

MR. KENNETH RAI SLER: | think these are

excellent points, and | certainly think that the
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Commi ssion as a user of the information puts them
on the table in a neaningful way, and certainly
that's also inportant, and | take Neal's point on
board as well. The concern | have is not to
di scourage new market entrants or create barriers
of entry via a substantial cost to start up in this
mar ket pl ace because | think again | want to
encourage that kind of creativity and new entrants.
So | think this does call for an
i ndustry-governnent cooperative effort, but | would
like to sort of, at least fromny perspective,
avoid the mandate word as nuch as possible, and the
regul ati on word as nuch as possible. | think that
there is a lot of interest froma lot of different
entities froma lot of different perspectives to
get there, and nmy hope would be to get this kind of
schol arship--will pronote that end result w thout a
nore heavy hand. That would be ny vision, but |
appreciate the points that were nade.

CHAI RVAN ERI CKSON:  Ckay. Anything
further?

MS. YVONNE DOMNS: And | woul d nove that
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we the Advisory Committee accept the report from
the Standardizati on Subcommittee and forward it to
the Conmission for their consideration

MR. CHRI'S CONCANNON: | will second that.

CHAI RVAN ERI CKSON:  All right. Any
further discussion? |If not, all in favor.

(A chorus of ayes.)

CHAI RMAN ERI CKSON:  Opposed?

(No response.)

CHAI RVMAN ERI CKSON:  All right. Well,
thank you all very much.

Let's go ahead and try and wap up. |
really appreciate your comm tnent of tinme today.
It's been a |l ong afternoon, and actually not bad
weat her today, so it's been difficult probably to
sit through this, but it's been very productive,
very rewardi ng, personally, to have so many of you
actively engaged in this Comittee's work, and | | ook
forward to noving forward.

Last year, we were trying to have
t hese sem annual neetings, and | ast year

we did our fall meeting in conjunction with the
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FIA' s Expo in Chicago. | don't know if people

t hought that worked well, if it was good to nove
the neeting around. W could take your coments
over the next nmonths, but you're free to weigh in
here if you have any strong opi nions one way or the

other as well.

W will plan another fall neeting.
MS. YVONNE DOMNS: | was going to
recommend we do it with the other one. | think it

makes it easier for us in Chicago since we flew out
this time, so the other people can fly west next tine.

CHAI RVMAN ERI CKSON:  And those from New
Yor k?

MR. KENNETH RAI SLER:  Yes.

CHAI RMAN ERI CKSON:  We will try New York
soneti me.

NEW BUSI NESS

CHAI RMAN ERI CKSON: As far as new
busi ness, are there any topics that have percol ated
fromtoday's discussion that you would like to see
us try to put on the agenda in any nore neani ngful

way in the future? O are there are any other
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agenda item suggestions you would like to see us
take up?

MS. YVONNE DOMS: | would like to take up sone
synergies with single stock futures between
equities and futures and how those two industries
are going to go forward together because | think
that would be interesting froma technol ogy
per specti ve.

MR, CHRI'S CONCANNON: You nean
fungibility?

MR. PATRI CK GAMBARO. Let's not use the F
word here. You don't know what a pain in the neck
that is.

G ven 9/11, shouldn't we be | ooking at
di saster recovery and busi ness continuity planning
and go through that? Nothing has changed. People
have to get on board, and it's not just our
i ndustry. It's outside of our industry. Wen you
don't have water and electricity because there
isn't redundant--it's not avail able on a secondary
unit or because Verizon cells are down and you

can't communi cate and the |and |ines are down,
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that's not just us. There's a lot to be tal ked
about with regard to that whol e process.

CHAlI RVAN ERI CKSON:  Davi d.

MR. DAVI D BATTAN: | had one other thing.
I don't know if anybody has thought about this or
considered this issue, but the question for
new mar ket structures--people trying to patent them
or copyright them new kinds of auction market
mechani sms. | don't actually know much about it,
but the eSpeed patent, and what
effect--1 would like to hear a presentati on about
that and what effect that has on the innovation in
the markets. | personally think it's a scary
thing, but--and you shouldn't be able to patent
sort of a basic auction market nodel, but | think
it's an interesting--1 think it's a pretty
interesting topic going forward because | think it
could throw a lot of sand in the gears of things
going forward. Mybe it's a good thing. Maybe it
drives innovation. | don't know. | think it's a
topi ¢ regardi ng technol ogy and regulation that's

very interesting, intellectually, alnost.
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MR. CHRI'S CONCANNON: | would second that.
The only problem | think, you will run into is
that to the extent that people are involved in
litigation, they will be unable to talk about it.
So, | think it's a big public policy issue that the
CFTC can- -

MR. DAVI D BATTAN: Maybe one of the
| awyers on the panel could update us on what's
goi ng on.

MR, CHRI'S CONCANNON: | don't think anyone
can answer that at this point.

MR, NEAL WOLKOFF: It's going directly
t hrough the bal ance sheet.

MR. PATRI CK GAMBARO Let's talk about it
in the closet.

CHAI RMAN ERI CKSON: We will see how nany
of these we can acconmpdate at the next neeting.

But pl ease, feel free to give ne a cal
over the course of the next few nmonths, and we wil |
| ook forward to neeting again probably in
Cctober or Novenber. Thanks again, and we | ook

forward to seeing you. Thank you.
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(Wher eupon, at 4:43 p.m, the hearing was

adj our ned.)



