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m Par. 5. Section 1.41-8 is added to read
as follows.

§1.41-8 Special rules for taxable years
ending on or after November 9, 2006.

(a) Alternative incremental credit. At
the election of the taxpayer, the credit
determined under section 41(a)(1)
equals the amount determined under
section 41(c)(4).

(b) Election—(1) In general. A
taxpayer may elect to apply the
provisions of the alternative incremental
research credit (AIRC) in section
41(c)(4) for any taxable year of the
taxpayer beginning after June 30, 1996.
If a taxpayer makes an election under
section 41(c)(4), the election applies to
the taxable year for which made and all
subsequent taxable years unless revoked
in the manner prescribed in paragraph
(b)(3) of this section.

(2) Time and manner of election. An
election under section 41(c)(4) is made
by completing the portion of Form 6765,
“Credit for Increasing Research
Activities,” relating to the election of
the AIRG, and attaching the completed
form to the taxpayer’s timely filed
(including extensions) original return
for the taxable year to which the
election applies. An election under
section 41(c)(4) may not be made on an
amended return.

(3) Revocation. An election under this
section may not be revoked except with
the consent of the Commissioner. A
taxpayer is deemed to have requested,
and to have been granted, the consent of
the Commissioner to revoke an election
under section 41(c)(4) if the taxpayer
completes the portion of Form 6765
relating to the regular credit and
attaches the completed form to the
taxpayer’s timely filed (including
extensions) original return for the year
to which the revocation applies. An
election under section 41(c)(4) may not
be revoked on an amended return.

(4) Special rules for controlled
groups—(i) In general. In the case of a
controlled group of corporations, all the
members of which are not included on
a single consolidated return, an election
(or revocation) must be made by the
designated member by satisfying the
requirements of paragraph (b)(2) or
(b)(3) of this section (whichever
applies), and such election (or
revocation) by the designated member
shall be binding on all the members of
the group for the credit year to which
the election (or revocation) relates. If the
designated member fails to timely make
(or revoke) an election, each member of
the group must compute the group
credit using the method used to
compute the group credit for the
immediately preceding credit year.

(ii) Designated member. For purposes
of this paragraph (b)(4) of this section,
for any credit year, the term designated
member means that member of the
group that is allocated the greatest
amount of the group credit under
paragraph (c) of this section based on
the amount of credit reported on the
original timely filed Federal income tax
return (even if that member
subsequently is determined not to be the
designated member). If the members of
a group compute the group credit using
different methods (either the method
described in section 41(a) or the AIRC
method of section 41(c)(4)) and at least
two members of the group qualify as the
designated member, then the term
designated member means that member
that computes the group credit using the
method that yields the greater group
credit. For example, A, B, C, and D are
members of a controlled group but are
not members of a consolidated group.
For the 2005 taxable year, the group
credit using the method described in
section 41(a) is $10x. Under this
method, A would be allocated $5x of the
group credit, which would be the largest
share of the group credit under this
method. For the 2005 taxable year, the
group credit using the AIRC method is
$15x. Under the AIRC method, C would
be allocated $5x of the group credit,
which is the largest share of the group
credit computed using the AIRC
method. Because the group credit is
greater using the AIRC method and C is
allocated the greatest amount of credit
under that method, C is the designated
member. Therefore, C’s section 41(c)(4)
election is binding on all the members
of the group for the 2005 taxable year.

(5) Effective date. These regulations
are applicable for taxable years ending
on or after November 9, 2006. For
taxable years ending on or after May 24,
2005, and before November 9, 2006, see
§1.41-6T(b)(5) as contained in 26 CFR
part 1, revised April 1, 2006.

§1.41-8T [Removed]
m Par. 6. Section 1.41-8T is removed.

Steven T. Miller,

Acting Deputy Commissioner for Services and
Enforcement.

Approved: October 18, 2006.
Eric Solomon,

Acting Deputy Assistant Secretary of the
Treasury.

[FR Doc. E6-18909 Filed 11-8—06; 8:45 am]
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POSTAL SERVICE
39 CFR Part 501

Requirements for Authority To
Manufacture and Distribute Postage
Evidencing Systems

AGENCY: Postal Service.
ACTION: Final rule.

SUMMARY: This final rule revises the
requirements for authority to
manufacture and distribute postage
evidencing systems. This final rule
includes updating the regulations,
removing obsolete text, and
incorporating pertinent portions of the
rules for postage meters (Postage
Evidencing Systems) formerly contained
in section P030 of the Mailing
Standards of the United States Postal
Service, Domestic Mail Manual (DMM)
(Issue 58). This rule integrates the
requirements that apply to the
distribution and manufacture of PC
Postage® products, a type of Postage
Evidencing System. In addition,
obsolete references to requirements for
manually reset and mechanical meters
are eliminated.
DATES: This rule is effective December
11, 2006.
FOR FURTHER INFORMATION CONTACT:
Daniel J. Lord, Manager, Postage
Technology Management, U.S. Postal
Service, at 202—268—4281.
SUPPLEMENTARY INFORMATION: Postage
Evidencing Systems are devices or
systems of components that a customer
uses to print evidence that the prepaid
postage required for mailing has been
paid. They include, but are not limited
to, postage meters and PC Postage®
systems. The Postal Service™ regulates
these systems and their use in order to
protect postal revenue. Only Postal
Service-authorized product service
providers may design, produce, and
distribute Postage Evidencing Systems.
As a result of changes in technology,
proposed revisions were published in
the Federal Register on June 27, 2006
[Vol. 71, No. 123, Pages 36498-36506],
with a request for submission of
comments by July 27, 2006. We received
three submissions from postage
evidencing system providers in
response to our solicitation for public
comments. The Postal Service gave
thorough consideration to the comments
it received, modified the proposed rule
as appropriate, determined that some
comments were outside the scope of this
rulemaking, and now announces the
adoption of the final rule.

List of Subjects in 39 CFR Part 501
Postal Service.
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m For the reasons set out in the
preamble, the Postal Service revises 39
CFR part 501 to read as set forth below:

PART 501—AUTHORIZATION TO
MANUFACTURE AND DISTRIBUTE
POSTAGE EVIDENCING SYSTEMS

Sec.

501.1 Definitions.

501.2 Postage Evidencing System provider
authorization.

501.3 Postage Evidencing System provider
qualification.

501.4 Changes in ownership or control,
bankruptcy, or insolvency.

501.5 Burden of proof standard.

501.6 Suspension and revocation of
authorization.

501.7 Postage Evidencing System
requirements.

501.8 Postage Evidencing System test and
approval.

501.9 Demonstration or test Postage
Evidencing Systems.

501.10 Postage Evidencing System
modifications.

501.11 Reporting Postage Evidencing
System security weaknesses.

501.12 Administrative sanctions.

501.13 False representations of Postal
Service actions.

501.14 Postage Evidencing System
inventory control processes.

501.15 Computerized Meter Resetting
System.

501.16 PC Postage payment methodology.

501.17 Decertified Postage Evidencing
Systems.

501.18 Customer information and
authorization.

501.19 Intellectual property.

Authority: 5 U.S.C. 552(a); 39 U.S.C. 101,
401, 403, 404, 410, 2601, 2605; Inspector
General Act of 1978, as amended (Pub. L. 95—
452, as amended); 5 U.S.C. App. 3.

§501.1 Definitions.

(a) Postage Evidencing Systems
regulated by part 501 produce evidence
of prepayment of postage by any method
other than postage stamps and permit
imprints. A Postage Evidencing System
is a device or system of components that
a customer uses to generate and print
evidence that postage required for
mailing has been paid. Postage
Evidencing Systems print indicia, such
as meter imprints or information-based
indicia to indicate postage payment.
They include but are not limited to
postage meters and PC Postage systems.

(b) A postage meter is a Postal
Service-approved Postage Evidencing
System that uses a device to account for
postage purchased and printed. The
term meter as used in this part refers to
a postage meter.

(c) PC Postage products are Postal
Service-approved Postage Evidencing
Systems that use a personal computer as
an integral part of the system. PC
Postage products may use the Internet to

download postage to a mailer’s
computer from which the postage
indicia may then be printed.

(d) A provider is a person or entity
authorized under this section to
manufacture and/or distribute Postage
Evidencing Systems to customers.

(e) A manufacturer of postage meters
produces postage meters.

(f) A distributor of postage meters may
be a manufacturer who leases postage
meters directly to end-user customers or
may be an independent entity who
leases postage meters to end-user
customers on behalf of the
manufacturer.

(g) A customer is a person or entity
authorized by the Postal Service to use
a Postage Evidencing System in
accordance with Mailing Standards of
the United States Postal Service,
Domestic Mail Manual (DMM) 604
Postage Payment Methods, 4.0 Postage
Meters and PC Postage Products
(Postage Evidencing Systems).

§501.2 Postage Evidencing System
provider authorization.

(a) The Postal Service considers
Postage Evidencing Systems and their
respective infrastructure to be essential
to the exercise of its specific powers to
prescribe postage and provide evidence
of payment of postage under 39 U.S.C.
404(a)(2) and (4).

(b) Due to the potential for adverse
impact upon Postal Service revenue, the
following activities may not be engaged
in by any person or entity without prior,
written approval of the Postal Service:

(1) Producing or distributing any
Postage Evidencing System that
generates U.S. postage.

(2) Repairing, distributing,
refurbishing, remanufacturing,
modifying, or destroying any
component of a Postage Evidencing
System that accounts for or authorizes
the printing of U.S. postage.

(3) Owning or operating an
infrastructure that maintains operating
data for the production of U.S. postage,
or accounts for U.S. postage purchased
for distribution through a Postage
Evidencing System.

(4) Owning or operating an
infrastructure that maintains operating
data that is used to facilitate registration
with the Postal Service of customers of
a Postage Evidencing System.

(c) Any person or entity seeking
authorization to perform any activity
described in paragraph (b) of this
section, or to materially modify any
activity previously approved by the
Postal Service, must submit a request to
the Postal Service in person or in
writing. Decisions of the Postal Service

upon such requests are effective only if
in writing (including electronic mail).

(d) Approval shall be based upon
satisfactory evidence of the applicant’s
integrity and financial responsibility,
commitment to the security of the
Postage Evidencing System, and a
determination that disclosure to the
applicant of Postal Service customer,
financial, or other data of a commercial
nature necessary to perform the function
for which approval is sought would be
appropriate and consistent with good
business practices within the meaning
of 39 U.S.C. 410(c)(2). The Postal
Service may condition its approval
upon the applicant’s agreement to
undertakings that would give the Postal
Service appropriate assurance of the
applicant’s ability to meet its obligations
under this section, including but not
limited to the method and manner of
performing certain financial, security,
and servicing functions and the need to
maintain sufficient financial reserves to
guarantee uninterrupted performance of
not less than 3 months of operation.

(e) Qualification and approval may be
based upon additional conditions
agreed to by the Postal Service and the
applicant. The applicant is approved in
writing to engage in the function(s) for
which authorization was sought and
approved.

(f) To the extent that any provider
manufactures and/or distributes any PC
Postage product through any authorized
Postage Evidencing System, such
provider must adhere to the
requirements of these regulations.

(g) The Postal Service office
responsible for administration of this
Part 501 is the office of Postage
Technology Management (PTM) or
successor organization. All submissions
to the Postal Service required or invited
by this Part 501 are to be made to this
office in person or via mail to 475
L’Enfant Plaza SW, North Building Suite
4200, Washington, DC 20260—4200.
Information updates may be found on
the Postal Service Web site at http://
www.usps.com/postagesolutions/
flash.htm.

§501.3 Postage Evidencing System
provider qualification.

Any person or entity seeking
authorization to manufacture and/or
distribute Postage Evidencing Systems
must:

(a) Satisfy the Postal Service of its
integrity and financial responsibility.

(b) Obtain Postal Service approval
under this part of at least one Postage
Evidencing System satisfying the
requirements of Postal Service
regulations.
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(c) As a condition of obtaining
authorization under this section, the
Postage Evidencing System provider’s
facilities used for the manufacture,
distribution, storage, resetting, or
destruction of postage meters and all
facilities housing infrastructure
supporting Postage Evidencing Systems
will be subject to unannounced
inspection by representatives of the
Postal Service. If such facilities are
outside the continental United States,
the provider will be responsible for all
reasonable and necessary travel-related
costs incurred by the Postal Service to
conduct the inspections. Travel-related
costs are determined in accordance with
Postal Service Handbook F-15, Travel
and Relocation. At its discretion, the
Postal Service may continue to fund
routine inspections outside the
continental United States as it has in the
past, provided the costs are not
associated with particular security
issues related to a provider’s Postage
Evidencing System or supporting
infrastructure, or with the start-up or
implementation of a new plant or of a
new or substantially changed
manufacturing process.

(1) When conducting an inspection
outside the continental United States,
the Postal Service will make every effort
to combine the inspection with other
inspections in the same general
geographic area in order to enable
affected providers to share the costs.
The Postal Service team conducting
such inspections will be limited to the
minimum number necessary to conduct
the inspection. All air travel will be
contracted for at the rates for official
government business, when available,
under such rules respecting class of
travel as apply to those Postal Service
representatives inspecting the facility at
the time the travel occurs.

(2) If political or other impediments
prevent the Postal Service from
conducting security evaluations of
Postage Evidencing System facilities in
foreign countries, Postal Service
approval of the activities conducted in
such facilities may be suspended until
such time as satisfactory inspections
may be conducted.

(d) Have, or establish, and keep under
its active supervision and control
adequate facilities for the control,
distribution, and maintenance of
Postage Evidencing Systems and their
replacement or secure disposal or
destruction when necessary and
appropriate.

§501.4 Changes in ownership or control,
bankruptcy, or insolvency.

(a) Any person or entity authorized
under § 501.2 must promptly notify the

Postal Service when it has a reasonable
expectation that there may be a change
in its ownership or control including
changes in the ownership of an affiliate
which exercises control over its Postage
Evidencing System operations in the
United States. A change of ownership or
control within the meaning of this
section includes entry into a strategic
alliance or other agreement whereby a
third party either has access to data
related to the security of the system or
is a competitor to the Postal Service.
Any person or entity seeking to acquire
ownership or control of a person or
entity authorized under § 501.2 must
provide the Postal Service satisfactory
evidence that upon completion of the
contemplated transaction, it will satisfy
the conditions for approval stated in
§501.2. Early notification of a proposed
change in ownership or control will
facilitate expeditious review of an
application to acquire ownership or
control under this section.

(b) Any person or entity authorized
under § 501.2 must promptly notify the
Postal Service when it has a reasonable
expectation that there may be a change
in the status of its financial condition
either through bankruptcy, insolvency,
assignment for the benefit of creditors,
or other similar financial action. Any
person or entity authorized under
§501.2 who experiences a change in the
status of its financial condition may, at
the discretion of the Postal Service, have
its authorization under § 501.2 modified
or terminated.

§501.5 Burden of proof standard.

The burden of proof is on the Postal
Service in administrative
determinations of suspension and
revocation under § 501.6 and
administrative sanctions under § 501.12.
Except as otherwise indicated in those
sections, the standard of proof shall be
the preponderance-of-evidence
standard.

§501.6 Suspension and revocation of
authorization.

(a) The Postal Service may suspend
and/or revoke authorization to
manufacture and/or distribute any or all
of a provider’s approved Postage
Evidencing System(s) if the provider
engages in any unlawful scheme or
enterprise, fails to comply with any
provision in this Part 501, fails to
implement instructions issued in
accordance with any final decision
issued by the Postal Service within its
authority over Postage Evidencing
Systems or if the Postage Evidencing
System or infrastructure of the provider
is determined to constitute an

unacceptable risk to Postal Service
revenues.

(b) The decision to suspend or revoke
pursuant to paragraph (a) of this section
shall be based upon the nature and
circumstances of the violation (e.g.
whether the violation was willful,
whether the provider voluntarily
admitted to the violation, or cooperated
with the Postal Service, whether the
provider implemented successful
remedial measures) and on the
provider’s performance history. Before
determining that a provider’s
authorization to manufacture and/or
distribute Postage Evidencing Systems
should be suspended or revoked, the
procedures in paragraph (c) of this
section shall be followed.

(c) Suspension or revocation
procedures:

(1) Upon determination by the Postal
Service that a provider is in violation of
provisions of this Part 501, or that its
Postal Evidencing System poses an
unreasonable risk to postal revenue,
PTM, acting on behalf of the Postal
Service shall issue a written notice of
proposed suspension citing the specific
conditions or deficiencies for which
suspension of authorization to
manufacture and/or distribute a specific
Postage Evidencing System or class of
Postage Evidencing Systems may be
imposed. Except in cases of willful
violation, the provider shall be given an
opportunity to correct deficiencies and
achieve compliance with all
requirements within a time limit
corresponding to the potential revenue
risk to postal revenue.

(2) In cases of willful violation, or if
the Postal Service determines that the
provider has failed to correct cited
deficiencies within the specified time
limit, PTM shall issue a written notice
of suspension setting forth the facts and
reasons for the decision to suspend and
the effective date if a written defense is
not presented as provided in paragraph
(d) of this section.

(3) The notice shall also advise the
provider of its right to file a response
under paragraph (d) of this section. If a
written response is not presented in a
timely manner the suspension may go
into effect. The suspension shall remain
in effect for ninety (90) calendar days
unless revoked or modified by PTM.

(4) If, upon consideration of the
defense as provided in paragraph (d) of
this section, the Postal Service deems
that the suspension is warranted, the
suspension shall remain in effect for up
to 90 days unless withdrawn by the
Postal Service, as provided in paragraph
(c)(5)(iii) of this section.

(5) At the end of the ninety (90) day
suspension, the Postal Service may:
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(i) Extend the suspension in order to
allow more time for investigation or to
allow the provider time to correct the
problem.

(ii) Make a determination to revoke
authorization to manufacture and/or
distribute a Postage Evidencing System
in part or in whole.

(iii) Withdraw the suspension based
on identification and implementation of
a satisfactory solution to the problem.

(d) The provider may present the
Postal Service with a written defense to
any suspension or revocation
determination within thirty (30)
calendar days of receiving the written
notice (unless a shorter period is
deemed necessary). The defense must
include all supporting evidence and
state with specificity the reasons why
the order should not be imposed.

(e) After receipt and consideration of
the defense, PTM shall advise the
provider of its decision and the facts
and reasons for it. The decision shall be
effective on receipt unless provided
otherwise. The decision shall also
advise the provider that it may be
appealed within thirty (30) calendar
days of receipt (unless a shorter time
frame is deemed necessary). If an appeal
is not filed in a timely manner, the
decision of PTM shall become a final
decision of the Postal Service. The
appeal may be filed with the Chief
Marketing Officer of the Postal Service
and must include all supporting
evidence and state with specificity the
reasons the provider believes that the
decision is erroneous. The decision of
the Chief Marketing Officer shall
constitute a final decision of the Postal
Service.

(f) An order or final decision under
this section does not preclude any other
criminal or civil statutory, common law,
or administrative remedy that is
available by law to the Postal Service,
the United States, or any other person
or entity.

§501.7 Postage Evidencing System
requirements.

(a) A Postage Evidencing System
submitted to the Postal Service for
approval must meet the requirements of
the Performance Criteria for
Information-Based Indicia and Security
Architecture for Open IBI Postage
Evidencing Systems or Performance
Criteria for Information-Based Indicia
and Security Architecture for Closed IBI
Postage Metering Systems published by
PTM. The current versions of the
Performance Criteria may be found on
the Postal Service Web site at http://
www.usps.com/postagesolutions/
programdoc.html or requests for copies

may be submitted via mail to the
address in §501.2(g).

(b) The provider must affix to all
meters a cautionary message providing
the meter user with basic reminders on
leasing and meter movement.

(1) The cautionary message must be
placed on all meters in a conspicuous
and highly visible location. PROPERTY
OF [NAME OF PROVIDER] as well as
the provider’s toll-free number must be
emphasized by capitalized bold type
and preferably printed in red. The
minimum width of the message should
be 3.25 inches, and the minimum height
should be 1.75 inches. The message
should read as follows:

RENTED POSTAGE METER-NOT FOR SALE

PROPERTY OF [NAME OF PROVIDER]

(800) ##t#—tH
Use of this meter is permissible only under

U.S. Postal Service authorization. Call [Name

of Provider] at (800) ###—#### to relocate/

return this meter.

WARNING! METER TAMPERING IS A
FEDERAL OFFENSE.

IF YOU SUSPECT METER TAMPERING,
CALL POSTAL INSPECTORS AT (800)
372-8347
REWARD UP TO $50,000 for information

leading to the conviction of any person who

misuses postage meters resulting in the

Postal Service not receiving correct postage

payments.

(2) Exceptions to the formatting of the
required message are determined on a
case-by-case basis. Any deviation from
standardized meter message
requirements must be approved in
writing by the Postal Service.

(c) The provider must ensure that any
matter printed by a postage evidencing
system, whether within the boundaries
of the indicia or outside the clear zone
as defined in DMM 604.4.0 and the
Performance Criteria for Information-
Based Indicia and Security Architecture
for Open IBI Postage Evidencing
Systems or Performance Criteria for
Information-Based Indicia and Security
Architecture for Closed IBI Postage
Metering Systems, is:

(1) Consistent with the Postal
Service’s intent to maintain neutrality
on religious, social, political, legal,
moral, or other public issues;

(2) Is not obscene, deceptive, or
defamatory of any person, entity, or
group, and does not advocate unlawful
action;

(3) Does not emulate any form of valid
postage, government, or other official
indicia, or payment of postage; and

(4) Does not harm the public image,
reputation, or good will of the Postal
Service and is not otherwise derogatory
or detrimental to the interests of the
Postal Service.

(d) Providers must also ensure that
customers acknowledge, agree, and
warrant in writing that:

(1) The customer bears full
responsibility and liability for obtaining
authorization to reproduce and
otherwise use the matter as proposed
(including, without limitation, any
trademarks, slogans, likenesses or
copyrighted material contained in the
image);

(2) The customer in fact has the legal
authority to reproduce and otherwise
use the matter as proposed; and

(3) The customer understands that
images or other matter is not provided,
approved, or endorsed in any way by
the Postal Service.

§501.8 Postage Evidencing System test
and approval.

(a) To receive Postal Service approval,
each Postage Evidencing System must
be submitted by the provider and
evaluated by the Postal Service in
accordance with the Postage Evidencing
Product Submission Procedures
published by PTM. The current version
of the Product Submission Procedures
may be found on the Postal Service Web
site at http://www.usps.com/
postagesolutions/programdoc.html or
requests for copies may be submitted via
mail to the address in 501.2(g). These
procedures apply to all proposed
Postage Evidencing Systems regardless
of whether the provider is currently
authorized by the Postal Service to
distribute Postage Evidencing Systems.
All testing required by the Postal
Service will be an expense of the
provider.

(b) As provided in §501.11, the
provider has a duty to report security
weaknesses to the Postal Service to
ensure that each approved Postage
Evidencing System protects the Postal
Service against loss of revenue at all
times. A grant of approval of a system
does not constitute an irrevocable
determination that the Postal Service is
satisfied with the revenue-protection
capabilities of the system. After
approval is granted to manufacture and/
or distribute a Postage Evidencing
System, no change affecting its basic
features or safeguards may be made
except as authorized or ordered by the
Postal Service in writing.

§501.9 Demonstration or test Postage
Evidencing Systems.

(a) A demonstration or test postage
evidencing system is any system that
produces an image that replicates a
postage indicium for which the Postal
Service has not received payment for
postage. The following procedures must
be followed to implement controls over
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demonstration or test Postage
Evidencing Systems:

(1) A demonstration or test Postage
Evidencing System may print only
specimen or test indicia. A specimen or
test indicia must clearly indicate that
the indicia does not represent valid
postage.

(2) A demonstration or test Postage
Evidencing System must be recorded as
such on internal provider inventory
records and must be tracked by model
number, serial number, and physical
location.

(3) A demonstration or test Postage
Evidencing System must remain under
the provider’s direct control. A
demonstration or test Postage
Evidencing System may not be left in
the possession of a customer under any
circumstance.

(b) All indicia printed by a
demonstration or test Postage
Evidencing System must be collected
and destroyed daily.

§501.10 Postage Evidencing System
modifications.

(a) An authorized provider must
receive prior written approval from the
manager, PTM, of any and all changes
made to a previously approved Postage
Evidencing System. The notification
must include a summary of all changes
made and the provider’s assessment as
to the impact of those changes on the
security of the Postage Evidencing
System and postage funds. Upon receipt
of the notification, PTM will review the
summary of changes and make a
decision regarding the need for the
following:

(1) Additional documentation.

(2) Level of test and evaluation
required.

(3) Necessity for evaluation by a
laboratory accredited by the National
Institutes of Standards and Technology
(NIST) under the National Voluntary
Laboratory Accreditation Program
(NVLAP).

(b) Upon receipt and review of
additional documentation and/or test
results, PTM will issue a written
acknowledgement and/or approval of
the change to the provider.

§501.11 Reporting Postage Evidencing
System security weaknesses.

(a) For purposes of this section,
provider refers to the Postage
Evidencing System provider authorized
under §501.2 and its foreign affiliates,
if any, subsidiaries, assigns, dealers,
independent dealers, employees, and
parent corporations.

(b) Each authorized provider of a
Postage Evidencing System must notify
the Postal Service within twenty-four

(24) hours, upon discovery of the
following:

(1) All findings or results of any
testing known to the provider
concerning the security or revenue
protection features, capabilities, or
failings of any Postage Evidencing
System sold, leased, or distributed by it
that has been approved for sale, lease,
or distribution by the Postal Service or
any foreign postal administration; or has
been submitted for approval by the
provider to the Postal Service or other
foreign postal administration(s).

(2) All potential security weaknesses
or methods of tampering with the
Postage Evidencing Systems that the
provider distributes of which it knows
or should know and the Postage
Evidencing System model subject to
each such method. Potential security
weaknesses include but are not limited
to suspected equipment defects,
suspected abuse by a customer or
provider employee, suspected security
breaches of the Computerized Meter
Resetting System (CMRS) or databases
housing confidential customer data
relating to the use of Postage Evidencing
Systems, occurrences outside normal
performance, or any repeatable
deviation from normal Postage
Evidencing System performance.

(c) Within a time limit corresponding
to the potential revenue risk to postal
revenue as determined by the Postal
Service, the provider must submit a
written report to the Postal Service. The
report must include the circumstances,
proposed investigative procedure, and
the anticipated completion date of the
investigation. The provider must also
provide periodic status reports to the
Postal Service during subsequent
investigation and, on completion, must
submit a summary of the investigative
findings.

(d) The provider must establish and
adhere to timely and efficient
procedures for internal reporting of
potential security weaknesses and shall
provide a copy of such internal
reporting procedures