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SECTION 15
 

INTERNET AND INTRANET
 

15.1 Purpose 

This section establishes policies and responsibilities for creating, managing and maintaining MARAO's 
Internet and Intranet web sites. 

15.2 Scope
 

This policy applies to all MARAD Internet and Intranet web sites.
 

15.3 References 

An extensive list of relevant laws, Exe.;uti,·e Orders. Presidential Memoranda, Office of Management 
and Budget (OMB) Circulars and Memoranda and other guidance is listed in DOT Order 1350.2A 

15.4 Definitions 

Home I'age is the lOp-level or main World Wide Web (WWWor"web")pageforan 
organization, business, subjcct, person. etc, This page often resembles a table of contents with 
ele.;tronic links to other resources or files on WWWsites. It is commonly the first page displayed when 
colUleeting to a WWWserver.but may also refer to the introductory page for a collection of weh pages, 

Web I'age is a document on the web. 

Web Site is a term commonly uwd to refer 10 a collection of web pages linked from an 
introductory or 'homepage', II is best compared to an online book or brochure thal is made up of many 
scrffns. much like the pages of the book, 

15.5	 Goals 

MARAD web sites will be designed. managed and maintained to: 

•	 Disseminate information to the public and MARAD staff; and provide bener, more efficien! 
services to the public and MARAD staff; 

•	 Make it easy to do business with and within MARAO; and 

•	 Increase productivity, 

15.6 Policy 

It is MARAO's policy to usc the Internet/Intranet to deliver information and services efficiently and 
effcctively and to be the means by which MARAO achieves its goals of conducting business 



elcctromcally. As such. every effort shall be m:ade to ensure and maximize tm. quality. lntegrity. and 
ullinyof mformation.... hile ensuring protections for pri"ocy and security. 

15.8 C.t'nera.l 

•	 1lIe t-tARAD homt'page (..........w.manddot.gov) is lbeAgency's "fac-e to the .....orld: The 
prirn.ary audience is people OlllSide of MARAD: lbe public"; MARAD's CUlT\"flt and potential 
busIneSS piUlnen; and other go\'mlmenl departmentS and agencies at lhe federal. slille and 
local k\'e1. 

•	 MARAD also maint.ainli an internal OOOUlUUlicaJ.ion net.....ork or InlTanet called Inttamaralli 
(htlp:/rmlranW'all.dot.go'·). lIS audience il. MARAD employees ooly. InlranW'all is inlmded 
to be a managemern: tool to foster communications 011 important policy and procedural 
matters; sco'e as a dearin~ ofjob-related mformation for MARAD emplo)"CCS: and a 
.....ay to conduct internal busmess procases dTkicntly and eJectl"Ol1Ically. 

•	 Offices willtin MARAD may create Internet pages OOfISistent with MARAD pohcies. These 
page.-; will be linled to the MARAD .....eb p;tg<' managed by the Office of the CIO. Offices 
may not create indi~idual Intranet site.-; and ins lead will use Intramarad for Internal 
communications and business processes. 

15.9 Use of Inlernet resour~ 

•	 MARAD provides access 10 the lmemct as a management tool. That access should be used 
primarily for official. mission-related MARAD business. Limiled incidental personal use 
lhal oomplie.-; wim the standards of cthical conduct is acceptable. Any illegal. harassing. 
discriminatory or ob~ne use. III "iolallOO of other MARAD or OOT poliCies can be the 
basis for disciplinary action, up 10 and including termination or judicial san<:tion. 

•	 Program OffICeS shall not create or host web sites for groups or organiUlions not offICially 
piUl of MARAn or OOTs orgatll7;ttiona! StnlClUR:....itboullbe appR)'"'a1 of the MARAn 
CIO; or for OST offices. tbe Dqxutmernal CIO. 

•	 Ind"'idual MARAD staff may not crellle or hnk to penonaI home pages depicted as official 
MARADpa~. 

15.10 Intemfl Pri\"lIC)' 

MARAD is committed to respecting lbe pri"X)' of the public piUlicularty ...ben it comes 10 lbe 
practice of placing cookies on "i5uor'$ computeB. 

13.10.1 The Office of Management and Budgd'$ policy is thai. persistent cookoes (that IS. cookies 
lhatlrack the activities of users o"er time and across different y,eb sites) ~ prohibited unless in 
addition to clear and conspicuous notice, tMl"e is a compelling need to gather tbe data on the site: 
appropriate and publicly disclosed privocy safeguards for handling of inform:llioo deri_ed from 
cookie.-; are in place; and Secretarial approval is obtained. 

15.10.2 Written approval to lise ~islcnt coolies mUSI be requested and oo13ined from the 
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Secretary ofTranspol1a!ion or hIS designee, through the MARAD CIO's omce before posting a "'"eb 
page that uses persistent cookies on the public Internet. 1lJe request ,1uI1I: 

•	 Pro"idc: wrinen justificallOrl mat there I§ a compelling n«d to gather the data on the site: 

•	 Demonstnle that app!Optlllte and publicly dIsclosed pti"acy safeguards f~ handlmg of 
information derin':d from cookies exist: and 

•	 S1'Iow how c\t2r and consplC\lOOS notICe will ~ provided that perslSltfll C'OOkies ilfe ~ing 

used on !he web page, 

15.10.3 Allbougb 00 appro,"a! Is r«pIlmI for use of sesslOll cookies (that IS. cookIeS that main 
mfolTlIallOll only during a single session). web pagc:s that lI:Ie session cookies must disclose that 
session cookies lIK bt-ing used. 

15.10.4 Any new ""eb site or major rede!agn to an existing web site of a program offICe may IJO( go 
on the public Internet without eeniflC:ltion by the CIO that !he DOT privacy policy is ~ing 

followed. 

15.10.5 A privacy policy statement conforming to OMB privacy policy guidance sllall be displayed 
011 all MARAD domain level 1I0mepages (e.g.. marad.dot.gov) and on all web pages tlla! are major 
emry poims to web sites wllere personal infonnation is collected from tile public. The privacy 
,latemem should address the following: 

•	 Collection and Use of [nformation· Disclose the means hy which you collect information 
both with your users' explicit knowledge (registration forms. order forms, etc.) and without 
their eJlplicitlr.nowledge (logged liIes. cookies) 

•	 Who - Person collecting the infotmation. 

•	 Use and Sharing· Use oftlH'; Information Collected and ifnlOw it is bemg stw-cd. 

•	 Secutity - Inform u:sen what t)"J'd of security procedum; you 1uI"e III place to protect !he 
loss, miSWie_ or alieration of!he infonnatlOD collected 

•	 Dau. Quality and Aooess - Pru>'idc: useT$ with.1 mtdwtism 10 eOllca and updale their 
paUDelit penonaJly identifiable information. 

15.10.6 A sample OOT Pri''.1CY Notice Is provided in OOT Order IJSO.2A. 

•	 Web Site Accao>ibility. All new or substantially re"ised MARAD ....eb Sites Wli be 
designed to be aettSsible by ptQple ....nh disabilitic$: comply "'1m tile requlremerJts of OOT's 
Electronic and Information Technology policy;md guidance; and rnttI aettSsibillly 
standards de"eloped by the Section 508 A= Board. 

•	 Web Site Infonnation Quality. Every effon shall be made to ensure that information 
posted on all new or revl!>td MARAD ....eb sites meets the guiddillC$ issued by OMB for 
ensuring and m;uimizing the qU:1lity. objectivity. utility. and integrity of information 



disseminated by Federal agencies. 

•	 Links to other web sites. Links to other web sites may be created as long a, the link adds 
value and is not duplicative of other information on the page. Links must be reviewed 
carefully and regularly to ensure that they continue to add vahte, that they do not ex;,t solely 
to promote specific products or services. and that they are in good taste. When using a link 
to a non-government. i.e" other than a federal, state or local government web site. an 
"interceptor" page comaining the following ,tandard notice must be used: 

"Our web sites have many links to other organizations. such as educational institutions 
and non-profit associations. While we offer these electronic linkages for your 
corwenience in accessing transportation-related information. please be aware that when 
you exit our web sites. the privacy policy stated on our web sites may not be the same as 
that on other web sites. [n addition. MARAD or DOT cannot anest to the accuracy of 
infonnation provided by linked sites. Linking to a web site does not constitute an 
endONement by MARAD or any of its employees of the sponsors of the site or the 
products presented on the site." 

15.10.7 Web Site Content Management. MARAD web sites shall be managed efficiently and 
effectively to deliver infonnation and services and transact llusiness related to achieving the 
Depanmem's mission and responsibilities. 

•	 Information about MARAD program policies and procedures must be approved by the 
manager (or hislher designee) having delegated authority to determine those 
policies/procedures, before that infonnation is posted on the web sites. 

•	 MARAD web sites shall only be dn'eloped that suppon the Agency's mission and programs. 
and contribute to the accomplishment of the MARAD stratcgic plan goals and objectives. 

•	 Each well page or document shall include an email address and/or a designated point of 
contact that can provide additional information on a topic. along with the date of last update. 

•	 Every MARAD web site shall be reviewed on a regular basis to ensure all infonnation is 
accurate and up-ta.date and that links are woTling properly. These periodic reviews shall 
also ensure that there are no peNi,tent cookies being inadvertently us.cd. or if used. 
documentation exists that the appropriate approvals have been Obtained for their use. 
Finally. on web pages where persistent and/or ses,ion ~"OOkies are used the review shall 
ensure that there is a disclosure statement for the visitor on the web page. 

•	 E-mail fmm MARAD web sites should be answered promptly. accurately and infonnally. 
using c·mail whenever pos,iille. Although it is not necessary to establish fonnal comrol 
systems to monitor web-generated mail, employee, should be held acoountable via 
perfonnance standards for responding in a timely and accurate manner. 

•	 Endorsements of specific products or services: commercial spoowrship'. or advertisements 
may not appear on any MARAD web site available to Ihe public. including sites that are 
established for program offices by private oomf3ctors. 
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15.10.8 Jh:sponsibilil;~ 

R~ponsibility for implementing MARAD policies regarding Internet managcment and usc lies with the 
follO"'ing offlCia.ls and may be delcgated as appropriatc: 

15.10.8.1 ~r1me-ntal CIO IS responsible- for. 

•	 Pro>-iding policy and ptOCC'dUfa1 guidance "'ith resPC'd. to C$tablishrng. managmg and 
mamlaming Internet and Intranc1 wC'b Sites: and 

•	 Advising 0Iber DOT organiWlOllS on lhC' JlfOPC'l" andIor cffecth"c ~ ofthe' Internet 
oomi>lenI with established policy. mformalioo Icchoology ardutecturcs and capna.l 
m'estmans. 

15.10.8.2 MARA» 00 is responsible- for. 

• Ensuring the- offices adhere to thC'sc policies and applicable laws. regulaliom and guidance; 
and provide for adequatc manage-ment ()\"c~ight of thc wcb sites created by thc respccth·c 
progrnm offices; 

•	 Establishing procedures to provide' for an annual certification to thc CIO. beginning in March 
2002. that all web sites arc in compliance- with OOT Departmcntal Privacy Policy; and 

•	 Designating a single high·level point of contact to serve as the Illanager of web sitcs. The 
designated web manager should be al a level in lhc organizalion high enough 10 managc web 
iniliati,·cs lhroughoul thc agency: and ensurc compliance wilh DOT Internet policies. The 
web manager is responsible for making day~to-daydecisions aboutlnlemet site developlllent 
and mainlelllUlCe. content, consislencyllinkage with oIher OOT Intemc:1 sites. infrastructure 
invesunents. technical opalltions. C'tc. Addilional persons may be designalcd to assisl in 
carrying out these responsibili,i~as Dppiopriatc and fICCCMDl')'. 
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