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EXECUTIVE SUMMARY

Background

The Unemployment Insurance (Ul) Weekly Claims Press Release isissued by the

U.S. Department of Labor (DOL) every Thursday morning at 8:30 am. The Ul Weekly Claims Press
Redease contains the Nationd totd of initid clamsfor Ul and is one of the leading economic indicators
that may affect the financid and monetary markets. Thus, the data in the press release are sengtive and
embargoed from the time it isfirst compiled on Tuesday afternoon until the officia release time on
Thursday morning. Asaresult, thereis aneed to protect the data and the Ul Weekly Claims Press

Re ease from unauthorized use and release while it isin embargoed satus.

Saesreport initid Ul clams (the data) to the DOL, Employment and Training Adminidration (ETA).
Within ETA, the Office of Workforce Security (OWS), Divison of Research and Reporting (DRR) is
responsible for collecting and compiling the data and producing the

Ul Weekly Claims Press Release. DRR completes its summarization of the data gpproximately 40
hours before the officid releasetime. The day before the Ul Weekly Claims Press Release is rel eased,
DRR produces a package which contains the Ul Weekly Claims Press Release and supporting
documents and didtributes it to four high-leve DOL officids for their review and information.
Approximately 2 hours before the release, copies of the Ul Weekly Claims Press Release are ddlivered
by the print shop to the DOL Office of Information and Public Affairs (OIPA). OIPA isresponsble for
issuing the Ul Weekly Claims Press Release at the prescribed time in the DOL press room.

Two computer systems are used in the Ul Weekly Claims Press Release process. The dataare
collected and compiled on an OWS Nationa Office computer operated by the Divison of Data
Systems Support (DDSS). The Ul Weekly Claims Press Rel ease and supporting documents are
stored on an ETA local area network (LAN) server administered by the Office of Technology and
Information Services (OTI1S).

Audit Results

The Office of Inspector Generd (OIG) performed a limited scope audit to assess (1) the internd
controls used to ensure the accuracy and completeness of the data used to produce the

Ul Weekly Claims Press Release, and (2) the internd controls over issuing the Ul Weekly Clams
Press Release and safeguarding the embargoed information againgt unauthorized use or early release to
the public (prerelease). Our audit covered al aspects of the Ul Weekly Claims Press Release process,
from the compiling of the data by DRR to the release of the Ul Weekly Claims Press Release by
OIPA.
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We found that controls were adequate to ensure the accuracy and completeness of the information
contained in the Ul Weekly Claims Press Release. The OWS gtaff responsible for preparing the Ul
Weekly Claims Press Release followed prescribed procedures and recognized the importance of
protecting the embargoed information. However, we found severa significant control weaknesses that
must be corrected to adequately safeguard the information against unauthorized use or prerelease to the
public.

There are internal control weaknessesin three principa areas: (1) Procedures used by OWSto
process the data and produce Ul Weekly Claims Press Release; (2) LAN server security; and (3)
OIPA’s press release procedures.

Data Processing and Report Production

» Theembargoed data and Ul Weekly Claims Press Release are processed and produced in
an unsecured office environment.

» There are security vulnerabilities in the procedures used to deliver advance copies of the Ul
Weekly Claims Press Release package to the four high-level DOL officias the day before
the Ul Weekly Claims Press Rdleaseis officidly released.

* A library management system is not used to track multiple versions of software production
programs used to compile the data

» Thereisno security clearance policy for individuas with access to embargoed data.

»  Situations can occur where one person controls the entire Ul Weekly Claims Press Release
process.

» Thereare no forma procedures for responding to security incidents.

LAN Server Security

The ETA LAN server has severd wesknesses that compromise the security level needed for
embargoed documents.

* Anexcessve number of network administrators have access to the server containing the
embargoed documents.
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*  Theembargoed documents are not encrypted while stored on the server.
» Periodic security evauations using a security software package are not performed.
OIPA Press Release Procedures

Hard copies of the Ul Weekly Claims Press Release are not secure for a short period of time before
the scheduled release to the press corps and there is no assurance that the press corps computer
modems are disconnected until the releasetime. A separate report, with recommendations for
corrective actions, will be provided to OIPA.

Recommendations

Following are the recommendations for the Assstant Secretary for Employment and Training to
correct the internal control weaknesses found in OWS:

» Create aredtricted access office area for processing the embargoed data and producing the
Ul Weekly Claims Press Release. The restricted access office area should be isolated from
the generd office work area and should include a printer and safe.

»  Strengthen the procedures used to deliver the advance copies of the Ul Weekly Claims
Press Release package by requiring:

S a“Confidentia Cover Sheet” (DL 1-350) be used for the packages containing
embargoed data,

S ddivery be made only when the authorized DOL officid is present, and

S asdgned receipt be obtained from the person receiving the package and the receipt be
maintained on file by DRR.

* Implement alibrary management system to ensure that the latest versions of structured
query language (SQL) programs are being used to produce the Ul Weekly Claims Press
Reease, and ore the SQL programs in asingle directory with access limited to DRR staff
responsible for processing the data.
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» Deveop and implement a security clearance policy for individuds with access to
embargoed data. The policy should ensure that:

S the sengtivity levelsfor dl individuas, including contract staff, with access to embargoed
data are classfied as high risk,

S the appropriate security clearances are obtained for these individuals, and

S the sengtivity of position classfications and security clearances are continualy
monitored.

» Ensurethat the DRR Reporting Team Leader and staff assstant respongibilities are dways
performed by different individuals.

» Deveop and implement forma incident response procedures that ensure the proper officias
are notified, appropriate action is taken to secure the data, and the incident is investigated
to identify interna control weaknesses.

» Discontinue usng the ETA LAN to store the embargoed Ul Weekly Claims Press Release
and supporting documents before the official releasetime. Instead, use a tand-aone
computer located in a secure area, and ensure that:

S procedures are developed and implemented to back up the files on aregular basis,
S adequate access controls are used, and
S dl files containing embargoed information are encrypted.

Agency’s Response

In the response to our draft report, the Assistant Secretary for Employment and Training stated thet,
while ETA did not view the findings as sgnificant control wesknesses, they are important concerns and
will be addressed as far as possible to implement the needed changes. ETA agreed that it would be
desirable to create a restricted office area but at the current time there are severe limitations on space
availability. The space where the embargoed data and the Ul Weekly Claims Press Release are
processed and produced is scheduled to be reconfigured in 2002. The current space plans will be
reviewed to seeif they can be dtered at least to dlow the unit to be located in an area that does not
have mgor traffic. Additiondly, ETA islooking into the technical feasibility of establishing a sand-
aone system to store the embargoed Ul Weekly Claims documents before release time. Concerning
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security clearances, ETA dtated that the Federal staff currently working on the Ul Weekly Claims Press
Release Process have been doing so for along time. Therefore, ETA does not believe that a security
clearance investigation is warranted for them. However, ETA will implement a policy to require a
background investigation for any new employee who has access to the embargoed data. Concerning
the process used to deliver Ul Weekly Claims Press Release package, ETA stated that receiving DOL
officids will be contacted before the package is delivered and this will negate the necessity for the
“Confidential Cover Sheet” (DL 1-350) and a signed receipt from the recipient. ETA agreed to
implement the remaining report recommendations. ETA’s entire responseisincluded at the end of this

report.
Auditor’s Conclusion

We disagree with ETA’ s concluson that the findings in the report are not Sgnificant control
weaknesses. Because the Ul Weekly Claims Press Rel ease contains embargoed data, it is critica that
the data be protected until it is released at the prescribed time. ETA must recognize that in managing
security of sengtive information, the risks associated with the Ul Weekly Claims Press Release process
should be identified and reduced. Unauthorized use and disclosure of the embargoed data and the Ul
Weekly Claims Press Release can effect the financid markets and damage DOL’ s reputation for
managing sendtive information. Therefore, it is necessary that ETA take appropriate measuresto
protect the embargoed data and press release and minimize the risk againgt unauthorized use and
disclosure. By falling to recognize the Sgnificance of the report findings and the need for timely
corrective action, ETA is accepting more risk than is necessary under the circumstances. We believe
that ETA must take immediate corrective action, as recommended in this report, to improve the security
over the Ul Weekly Claims Press Release process.
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BACKGROUND, OBJECTIVES, AND SCOPE

Background

The Ul Weekly Claims Press Release isissued by DOL to the press every Thursday morning at 8:30
am. The Ul Weekly Clams Press Release contains the Nationd totd of initial clamsfor Ul and isone
of the leading economic indicators that may affect the financia and monetary markets. Thus, the datain
the press release are sengitive and embargoed from the time it is first compiled on Tuesday afternoon
until the officia release time on Thursday morning. As aresult, there is a need to protect the data and
the Ul Weekly Claims Press Release from unauthorized use or prerdease while it isin embargoed
gatus. Users of the Ul Weekly Claims Press Release include the Federa Reserve, the Council of
Economic Advisors, Congress, business organizations, brokerage houses, investment bankers, and the
media

The source of the sengtive dataiin the Ul Weekly Claims Press Release isthe initid claims data
reported by the gatesto ETA. Aninitid clamisaciam for Ul filed by an unemployed individua after
separation from an employer. Within ETA, the OWS DRR is responsble for collecting and compiling
theinitid clams data and producing the Ul Weekly Clams Press Release. The states report theinitid
clams data on the ETA 538, “ Advance Weekly Initia and Continued Claims Report.” The mgority of
the ETA 538 data is reported via an eectronic entry and tranamittal system which is housed on state-
operated OWS SUN computers. Each of the state computersis polled nightly by the OWS Nationa
Office computer to pick up the data submitted the previous day.

DRR completes its summarization of theinitid clams data gpoproximatdy 40 hours before the officid
release time. Once the data are summarized, DRR produces a package which congists of the Ul
Weekly Claims Press Release and supporting documents. The day before officid release time, the Ul
Weekly Claims Press Release package is distributed to the Deputy Assistant Secretary for Employment
and Training, the Director of OWS, the DOL Chief Economigt, and the ETA Office of Public Affairs
for their review and information. Copies of the Ul Weekly Claims Press Release are delivered by the
print shop to OIPA 2 hours before the rdease. OIPA isrespongble for issuing the Ul Weekly Claims
Press Release every Thursday morning in the DOL press room.

Two computer systems are used in the Ul Weekly Claims Press Release process. Theinitid clams
data are collected and compiled on an OWS Nationa Office computer operated by DDSS. The Ul
Weekly Claims Press Release and supporting documents are stored on an ETA LAN server
administered by OTIS.
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Objectives
The audit objectives were to assess

» theinternd controls used to ensure the accuracy and completeness of the data used to
produce the Ul Weekly Claims Press Release, and

» theinternd controls over issuing the Ul Weekly Claims Press Release and safeguarding the
embargoed information against unauthorized use or prerelesse.

Scope

Our audit scope was limited to the processing of data that occurs at the OWS National Officeto
produce the Ul Weekly Claims Press Release. The audit focused on the internal controls OWS has
implemented over the process of producing and releasing the Ul Weekly Claims PressRelease. To
accomplish our audit, we gained an understanding of the process and procedures used to produce the
Ul Weekly Claims Press Release. We interviewed key staff personsin OWS, DRR, DDSS, OTIS,
and OPA and examined the Ul Weekly Claims Procedures Manua. We aso observed the actual data
gathering and data entry procedures. Our audit did not include testing of computer controls. For the
OWS Data System, we relied on the results of the computer testing procedures that were performed
by OIG's Office of Financiad Management Audits (OFMA) as part of the DOL’s Fisca Y ear 1999
Financia Statements audit. OFMA’s computer controls testing followed the Generd Accounting
Office (GAQO) Federa Information System Controls Audit Manua (FISCAM) Generd Control
procedures. For the ETA LAN, administered by OTIS, we interviewed staff to gain an understanding
of automated controls over the server used to store the Ul Weekly Claims Press Release and
supporting documents.

The audit was performed in Washington, D.C. from March 2000 through April 2000 in accordance
with generdly accepted government auditing standards.

We used the following criteriain our audit:

» Nationd Ingtitute of Standards and Technology’s (NIST), An Introduction to Computer
Security: The NIST Handbook, and the NIST, Guide for Developing Security Plans for
Infor mation Technology Systems.

¢ GAO'sHSCAM and Standards for Internal Control in the Federa Government.

*  Department of Labor Manual Series (DLMS) 2, Chapter 300, Security Regulations.
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FINDINGS AND RECOMMENDATIONS

1. The Embargoed Data and the Ul Weekly Claims Press
Release Are Processed and Produced in an Unsecured

Office Environment

The embargoed data and the Ul Weekly Claims Press Release are processed and produced in an
unsecured open office environment. While we concluded that the personne responsible for producing
and reviewing the Ul Weekly Claims Press Release are security-conscious, the level of security needed
for such a sengtive press rdease is difficult to achieve in an open office environment. We found that
computer screens were visble from aides and adjoining cubicles. Charts and reports containing
embargoed Ul data were printed at a shared printer. We observed a maintenance person at the
entrance of a cubicle while embargoed data was displayed on the computer screen. On two occasions
we observed computer screens, displaying embargoed Ul data, |eft unattended for brief periods of
time. Also, copies of the embargoed Ul Weekly Claims Press Release were placed in an unlocked
cubicle cabinet. The cubicle was located near an open doorway that leads to amain corridor in the
DOL building. Printouts containing embargoed data were stored in a safe located in an open work
area.

Physica controls and safeguards are necessary to restrict access to embargoed and sensitive material.
DLMS 2, Chapter 300, Section 352(a) states. “Employees using classfied information or responsible
for its custody will take every precaution to prevent deliberate or casua inspection by unauthorized
persons.”  Section 353 prescribes security storage standards for confidentia information which require
the same storage practices as top-secret information.

The GAO FHISCAM, Section AC-3.1 on access controls, considers that physical security controls over
computer resources include computer terminals. Section AC-3.1 provides that unrestricted access be
limited to personnel with alegitimate need to perform their duties. Access to sengtive areas by
maintenance personnd should be restricted and controlled.

Because the Ul Weekly Claims Press Release may affect the movement of financia markets, strict
Security measures are required to protect the embargoed data and press release prior to their official
release. Processing the embargoed data and preparing the press release in an open office environment
increase the risk of unauthorized access and prerelease.

Recommendation

We recommend that the Assistant Secretary for Employment and Training direct OWS to create a
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restricted access office area for processng the embargoed Ul data and producing the Ul Weekly
Clams Press Release. The redtricted area should be isolated from the genera office work areaand
should include a printer and safe.
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Agency’s Response

ETA agreed that it would be desirable to creste aredtricted office area but, at the current time, space
availability is severdly limited. The space where the embargoed data and the Ul Weekly Claims Press
Release are processed and produced is scheduled to be reconfigured in 2002. The current space plans
will be reviewed to seeif they can be dtered to at least alow for the unit to be located in an area that
does not have mgjor traffic. ETA dated that areawill be made asisolated “ as possible in acubicle
setting” and the safe and a printer will be located in this area.

Auditor’s Conclusion

We disagree with ETA’ s proposed corrective action plan and the time frame to achieveit. We believe
that prompt action should be taken to ensure that the embargoed data and Ul Weekly Claims Press
Release is processed in a secured restricted office environment. This cannot possibly be achieved ina
cubicle setting. ETA’s response demondirates that management is accepting an unnecessaily high leve
of risk over the next 2 yearsin its gpproach to safeguard the embargoed data and Ul Weekly Claims
Press Rdlease. ETA should establish office space for this function that is physicaly restricted from the
generd work area and limits access to only authorized individuds.
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2. There Are Security Vulnerabilities in the Procedures
for Delivering the Ul Weekly Claims Press Release
Package to DOL Officials the Day Before the Official
Release Time

There are security vulnerabilities in the procedures used to deliver the Ul Weekly Claims Press Release
package to designated DOL officids the day before the Ul Weekly Claims Press Release is officialy
released. These vulnerabilities could compromise the security of the embargoed data and the Ul
Weekly Claims Press Release before the scheduled relesse time. We found that the required
“Confidential Cover Sheet” (DL 1-350) is not used when the

Ul Weekly Claims Press Release package is delivered to the designated DOL officials. Additiondly,
the designated DOL officids are not required to be present when the Ul Weekly Claims Press Release
package is ddivered to their offices, and sSgned receipts of ddivery are not required from the persons
receiving the package.

On Wednesday morning, approximately 24 hours before the officid release time, the

Ul Weekly Claims Press Release package is hand-ddivered to four designated DOL officids for their
review and information. The Ul Weekly Claims Press Release package contains copies of the
embargoed Ul Weekly Claims Press Release and supporting documents (graphs and a summary
sheet). Weidentified two wesknesses in the procedures for delivering these packages.

C Therequired “ Confidentia Cover Sheet” (DL 1-350) is not used when ddlivering the Weekly
Claims Press Release packages. Instead, “Confidential” is written on the package envelope.
DLMS 2, Chapter 300, Section 371(c)(2) requires that the “ Confidential Cover Sheet” be
used when confidentia information is carried within DOL. It isour position that using the
“Confidential Cover Sheet” increases the awareness that the package is important and should
be handled with the utmost security.

C TheWeekly Clams Press Release package is normdly hand-ddivered to the designated DOL
officids. However, procedures alow the package to be left on the DOL officid’s office chair if
he or sheisnot present. A signed receipt of delivery isnot required. DLMS 2, Chapter 300,
Section 371(c)(4) providesthat areceipt can be used to tranamit confidentia information if it is
deemed necessary by the sender. We bdlieve that using a signed receipt is necessary
consdering that the release package contains embargoed information. Additionaly, security
can beincreased by implementing a policy that the release package only be delivered when the
intended officid is present.

U.S. Department of Labor - Office of Inspector General Page 11



Limited Scope Audit of Controls Over the Office of Workforce Security
Ul Weekly Claims Press Release

Addressing these vulnerabilitieswill increase security over the delivery of the Ul Weekly Clams
Release package to DOL officials.

Recommendations

We recommend that the Assistant Secretary for Employment and Training direct OWSto srengthen
Ul Weekly Claims Press Release package delivery procedures by requiring:

* a“Confidentiad Cover Sheet” (DL 1-350) be used for packages containing embargoed data,
* deivery be made only when the authorized DOL officid is present, and

* asgned receipt be obtained from the person recelving the package and the receipt be
maintained on file by DRR.

Agency’s Response

ETA dated that it will implement a procedure in which the authorized DOL officids will be natified in
advance that the press release packages are available. The authorized DOL officias will then contact
DRR gaff and inform them when they are available to persondly receive the package. Then the
package will be hand delivered. This method will ensure that no one other than the recipients will have
any possihility of gaining access to the press release package. ETA aso dtated that with this
procedure, neither a security cover sheet nor asigned receipt will be necessary.

Auditor’s Conclusion

ETA’s response resolves part of the recommendation that delivery be made only when the authorized
DOL officid is present. To close the recommendation, ETA must provide documentation that the
procedures were incorporated into the Ul Weekly Claims Procedures Manual.

However, we disagree with ETA’ s response that the proposed procedure eiminates the need for the
“Confidential Cover Sheet” DL 1-350, and asigned receipt. DLMS 2, Chapter 300, section 371(c),
Confidentid Information, specificaly requires that “Hand-carried information will be covered from view
by DL 1-350, Confidential Cover Sheet.” Moreover, DLMS 2, Chapter 300, Section 371 requires a
receipt be obtained for transferring top secret and secret materid and it is optional for confidential
materid. Consdering that the information in the press release package is sendtive and embargoed, a
sgned receipt from the authorized officid should be obtained and kept on file for subsequent review
and audit.
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3. AlLibrary Management System Is Not Used to Track
Multiple Versions
of Software Production Programs Used to Compile
the Data

The DRR saff responsible for processing the embargoed Ul data for the Weekly Claims Press Release
has developed their own structured query language (SQL) programs which are used for production and
anadysis of the weekly claims figures. New SQL programs are developed or changed as needed. We
found that there is no version control or production library to track and store the SQL programs. DRR
daff stores different versons of the SQL programsin their individua directories. Asareault, thereisno
assurance that the staff is using the most current versons.

According to GAO FISCAM, Section CC-3.1 on application software development and change
control, library management software provides an automated means of inventorying software, ensuring
that differing versons are not accidently misdentified. Library management software dso providesa
means of maintaining arecord of software changes.

An up-to-date production library will provide assurance that DRR staff uses the latest SQL versions. It
will dso provide a means of maintaining arecord of changes made to SQL programs so that
unauthorized changes can be detected. Considering the smal number of programs used by the DRR
daff, this can be accomplished using either an automated or manua library management system.
Recommendations

We recommend that the Assistant Secretary for Employment and Training require OWS to:

* implement alibrary management system to ensure that the latest versons of SQL programs are
being used to produce the Ul Weekly Claims Press Release, and

» dorethe SQL programsin asingle directory with access limited to DRR staff responsble for
processing the Ul data for the Ul Weekly Claims Press Release.
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Agency’s Response

ETA responded that since the audit, one centra directory was established on the computer and it will
be used for processing dl Ul damsdata. ETA dated that the older version of the program will only
be kept until it is verified that the new verson works. After verifying that the new verson works, the
older verson will be deleted from the system to avoid confusion. Thus, it is not necessary to establish a
formd library management system.

Auditor’s Conclusion
ETA’ s response resolves the recommendations. The procedures described in the response basicaly

edtablish aformd library management syssem. To close the recommendation, ETA should provide
documentation that the procedures were incorporated into the Ul Weekly Claims Procedures Manud.
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4. There Is No Security Clearance Policy for Individuals

with Access to Embargoed Data

Thereisno formd policy to ensure that dl individuas with access to embargoed Ul data and the Ul
Weekly Claims Press Release have the gppropriate security clearances. We found that only 1 of 21
individuals who had access to the embargoed Ul Weekly Press Release and/or related data had
appropriate security clearances.

The Federd Personnd Manua FPM, Chapters 731 and 736, contains requirements for various levels
of background investigations for employees with access to sendtive data. Every employee with access
to senditive data is required to undergo ether a Specia Background Investigation, Background
Investigation, Limited Background Investigation, Minimum Background Investigation, or a Nationd
Agency Check and Inquiries (NACI) depending on the pogition risk leve (sengtivity level).

Because datain Ul Weekly Claims Press Release can affect the movement of the financid markets, we
believe that dl individuas who have access to the embargoed data should have a high-risk sengtivity
level and Background Investigation security clearance in order to provide some assurance of employee

integrity.

The following are details of our review of the security clearances performed on individuas who have
access to embargoed data. We did not review the individuads sengitivity level designations.

» Therewere six individuasin OWS, DRR with access to the embargoed Ul Weekly Press
Release and rlated data. Five of the individuals received the slandard NACI security
clearance when they were hired, and the sixth individua, the Divison Chief, received a
Background Investigation security clearance.

* Therewere six individualsin OWS, DDSS with access to the production server used to Sore
the weekly claims data obtained from the states. This data forms the basis for the Ul Weekly
Claims Press Release and is considered embargoed. We weretold that dl six individuas
recaived only the standard NACI security clearance.

e Therewerenineindividudsin ETA’s OTIS with access to the server used to store the Weekly
Claims Press Release and supporting documents. Seven of these individuas were contract
employees. We were told that none of the nine individuals had background checks.

Recommendations
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We recommend that the Assstant Secretary for Employment and Training require that OWS develop
and implement a security clearance policy for individuals with access to embargoed information in the
Ul Weekly Claims Press Rdease. The policy should ensure that:

» thesengtivity levelsfor dl individuds, including contract staff, with access to embargoed data
are classified as highrisk,

» theappropriate security clearances are obtained for these individuads, and

» the sengtivity of postion classfications and employee and contractor security clearances are
continualy monitored.

Agency’s Response

ETA responded that most contractor staff in OWS, DDSS do not currently have security clearances,
however, those with access to the embargoed data do sign affidavits. ETA aso Stated that contractor
gaff has high turnover rates and that the desired background investigation could cost $2,295 per
employee, which increases the cost of the contract. However, ETA gated they will be recompeting the
contract within ayear and will add arequirement that the contractor provide this clearance for staff who
has access to embargoed data.

For Federd aff, ETA responded that the individuds currently responsible for the Ul Weekly Claims
Press Release have been working on this project for along time and therefore believe that a clearance
investigetion is not warranted for them. However, ETA dated that a policy will be implemented that
requires a background investigation for any new employee who will have access to the embargoed
data. ETA dated that contractorsin OTIS would not require clearances if the Weekly Claims Press
Release production is taken off the LAN. (See Finding Number 7.)

Auditor’s Conclusion

We disagree with ETA’s conclusion that background investigations are not warranted for existing
Federd gaff. Thereisno basisin sound security management practices for using the employee's
length of service as adetermining factor for obtaining security clearances. Decisons on security
clearances should be based on access to embargoed data. This includes employees who produce the
weekly claims report or who have access to the embargoed data. All personnel (employees and
contractors) with access permission to computer resourcesin which embargoed data is stored aso
should have background investigations.
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5. Situations Can Occur Where One Person Controls the

Entire Ul Weekly Claims Press Release Process

There are Stuations when the Reporting Team Leader in DRR controls the entire

Ul Weekly Claims Press Release process because of the smal number of staff on the DRR Reporting
Team. The processincludes obtaining and entering weekly claims data from individua states,
producing schedules with the Nationd totals, and reviewing the end products.

Normally, the DRR Reporting Team Staff assstant is repongible for obtaining and compiling the
individua state figures and producing the initid schedules. The Team Leader isresponsible for
reviewing the embargoed data and advance copies of the Ul Weekly Claims Press Release and
digributing them to authorized officids.

We were told that there are Situations when the staff assistant is on leave and the Team Leader takes
over dl the functions of the Weekly Claims Press Release process. We consder this Situation an
interna control weakness because there is no separation of duties.

The GAO Standards for Internd Contral in the Federa Government, Control Activities Section,
condders the divison of responghilities among staff an effective method to prevent asingle individua
from controlling al aspects of acritical process.

Recommendation

We recommend that the Assistant Secretary for Employment and Training require that OWS ensure
that the Reporting Team Leader and daff assstant responghbilities are aways performed by different
individuds.

Agency’s Response

ETA responded that there are dways at |east two people involved in the process of collecting,
checking, and publishing data and there are four people on the DRR staff who are knowledgegble in the
process. Thus, the DRR Divison Chief and a person in another division are available to serve as back
up to the Reporting Team Leader. It isarare circumstance when one person collects the data and that
same person plus the person who creates the publication check the data. Becauseit isarare
circumgtance, ETA believesit can function well under the current staffing and backup for this task.
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Auditor’s Conclusion

ETA’s response did not address our recommendation. To resolve the recommendation ETA must
include in the Ul Weekly Claims Procedure Manua a procedure that requires the Reporting Team
Leader and staff assstant responsibilities dways be performed by different individuas when key staff
arenot available.
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6. There Are No Formal Procedures for Responding to

Security INncidents

There are no forma procedures for responding to security incidents, such as unauthorized use or
prerelease of embargoed data. DRR told us that there have been very few instances where the security
of embargoed data has been jeopardized. In the event of an incident, common senseis used to handle
the stuation. Forma procedures should be developed and implemented to ensure that appropriate
action istaken to secure the data and correct the cause of the incident.

Recommendation

We recommend that the Assistant Secretary for Employment and Training require OWSto develop
and implement formal incident response procedures. The procedures must ensure that the proper
officids are notified, appropriate action is taken to secure the data, and the incident is investigated to
identify and correct interna control wesknesses.

Agency’s Response

ETA’ sresponse stated that as aresult of the audit, procedures have been devel oped and implemented
for handling incidents. ETA provided a copy of the procedure that was included in the Ul Weekly
Claims Procedure Manudl.

Auditor’s Conclusion

This recommendation is closed.
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7. The ETA LAN Server Administered by OTIS Does Not Have
the Security Needed to Store the Embargoed Ul Weekly

Claims Press Release and Supporting Documents.

The Ul Weekly Claims Press Release document, summary spreadsheets, and supporting charts are
stored on a server that is part of the ETA LAN which isadministered by OTIS. We identified severd
wesknesses that compromise the security level needed for embargoed documents. The following are
detalls of the wesknesses found.

a. An excessive number of network administrator s have accessto the server
containing the embar goed documents.

The GAO FISCAM, Section AC-2.1, provides that broad or specia access privileges,
such as those associated with operating system software that alow norma controlsto be
overridden, are only gppropriate for asmal number of users who perform system
maintenance or handle emergency Situations.

Becausethe ETA LAN sarves al agencies within ETA, there are numerous network
adminigtrators with access to the server that contains the embargoed Ul Weekly Claims
Press Release. Although the embargoed Ul Weekly Claims Press Releaseisstored ina
directory with the proper access permission controls limited to the individuals reponsible
for the press release, network administrators aso have access to the directory. Within
OTIS there are two ETA employees and seven contract employees who have network
administrator accessto the server.

We bdieve that thisis an excessve number of individuas with access permisson to
embargoed data and increases the risk of unauthorized entry into the system, prerelease, or
manipulation of embargoed dataiin the Ul Weekly Claims Press Release.

b. Theembargoed documents are not encrypted while stored on the server.

The NIST, Specia Publication 800-18, Section 6.GSS.2, defines logica access controlsto
include the use of encryption as ameans to prevent unauthorized access to senstivefiles.

Encrypting the embargoed Ul Weekly Claims Press Release while it is stored on the ETA
LAN server would increase assurances againgt unauthorized access or misuse.
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c. Periodic security evaluations using a secur ity softwar e package are not performed.

The NIST, Specia Publication 800-12, Section 9.4.1.1, states that automated tools can be
used to help find a variety of threats and vulnerabilities, such asimproper access controls or
access control configurations, week passwords, lack of integrity of the system software, or
outdated software updates and patches.

System security requirements are congtantly changing with new technologies. Therefore,
network security should be periodically assessed using a security scanner or Smilar
software that takes an automated, proactive approach to detecting security deficiencies
present in the agency’ s computers and networks.

Therefore, we bdieve that OWS should not store the Ul Weekly Claims Press Release and supporting
documents on the ETA LAN because it does not have the interna controls needed to secure
embargoed data.
Recommendations
We recommend that the Assistant Secretary for Employment and Training require OWS to discontinue
using the ETA LAN to store the embargoed Ul Weekly Claims Press Release and supporting
documents. Instead, require OWS to use a stand-alone computer located in a secure area and ensure
that

S procedures are devel oped and implemented to backup the files on aregular basis,

S adequate access controls are used, and

S dl files containing embargoed information are encrypted.
Agency’s Response
ETA responded that inquiries are being made with OTIS about the technica feashility of establishing a
gand-aone system and of still maintaining the needed backups and shared access within the taff versus

what might be required to further isolate the areas of the LAN which are used to increase security. We
expect to be able to accomplish this a the time of the office configuration in 2002.

Auditor’s Conclusion
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The recommendations can be resolved when ETA makes a management decision on the action they
plan to take.
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