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SECTION [A
INDEPENDENT AUDITORS REPORT ON THE
SCHEDULE OF ACTUARIAL LIABILITY AND BENEFIT PAYMENTS

Bernard E. Anderson, Assistant Secretary

Employment Standards Administration, U.S. Department of Labor,

General Accounting Office, Office of Management and Budget and Other Specified User
Agencies:

We have audited the accompanying Schedule of Actuarid Liability and Benefit Payments (the Schedule) of
the Federd Employees Compensation Act Specid Benefit Fund as of and for the year ended
September 30, 1998. This schedule is the responghility of the Department of Labor's management. Our
responsibility isto express an opinion on this schedule based on our audit.

Note 1 to the Schedule describes the accounting policies used by the Fund to prepare the Schedule, which
isacomprehensive basis of accounting other than generaly accepted accounting principles.

We conducted our audit in accordance with generdly accepted auditing standards, Gover nment Auditing
Sandards, issued by the Comptroller Generd of the United States, and the applicable provisons of OMB
Bulletin 98-08, Auditsof Federal Financial Statements Those standardsrequirethat we plan and perform
the audit to obtain reasonable assurance about whether the Schedule of Actuarid Liability and Benefit
Paymentsis free of material misstatement. An audit includes examining, on atest bas's, evidence supporting
the amounts and disclosures in the Schedule of Actuarid Liability and Benefit Payments. An audit aso
includes ng the accounting principles used and significant estimates made by management, as well as
evauating the overdl schedule presentation. We believe that our audit provides a reasonable basis for our
opinion.

In our opinion, the Schedule of Actuaria Liability and Benefit Payments referred to above presentsfairly, in
al materia respects, the actuarid liability and benefit payments of the Federd Employees Compensation Act
Specid Benefit Fund as of and for the year ended September 30, 1998, in conformity with the accounting
policies described in Note 1.

This report is intended solely for the information and use of the U.S. Department of Labor, Generd
Accounting Office, Office of Management and Budget and those Federd agencieslistedin Section 11B of this
report and is not intended to be and should not be used by anyone other than these specified parties.
However, this report is a matter of public record and its distribution is not limited.

W; ﬁm‘! D S T‘S:a.u—'n.jx.



Carmichad, Brasher, Tuvel & Savage
December 11, 1998

1647 Mount Vernon Road, Dunwoody Exchange, Atlanta, Georgia 30338
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SECTION IB
U.S. DEPARTMENT OF LABOR
EMPLOYMENT STANDARDS ADMINISTRATION
FEDERAL EMPLOYEES COMPENSATION ACT
SPECIAL BENEFIT FUND
SCHEDULE OF ACTUARIAL LIABILITY AND BENEFIT PAYMENTS
ASOF AND FOR THE YEAR ENDED SEPTEMBER 30, 1998

(Ddllarsin

Thousands)

Actuarid Liability $17,488,851
Benefit Payments $1,940,195



See independent auditors report.
The accompanying notes are an integral part of this schedule.
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NOTESTO THE SCHEDULE OF ACTUARIAL LIABILITY
AND BENEFIT PAYMENTS
SEPTEMBER 30, 1998

1.

SIGNIFICANT ACCOUNTING POLICIES

a

Bads of Presentation

This schedule has been prepared to report the actuarid liability and benefit payments of the
Federal Employees Compensation Act Specid Benefit Fund, as required by the CFO Act
of 1990. The Specia Benefit Fund wasestablished by the Federal Employees Compensation
Act to provide for the financid needs resulting from compensation and medica benefits
authorized under the Act. The U.S. Department of Labor, Employment Standards
Adminigrationis charged with the responsibility of operating the Specia Benefit Fund under
the provisons of the Act. The schedule has been prepared from the accounting records of
the Specid Benefit Fund.

The actuarid liability and benefit payments of the Specid Benefit Fund have been considered
specified accounts for the purpose of this specid report and have been reported thereon.
ESA isresponsblefor providing annua datato the 24 CFO Act and other specified agencies.
FECA's annua data is defined as the actuarid liability of the Specid Benefit Fund. This
annud data is necessary for the 24 CFO Act and other specified agencies to support and
prepare their respective financial statements.

Bendfit payments are intended to provide income and medica cost protection to covered
Federal civilian employeesinjured on the job, employees who have incurred a work-rel ated
occupational diseaseand beneficiariesof employeeswhosedesthisattributabletojob-rel ated
injury or occupationd disease. The actuarid liability is computed from the benefits paid
hisory. The benefits paid and interest rate assumptions are gpplied to the actuarid model
which caculates the ligbility estimate.

Badis of Accounting

Bendfit payment expendituresconsist of paymentsmadefor the period from October 1, 1997
to September 30, 1998; the actuaria ligbility for future workers compensation benefitsisan
accrued estimate as of September 30, 1998.



NOTESTO THE SCHEDULE OF ACTUARIAL LIABILITY
AND BENEFIT PAYMENTS
SEPTEMBER 30, 1998

Statement of Federal Financial Accounting Standards (SFFAS) Number 5, Section 138,
Accounting for Liabilities of the Federal Government, requires that a contingent ligbility
be recognized when three conditionsare met. First, apast event or exchange transaction has
occurred. Second, a future outflow or other sacrifice of resourcesis probable. Findly, the
future outflow or sacrifice of resources is measurable. For the purpose of caculating the
actuarid liability, the Financia Accounting Standards Advisory Board dipulates that this
occurs once a program participant is determined digible for compensation when aclam is
approved. By definition, incurred but not reported clams (IBNR), do not qualify forinclusion
in the FECA mode (as reflected in Appendix B - Liability Recognition and Measurement
Matrix of SFFASD5). In contrast, estimates of actuaria liabilities prepared in accordance with
generdly accepted accounting principles recognize IBNR when they can be reasonably
esimated. Therefore, the modd represents the estimated present value of future payments
based upon approved clams, excluding IBNR.

ACTUARIAL LIABILITY (FUTURE WORKERS COMPENSATION BENEFITS)

The Federal Employees Compensation Special Benefit Fund (Federal Employees Workers
Compensation Fund), established under the authority of the Federal Employees Compensation Act,
providesincomeand medica cost protection to covered Federd civilian employeesinjured onthejob,
employees who have incurred a work-related occupationa disease and beneficiaries of employees
whose death is attributable to a job-reated injury or occupationa disease. The fund is reimbursed
by other Federa agencies for the FECA benefit payments made on behdf of their workers. The
actuarid liability doesnot include amounts owed to DFEC by other Federa agenciesfor prior benefit
payments made and charged back to the employing agency.

Theactuarid liability for futureworkers compensation reported on the schedul eincludes the expected
lidhility for death, disability, medica and miscellaneous costs for approved cases. The lighility is
determined using amethod that utilizeshistorica benefit payment patternsrelated to aspecificincurred
period to predict the ultimate payments related to that period. Consistent with past practice, these
projected annua benefit payments have been discounted to present value using the Office of
Management and Budget's (OMB) economic assumptions for 10-year Treasury notes and bonds.
The interest rate assumption utilized for discounting in 1998 was 5.60% in year 1, and theresfter.



NOTESTO THE SCHEDULE OF ACTUARIAL LIABILITY
AND BENEFIT PAYMENTS
SEPTEMBER 30, 1998

To provide more specificdly for theeffectsof inflation on theliability for futureworkers compensation
benefits, wage inflation factors (cost of living dlowance or COLAS) and medica inflation factors
(consumer price index-medical or CPI-Med) are applied to the calculation of projected future
benefits. Thesefactors are dso used to adjust the methodology's historica paymentsto current year
congtant dollars. The methodology aso includes a discounting formula to recognize the timing of
compensation payments as 13 payments per year ingtead of 1 lump sum per year. The projected
number of years of benefit paymentsis 37 years.

The compensation COLA's and the CPI-Med used in the modd's calculation of estimates were as
follows

FY COLA CPI-Med EY COLA CPI-Med

1989 4.47% 6.98% 1996 2.63% 4.00%
1990 4.43% 8.40% 1997 2.77% 3.11%
1991 5.03% 9.36% 1998 2.70% 2.77%
1992 5.00% 7.96% 1999 1.50% 3.56%
1993 2.83% 6.61% 2000 1.70% 3.81%
1994 2.77% 5.27% 2001 2.17% 3.93%
1995 2.571% 4.72% 2002+ 2.30% 3.93%

The presentation of theinflation rates used to convert historical paymentsto constant dollars has been
changed to reflect certain modifications. The medical inflation rates presented reflect changes as a
result of utilizing monthly rate changes rather than an annudized amount. The compensation factors
presented are the blended rates used by the model rather than the published March 1 COLA factor
from which the blended rates are derived. Furthermore, for disability payment years prior to 1996,
the inflation factors were amended to use the same consumer price index (CPl) measurement basis
asthat utilized for progpective payments.

BENEHT PAYMENT EXPENDITURES

Bendfit payments condst of compensation for lost wages, schedule awards, death benefits and
medica benefits paid under FECA for the period October 1, 1997 through September 30, 1998. The
amount paid for compensation for lost wages, schedule awards, death benefits and medical benefits
totaled $1,940,195,000.



NOTESTO THE SCHEDULE OF ACTUARIAL LIABILITY
AND BENEFIT PAYMENTS
SEPTEMBER 30, 1998

SUBSEQUENT EVENTS

On November 25, 1998, find regulations were published which modify the FECA program effective
January 4, 1999. The regulations contain a mgor revison of the medica fee schedule to include
pharmacy and inpatient hospita bills. Other significant new provisions address suspension of benefits
during incarceration and termination of benefits for conviction of fraud againgt the program; changes
to the continuation of pay provisons,; paying for an attendant as a medica expense; and other non-
financid matters. These new regulaions did not result in an adjustment to the Schedule on page 3.
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SECTION I1A
INDEPENDENT ACCOUNTANTS REPORT
ON APPLYING AGREED-UPON PROCEDURES

Bernard E. Anderson, Assistant Secretary

Employment Standards Administration, U.S. Department of Labor,

General Accounting Office, Office of Management and Budget and Other Specified User
Agencies:

We have performed the procedures described in the Agreed-Upon Procedures and Results, Section I1C,
whichwere agreed to by the U.S. Department of Labor, Genera Accounting Office, Office of Management
and Budget, the 24 CFO Act agenciesand other specified agencieslisted in the Schedule of Actuarid Liability
and Benefit Paymentsby Agency (the Schedule), Section 11B (the specified users) of thisspecid report, soldy
to assst you and such agencies with respect to the accompanying Schedule of Actuarid Liability and Benefit
Payments by Agency (SectionlIB) of the Federal Employees Compensation Act Specia Benefit Fund as of
and for the year ended September 30, 1998.

The Schedule (Section [1B) was provided by the Department of Labor. The schedule of actuarid lidbility at
September 30, 1998, represents the present vaue of the estimated future benefits to be paid pursuant to the
Federad Employees Compensation Act. The schedule of benefit payments expended during the fiscd year
ended September 30, 1998, reflects expenditures made for injuries which occurred prior to September 30,
1998, which were gpproved for payment.

This engagement to apply agreed-upon procedures was performed in accordance with standards established
by the American Ingtitute of Certified Public Accountants and Gover nment Auditing Standards, issued by
the Comptroller Generd of the United States.

An actuary was engaged to perform certain proceduresrel ating to the actuarid liability asdescribed in Section
lC.

We expressno opinion on the Federal Employees Compensation Act Specid Benefit Fund'sinterna controls
over financid reporting or any part thereof.

The basis of accounting used in the preparation of the Schedule of Actuarid Liability and Benefit Payments
by Agency is a comprehensive basis of accounting other than generaly accepted accounting principles as
described on page 5.

1647 Mount Vernon Road, Dunwoody Exchange, Atlanta, Georgia 30338
11



1647 Mount Vernon Road, Dunwoody Exchange, Atlanta, Georgia 30338
12



The sufficiency of the proceduresissoldly theresponsbility of the specified usersof thisreport. Consequently,
we make no representation regarding the sufficiency of the procedures described in Section 11C either for the
purpose for which thisreport has been requested or for any other purpose. Our agreed-upon proceduresand
results are presented in Section 11C of thisreport.

We were not engaged to, and did not perform an audit, the objective of which would be the expression of an
opinion on the specified dements of the Schedule of Actuaria Liability and Benefit Payments by Agency.
Accordingly, we do not express such an opinion. Had we performed additional procedures, other matters
might have come to our attention that would have been reported to you.

This report should not be used by those who have not agreed to the procedures and taken responsibility for
the sufficiency of the proceduresfor their purposesthereof. Thisreport isintended soldy for the information
and use of the U.S. Department of Labor, Generd Accounting Office, Office of Management and Budget and
those Federa agencieslisted in Section 11B of thisreport and is not intended to be and should not be used by

anyone other than these specified parties. However, thisreport isamatter of public record and itsdistribution
isnot limited.

W} ﬁm‘! D S T‘S:a.u—'n.jx.

Carmichad, Brasher, Tuvell & Savage
December 11, 1998
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SECTION IIB

U.S. DEPARTMENT OF LABOR
EMPLOYMENT STANDARDS ADMINISTRATION
FEDERAL EMPLOYEES COMPENSATION ACT

SPECIAL BENEFIT FUND

SCHEDULE OF ACTUARIAL LIABILITY AND BENEFIT PAYMENTSBY AGENCY

ASOF AND FOR THE YEAR ENDED SEPTEMBER 30, 1998

Actuarial Benefit

Liability Payments

(Dallarsin (Dallarsin
AGENCY thousands) thousands)
Agency for International Development $35,005 $3,092
Environmenta Protection Agency (EPA) $18,974 $2,698
Federad Emergency Management Agency (FEMA) $6,418 $1,504
Generd Services Administration $161,704 $15,099
Nationa Aeronautical and Space Adminidtration (NASA) $51,455 $6,991
National Science Foundation (NSF) $726 $110
Nuclear Regulatory Commission (NRC) $4,795 $643
Office of Personnd Management (OPM) $4,718 $946
United States Postal Service (USPS) $4,621,367 $579,664
Smdl Business Adminigtration (SBA) $15,372 $2,258
Socid Security Adminigtration (SSA) $188,374 $17,319
Tennessee Vdley Authority $627,733 $56,698
U. S. Department of Agriculture $587,834 $60,978
U.S. Department of the Air Force $1,199,504 $124,824
U.S. Department of the Army $1,442,824 $162,041
U. S. Department of Commerce $110,373 $10,910
U. S. Department of Defense - other $638,300 $63,191
U. S. Department of Education $5,533 $1,452
U. S. Department of Energy $56,245 $8,760

14




SECTION IIB

U.S. DEPARTMENT OF LABOR
EMPLOYMENT STANDARDS ADMINISTRATION
FEDERAL EMPLOYEES COMPENSATION ACT

SPECIAL BENEFIT FUND

SCHEDULE OF ACTUARIAL LIABILITY AND BENEFIT PAYMENTSBY AGENCY

ASOF AND FOR THE YEAR ENDED SEPTEMBER 30, 1998

Actuarial Benefit

Liability Payments

(Dallarsin (Dallarsin
AGENCY thousands) thousands)
U. S. Department of Hedlth and Human Services $180,571 $20,975
U. S. Department of Housing and Urban Development $56,869 $8,067
U. S. Department of the Interior $428,526 $46,473
U. S. Department of Justice $608,799 $70,477
U. S. Department of Labor $114,220 $20,846
U.S. Department of the Navy $2,390,148 $244,370
U. S. Department of State $46,881 $5,034
U. S. Department of Transportation $1,061,978 $96,010
U. S. Department of the Treasury $717,026 $73,593
U. S. Department of Veterans Affairs (VA) $1,310,572 $140,228
Other agencies? $796,007 $94,944
Totd - dl agencies (Memo Only) $17,488,851 $1,940,195

! Non-billable, Panama Canal, and other agencies for which ESA has not individually calculated an actuarial liability.
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SECTIONIIC
AGREED-UPON PROCEDURES & RESULTS

SUMMARY

Our objective was to perform specified agreed-upon procedures to the Schedule of Actuarid Liability and
Benefit Payments by Agency as of and for the year ended September 30, 1998, as summarized below:

C Applied certain agreed-upon procedures as detailed in this section of the report to the estimated
accrued actuarid liability of future FECA benefit payments as of September 30, 1998. A certified
actuary was engaged to review the caculation of the actuarid liability and determine the
reasonableness of the overdl ligbility.

C Applied certain andytica procedures as outlined in this section of the report to the compensation and
medical payments and the actuarid liabilities on the Schedule of Actuarid Liability and Benfit
Payments by Agency for the period October 1, 1997 to May 31, 1998 (sampling period), and for
the period October 1, 1997 to September 30, 1998.

These procedures were performed in accordance with standards established by the American Ingtitute of
Certified Public Accountants and Gover nment Auditing Standards, issued by the Comptroller Genera of
the United States.

Each section of this agreed-upon procedures report is organized as follows:

1 Overview of results.
2. A detailed ligting of the agreed-upon procedures performed for this engagement.
3. Results of agreed-upon procedures.

In summary, we applied the following agreed-upon procedures:.

Actuarid Liability - The actuarid modd and the resulting actuarid liability was evauated by an independent
actuary who concluded that the modd’s calculation of the totd actuarid ligbility was reasonable. Andytical
procedures were performed on the methodology, assumptions and information used in the modd; ad hoc
adjustments made to amounts cal culated by the modd ; the liability predicted in the model in 1997 compared
to actud payments made in 1998; and the change in the ligbility from 1997 to 1998.

Andytica Review of Benefit Payments - Our analytica review of benefit payments made during the current
fisca year by digtrict office, by dtrata, and by agency was compared to benefit payments of the prior fisca
year.

16



SECTIONIIC
AGREED-UPON PROCEDURES & RESULTS

ACTUARIAL LIABILITY

Overview of Results

The actuarid modd and the resulting actuarid ligbility was evaluated by an independent actuary who
concluded that the model's calculation of the total actuarid ligbility was reasonable.

In addition to the work performed by the actuary, we made inquiries and performed andytical procedures
regarding the calculation of the actuarid model by employing agency. Our proceduresincluded consderations
of how the change in each agency's liability related to the change in the tota estimate, its own higtory, and to
the benefit payments made during the current year. Furthermore, we compared the modd's prior year
prediction of the current year payments to the actua payments made on behaf of the agency. From our
andyds, wewereableto predict the current year liability on 23 of 29 agencieswithin 10 percent of the model-
calculated liability, representing 99.5 percent of thetotal actuarid liability. Additional explanationswere sought
for the remaining agencies which were generaly those with smaler balances.

Procedures and Results

Agreed-Upon Procedures Performed

Results of Procedures

Engaged a certified actuary to review the

cdculaions of the actuarid liability asto:

C Whether or not the assumptions used
by the formula were appropriate for
the purpose and method to which they
were gpplied

C Whether or not the assumptions were
reasonable representations for the
underlying phenomena which they
model

C Whether or not such assumptions were
being applied correctly and if other
cdculaions within the modd were
being performed in amanner asto
generate appropriate results

C Whether or not changesin the
assumptions over the years better
qudified the trends

C Whether or not tests of calculations
provided a reasonable basis regarding
the integrity of the modd asawhole

C Whether or not the overdl results were
reasonable.

The actuary's review of, and our understanding of, the
methodology used in the modd did not disclose any
sgnificant concerns.

The actuary concluded that the model caculated a
liability that was generdly reasonable under the
method and assumptions used. The actuary tested the
cdculaions included in the modd and found that they
were performed in afashion consstent with the
model's stated assumptions. The actuary did
recommend that DPPS consider using atabular
method which would enhance the equity of the liability
among the agencies.

17




SECTIONIIC
AGREED-UPON PROCEDURES & RESULTS

Agreed-Upon Procedures Performed

Results of Procedures

Evauated the professond qudlifications of the
actuary in regards to:

C

Professiond certification, license or
other recognition of the competence of
the actuary.

Reputation and standing of the actuary
inview of peers and others familiar
with the actuary's capability of
performance.

Reationship of the actuary to the
Department of Labor

Experience of the actuary in the type of
work stated.

Our review of the actuaria specidist reveded that the
company was aqudified, licensed actuary in good
ganding with the American Academy of Actuaries
and the Society of Actuaries.

The actuaria consulting firm certified that they were
independent from DOL-FECA.

The actuarid consulting firm provided references
dating experience in the type of work required for this
engagement.

Compared the methodology and assumptions
used by the modd in prior yearsto the
assumptions used during the current year.

The modd utilizes estimates of prospective inflation
and interest rates to project and then discount future
benefit payments. As published by OMB,
prospective interest rates of 10-year Treasury bills
increased approximately .2%. Also, the Bureau of
Labor Statistics (BLS) estimates of COLA and CPI-
Med factors decreased by approximately .2%. In
combination, this resulted in an increase in the net
effective rate (interest rate less inflation rate) of
approximately .4%. The result of the changesin
estimated prospective rates was to decrease the
estimated actuarid ligbility by approximately 4.8%.

Themodd utilizes indexes of prior year inflation rates
to convert prior year paymentsto current dollars for
the purpose of establishing retention rates, the rates at
which claims are expected to decline over the life of
theinjury. We noted that the rates used for disability
payments prior to 1996 had been modified. 1n 1997,
the rates were derived from historicad governmenta
pay raises as mandated by Congress. Thisyear,
1998, consstent with years 1996 and prior, the index
utilized was the COLA, derived from the Consumer
Price Index for All Urban Workers (CPI-U), as
established by BLS.

18




SECTIONIIC
AGREED-UPON PROCEDURES & RESULTS

Agreed-Upon Procedures Performed

Results of Procedures

The actuary concurred with the modification, agreeing
the CPI-U was a better indicator than pay raises. The
modification decreased retention rates on average
.645% per year, resulting in an approximate 5.04%
decline in the estimated liability.

Compared the interest and inflation rates used
by the modd to the source documents from
which they were derived.

We determined that the interest rates used in the
modd were the same interest rates sated in the OMB
publication.

We determined that the inflation rates used in the
model were derived from the BLS indicescited. The
rates from the BL S indices had been adjusted to
accommodeate the difference between the year end of
the actuarid model and the year end of the cited
rates. The actuary recalculated the rates without
exception.

Compared by agency and in aggregate, the
amount of payments input in the mode as
reflected in the FECA chargeback liahilities
report with the amount of benefit payments per
the summary chargeback hilling listing to
assess whether the payment data used in the
ligbility calculation was the same as the data
upon which our testing of benefit payments
was performed.

We compared the amount of 1998 benefit payments
per the FECA chargeback liabilities report to the
summary chargeback hilling listing. The aggregate
payments per the FECA chargeback liabilities report
were 5.26% |ess than the 1998 payments per the
chargeback report. DOL stated that the difference
was due to the retroactive dlocation to the years
beginning with the injury date through the current year
of payments and those payments in excess of $5,000
which were lump sum payments. We determined that
the lump sum payments were alocated back to the
years beginning with the injury yesr.

We aso compared the retention rates which are used
to reflect the pattern of prior year paymentsin the
current year's modd to the retention ratesin the prior
year'smode. The retention rates decreased from the
prior year due mainly to the change in the inflation
factors described in Note 2 on page 7.
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SECTIONIIC
AGREED-UPON PROCEDURES & RESULTS

Agreed-Upon Procedures Performed

Results of Procedures

Determined the ad hoc adjustments made by
OWCP and determined those agencies to
which ad hoc adjustments were made to
change the liability by more than 10%.

The aggregate liability was reduced approximately
.1% through the ad hoc adjustments. Twelve agencies
were adjusted. The following agencies were adjusted
less than 10% of the FECA liability by agency and no
further procedures were performed: DOL, SBA,
NRC, EPA, Army, Education and Commerce. The
following agencies were adjusted by more than 10%
through ad hoc adjustments. SSA, NSF, State, OPM
and VA.

Ad hoc adjustments are required when payment
history is not sufficient. Review of the data points on
the following agencies indicated that the payment
history was insufficient to produce retention rates
which coincided with patterns of benefit payments
found in the modd overdl: SSA, NSF and OPM.

DOL removed certain higher data points consdered
outside the normd digtribution of benefit payments for
State and VA. Data points for the years following the
outliers, which were low, and in the pagt, functioned
to smooth the prior year's upward trends, were not
removed. This skewed the population of retention
rates. As such, the ad hoc adjustment was required
to cause the State and VA to perform in afashion
consistent with the mode overdl. State varied
approximately +13.05% and VA varied
approximately -1.41%, after ad hoc adjustments,
from the amount we caculated.
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SECTIONIIC
AGREED-UPON PROCEDURES & RESULTS

Agreed-Upon Procedures Performed

Results of Procedures

Compared the actuarid liability by agency as
reported in the October 15, 1998
Memorandum to the CFOs of Executive
Departments of the unaudited estimated
actuarid liability for future workers
compensation benefits to the mode calculated
Projected Liability Reports.

The liability reported on the October 15, 1998
Memorandum of the unaudited estimated actuaria
liability for future workers compensation benefits
varied in 12 agencies from the modd cd culated
Projected Liability Reports. The amounts differed
because the Memorandum amounts were ca culated
manually and not by the moded to enable atimely
issued Memorandum. Payment assumptions varied
dightly from the manua method to the modd's
method.

The difference between the amounts ca culated
manudly and those calculated by the modd was less
than .4%. The Memorandum amounts agreed overal
to the amounts generated by the model except for the
following.

The amount caculated by the modd for the non-
chargeable liability was not reported on the
Memorandum. DOL indicated that the population of
non-chargeable payments was too sparse by agency
to develop reliable retention rates, and therefore, a
religble liability. As such, the non-chargesble ligbility
edtimate was computed manudly. Last year's non-
chargeable liability was computed by the modd. The
manua caculation of the actuarid liability for non-
chargesble utilized the same assumptions as the moddl
and amethodology consistent with the prior year's
model. The Post Office independently computes its
actuarid liability. The Post Office identifies older
clams, which are Smilar to non-chargesble clams
population, and varies their method of computing the
actuarid liability on these claims due to the sparse
neture of older clams.
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SECTIONIIC
AGREED-UPON PROCEDURES & RESULTS

Agreed-Upon Procedures Performed

Results of Procedures

Compared 1998 payments by agency and in
aggregate with the amounts predicted by the
mode in 1997 and identified the agencies with
variances in excess of 10%.

In aggregate, the 1997 model predicted the 1998
benefit payments within 2.3%. Medica payments
were predicted within 8.21% and compensation
payments were predicted within .53%.

Five agencies had variances in excess of 10% of the
predicted amounts. NSF (+13.19%),

OPM (-15.59%), SSA (-12.82%),

SBA (+21.44%), and Education (+15.94%).

The prior year's actua paymentsin NSF and OPM
varied from the prior year's estimate by -4.13% and
+7.77%, respectively. Noting that the sgns of the
variations reversed in the current year, the current
year's variation done would not indicate the ligbility
was over- or understated.

The current year's actual payments for SSA were less
than the payments predicted by the mode in each of
the 2 prior years. The SSA actuarid liability has been
lowered to compensate for the possible overstatement
in prior years. The prediction of payments for next
year was 6.45% |ess than the average payments for
SSA for each of thelast 3 years.

For SBA and Education, the current year's actua
payments were more than the payments predicted by
the model in each of the 2 prior years. SBA'sand
Education's predictions of payments for next year
were |ess than the average payments for each agency
for each of the last 3 years. Both agencies payments
are trending downward, but at ashalower rate than is
being predicted.
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AGREED-UPON PROCEDURES & RESULTS

Agreed-Upon Procedures Performed

Results of Procedures

Caculated an expected liability by agency.
The caculation utilized benefit payment data
and the assumptions used in the modd!.
Explanations were sought from DOL for dl
agenciesin which the caculated expected
liability was not predicted by the modd within
10%.

We were able to predict 23 of 29 agencies
representing 99.49% of the overdl ligbility within
10% of the modd-cd culated ligbility. The following
agencies were not predicted within 10%: EPA
(+13.86%), FEMA (+25.38%),

Education (+25.57%), State (+12.63%),

NRC (-45.52%), and OPM (-14.01%).

EPA and FEMA were adjusted through ad hoc
adjusmentsin the prior year. Ad hoc adjustments
were not made in the current year. EPA, FEMA and
Education had higher than estimated compensation
payments. The disproportionate increase in the
ligbility is due in part to dl three agencies having
higher than estimated compensation payments. As
compensation payments comprise alarger percentage
of tota benefit payments, the ligbility would normaly
be adjusted by alarger degree and the liability should
have predicted higher than we ca cul ated.

State experienced an overdl increase of payments of
3.7%, a decrease in compensation of 10.26% and no
new compensation clamsin the current year. These
factors do not indicate an increase in the ligbility. The
model did predict lower compensation paymentsin
1999 which indicates the modd has given
consideration to the 4-year downward trend in
payments while dill increasng the overdl lidhility.

The liability decreased for NRC and OPM. OPM's
compensation payments decreased 16.53%, and no
new compensation clams were filed in the current
year. NRC's mix of payments adso indicated that the
ligbility should decrease. The short payment history
may have influenced retention rates too strongly,
decreasing the liability excessvely.
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SECTIONIIC
AGREED-UPON PROCEDURES & RESULTS

Agreed-Upon Procedures Performed

Results of Procedures

Compared the actuarid ligbility caculated by
the mode to the actuarid ligbility caculated by
the Postal Service's independent moddl.

The independent computation of the actuarid ligbility
for the Postal Service as computed by the Postal
Service's mode was 13.45% more than the amount
computed by themodd. Last year, the Postal
Sarvice's model was 7.9% more than the amount
computed by the modd. Historicaly, the mode
varied from the Postdl Service's caculation by as
much as 20%. The change from last year isaresult
of increasing the modd's net discount rates, while the
Postdl Service modd's rates stayed constant.

Performed a survey of interest and inflation
rates utilized by the Postdl Service, OPM, and
three private industry actuarid consultants
experienced with governmentd ligbilities.
Determined how the surveyed interest rates
compared to the interest rates used in the
modd.

Surveyed rates for compensation ranged from 2.5%
to 3.43% and for medica ranged from 0% to 2.0%.
The modd uses the net effective rates of
approximately 3.3% for compensation and 1.67% for
medica. The rates used by the modd are within the
range of surveyed rates but higher than the median of
the surveyed rates. A higher rate equates to the
cdculation of alower lidbility.
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SECTIONIIC
AGREED-UPON PROCEDURES & RESULTS

BENEFIT PAYMENTS

Overview of Results

Andytica procedures were gpplied to compensation and medica benefit payments in tota, by Strata, by
average payment and by agency for the fisca year ended September 30, 1998, to the fiscal year ended
September 30, 1997, and for the sampling period of October 1, 1997 to May 31, 1998, to the sampling
period of October 1, 1996 to May 31, 1997. DOL's cut-off procedures were also reviewed. We noted no

sgnificant exceptions from the results of applying the agreed-upon procedures.

Procedures and Results

Agreed-Upon Procedures Performed

Results of Procedures

Compared the benefit payment databases to

the Department of Labor's genera ledger and
the Department of Treasury’ s SF-224s as of
September 30, 1998.

The benefit payment databases varied from the
Department of Labor's genera ledger and
Department of Treasury’s SF-224 at

May 31, 1998, by 1.06%, primarily due to credits
not posted to them m payment databases prior to
May 31, 1998. Asof September 30, 1998 the
variance was less than .3%.

Obtained the Department of Labor's year-end
cut-off procedures. Obtained the year-end
adjustments made to the generd ledger to
prorate expenditures which overlapped fiscal
years. Determined if these adjustments were
recorded in the correct period.

The year-end adjustment made to the genera
ledger to prorate the expenditures which
overlgpped fiscd years reconciled with the
supporting documentation. The review of cut-off
procedures indicated the adjustment was recorded
in the correct period.

Determined the average payments by strata for
the May 31, 1998, and September 30, 1998,
database and compared them to the average
payments strata for the May 31, 1997, and
September 30, 1997, database. Compared
the number of payments for the periodsto see
if the strata increased over the prior year.
Determined if there were any variances larger
than 7%. Obtained explanations from DOL
for variances over 7%, if any.

The average payments by strata at May 31, 1998,
and September 30, 1998, was compared to the
prior year. Three dtrata varied from the prior year
by more than 7%. The average payment per strata
was less in the lower strata and higher in the upper
drataindicating a fewer number of smaler
payments, and alarger number of larger payments
were made. DOL stated that payments to medical
providers were consolidated when possible and
benefit payments increased overal.
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AGREED-UPON PROCEDURES & RESULTS

Agreed-Upon Procedures Performed

Results of Procedures

Compared the tota benefit payments for each
of thelast 5 fiscd years. Determined if there
were any variances larger than 5% for each of
the 5 fiscal years. Obtained explanations from
DOL for variances over 5%, if any.

Asaresult of our analysis of 5 years of benefit
payment data, total benefit payments did not vary
by more than 5% compared to the prior year's
benefit payments.

Compared the summary chargeback billing list
to the benefit payment database as of
September 30, 1998.

The agency chargeback billing ligt varied from the
benefit payment database as of September 30,
1998 (fiscal year ending date) less than .15%.

Compared, by agency and in totdl,
compensation and medicd bill payments for
the fiscal year ending September 30, 1998,
with payments made for the fisca year ending
September 30, 1997. Obtained explanations
from DOL for variances over 5%, if any.

Thefollowing Sx agencies benefit payments
increased by more than 5%: Air Force (5.9%),
HUD (8.6%), Justice (10.3%), Labor (9.9%),
State (6.8%) and Trangportation (6.0%). Benefit
payments overdl increased 3.1%. DOL stated that
the increases were due to single incidents which
occurred and involved severd employees from the

same agency.

Compared the benefit payments made by each
digtrict office as of May 31, 1998, and
September 30, 1998, to the prior year data.
Determined if there were any variances larger
than 5%.

The benefit payments by digtrict as of

May 31, 1998, and September 30, 1998, varied
from the prior year from -10.44% to +75%. DOL
policy changed effective November 25, 1997 for
cases transferred to Employees Compensation
AppedsBoard. Payments made while cases were
at the Employees Compensation Appedas Board
continued to originate from the DO the case was
being processed and not changed to DO 50 while
the case file was temporarily located there asin the
past. Consequently, transactionsin DO 50
decreased 75% while transactions increased from
2.5% to 14.48% in the al other DOs, except
Chicago. The paymentsfor the Chicago DO
decreased 10.44% due to a population shift of
certain clamsto the Kansas City DO which
increased 14.06%.
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SECTION IIIA
INDEPENDENT SERVICE AUDITORS REPORT

Bernard E. Anderson, Assistant Secretary

Employment Standards Administration, U.S. Department of Labor,

General Accounting Office, Office of Management and Budget, and Other Specified User
Agencies:

We have examined the accompanying description of the policies and procedures of the Divison of Federa
Employees Compensation applicableto general computer controlsand the processing of transactionsfor users
of the Federd Employees Compensation Act Specia Benefit Fund. Our examination included procedures
to obtain reasonable assurance about whether (1) the accompanying description presentsfairly, in al materia
respects, the aspects of DFEC policies and procedures that may be relevant to the internal controls of users
of the FECA Specid Benefit Fund; (2) the control policies and procedures included in the description were
suitably designed to achievethe control objectives specified inthe description, if those policiesand procedures
were complied with satisfactorily, and users of the FECA Specia Benefit Fund applied the interna control
policies and procedures contemplated in the design of DFEC's policies and procedures, as described in
Section 111B; and (3) such policies and procedures had been placed in operation as of May 31, 1998.

DFEC uses Sungard to process information to perform various functions related to the data processing
services of the FECA Specid Benefit Fund. The accompanying description includes only those policies and
procedures and related control objectivesat DFEC, and does not include policiesand proceduresand rel ated
control objectives at Sungard, a subservicer. The control objectives were specified by the management of
DFEC and did not extend to the controls at Sungard. Our examination was performed in accordance with
standards established by the American Ingtitute of Certified Public Accountants, Government Auditing
Standards, issued by the Comptroller General of the United States, and included those procedures we
considered necessary in the circumstances to obtain a reasonable basis for rendering our opinion.

In our opinion, the accompanying description of the policies and procedures of DFEC presents fairly, in all
materid respects, the relevant aspects of DFEC's policies and procedures that had been placed in operation
as of May 31, 1998. Also, in our opinion, the policies and procedures, as described, are suitably designed
to provide reasonable assurance that the specified control objectives would be achieved if the described
policiesand procedureswere complied with satisfactorily and usersof the FECA Specia Benefit Fund applied
the interna control policies contemplated in the design of the DFEC's policies and procedures.

1647 Mount Vernon Road, Dunwoody Exchange, Atlanta, Georgia 30338
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In addition to the procedures we considered necessary to render our opinion, as expressed in the previous
paragraph, we applied tests to specified policies and procedures to obtain evidence about their effectiveness
inmeeting the related control objectives during the period from October 1, 1997 through May 31, 1998. The
specific policies and procedures and the nature, timing, extent, and results of the tests are summarized in
Section|l1C. Thisinformation has been provided to the users of the FECA Specia Benefit Fund and to their
auditorsto be taken in consderation, dong with information about the internd controls at user organizations.
Inour opinion, the policies and proceduresthat were tested, as described in Section 111B were operating with
aufficent effectivenessto provide reasonable, but not absol ute, assurance that the specified control objectives
were achieved during the period from October 1, 1997 through May 31, 1998.

The rdlative effectiveness and significance of specific policies and procedures at DFEC and their effect on
assessment of control risk at user organizations are dependent on their interaction with the policies and
procedures, and other factors present at individua user organizations. We have performed no procedures
to evauate the effectiveness of policies and procedures at individua user organizations.

The description of policies and procedures at DFEC is as of May 31, 1998, and information about tests of
the operating effectiveness of specified policies and procedures covers the period October 1, 1997 through
May 31, 1998. Any projection of such information to the futureis subject to the risk that, because of change,
the description may no longer portray the system in existence. The potentia effectiveness of specified policies
and procedures at DFEC is subject to inherent limitations and, accordingly, errors or irregularities may occur
and not be detected. Furthermore, the projection of any conclusions based onour findingsto future periods
is subject to therisk that changes may dter the validity of such conclusions.

This report is intended solely for the information and use of the U.S. Department of Labor, Generd
Accounting Office, Office of Management and Budget, users of the FECA Specia Benefit Fund (Federa

agencies lised in Section 1B of this report), and the independent auditors of itsusers. However, this report
isameatter of public record and its digtribution is not limited.

W; ﬁm‘! D S T‘S:a.u—'n.jx.

Carmichad, Brasher, Tuvell & Savage
December 11, 1998
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SECTION I11B
DIVISION OF FEDERAL EMPLOYEES COMPENSATION
ORGANIZATION'S POLICIES AND PROCEDURES

OVERVIEW OF SERVICES PROVIDED
Overview

The Federd Employees Compensation Act Specid Benefit Fund was established by the FECA to provide
income and medica cogt protection worldwide for job-related injuries, diseases, or deaths of civilian
employees of the Federal Government and certain other designated groups. The DOL-ESA is charged with
the responsibility of operation and accounting control of the Specid Benefit Fund under the provisons of the
FECA. Within ESA, the Office of Workers Compensation Program, DFEC administersthe FECA program.

In 1908, Congress passed |egidation providing workers compensation to Federa workerswhosejobswere
considered hazardous. Due to the limited scope of this legidation, FECA was passed in 1916, extending
workers compensation benefits to most civilian Federa workers. FECA provided benefits for persona
injuries or death occurring in the performance of duty.

DFEC provides wage replacement (compensation) benefits and payment for medica services to covered
Federal civilian employees injured on the job, employees who have incurred a work-related occupationd
disease, and the beneficiaries of employeeswhose death is attributable to ajob-related injury or occupational
disease. Not dl benefits are paid by the program since the first 45 days from the date of the traumatic injury
are usudly covered by putting injured workers in a continuation of pay status. DFEC aso provides
rehabilitation for injured employees to facilitate ther return to work.

Actuarial Liability

Within ESA, the Division of Financid Management has been designated asthe responsg ble agency to generate
the annual FECA actuarid caculations. TheDivison of Planning, Policy and Standards (DPPS) hasthe direct
responsibility for preparing the actuarid ligbility and the initia review of the detalled caculations. DPPS dso
has the responghility of investigating and revising theinitia modd's cal culations as deemed appropriaie. The
FECA actuarid liability is prepared on an annud basis as of September 30, 1998.

The actuarid mode was originaly developed during 1991 as spreadsheets by a DOL Office of Inspector
Genera (OIG) contractor (acertified actuary). In the summer of 1993, it was converted into a mainframe
gpplicationin SAS procedures by senior research staff at the DPPS of the Office of Workers Compensation
Programs. Findly, inthesummer of 1996, an OWCP computer contractor (asenior EDP programmer) under
the guidance of a senior research gaff at the DPPS introduced severd SAS "macro” subroutines into the
modd to replace severd hard SAS coding tasks to make the modd more flexible.
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SECTION I11B
DIVISION OF FEDERAL EMPLOYEES COMPENSATION
ORGANIZATION'S POLICIES AND PROCEDURES

SFFAS, Number 5, Section 138, Accounting for Liabilities of the Federal Government, requiresthat a
contingent liability be recognized when three conditions are met. Fird, a past event or exchange transaction
has occurred. Second, afuture outflow or other sacrifice of resourcesis probable. Findly, thefuture outflow
or sacrifice of resources is measurable. For the purpose of cdculating the actuarid liability, the Financia
Accounting Standards Advisory Board stipulates that this occurs once a program participant is determined
eligible for compensation, that is, aclamisapproved. By definition, IBNR clamsdo not qudify for incluson
inthe FECA modd (asreflected in Appendix B - Liability Recognition and Measurement Matrix of SFFAS
5). Therefore, the modd represents the estimated present value of future payments based upon approved
dams

The modd utilizes the basic theory that future benefit payment patterns will reflect hitoric payment patterns.
Under this approach, a projection can be made into future years based on historica payments. Thissdected
gpproach is commonly referred to as the "paid loss extrapolation method.” This method was chosen for its
amplicity, availability of payment data, cost savings and rdiability.

Thismode has the following negetive aspects.

< Past performance is no guarantee of future performance.

< The higtoric extrgpolation model works best with large populations. Because the modd is tracking
benefit payments by agency, smdl agencies may demondrate volatility from year-to-yesar.

< The modd does not consider demographic characteristics of beneficiaries, such as the age of the
beneficiary or the nature of theinjury.

< Themode issendtivetoitsactuaria assumptions, for instance, theamount reported from year-to-year
may vary as aresult of interest rate changes, or changes in estimates of cost of living indexes.

In order to run the mode, the DPPS imports the current year's actual FECA payments by each chargeback
agency (FECA Chargeback System tgpes). This payment dataper agency issub-divided into incurred injury
year cels to provide the extra dimenson of the higtoric payment pattern.  Additiondly, any lump-sum
settlements are spread back to the appropriate incurred year.

The dimensiona separation for each historic year by agency serves as the basis on which each agency's

actuarid liability is caculated. The chargeback tapes (historic basis) are maintained by the FECA Program,
which supplies the historic data to DPPS annudly.
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DIVISION OF FEDERAL EMPLOYEES COMPENSATION
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The mogt sgnificant assumption which is manualy added to the modd isthe interest rate by which the future
payment streams are to be discounted. The DPPS obtains the discount rates from the OMB semiannual
economic assumptions. The DPPShashistorically utilized the 10-year U. S. Treasury Note astheappropriate
interest rate for each of the future year projectionsin the model. Thisrate was chosen over short-term rates
gncethislong-term rate isless volatile.

Other dgnificant assumptionsinclude acogt of living adjusment and amedicd inflation index. Theseindexes
are used to both restate historica payments as constant dollars, and to adjust estimated future payments for
inflation as predicted. As s the case with the interest rate, the inflation indices are derived from published
OMB economic forecasting packages.

Once the model has been prepared at year end, DPPS reviews each agency's caculations in comparison to
the entire modd liability trend. Individua agency caculations arereviewed in detail to determinewhether the
trend increase/decrease seems unusua in relation to the other agencies. If deemed agppropriate, the factors
for agpecific agency are revised up or down if the payment patterns indicate that the model calculation is
inappropriate.  This manud revison of agency factors typicaly occurs with smaller agencies since the
caculaions of the FECA liahility is sengtive to fluctuations in benefit payments.

Chargeback System

DFEC isrequired to furnish to each agency and instrumentdity, before August 15th of each year, astatement
showing thetota cost of benefits and other payments made during the period July 1 through June 30. DFEC
established the chargeback system to furnish these statements.

The chargeback system creates billswhich are sent to each employing agency for benefitsthat have been paid
on the agency's behdf. Thebillsare for afisca year inclusve of benefits paid from July 1 through June 30.
Each agency is required to include in its annual budget estimates for the fiscal year beginning in the next
caendar year, a request for an appropriation for the amount of these benefits. These agencies are then
required to deposit in the Treasury, the amount gppropriated for these benefitsto the credit of the Fund within
30 days after the appropriation is available.

If an agency is not dependent on an annua appropriation, then the funds are required to be remitted during
the first 15 days of October following the issuance of the hill.

The bills sent to agenciesfor the chargeback system contain identifying codesthat indicate both the year being
billed and the year in which the hill isto be paid. Each bill sent out in fisca year 1998 and due in fiscd year
1999 would be coded as follows: 98-XXX-99. The 98 indicates the year the bill is generated, the XXX
indicates the numerica sequence of the bill, and the 99 would indicate the year that the bill would be due and

paid.
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DIVISION OF FEDERAL EMPLOYEES COMPENSATION
ORGANIZATION'S POLICIES AND PROCEDURES

Operational Offices

DFEC administers FECA through 12 digtrict offices (DO) and anationa headquarterslocated in Washington,
D.C. The DOs and the areas covered by each DO are:

Locetion of
Didrict Didrict Office Sates or Regions Covered by Didrict Office
1 Boston Connecticut, Maine, Massachusetts, New Hampshire Rhode

Idand, Vermont

2 New Y ork New Jersey, New York, Puerto Rico, Virgin Idands

3 Philadephia Delaware, Pennsylvania, West Virginia

6 Jacksonville Alabama, Florida, Georgia, Kentucky, Mississippi, North
Carolina, South Carolina, Tennessee

9 Clevdand Indiana, Michigan, Ohio

10 Chicago lllinois, Minnesota, Wisconsin

11 Kansas City lowa, Kansas, Missouri, Nebraska, all DOL employees

12 Denver Colorado, Montana, North Dakota, South Dakota, Utah,
Wyoming

13 San Francisco Arizona, Cdlifornia, Guam, Hawali, Nevada

14 Sesttle Alaska, Idaho, Oregon, Washington

16 Ddlas Arkansas, Louisiana, New Mexico, Oklahoma, Texas

25 Washington, D.C. District of Columbia, Maryland, Virginia, and
overseas/specid clams

50 Nationa Office Branch of Hearings and Review

Subservicer

DFEC utilizesasubservicer, Sungard, to provide computer hardware and acommuni cationsnetwork between
the nationd office, the DOs and the U.S. Treasury, to maintain atape library and disk drive backup and for
other computer mainframefunctions. Sungard’ scontrol policiesand proceduresand related control objectives
were omitted from the description of Control Objectives, Tests of Policies and Procedures and Operating
Effectiveness contained in thisreport. Control Objectives, Tests of Policies and Procedures and Operating
Effectivenessincluded in this report include only the objectives that DFEC’ s contral policies and procedures
are intended to achieve.
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OVERVIEW OF CONTROL ENVIRONMENT

Anorganization’ s control environment reflectsthe overdl attitude, awareness and actions of management and
others concerning the importance of controls and the emphasis given to control in the organization’s policies
and procedures, methods, and organizational structure. The following isadescription of the key policiesand
procedures that are generally considered to be part of the control environment.

Organization and Management

OWCP s one of four agencies within ESA. DFEC is one of four divisonswithin OWCP.

Ofice of Workess’ Compensation Programs, ESA
nﬂiudwih'l‘-'m'
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35



SECTION I11B
DIVISION OF FEDERAL EMPLOYEES COMPENSATION
ORGANIZATION'S POLICIES AND PROCEDURES

DFEC hasfive branches:

1.

Branchof Regulations and Procedures - Thisbranch assstsin developing clamsand benefit payment
palicies, regulations and procedures; prepares and maintains the program's manuals, plans and
conducts studies of clams and benefit payment functions, and participates in training activities and
accountability reviews of DOs.

Branch of Automeatic Data Processing (ADP) Coordination and Contral - Thisbranch providesADP
support servicesfor the FECA program. It coordinatesthe overall ADPwork of DFEC and provides
policy direction for ADP systems activities.

Branch of Technica Assistance - This branch develops materias for use by DOs and other Federa
agencies to educate Federa employees in reporting injuries and claiming compensation under the
FECA. They dso hold workshops for compensation personnel in various Federd agencies and for
groups of employee representatives.

The Branch of Hearingsand Review - Thisbranch isresponsble for conducting hearings and reviews
of thewritten record in FECA cases. Hearing Representativesissue decisonswhich sustain, reverse,
modify, or remand cases to the OWCP DOs.

Nationa Operations Office - This branch is responsble for al claims and payment actions on cases
filed in Washington, D.C., Virginia, and Maryland. This office aso handles certain specid category
employees such as Peace Corps Volunteers, Federa Grand and Petit jurors, and a| overseas cases.

OWCP,
Dvision of Federal Employees’ Compensation
ey
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36



SECTION I11B
DIVISION OF FEDERAL EMPLOYEES COMPENSATION
ORGANIZATION'S POLICIES AND PROCEDURES

Branch Operations

A Branch chief reports directly to the Deputy Director. The Director and Deputy Director coordinate the
operations of the 12 DOs.

District Offices

A Digtrict Director (DD) oversees the daily operations at each of the 12 DOs. The DD in each office
oversees the clams section and a Fiscal Officer who oversees the Fiscal Section.

The DOs serve the persons residing within their district. ' When an individua moves from one didrict to
another, the individua's case file and respongbility for monitoring the caseis transferred to the didrict office
where the individua has moved, unless the case is for a clamant specified as a specid employee. Cases
specified as specia employee cases are always processed at DO 50.

The specific functions within the DOs are:

1.

Clams Functions. In each didtrict office are two or more Supervisory Clams Examiners, who are

responsble for the operation of individud camsunits, and anumber of Senior Claims Examinersand
Claims Examiners (CE), who have primary respongbility for handling dams, including authorization
of compensation and digibility for medical benefits Individuds at each leve of authority from DD to
CE have been delegated specific responshilities for issuing decisons on clams.

Fiscal Functions. Each DO hasaFisca Officer and at least one Benefit Payment Clerk. SomeDOs

have a Bill Pay Supervisor aswdl. The unit is generdly responsible for resolution of problemswith
medicd bills, complex cadculations of benefits and overpayments, adjustments to compensation and
bill pay histories, changes in hedlth benefits and life insurance coverage, and financia management
records. In some DOs, fisca personnel enter compensation payments into the eectronic system.

Medicd Functions. Each DO has at least one Didtrict Medicd Adviser (DMA) who works under

contract to review individua cases, and some DOs have aDidtrict Medicd Director (DMD) aswell.
Each DO dso has aMedicd Management Assistant, who arranges referrals to second opinion and
referee specidists. Each DO dso has a Staff Nurse, who is responsible for coordinating a number
of field nurses who monitor claimant's medica progress and assist their efforts to return to work.

Mail and File Functions. Personnel inthisareaopen, sort, and place mail; set up casefiles, retire case

records according to established schedules; and transfer casefilesin and out of the DO.
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5. Vocationa Rehabilitation Functions Each DO has at least one Rehabilitation Specidist (RS) and
usudly a Rehabilitation Clerk. The RS manages a number of Rehabilitation Counsdors, who work
under contract with OWCP to help claimants obtain employment.

FECA District Office

Office of the
District Director

Assistant
District
Director

Branch of Operations
Support

Claims Sections

Mail & File Section

Fiscal Section

Medical Section

Bill Pay Section

OVERVIEW OF TRANSACTION PROCESSING

| dentification and Registration of the Recipient of FECA Benefits

Authorized recipients of FECA benefits are those individuals who meet al five digibility criteria. Injured
workers submit clam information to the didtrict office which serves the geographicd location in which the
damant resides. Claimsare processed by the digtrict office using the Case Management File System (CMF).
The CMF uses a standard identification number of nine charactersto identify each casefile. This number is
caled the case number. All recipients of FECA benefits must have a unique case number recorded in the
CMF, someindividuas could have multiple case numbersif theindividud has sustained more than oneinjury.
The CMF maintains an automated file with identification on dl recipients paid through FECA. Theserecords
contain data elements that identify the clamant, the mailing and/or location address for the clamant, and
additiona information used to calculate the payment amounts and the reasons for payments.

Benefit Payments
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FECA clamants may be entitled to compensation for injury and lost wages, schedule awards, degth benefits
and payment of medical expensesrelated to the work-related injury. The paymentsfor lost wages, schedule
awards and degth benefits are processed through the Automated Compensation Payment System (ACPS),
while the paymentsfor injury-related medica expensesare processed through the Bill Payment System (BPS).
Each of these systems support the Department of Labor's genera ledger system via an automated interface.

The primary function of ACPS is to process the payment of weekly, monthly, and supplementa benefits to
camants. The ACPSinterfaceswith the CMF to ensure that approved claims are supported by avalid case
number. DO personnd input compensation payment data worksheetsinto the ACPS. The inputs onto the
payment data worksheets are accumulated in batchesin the ACPS and transmitted by the DO to the national
officeevery night. The mainframe computer, maintained by Sungard, runs automated ca cul ationsto compute
the payment schedule and transmits the schedule back to the DOs the next morning. The DOs review the
payments schedules and if the information is correct, the mainframeis notified to close the batch and code the
information for transmission to Treasury for payments.

Approved payments are stored in atemporary file for the duration of the gppropriate compensation payment
cycle Daly Rall (5 days), Deeth Benefits (28 days), or Disahility (28 days). At the end of the cycle, the
mainframe runsautomated programsto format the datato Treasury specifications, to update the compensation
payment higtory files for use in the chargeback system, and to send summarized information to the DO Fund
Control System. The specidly formatted Treasury information is sent to Treasury viaa secure modem over
adedicated line for payment processng.

The primary function of the BPS is to process payments to medical service providers or reimbursements to
clamantsfor medica expensesincurred for thework-rdated injury. The nationd office has the respongbility
of compiling the BPS data on a nightly basis as it is transmitted from each DO. Medicd hills containing
charges for other than appliances, supplies, services or treatment provided and billed for by hospitas,
pharmacies or nursing homes are subject to amedicd fee schedule. The mainframewill run azip code check
and acomparison check of the amount to be paid to fee schedules in each geographica area. If the amount
isin excess of the geographica fee schedule, the system will limit the payment to the maximum amount in the
feerange. A hill in which certain fidds are the same is identified by the system as a potentid duplicate
payment, excluded from payment and sent to a bill resolver a the DO to determine if a duplicate payment
exigs.

Approved payments are sored in atemporary file for the duration of the bill payment cycleof 5 days. At the
end of the cycle, the mainframe runs programs that formet the datato Treasury specifications, updatesthe bill
payment higtory filesfor usein the chargeback system, and sends summarized information to the DO Fund
Control System. The specidly formatted Treasury information is sent to Treasury via secure modem over a
dedicated line for payment processing.

The following charts set forth an overview of transaction processing at DFEC:
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Processing of Compensation Payments
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Processing of Medical Payments
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Computer-Generated Reports

BPS generates asummary report, generated on aweekly basis, that isahistory of bill paymentsfor the week.
Thisreport can be utilized for investigative purposes aswel | asfor confirming whether aparticular bill hasbeen

paid.

The ACPS generates a summary report on adaily basswhich isa history of compensation payments. This
report can be utilized for investigative purposes as well as for confirming whether aparticular claim hasbeen
pad. The mainframe transmits updated ACPS History Filesto the DOswhere they are available for query
purposes for 6 months. The mainframeretainsthe history filesfor query purposesfor 2 yearsbeforethey are
archived.

Chargeback System

The ACPS and BPS system higtory files are combined on a quarterly and annua basisto create the FECA
Chargeback Report. The FECA Chargeback System (CBS) is a subsidiary of DOLARS. CBS provides
methods for tracking accounts receivable - intragovernmentd activity while maintaining dl financid data
centrdly in DOLARS. The June 30 year end FECA Chargeback Report is used to annually bill Federa
agenciesfor payments made on their behalf for the period July 1 to June 30. The Office of Management and
Planning (OMAP) provides quarterly benefit summaries to Federd agencies based on the FECA CBS.

The On-line Payment and Coallection (OPAC) system is utilized to facilitate the eectronic billing between
Federal agencies through Treasury. OPAC's main responsibility is to process the SF-1081s. SF-1081
(Voucher and Schedule of Withdrawas and Credits) is a form which authorizes the transfer of expenses or
income from one Federal agency's appropriation to another for services rendered. The receivables are
tracked in an internally maintained subsdiary ledger maintained by OMAP.

Third Party Settlements

Aninjury or desth for which compensation is payableto aFECA claimant that is caused under circumstances
creating alegd liability on aperson or persons other than the United States (athird party) to pay damageswill
result in the case being classified as athird party case. Status codes are used to track the progress of third
party casesin the Case Management File System. OWCP usudly requiresthe claimant to pursuelegd action;
however, the United States can pursue action on its own by requiring the beneficiary to assign rights of action
to the United States.

A letter (CA-1045) is sent to aclamant by the clams examiner wheninitid injury reportsindicate apotentid

third party. The CA-1045 requests information about the injury, the third party and the actionstaken by the
clamant in regards to pursuing aclam againg the third party, including the hiring of an attorney.
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Whenthe CE receives areply to the CA-1045 (or does not receive areply 30 days after the second request
is sent to the claimant) or obtains the name and address of the attorney representing the clamant, thecaseis
referred to a designated claims examiner (DCE).

A case may be dlosed as"minor” and not pursued if the dlamant has an injury where the totd medicd hills,
compensation and time lost from work do not exceed or are expected not to exceed $1,000. Additionaly,
acase may only be closed as"minor" if the claimant has not responded to the CA-1045, or has responded
but is not personally asserting athird party claim and has not retained an attorney.

The DCE refers the case to the gppropriate DOL, Salicitor (SOL) in the following instances:

< The caseis not minor and advice is received that the dlaimant is negotiating a settlement.

< Advice is received that the claimant has retained an attorney to handle the third party action,
regardless of the amount of disbursements.

< The caseisnot minor and the claimant refuses to pursue the third party claim or does not reply to the
CA-1045.

< Thethird party caseinvolvesadeath claim, apermanent disability, Job Corps, Peace Corps, VISTA,
aninjury occurring outsde the United States or Canada, acommon carrier asthe potential defendant,
malpractice, product ligbility or an injury to more than one employee.

Once referred to SOL, the DCE performs certain actions to ensure that the case is properly tracked while at
SOL. Foringtance, after theinitid referral, an updated disbursement statement isfurnished to the SOL within
5 working days of receipt of therequest. It isessentid that initiation of, termination of, or changesin periodic
roll payments be reported to the SOL immediately. Additiondly, the DCE requests a Satus report from the
SOL a 6-month intervals.

When a settlement is reached in athird party case, the DCE prepares a Form CA-164 which is a summary
of dl disbursements made to the clamant for compensation payments and to medica providers on the
clamants behaf, and forwards it to the fiscal section. If an amount owed from the clamant is received by
OWCP, the amount is credited against the ACPS and BPS, as appropriate. By recording the amount inthe
ACPS and BPS, the proper employing agency is credited with the amounts recovered from third party
Settlements.

If the full amount owed from the daimant is not received by OWCP, an accountsreceivable balanceis set up
for theamount still due. If the amount recovered exceeds the amount aready paid by OWCP to the claimant
for compensation and medicd benefits, then the excess amount is recorded and tracked in the case file to
prohibit any additiona benefits from being paid to the clamant until the amount of digible benefits to the
claimant exceeds the excess amount.
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OVERVIEW OF COMPUTER INFORMATION SYSTEMS

The computerized accounting system used by the Federd Employee's Compensation Specid Benefit Fund
maintains al of the data for each of the claimants applying for FECA benefits. The Automated Support
Package (ASP) is the dectronic data processing system for FECA benefits. This computer system is
comprised of the following five subsystems.

Automated Compensation Payment System
Medicd Bill Processing System

Case Management File

Debt Management System

Chargeback System

N NN NN

The ASP provides authorized users with on-line access to the various subsystems for file maintenance and
informationpurposes. Accessto the ASPthrough computer terminalslocated in both the national and 12 DOs
permits authorized usersto perform avariety of functions, such as query, add, and update claims data, track
dams and overpayments, caculate retroactive benefit payments and enroll approved clamants for benefits
on the ASP.

In addition to soring information relevant to claims adjudication, benefit entitlement and payment atus, the
ASP generates reports primarily used by management in administering the FECA Program. Thesysem aso
processes payments for covered medica expenses and monthly and supplemental benefit paymentsto or on
behdf of program beneficiaries.

Accessto the ASPislimited to only certain employees, and their degree of access is based upon the user's
function within the program. The FECA EDP security officer within the Branch of ADP Coordination and
Control isrespongble for assgning passwords and other procedures required to permit access to the ASP
at thenationd office; Didtrict SysemsManagersarerespons blefor assigning passwordsand other procedures
required to permit access to the ASP at the DO level. Controls to restrict access to ASP to authorized
personnd include the following (nationa and didtrict office leve):

< A security briefing is given for each person having access to the system.

< Access and an access profilefor authorized users are established through a security software package
(Access Control Fecility).

Computer Information Control System establishes termina access to the host compuiter.

Log on attempts are restricted to three attempts.

An audit trail report of unauthorized attempts to access the system is available.

Terminds are secured in locked rooms at the end of the work day.

Written procedures exist for both physica hardware and software security.

N NN NN
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Organization and Administration

The System Administrator is responsible for overseeing all the data processing activity performed at the
nationd officelevel. DFEC employsapproximately 7 individuaswithin the Branch of ADP Coordination and
Control and has contracts with outsde computer consulting firms, Computer Data System, Inc. (CDSI) and
Viatech through which gpproximately 30 individuaswork with DFEC. CDSl and Viatech provide software
development and maintenance for DFEC.

At each DO, a System Manager isresponsblefor overseeing dl the data processing activity performed at the
digtrict level (including user access). The System Managers are under the supervison of DASM. DASM
includes both Federa Government employees and outside contractors. The System Managers have access
to system data for report generation and submission purposes. The System Managers can only extract
information from the database and cannot change any of the source codes (i.e., programs).

DFEC is responsgible for the maintenance of software. All the hardware and software modifications are
controlled by DOL. OWCP requests the modifications, DFEC designs and tests the modifications, and
DASM ingdls the modifications.

Operations

There are forma operator and user manuas for some components of the syssem. There are extensive input
edit checks in the software. Errors are automaticaly rejected by the system and queued for review by the
appropriate individuals. Reports that track the errors, including aging information, are routinely produced.

The Office of Information Systems within the Office of the Chief Financia Officer contracted with Sungard
Computer Services, Inc. (Sungard) for computer mainframe time-sharing services. Sungard provides
computer hardware and a communications network between the national office, the DOs and the U. S.
Treasury. In addition, Sungard maintains a tape library and disk drive backup. The Sungard database
includes dl medica and disability compensation payment information since 1978.

There are four levels of hardware, software, communications, supplies and facility resources for DFEC:
Sungard mainframe, nationa office Sequent minicomputers, district office Sequent minicomputersand the user
and programmer development terminal persona computers (PCs) with authorized access into the mainframe
or minicomputer system.
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Documentation
Hardware: DASM maintains an extengve lis of the hardware used in the ASP processing & dl Sites.

Software: DASM maintains an extengve lis of the third party software used in the ASP processing. This
includes operating system software, compilers and utilities. All the hardware and software modifications are
controlled by DOL. DFEC isresponsble for the maintenance of software. All the hardware and software
modifications are controlled by DOL. OWCP requests the modifications, DFEC designs and tests the
modifications, and DASM indalls the modifications.

Acceptance testing is performed by DOL using an environment that closaly copies the development
environment. The procedures used for the acceptance testing varies according to subsystem. No formal
documentationof the acceptancetesting ismaintained. However, DFEC maintainsahistory of dl prior source
code versions which provides evidence of dl modifications of the source code.

The System Administrator has an assistant responsible for computer design devel opment, programming and
andyss. Another assgtant of the Sysem Adminigrator isrespongblefor evduating the testing of dl new and
modified source codes (programming) and the digtribution to the DOs. Additionally, this assistant supervises
al gaff programmers.

Anti-Virus Control

The ASP currently runs a variety of anti-virus or virus checking routines. Each file server runs Intel Lan
Protect 1.52 as a Network Loadable Module resident on the server. The local area networks (LANS) are
"diskless' LANs. When disks are scanned (e.g., for the ingdlation of new software), McAfee Virus Scan
2.1.5isused to scan disksto identify and remove viruses. PCsattached to LANsin OWCP DOs utilize hard
drivesin addition to the centrd file server. All of the PCsutilize DOS 6.0, which contains the Microsoft Anti-
Virus utility and can be run in a scheduled or unscheduled ad hoc mode.

CONTROL OBJECTIVESAND RELATED POLICIESAND PROCEDURES
DFEC's control objectives and related policies and procedures are included in Section 111C of this report,
"Information Provided by the Service Auditor,” to diminate the redundancy that would result from listing them

here. Although the control objectives and related policies and procedures are includedin Section 111C, they
are, neverthdess, an integra part of DFEC's description of policies and procedures.
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USER CONTROL CONSIDERATIONS

DFEC'sprocessing of transactionsand the control policiesand proceduresover the processing of transactions
were designed with the assumption that certain internal control policiesand procedures should bein operation
at user organizations to complement the control policies and procedures at DFEC. User auditors should
determine whether user organizations have established interna control policiesand proceduresto ensurethat:

C
C

C

Employing agencies understand their responsibilities under FECA.

Employing agencies provide injured employees with accurate and gppropriate information regarding
injuries covered under FECA,, including the employees rights and obligations and clam forms.
Employing agenciestimely and accurately report dl work-relaed injuries and deathsto DFEC viathe
injury and death reporting forms such as the CA-1, CA-2, and CA-5, once completed by injured
employee or clamant in the case of desth. Supervisors should encourage persons witnessing injuries
to record and report what was witnessed to DFEC.

Employing agencies provide complete and accurate information regarding a clamant’s rate of pay,
hours worked, leave taken, and continuation of pay to DFEC.

Employing agencies promptly controvert questionable clams.

Employing agencies monitor the medicad datus of injured employees to be aware of what work the
injured employee is capable of to enable the employing agency to provide additiond information on
the requirements of a position, or modified position, when applicable.

Employing agencies assist DFEC in returning employees to work by establishing or identifying
positions, either modified or light-duty, to return the injured employee to work as early as possible.
The Employing agency dso needsto inform DFEC directly of the postions avalable.

Employing agencies review the chargeback coding notification (postcard) sent by DFEC when an
injury report isreceived to ensuretheindividua will be charged to the proper agency and department.
Employing agenciesreview quarterly chargeback billingsto ensurethat eachinjured empl oyee charged
to their department and agency are employees or former employees of the agency, and that the
amounts charged for compensation costs appear reasonable in light of the injured employee's
compensation and the date of injury.
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This report is intended to provide users of the FECA Specid Benefit Fund with information about the control
policiesand proceduresat the DFEC that may affect the processing of user organizations transactions, generd
computer controls and aso to provide userswith information about the operating effectiveness of the policies
and procedures that were tested. This report, when combined with an understanding and assessment of the
interna control policiesand procedures at user organizations, isintended to assst user auditorsin (1) planning
the audit of the user organizations financid statements and (2) assessing control risk for assartions in user
organizations financia statements that may be affected by policies and procedures at DFEC.

Our testing of DFEC'sinternd control policies and procedures was restricted to the control objectives and
the related policies and procedures listed in this section of the report and was not extended to procedures
described in Section I111B but not included in this section or to procedures that may be in effect at user
organizations. It is each user auditor's respongbility to evauate this information in relation to the interna
control policies and proceduresin place a each user organization. If certain complementary controls are not
in place at user organizations, DFEC'sinternal control policies and procedures may not compensate for such
weaknesses.

TESTSOF CONTROL ENVIRONMENT ELEMENTS

The control environment represents the collective effect of various eements in establishing, enhancing or
mitigating the effectiveness of specific policiesand procedures. In addition to tests of operating effectiveness
of the policies and procedures listed in this section of this report, our procedures aso included tests of and
consderation of the relevant eements of the DFEC's control environment including:

C DFEC's organizationd structure and the segregation of duties
C Management control methods
C Management policies and procedures

Suchtestsincluded inquiry of appropriate management, supervisory, and staff personnd ; ingpection of DFEC's
documents and records; observation of DFEC's activitiesand operations; and alimited review and eva uation
of Sungard's, the subservicer, SAS 70 report. The results of these tests were consdered in planning the
nature, timing, and extent of our tests of the specified control policies and procedures related to the control
objectives described within this report.
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SAMPLING METHODOLOGY

We performed tests on a sample of compensation for lost wages, schedule awards, death benefits and
medica benefit payments paid during the period October 1, 1997 to May 31, 1998, at 5 of 12 DOs.
The sample design involved a two stage process.

Thefirgt gage in our sample design was the selection of DOs. Didrict offices were randomly selected by first
forming two dratum of the digtricts and then taking dl the didricts from the first stratum, and selecting two
digtrictsfrom the second stratum. Thisprocedure resulted in the selection of five DOs. The5 DOscomprised
goproximately $872 million of the $1,373 billion or 63.5%, of FECA payments during the 8 month period
ended May 31, 1998.

The second stage of the sample design was the selection of sampling units. The sampling unitswereasingle
medica payments or total paymentsto acase number. The universe of the sample districtswas dtratified into
11 stratum for the compensation payments and into 9 stratum for the medica payments. Thelast dratain this
dratification contained the cases who filed initid dams forms during the current fiscd year. The samplesize
was determined for each of the 11 strata for compensation and 9 strata for the medical payments using the
following parameters:

C Thetotal number of items and dollar value of the strata universe

C The estimated variance within each Srata

C A 95% confidence level (5% risk of incorrect acceptance)

C A variable sampling precison (5% to 20%) of the point estimate

C Materidity and tolerable error as defined for FECA benefit payments

Usng dtatigtical formulas, these parameters yielded a total substantive sample of 646 items. Of the totd

sample, 314 were medical payments and 332 were compensation payments. The sample items were
randomly sdlected using a random number generator.
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Our detailed subgtantive testing was performed at thefoll owing DOswith thefollowing number of itemstested:

Number of
Didrict Office Satidica Items
New York 97
Jacksonville 147
San Francisco 149
Sedttle 113
Washington, D.C. 140
Tota 646

Our testing at the DOs consisted of control testsin the following categories:

Case Creation

Initid Eligibility

File Maintenance

Continuing Eligibility (Medica Evidence and Earnings Informetion)
Payment Processing

Schedule Awards

Death Benefits

Medicd Bill Payment Processing

Third Party Settlements

Additiond testing was performed on items which were sdected in a non-datistical method.
Multiple Claim Payments

Audit queries were generated which compared certain e ements of each compensation payment made during
the period October 1, 1997 through May 31, 1998. The query compared socia security numbersfor which
more than one case file existed. This Stuation occurs when an employee has suffered more than one injury.
We analyzed the paymentsto ensure that a.claimant was not recelving excessve compensation. Weremoved
fromthe population theitemstested in previousyearswhich resulted in no errors, resulting in 47 multipleclam
compensation payment items to be tested.

Gross Override
A report was prepared which listed al cases on which the amount of compensation to be paid was manualy
overriddenfrom what the ACPS cal cul ated the payment should be. We sdlected instances where the amount

paid asaresult of the override was more than the amount that the ACPS had ca culated should be paid. We
then randomly selected 50 cases from the DOs in which test work was to be performed.
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Third Party Settlements

A report was prepared which detailed al clamants that had a third party status indicator in the CMF. We
then randomly sdalected cases from the DOs in which test work was to be performed.

# of Multiple # of Gross #of ThirdPaty  Totd

Didrict Office Clam Payments OverideCases Cases  Sample

New Y ork 7 4 6 17
Jacksonville 7 11 15 33
San Francisco 7 10 8 25
Sedttle 18 13 11 42
Washington, D.C. _8 12 15 35
Tota 47 50 55 152
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CONTROL OBJECTIVES, RELATED POLICIES AND PROCEDURES, AND TESTS OF
OPERATING EFFECTIVENESS

This section presents the following information provided by the DFEC:

C  Thecontrol objectives specified by management of DFEC.

C The policies and procedures established and specified by DFEC to achieve the specified control
objectives.

Also included in this section is the following information provided by the service auditor:

C A description of the testing performed by the service auditor to determine whether DFEC's control
policies and procedures were operating with sufficient effectivenessto achieve stated control objectives.

C Theresults of the service auditors tests of operating effectiveness.
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Control Objective: General Computer Controls- Control policies and procedures provide reasonable
assurance that DFEC has generdly established computer controls over entity-wide security, access contrals,
gpplication software development and change controls, segregation of duties, systems software and service
continuity.

Description of Policiesand Procedures

The computerized accounting system used by the Federd Employees Compensation Specid Benefit Fund
maintains al of the data for each of the clamants gpplying for FECA benefits. The Automated Support
Package (ASP) is the dectronic data processng system for FECA benefits. This computer system is
comprised of the following five subsystems.

Automated Compensation Payment System
Medicd Bill Processng System

Case Management File

Debt Management System

Chargeback System

N NN NN

The ASP provides authorized users with on-line access to the various subsystems for file maintenance and
informationpurposes. Accessto the ASPthrough computer terminalslocated in both the national and 12 DOs
permits authorized users to perform a variety of functions, such as query, add, and update claims data, track
clams and overpayments, calculate retroactive benefit payments, and enroll gpproved clamants for benefits
on the ASP.

In addition to storing information relevant to clams adjudication, benefit entitlement and payment status, the
A SP generates reports primarily used by management in administering the FECA Program. The system aso
processes payments for covered medica expenses and monthly and supplementa benefit payments to and
on behdf of program beneficiaries.

Accessto the ASP islimited to only certain employees, and their degree of access is based upon the user's
function within the program. The DFEC EDP security officer within the Branch of ADP Coordination and
Control is responsible for assgning passwords and other procedures required to permit access to the ASP
at thenationd office; Didtrict SystemsManagersarerespons blefor assigning passwordsand other procedures
required to permit access to the ASP at the DO level. Controls to restrict access to ASP to authorized
personnd include the following (nationd and DO levd):

< A security briefing is given for each person having access to the system.

< Access and an access profile for authorized users as established through a security software package
(Access Control Fecility).

< Computer Information Control System establishes termina access to the host computer.
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Log on attempts are restricted to three attempts.

An audit trail report of unauthorized attempts to access the system is available.
Terminds are secured in locked rooms at the end of the work day.

Written procedures exist for both physical hardware and software security.

N N NN

Organization and Administration

The System Adminigtrator is responsible for overseeing all the data processing activity performed at the
nationd officelevel. DFEC employs gpproximately 7 individuaswithin the Branch of ADP Coordination and
Control and has contracts with outside computer consulting firms, Computer Data System, Inc. (CDSl) and
Viatech through which approximately 30 individuas work with DFEC. CDSl and Viatech are software
devel opment and maintenance contractors for DFEC.

At each DO, a System Manager isresponsiblefor overseeing dl the data processing activity performed at the
digrict leve (including user access). The System Managers are under the supervison of DASM. DASM
includes both Federa Government employees and outside contractors. The System Managers have access
to system data for report generation and submission purposes. The System Managers can only extract
information from the database and cannot change any of the source codes (i.e., programs).

Thefunction of DASM isto maintain computer networks, operating systems, and computer hardwaresystems.
DASM ingdlsdl of the data processing applications and modifications devel oped by DFEC.
Operations

There are forma operator and user manuas for some components of the system. There are extensive input
edit checksin the software. Errors are automatically rejected by the system and queued for review by the
gopropriate individuals. Reports that track the errors, including aging information, are routingly produced.

The Office of Information Systems within the Office of the Chief Financia Officer contracted with Sungard
Computer Services, Inc. (Sungard) for computer mainframe time-sharing services. Sungard provides
computer hardware and a communications network between the nationd office, the DOs and the U. S.
Treasury. In addition, Sungard maintains a tape library and disk drive backup. Sungard does not run any
programs or software applications for FECA. The Sungard database includes al medica and disability
compensation payment information since 1978.

55



SECTION IIIC
INFORMATION PROVIDED BY THE SERVICE AUDITOR
GENERAL COMPUTER CONTROLS

There are four levels of hardware, software, communications, supplies and facility resources for DFEC:
Sungard mainframe, Nationd Office Sequent minicomputers, Didrict office Sequent minicomputers and the
user and programmer development termina persona computers (PC's) with authorized access into the
manframe or minicomputer system.

Documentation
Hardware: DASM maintains an extengve lis of the hardware used in the ASP processing a dl Sites.

Software: DASM maintains an extensve list of the third party software used in the ASP processing which
includes operating system software, compilers and utilities. DFEC is responsible for the maintenance of
software.  All the hardware and software modifications are controlled by DOL. OWCP requests the
modifications, DFEC designs and tests the modifications, and DASM indd|ls the modifications.

Acceptance teting is performed by DOL using an environment that closely copies the development
environment. The procedures used for the acceptance testing varies according to subsystem. No formal
documentationof the acceptancetesting ismaintained. However, DFEC maintainsahistory of dl prior source
code versions which provides evidence of adl modifications of the source code.

The Sysem Adminidrator has an assstant responsible for computer design development, programming and
andyss. Another assstant of the System Adminigrator isresponsblefor eva uating the testing of adl new and
modified source codes (programming) and the digtribution to the DOs. Additionally, this assistant supervises
al gaff programmers.

Anti-Virus Control

The ASP currently runs a variety of anti-virus or virus checking routines. Each file server runs Inte Lan
Protect 1.52 as a Network Loadable Module resident on the server. The local area networks (LANS) are
"diskless' LANs. When disks are scanned (e.g., for the ingtallation of new software), McAfee Virus Scan
2.1.5isused to scan disksto identify and removeviruses. PCsattached to LANsin OWCP DOs utilize hard
drivesin addition to the centrd file server. All of the PCsutilize DOS 6.0 which contains the Microsoft Anti-
Virus utility and can be run in a scheduled or unscheduled ad hoc mode.

Tests of Operating Effectiveness

Entity-Wide Security

C Wereviewed risk assessment policies, the most recent high-level risk assessment, and the objectivity of
personnel who performed and reviewed the assessment.
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We reviewed the security plan and determined whether the plan covered the topics prescribed by OMB
Circular A-130 and reviewed any related documentation which indicated that the security plan had been
reviewed and updated, and was current.

We reviewed the security plan; theentity's organi zation chart; job descriptions, documentation supporting
or evauating the awvareness program; memos, and dectronic mail files, or other policy distribution
mechaniams, to test whether security awareness statements were current.  We interviewed security
management staff and data owners and system users to determine if they were aware of their security-
related respongihilities.

We discussed hiring policies; policies on confidentiaity agreements; vacation policies; job rotation
policies, and job descriptions for security management personnd, in a limited review with DFEC
management.

We reviewed the reports resulting from recent assessments, accreditation statements, recent Federa
Managers Financia Integrity Act (FMFIA) reports, and documentation related to corrective actionsand
the gtatus of prior year audit recommendations and determined if implemented corrective actions had
been tested.

Access Controls

C

We reviewed policies and procedures and resource classification documentation and compared to risk
assessments.  We discussed any discrepancies with appropriate officids and interviewed resource
owners.

We reviewed pertinent written policies and procedures for security profile changes.

We examined standard gpprova forms and documents authorizing file sharing and file sharing
agreements utilized by DASM.

We reviewed the SAS 70 report of Sungard, the subservicer, and reviewed the following at DASM:
C a physcd layout of the computer and telecommunications facilities

C rikandyss

C ligsof individuds authorized access to sendtive arees

C vigdtor entry logs

C documentation on and logs of entry code changes

C proceduresfor the remova and return of storage mediafrom and to the library

C written emergency procedures
C asystem-generated list of current passwords
C security software password parameters
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(@] OO OO
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OO OO OO

OO OO OO OO

aligt of IDs and passwords

dump of password files (eg., hexadecimd printout)

access path diagram

a system generated ligt of inactivelog on | Ds and determined why accessfor these users had not been
terminated

documentation supporting prior fire drills

Security system parameters

observed entries to and exitsfrom facilities, including sengtive areas during and after norma business
hours

utilities access paths

practices for safeguarding keys and other devices

gppointment and verification procedures for vigtors

afiredrill

users keying in passwords

termindsin use

selected from thelog somereturns and withdrawals, verified the physica existence of thetape or other
media, and determined whether proper authorization was obtained for the movement

attempted to log on without a vaid password

made repeated attempts to guess passwords

attempted to log on using common vendor supplied passwords

searched password file usng audit software

assessed procedures for generating and communicating passwords to users

evauated biometric or other technicaly sophisticated authentication techniques

determined library names for sengtive or criticd files and libraries, and obtained security reports of
related access rules

determined who had accessto critical filesand librariesand whether the access matched theleve and
type of access authorized

performed penetration testing by attempting to access and browse computer resources including
critical datafiles, production load libraries, batch operationa procedures (e.g., JCL libraries), source
code libraries, security software, and the operating system

determined whether naming conventions were used

reviewed security software settings to identify types of activity logged, security violation reports and
documentation showing reviews of questionable activities

tested a selection of security violaionsto verify that follow-up investigations were performed and to
determine what actions were taken against the perpetrator

We interviewed senior management employees, guards at facility entry, users, security managers,
database adminigrator, and other personnel responsible for summarizing violations and reviewed any
Supporting documentation.
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Application Software Development and Change Control

C

Wereviewed System Development Life Cycle (SDL C) methodol ogy and system documentation to verify
that SDLC methodology was followed, reviewed training records and interviewed staff.

We identified recent software modifications and determined whether change request forms were used.
We examined a sdection of software change request forms for approvas and interviewed software
development Staff.

We reviewed test plan standards. For the software change requests selected:

* reviewed specifications

« traced changes from code to design specifications

* reviewed test plans

» compared test documentation with related test plans

» andyzed test failuresto determine if they indicated ineffective software testing
* reviewed test transactions and data

* reviewed test results

We reviewed documentation of management or security adminidrator reviews and verified user
acceptance.

We determined whether operationa systems experienced a high number of abends (abnorma endings)
and, if s, whether they indicated inadequate testing prior to implementation.

We reviewed pertinent emergency changesin policies and procedures.

We reviewed the SAS 70 report of Sungard, the subservicer, and reviewed the following at DASM:

C interviewed personne responsible for library control

C examined asdection of programs maintained in the library and assessed compliance with prescribed
procedures

C determined how many prior versons of software modules were maintained

C examinad librariesin use

C veifiedthat source code existed for asdlection of production load modulesby (1) comparing compile
dates, (2) recompiling the source modules, and (3) comparing the resulting module Size to production
load module sze

C tedted accessto program libraries by examining security system parameters

C for critica software production programs, determined whether access control software rules were
clearly defined
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C We reviewed pertinent policies and procedures for program changes. For a sdection of program
changes, we examined reated documentation to verify that procedures for authorizing movement among
libraries were followed, and before and after images were compared.

60



SECTION IIIC
INFORMATION PROVIDED BY THE SERVICE AUDITOR
GENERAL COMPUTER CONTROLS

Segregation of Duties

C

We reviewed an agency Information Systems (1S) organization chart which showed functions and
assgned personnd, and relevant dternate or backup assgnments. We determined whether the chart was
current and each function was staffed by different individuas, whether the job descriptions were
maintained for certain positions including user security adminigtrators, whether the position descriptions,
based on the effective dates of the position descriptions, were current; and whether the data center
operating procedures were adequately documented.

We interviewed selected management and IS personnd to determine that assgnments did not result in
asingle person being responsible for combinations of functions and that the proper segregation of duties
was maintained.

We observed activities of personnd to determine the nature and extent of the compliance with the
intended segregation of duties.

Wereviewed a DASM the following:

interviewed supervisors and personnel

observed processing activities

reviewed manuds and history log reports for sgnatures indicating supervisory review;

determined who was authorized to IPL the system, what steps were followed, and what controls
were in place to monitor console activity during the process

C whether operators overrode the IPL parameters.

OO OO

System Software

C

C

Wereviewed the SAS 70 report of Sungard, the subservicer, for the following controls:

C Authorization, testing, approval, implementation and documentation of changes to existing system
software and implementation of new system software

C Limitation of access to programs and data to properly authorized individuas

We reviewed the security at the gpplication level and browsed the menus and attempted to access the
restricted menus and other data.
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Service Continuity
C Wereviewed the SAS 70 report of Sungard, the subservicer, for the following controls:

C The tape management procedures properly track the issuance and return of files to and from the
physicd library and off-gte storage, prevent unauthorized remova of files and identify files uniquely.

C Operations could be continued in the event systems became unavailable.

C Wereviewed the status of the nationd office Sequent minicomputer back-ups and the Disaster Recovery
Pan. Review the DFEC draft Year 2000 (Y 2K) continuation plan, dated August 14, 1998, in support
of continuing service and the Y2K DOL initiatives.

Results of Tests
Entity-Wide Security

DFEC has developed a risk assessment methodology within its "Contingency Plan-DFEC," that addresses
periodicaly assessing risk. However, DFEC has not developed a comprehensive risk assessment including
aprioritized listing of criticd data sets or established a data sensibility classfication sysem. DFEC has not
performed and documented independent risk assessments on aregular basis.

DFEC has not developed and implemented an entity-wide Security Program Plan and Security Management
Structure. Divison of Automated Systems Management (DASM) has developed a security program
(currently in draft) for which DFEC will build upon and tallor a security plan.

It was noted that DFEC does have an informa security management structure; however, DFEC has not
implemented aforma, centralized incident reporting and response program and team to appropriately handle
Security violations.

DFEC reliesheavily onthe DOL's Office of Management, Administration and Planning. DFEC doesnot have
aforma system for providing security training and isnot automaticaly and cons stently informed of termination
and transfer of employees and contractors.

DOL Information Systems (1S) management has periodically assessed the appropriateness and compliance

of the IS security policies and program, and ensured that corrective actions were implemented, within the
scope of the FMFIA.
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Access Controls
DFEC does not conggtently utilize formal access request forms.

The subservicer level report describing and testing controls at Sungard provides reasonable assurance that
access to programs, data, computer equipment, and storage media documentation is limited to properly
authorized individuas.

Application Software Development and Change Control

The subservicer level report describing and testing controls at Sungard provides reasonable assurance that
changes to exising sysem software and implementation of new system software are authorized, tested,
approved, properly implemented and documented.

DFEC does not have SDL.C methodology in place and change request forms are not being used to document
requestsand related gpprovals. However, DFEC doeshaveanew "Union-Management Partnership” initiative
to redesign and improve the FECA computer operations.

Library management software on the mainframeisnot being utilized to control application source code onthe
Sungard mainframe.

Although testing controls are in place, they have not consigtently involved the documentation of test plan
standards, collection of system specifications, implementation of gppropriate test environment, test data and
transaction tracking, test results and analysis, and acceptance testing.

A consstent review and approva of changeto the FECA Sequent server gpplication modules does not occur
prior to the code being moved into production.

DFEC does not have an independent review of program change logs or documentation by Management,
Quadlity Assurance, or Security Adminigtration to ensure that gppropriate controls exist around changes to
mainframe programs.

Segregation of Duties

The controls over the segregation of duties should be strengthened in regard to the monitoring and assessment
of incompetible duties but no incompatible duties were identified.
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System Software

The subservicer level report describing and testing computer controls at Sungard provides reasonable
assurancethat changesto existing system software and implementation of new software are authorized, tested,
approved, properly implemented and documented; and that accessto programsand dataislimited to properly
authorized individuas

Predefined access levels restrict users with lower level IDs on the FECA system.
Service Continuity

The subservicer level report describing and testing computer controls at Sungard provides reasonable
assurance that tape management procedures properly track the issuance and return of files to and from the
physicd library and off-gte Sorage, prevent unauthorized removad of files, and identify files uniquely.

The DRP to recover mainframe, minicomputer, LAN, microcomputers and telecommunications in the event
of an extended outage to IS processing resources remains in draft and an aternate recovery "hot" dte to
recover operations has not been identified.

The DRPfor the DOs does not include critical requirementsthat address physica and environmenta disaster,
including continued power shortage and area facilities. The DRP does not include the procurement and set
up of the hardware needed to rebuild the Sequent system.

Backups of the Sequent server are not periodically rotated to a vendor-gpproved off-site storage location.
The backups are currently stored off-gite a the homes of the employees who are responsible for maintaining
the Sequent service environment.

A complete inventory of information technology supporting the FECA operaions, including computer
hardware, software, supplies, telecommunications, facilities and support staff for back-up and disaster
recovery has not been completed.

DFEC's Y 2K continuation plan and documentation appears adequate.
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Transaction processing controls for compensation and medica benefit payments were tested in the following
aress.

Case Credtion

Initid Bligibility

File Maintenance

Continuing Eligibility (Medicd evidence and earnings information)
Accuracy of Compensation Payments

Schedule Awards

Deeth Benefits

Medicd Bill Payment Processing

Third Party Settlements

Control Objective 1: Case Creation - Control policies and procedures provide reasonable assurance that
case fileswere initidly set up properly and information reated to the clamant was input into the computer
systems correctly.

Description of Policiesand Procedures:

The FECA Procedure Manual 2-401(3) and (4) contains the requirements for proper set up of the casefile
and input into the gppropriate computer systems.

The manud assgns the duties of keeping the case management file data accurate and up-to-date to the CE.
The case management file is set up by a Case Create Clerk and from this set up, a Form CA-800 is
generated. Form CA-800 isacase summary sheet. Accurate datainthe CMF isessentid to ensurethat the
informationused to set up the ACPSiscorrect. Oncethe ACPSisset up for each claimant, dl vital datamust
be updated in both the CMF and ACPS. Thisdataincludes such items asthe clamant's name, address, date
of birth, socid security number and chargeback code. The CE verifiesthe accuracy of theinformation entered
by the Case Create Clerk by comparing Form CA-1, CA-2 or CA-5 completed by the claimant to Form
CA-800 that was generated by the system.

The employing agency is charged with the responsibility of providing the chargeback code onthe CA-1, CA-
2, or CA-5. If the employing agency does not designate a chargeback code, the case creation clerk
determines which chargeback code should be applied. Oncethe casefileiscreated, apostcard is sent to the
employing agency to confirm the chargeback code.

Tests of Operating Effectiveness:

For adtatistical sample of 66 case cregtion items, we compared case originating forms, such as Forms CA-1,
CA-2 and CA-5, to the information contained in the CMF and ACPS to ensure that the case origination
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process resulted in the proper setup of the case files (to include agency chargeback codes) and related
computer syssems with current and accurate information.

Results of Tests:

No exceptions were noted.
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Control Objective 2: Initial Eligibility - Control policies and procedures provide reasonable assurance
that each participant met the requirements of 1) time; 2) civil employee; 3) fact of injury; 4) performance of
duty; and 5) causal relationship prior to acceptance as an igible participant.

Description of Policiesand Procedures:

An injured worker must stisfy five basic criteriato be digible for compensation benefits. These
criteriaare 1) time; 2) civil employee; 3) fact of injury; 4) performance of duty; and 5) causd relationship.

1) Time - The FECA Procedure Manua 2-801(3) contains the requirements for the filing of notice of injury
or occupationa disease. A timey notice of injury must befiled for aclaimant to be digible for compensation
payments. The time period filing requirements are specified in 5 U.S.C. 8119. For injuries on or after
September 30, 1974, written notice of injury must be filed within 30 days &fter the occurrence of theinjury.
For injuries occurring between December 7, 1940 and September 6, 1974, written notice of theinjury should
be given within 48 hours. The FECA Procedure Manua 2-801(3) aso contains the requirements for filing
a compensation clam. A timely compensation clam must be filed for a clamant to be digible for
compensation payments. The time period filing requirements are specified in 5 U.S.C. 8122. For injurieson
or after September 30, 1974, compensation clams must be filed within 3 years after the occurrence of the
injury. For injuriesoccurring between December 7, 1940 and September 6, 1974, compensation clamsmust
befiled within 1 year. A few exceptions to these requirements are dlowed.

2) Civil Employee- The FECA Procedure Manua 2-802(2) and (4) contain the requirementsfor determining
whether an individual meets the second of the five requirements for benefits, being a civil employee. The
definition of acivil employeeisin5U.S.C. 8101(1). Bascally, satusasacivil employeeis met when: g) the
service performed for the reporting office by the individual was of a character usudly performed by an
employee as distinguished from an independent contractor; and b) that acontract of employment was entered
into prior to theinjury.

3) Fact of Injury - The FECA Procedure Manua 2-803(3)(a) contains the requirements for the "fact of
injury." The fact of injury consigts of two components which must be considered in conjunction with each
other. Firg is whether the employee actudly experienced the accident, event or other employment factor
which is aleged to have occurred; and, second is whether such accident, untoward event or employment
factor caused a persond injury.

The FECA Procedure Manua 2-803(5) contains the requirementsfor the evidence necessary to establishthe
occurrence of an unwitnessed accident. In establishing thefact of injury for an unwitnessed accident, OWCP
should consider the surrounding circumstances. The CE must be ableto visudize the accident and relate the
effects of the accident to the injuries sustained by the injured worker, especidly where the claimant delayed
seeking medicd evidence.
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4) Performanceof Duty - The FECA Procedure Manua 2-804 containsthe requirementsfor the performance
of duty criteria The performance of duty criteriaiscongdered after the questions of "time," "civil employee,”
and "fact of injury" have been established. Even though an employee may have been at a fixed place of
employment at thetime of injury, theinjury may not have occurred in the performance of duty. Theemployee
is generally not covered for travel to and from work. There are five exceptions to this rule. Statutory
exclusons exist under which claims for compensation should be denied due to the willful misconduct of the
employee. Theseclamsaredenied eventhough theinjured worker has met thefact of injury and performance
of duty requirements.

5) Causa Reationship - The FECA Procedure Manual 2-805(2) contains the requirements for obtaining
medica evidence necessary to establishacausa relationship between theinjury and employment factors. An
inury or disease may be related to employment factors in any of four ways. @) Direct Causation; b)
Aggravation; c) Accderation; or d) Precipitation.

The FECA Procedure Manud 2-807(17)(d)(2) containsthe requirementsfor the 3-day waiting period which
isrequired by 5 U.S.C. 8117. Anemployeeisnot entitled to compensation for thefirst 3 days of temporary
disability, except when: @) the disability exceeds 14 days, b) the disability isfollowed by permanent disability;
or ¢) clamant is undergoing medica services or vocationd rehabilitation during the 3-day period.

The CEsarerequired to eva uate the injury reports and supporting medica evidence submitted by claimants.
The injury reports and medical evidence must support that the claimant has met the burden of proof with
regards to thefive criteriato establish initid digibility. If the daimant has not submitted documentation which
fully supports the digibility of the damant, it is the claims examiner's respongibility to request such further
information as the CE deems necessary. Once a CE concludesthat aclamant isether digibleor not digible
for benefits under the FECA program, the CE notates the decision on the Form CA-800 in the case file and
updates the eigibility code in the CMF sysem. Claimants are notified of the CE's decison with regards to
digibility. If the damant disagrees with the CE's decison concerning digibility, the clamant may request a
hearing for resolution.

Tests of Operating Effectiveness:

For addidicd sampleof 68 initid digibility transactions, we reviewed the case file to determine whether the
natice of injury was filed timely, whether the claimant was a civil employee, whether sufficient evidence was
provided to prove the injury occurred as reported, whether sufficient evidence was provided to prove the
employee wasin performance of their duties at the time of injury, whether sufficient evidence was provided
to prove the injury was causally related to employment factors, and whether the CE accepted the condition
and indicated gpprova of the accepted condition in the case file.

For a gatigicd sample of 68 initid digibility transactions, we reviewed the case files to ensure that an
employee was not paid for the first 3 days of disability unless one of the three vaid exceptions applied.
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Each time a technical medica issue arose, we requested that the DMA at the respective DO asss usin
understanding the medical stuation. We congdered the following to evaluate the professona quaifications
of the DMA:

< Professond certification, license or other recognition of the competence of the DMA.

< Reputation and sanding of the DMA in view of peers and others familiar with the DMA's capability of
performance.

< Experience of the DMA in the type of work stated.

< Rdationship of the DMA to the patient eval uated.

We obtained an understanding of the nature of the work performed by the DMA covering the objectivesand

scope of the work; appropriateness of usng the DMA's work for the intended purpose; and the form and
content of the DMA's answers that would enable us to report as required by the agreed-upon procedures.

At such time as the DMA's assstance could not be utilized due ether to the DMA's prior involvement with
the case or need to seek technica assistance in amedica speciadty other than the specidty of the DMA, we
utilized an independent medica physician to evauate the medica reports contained in the case files.
Results of Tests:

No exceptions were noted.
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Control Objective 3: File Maintenance - Control policiesand procedures provide reasonable assurance
that claimant's address and socid security number were correct in the ACPS and the chargeback code was
correct in the CMF.

Description of Policiesand Procedures:

The FECA Procedure Manua 5-308(5) contains the requirementsfor updating the ACPS when corrections
are necessary to the clamant's address. When a report of injury isfird received, arecord is created in the
CMF. When arequest is made for compensation for lost wages, a schedule award or for death benefits, a
complete case record isthen created in the ACPS. Theinformation transferred to the ACPS for the address
isthe address in the CMF at the time the record is created. |If the address changes, both the ACPS and the
CMF must be updated with the new information.

The FECA Procedure Manua 5-308(5) contains the requirement for updating the ACPS when errors are
discovered in the origindly reported socid security number and chargeback code. When areport of injury
isfirs received, arecord is created in the CMF. When arequest is made for compensation for lost wages,
aschedule award or for death benefits, acomplete case record isthen created in the ACPS. Theinformation
transferred to the ACPSfor the social security number and chargeback codeisinformationinthe CMF at the
timetherecord iscreated. If any of thisinformation isdetermined to beincorrect in ACPS, the ACPSrecord
must be deleted and input again with the new information.

Tests of Operating Effectiveness:

For asample of 121 datidtically sdected transactions, we reviewed documentation in the casefilesto ensure
that the socia security number, date of birth and the address were accurate in the ACPS and CMF.

For asample of 121 datisticaly selected transactions, we reviewed documentation in the casefilesto ensure
that the chargeback code was accurate in the CMF.

Results of Tests:

In 4 of 121 items sampled, the addressinformation in the ACPS or CMF was not correct. In 2 of 121 items
sampled, the claimant's date of birth wasincorrect in the CMF. Based on our review of each of these cases,
these errors appeared to be procedurd in nature and did not impact the issuance or vdidity of paymentsto
clamants

No other exceptions were noted.
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Control Objective 4: Continuing Eligibility (Medical Evidence) - Control policies and procedures
provide reasonable assurance that damants submitted medical evidence to support continuing digibility for
compensation and medica benefits.

Description of Policiesand Procedures:

The FECA Procedure Manua 2-812(6) containstherequirementsfor the periodic review of medica evidence
to verify continuing disability. The frequency of the medica review required depends on the type of
compensationthe clamant isreceiving. Some clamantsare required to submit medica evidence annudly and
others every 3 years.

Tests of Operating Effectiveness:

For addidticad sample of 88 continuing digibility transactions, we reviewed medica evidence in casefilesto
ensure that the current medica evidence supported the disability status for the compensation being received.

Each time a technica medical issue arose, we requested the DMA at the respective DO assist us in
understanding the medica Stuation.

Results of Tests:

In9 of 88 items sampled, current medica evidence was not located within the casefile. Based on our review
of each of these cases, these errors appear to be procedura in nature and did not impect the digibility of the
clamants. These casesinvolved older individuaswho had been receiving benefits for an extended period of
time. Theverification of current digibility based on medica evidenceisrequired under the FECA regulations.
However, the absence of this documentation does not, in these cases, appear to have resulted in erroneous
payments to claimants no longer medicaly disabled and not digible for benefits.

No other exceptions were noted.
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Control Objective5: Continuing Eligibility (Earnings | nformation) - Control policiesand procedures
provide ressonable assurance that claimants submitted earnings information and authorization to obtain
earnings information from Socia Security to support continuing digibility for compensation and medicd
benfits.

Description of Policies and Procedures.

OWCP mails each dlamant a Form CA-1032 each year. The Form CA-1032 asks the clamants to verify
the atus of their dependents and report any and dl earnings by the clamants. The information reported by
the claimant on Form CA-1032 is to be reviewed by a CE and the compensation rate or amount adjusted
accordingly.

The FECA ProcedureManua 2-812(6) containstherequirementsfor thefrequency withwhich clamantsmust
complete Form CA-1032. The FECA Procedure Manua 2-812(10) contains the requirements for changing
the ACPS system when benefit changes are indicated by the claimant on the Form CA-1032. The ACPS
system must be changed to reflect the information provided by the clamant to ensure that benefits are being
paid at the proper compensation rate and amount.

The FECA Procedure Manud 2-812(9) and (10) contain the requirementsfor obtaining aclamant'searnings
report from the SSA. Earnings are requested from the SSA on Form CA-1036 to determine whether an
adjugment is needed to a clamant's compensation rates. A claimant's compensation rate can be adjusted
based on the information supplied by the SSA in response to Form CA-1036. The ACPS system must be
changed to reflect the information updated by the SSA to ensure that benefits are being paid at the proper
compensation rate.

Tests of Operating Effectiveness:

For agatidicd sample of 78 continuing eigibility clamants, we reviewed the case file to determine whether
a CA-1032 had been requested.

For agatisical sample of 56 continuing digibility clamants, we reviewed the case file to determine whether
a CA-1036 and CA-936 had been released to the claimant.

For agatidticd sample of 35 continuing digibility clamants, we reviewed the case file to determine whether
the Senior Claims Examiner (SCE) had requested clams information from SSA.

For agatistica sample of 2 continuing digibility clamants, we reviewed the casefile to determine whether the
case was referred to appropriate office if the claimant refused to release earnings informetion.
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Results of Tests:
Our procedures reveaed the following specific results.

In 3 of 78 items sampled, a CA-1032 had not been obtained from the claimant to verify earnings and
dependent information within the last year. In 17 of 56 items sampled, a release for authorization to obtain
earnings information from SSA was not sent to the claimants. In 7 of 35 items sampled, the request for the
earnings information was not sent to SSA to actualy obtain the earningsinformation once the authorization had
beenrecaved. These casesinvolved older individua swho had been recelving benefitsfor an extended period
of ime. The verification of current digibility based on earningsinformationisrequired by DFEC policiesand
procedures. However, the absence of this documentation does not, in these cases, appear to have resulted
in erroneous payments to clamants since information in the case file indicates neither earning potentiad or
earnings on previous reports received from SSA.

Regulaions passed on November 25, 1998, effective January 4, 1999, include a provison whereby earnings
information can be obtained from avariety of meansincluding, but not limited to computer matcheswith OPM
and State agencies such asworkers compensation. Wageinformation obtained from computer matcheswith
state workers compensation agencies should be more current than wage information from SSA and would
not depend upon claimant authorization.

No other exceptions were noted.
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Control Objective 6: Accuracy of Compensation Payments - Control policies and procedures provide
reasonable assurance that components of compensation payments including the correct compensation
percentage, pay rate, number of hours paid, verification of leave without pay satus, absence of dud
compensation, proper deduction of Hedth Benefit Insurance (HBI) and Optiond Life Insurance (OLI), and
proper reimbursement of burid hills.

Description of Policiesand Procedures:

The FECA Procedure Manual 2-900 contains the requirements for the computation of compensation where
the injury occurred after September 12, 1960. The Branch of Clams Services is responsible for the
computation of compensation payments. The CE is responsible for determining the severa factors used in
computing compensation.

The FECA Procedure Manua 2-901 containstherequirementsto periodically adjust compensation payments
to reflect the increase in the cost of living. CPI adjustments are automaticaly calculated by the ACPS.

Tests of Operating Effectiveness:

For agatistica sample of 332 transactions, we reviewed documentation in the case files to ensure that the
components comprising compensation benefits were determined correctly.

For adtatistical sample of 25 transactions, we reviewed those transactions whereby asingle payment wasin
excess of $50,000 to ensure the payment was authorized by a senior officid a a GS-13 or higher.

For agtatistical sample of 332 transactions, we reviewed documentation in the case filesto determined if an
adjustment to compensation should have been made for a Loss of Wage Earning Capacity (LWEC) and
determined whether the CE computed the LWEC correctly.

For anon-gatistical sample of 47 cases, we reviewed the gppropriateness of the receipt of compensation for
more than oneinjury for the same period of time (multiple cdlaims cases).

For a non-gtatistical sample of 50 transactions, we reviewed the gppropriateness of overriding the ACPS
caculated compensation amount with a different gross compensation amount (gross override cases).

We reviewed the "compensation caculation program™ data that was updated in the mainframe computer
system from June 1, 1997 thru May 31, 1998, to ensure that:

< Themainframes"compensation caculation program™ was correctly using theinformation entered into the
ACPS by the CEs and accuratdly ca culating compensation benefit payments to the clamants.
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< Themanframées "compensation caculation program" was correctly updated with the current CPI data
and accurately calculated the CPl increase to the claimant's compensation benefit payments.

Results of Tests:
Our procedures reveaed the following specific results.

In 8 of 332 itemssampled, the claimant's pay rate was cd culated incorrectly and the claimantswere overpaid
anet anount of $403.

In 1 of 332 items sampled, the claimant was paid based on an LWEC but should have received Temporary
Totd Disgbility (TTD) and the clamant was underpaid $5,052.

In 1 of 332 items sampled, the clamant was paid based on TTD when the claimant should have received an
LWEC, and due to the claimant being paid alump sum payment, the claimant was overpaid $77,401.

In 2 of 332 items sampled, the clamants pay rate was caculated correctly but incorrectly entered into the
ACPS for payment and the claimants were overpaid a net amount of $1,173.

In 2 of 332 items sampled, the claimants compensation percentage was determined incorrectly and the
claimants were overpaid a net amount of $2,550.

In1 of 332 items sampled, the effective date of the gpplication of CPl increases was not determined properly
and due to the payment being alump sum payment, the claimant was underpaid $79,292.

In 3 of 332 items sampled, the claimants received overlapping or dual compensation and the claimants were
overpaid anet amount of $118,352.

In 3 of 332 items sampled, the numbers of days in which the clamants were entitled to compensation were
computed incorrectly and the claimants were underpaid a net amount of $3,636.

In1 of 332 items sampled, the claimant was paid and OPM was reimbursed for the same period of disability.
The clamant wasreceiving OPM benefitswhen the claimant becamedligiblefor FECA benefits. Thecdamant
made a retroactive eectionof FECA benefits over OPM benefits. OPM was then reimbursed for the period
of dected FECA benefits. However, the time period was computed incorrectly, resulting in an overpayment
to the claimant of $1,949.

In 1 of 332 items sampled, a refund was sent to DFEC by a child support enforcement agency based on a
prior payment made to the agency by DFEC. The refund of $16,850 was recorded in the ACPS twice.
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In 7 of 332 items sampled, transactions were indicated as canceled by the ACPS syssem. However, the
payments were not canceled with Treasury, Treasury disbursed the payments and then the ACPS records
were dtered to indicate the paymentswere canceed. Anindividua other than the intended claimant received
the dishursements. As canceled transactions are not included in the FECA chargeback amounts, employing
agencies were not charged for these transactions.

In 1 of 25 items sampled which exceeded $50,000 in a single payment, authorization by a senior officid a
aGS-13 or higher was not obtained prior to payment.

We performed additional non-gatistical test work to ensure that errors of this nature would not be materid.
Additiond non-datistical test work included areview of multiple clam cases and gross override cases.

Wetested 47 casesin which clamants received compensation concurrently for morethan oneinjury (multiple
dam cases). This concurrent payment of benefitsis alowable up to certain amounts and in certain instances.
Our procedures on multiple claim cases reveded the following specific results:

In 1 of 47 items tested, the claimant's pay rate was cal cul ated correctly but incorrectly entered into the ACPS
for payment and the claimant was overpaid $1,775.

We tested 50 cases in which the compensation amounts due to clamants as calculated by the ACPS was
manualy overridden. A manud overrideisrequired ininstances such aswhen aclamant's compensation must
be paid to severd individuas.

No other exceptions were noted.
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Control Objective 7: Schedule Awards - Control policies and procedures provide reasonable assurance
that clamants had reached maximum medica improvement prior to receipt of a schedule award, medica
evidence was obtained, and medica evidence stated the percentage of impairment.

Description of Policiesand Procedures:

The FECA Procedure Manual 2-808(6) containsthe requirementsfor supporting ascheduleaward. Thefile
must contain competent medica evidencewhich: 1) showsthat theimpairment has reached a permanent and
fixed state and indicates the date on which this occurred; 2) describes the imparment in sufficient detail for
the CE to visualize the character and degree of disability; and 3) gives a percentage evauation of the
imparmen.

Tests of Operating Effectiveness:

For a dsatigtica sample of 51 schedule award items, we reviewed documentation in the case files to ensure
that clamants receiving compensation for schedule awards had medical evidence in the case files that
supported their impairment or disghility.

Each time a technica medicd issue arose, we inquired the DMA a the respective DO to assst us in
understanding the medicd Stuationwhichincluded eva uating the professond qudlificationsand understanding
the nature of the work to be performed by the DMA.

Results of Tests:

Our procedures reveaed the following specific results.

In2 of 51 items sampled, the correct percentage of impairment was not used and the claimantswere overpaid
anet amount of $42,845.

Schedule awards must be caculated digtinctively to each case. The errors resulted from the misgpplication
of the schedule of weeksfor loss of usewhen multiplelimbswereinjured. The schedule awardswere doubled
when the percentage of impairment had been calculated as the total due for loss of use of both limbs.

No other exceptions were noted.
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Control Objective 8: Death Benefits - Control policies and procedures provide reasonabl e assurance that
proper notification of desth was made; if the DMA requested an autopsy, if needed; if adesth certificate was
obtained; if burid bills were obtained; and if dependent information for death benefits was verified.

Description of Policiesand Procedures:

The FECA Procedure Manua 2-700(5) contains the requirementsfor proper and supporting documentation
for the establishment of death clamsand rights of the beneficiary. Some of the documentsthat claimants must
submit are: 1) deeth certificates, 2) names and addresses of next of kin; 3) marriage certificates (civil
certificates); 4) birth certificatesfor each child; 5) divorce, dissolution, or death certificatesfor prior marriages,
and 6) itemized burid bills, receipted, if paid.

Tests of Operating Effectiveness:

For a gatistical sample of 20 death benefit items, we reviewed documentation in the case files to ensure that
the beneficiariesreceiving compensation for death benefits had documentation in the casefilesthat established
ther right as the beneficiaries.

Results of Tests:

No exceptions were noted.
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Control Objective 9: Medical Bill Payment Processing - Control policies and procedures provide
reasonable assurance that medica bill payments were properly authorized, approved, input, and reviewed,
asrequired.

Description of Policiesand Procedures:

The FECA Procedure Manua Part 5 provides detailed instructions for use of the BPS:

<

Section 200 provides an overview of the system, describes the flow of bills through the office, outlines
authorities and responsibilities, describes sources of information to be used in bill adjudication, and
outlines procedures for some functions which support the BPS.

Section 201 describes keying ingructions for the various BPS programs that are available to generd
users, such as CEs, fiscal personnel, keyers and contact representatives.

Section 202 describes the different BPS jobs which must be run and how to run them. These activities
are generaly carried out by the Systems Manager or operator.

Section 203 describes the coding schemes used by the BPS.
Section 204 describes the generd rules which underlie bill adjudication.
Section 205 describes how suspended bills should be resolved.

Section 206 describes how informa gppeds of Explanation of Benefits denid |etters and formd gppeds
of fee schedule determinations should be processed.

Section 207 describes the various BPS reports available, their uses, and how to run them.

Section 208 describes other activities rdated to the BPS which are not addressed e sewhere, such as
tracers, audits, controls and supervisory/management review.

Tests of Operating Effectiveness:

For agatistical sample of 314 transactions, we reviewed medicd bills paid to ensure that billswere correctly
entered into the BPS; bills contained dl information for proper adjudication; amounts were not paid in excess
of digtrict established limitswithout proper gpprova by authorized personnd; discountsweretaken, if offered;
and hospita bills were for services which were considered proper charges againgt the Compensation Fund.
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For agatigticd sample of 314 transactions, we reviewed case files to ensure that surgery or equipment was
approved prior to payment of amedica hill and that the medical services rendered related to the accepted
condition.

For adatigtica sample of 314 transactions, we reviewed billswhich were subject to the Prompt Payment Act
to ensure the bills were paid within 30 days or interest was paid if the bill was paid within 45 days.

Each time a technical medical issue arose, we reguested the DMA at the respective DO assist us in
underganding the medicd dtuation. We dso evauated the professona qudifications and gained an
understanding the nature of the work performed by the DMA.

We reviewed the guiddines established by the Hedth Care Financing Adminigtration and the American
Medica Association and the medicd fee schedule data that was updated in the mainframe computer system
from June 1, 1997 through May 31, 1998 to ensure that:

< Themainframes"medica fee schedule caculation program™ was correctly updated withthe current fee
schedule data and accuratdly cdculating the amounts due to medica providers.

Results of Tests:
Our procedures reveded the following specific results.

In 2 of 314 medicd hillstested, potentia duplicate payments were approved for payment via bypass codes
when the amounts had been previoudy paid. This improper use of a bypass code resulted in one bill for
$157,210 being paid in duplicate for which the provider returned the overpayment after the end of our
sampling period and one hill was paid in duplicate for which the provider returned the funds prior to the May
31, 1998.

In 2 of 314 medicd bills tested, the amount of the charge was input incorrectly resulting in overpayments
totaling $4,927.

In 12 of 314 medical bills tested, procedure codes, procedure code modifiers, discounts, unallowable items
and sarvice zip codes listed on billswere either keyed incorrectly into the BPS or not keyed at dl resulting on
overpayments totaling $700. Eleven additional medica bills contained keying errors which did not result in
overpayments.

In 1 of 314 medicd hillstested, the services rendered were in excess of 2 years prior to the date of payment
which is unallowable in accordance with 20 CFR 8§10.413, resulting in an overpayment of $33,882.
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In1 of 314 medicd billstested, bills submitted for the same service with differing information were both paid
resulting in a duplicate payment of $573.

In 1 of 314 medicd bills tested, duplicate bills submitted by a medica provider were input in a way which
failed edit checks resulting in an overpayment of $1,139.

Additiona test work was performed to review potential duplicate payments as a result of the above errors.
The potentia duplicate payment test work indicated that if all itemsidentified as potentia duplicate payments
were in fact duplicate payments, the errors resulting would not be materid. No further test work was
considered necessary.

No other exceptions were noted.
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Control Objective 10: Third Party Settlements - Control policies and procedures provide reasonable
assurance that third party settlements are identified, tracked, and collected.

Description of Policiesand Procedures:

The FECA Procedure Manua 2-1100 ouitlines the procedures for processing third party cases.

<

Sections (2) and (3) define authorities and responsibilities involved with third party cases.

Section (4) describesthe letters, forms and status codes used to process and track the progress of third
party cases.

Section (5) definesaminor injury.

Section (7) provides ingtructions for third party case development by key personnel, such as CEs and
DCE's.

Section (8) provides ingtructions to close out third party casesthat are not economica to pursue or that
would not be successful with further efforts.

Section (9) ligts certain third party casesthat are not to be closed by the DCE and should be sent to the
appropriate SOL.

Section (10) provides ingructions for handling settlement cases where the injury is "minor” and the
clamant is negatiating or has made a settlement without the benefit of an atorney.

Section (11) providesingructions for the referra of third party casesto the SOL.

Section (13) providesingtructionsfor when asettlement has been made or isimminent in third party cases
referred to the SOL.

Tests of Operating Effectiveness:

For anon-dtatistical sample of 55 transactions, we reviewed the documentation in the casefilesto ensure that:

C

The appropriate status codes used to track the progress of third party cases were entered or changed
in the case management files.
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< TheLetter CA-1045which requestsinformation from the claimant regarding the action taken againgt third
party by the clamant, including the hiring of an attorney, was released to the claimant, when necessary,
and the proper follow-up actions were conducted when the claimant did not reply within 30 days.

< Third party cases were referred to a DCE at the proper time.
< The appropriate forms were released to the atorneys of clamantsinvolved in athird party case.

< The Form CA-1123 which summarizes the actions taken on athird party caseincluding resolution, was
used properly to close third party cases which are considered "minor.”

< Third party cases were referred to the SOL, when required.
< The appropriate actions were taken to track, monitor and resolve third party cases through the SOL.

< When necessary, clamant's compensation and medical benefits were appropriately suspended or
adjusted.

< When completed Form CA-162s (Statement of Recoverys) from the SOL were received (or recovery
gatements from a claimant), the Summary of Disbursements, Form CA-164s, were properly prepared
and forwarded to the fisca section for completion.

< Thefisca section properly established account receivables and maintained accounting records.

< Clamantswere notified when thethird party settlement was excess of the prior compensation suspended
viaa Letter CA-1044 and claimants were notified when the third party settlement was not in excess of
the prior compensation suspended via a Letter CA-1120.

Results of Tests:

In 9 of 55 third party cases, the case status codes were incorrectly reported in the CMF. The cases we

reviewed indicated the casefile had athird party potential when thethird party aspect of the casefile had been
closed. DOswould have less cases to track if the third party status code was correct.
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In6 of 40 third party cases, CA-1045swere not issued to the clamantsor, if no response was received from
the claimantsto the first request, second request CA-1045s were not timely issued to the claimants. Four of
the sx errors were the result of vehicle accidents, one error was due to afdl in an office building and the
remaining error was an occupationa disease clam due to a chemica exposure. All of the errors occurred
within the prior year. Due to the nature and timing of these injuries, third party settlements do not appear to
have been jeopardized. Also, dl of the errors occurred within two district offices, both offices have taken
actions to improve the accuracy of processing third party settlements.

No other exceptions were noted.
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