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INFORMATION: Report on the Highway Trust
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To
The Secretary
Thru: The Deputy

As required by the

Secretary

Chief Financial Officers Act of 1990, I respectfully
submit the Office of Inspector General’s (OIG) Report on the Highway
Trust Fund ( HTF) Financial Statements as of September 30, 1996. The
Fiscal Year ( FY ) 1996 HTF financial statements package included the
Combined Statement of Financial Position, the Combined Statement of
Operations, the Management Overview, and Supplemental Information
which accompany the report. The HTF Financial Statements present
financial information of the Federal Highway Administration (FHWA),
Federal Transit Administration ( FTA), and National Highway Traffic
Safety Administration (NHTSA) .

The report on the HTF Financial Statements audit is the responsibility
of the OIG. All other information, such as the Management Overview,
Combined Statements, and Combining Statements, are the responsibility
of FHWA, FTA, and NHTSA. The FY 1996 Financial Statements and
related notes, the Management Overview, and Supplemental Information
address all FHWA, FTA, and NHTSA activities associated with the HTF.
Our audit, however, was limited to the Combined Statement of Financial
Position as of September 30, 1996, and the Combined Statement of
Operations for the year ended September 30, 1996.

If I can answer any questions or be of any further assistance, please
call me on x61959 or Alexis M. Stefani on x60500.

Attachment

#
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Objectives

Conclusions

The audit objectives were to (1) determine whether the Combined Statement of
Financial Position and Combined Statement of Operations present fairly, in all
material respects, the financial position and operations of the Highway Trust Fund
(HTF) in accordance with the Office of Management and Budget (OMB) Bulletin
No. 94-01; (2) determine whether the Federal Highway Administration (FHWA),
Federal Transit Administration (FTA), and National Highway Traffic Safety
Administration (NHTSA) have in place an internal accounting and administrative
control structure that provides reasonable assurance of achieving established
internal control objectives; (3) determine whether FHWA, FTA, and NHTSA have
complied with laws and regulations which (a) could have a direct and material
effect on the financial statements or (b) have been specified by OMB; (4) assess
whether the information and manner of presentation in the Overview of the HTF
and Supplemental Financial and Management Information sections of the HTF
financial statements package are materially consistent with information in the
Combined Statement of Financial Position and Combined Statement of
Operations; and (5) assess control risk relative to policies and procedures
designed to provide reasonable assurance FHWA, FTA, and NHTSA were
achieving internal accounting and administrative control objectives regarding the
existence and completeness assertions for performance measures.

In our opinion, the Combined Statement of Financial Position and Combined
Statement of Operations present fairly, in all material respects, the consolidated
financial position and results of operations for the HTF in conformity with the
Chief Financial Officers Act as of September 30, 1996. Internal controls affecting
accounting and administrative processes for FHWA, FTA, and NHTSA provide



reasonable assurance that information reported in the HTF financial statements is
reliable. However, internal controls should be strengthened over (1) FHWA's and
FTA's computer security programs for the automated systems used to administer
grants and make disbursements to grantees, (2) FHWA's and FTA's payment
systems to detect duplicate payment requests and FHWA's payment system to
preclude project payments in excess of obligated project funds, (3) FHWA's
procedures to record procurement contracts as liabilities after receipt of the goods
and services, (4) FHWA's, FTA's, and NHTSA's procedures to reconcile general
ledger account balances with reported budget information, and (5) FHWA's
performance measures to ensure compliance with OMB requirements. FHWA,
FTA, and NHTSA complied in all material respects with the laws and regulations
directly affecting the Combined Statement of Financial Position and Combined
Statement of Operations for the HTF. In addition, the Management Overview and
Supplemental Information were materially consistent with information in the
Combined Statement of Financial Position and Combined Statement of
Operations.

Specific monetary savings were not identified for the reportable conditions.
However, correcting the internal control weaknesses will help ensure accuracy,
timeliness, and reliability of HTF financial information.

We made recommendations that (1) FHWA and FTA strengthen controls over
computer security and disbursement systems used to administer grants and make
payments to grantees; (2) FHWA establish procedures to record procurement
contracts as liabilities only after the goods and services have been received as
required by Federal Financial Accounting Standards and establish performance
measures consistent with OMB guidelines; and (3) FHWA, FTA, and NHTSA
establish procedures to routinely reconcile general ledger account balances with
reported budgetary information.

FHWA, FTA and NHTSA concurred with the recommendations and initiated or
planned corrective actions.

Monetary Impact

Recommendations

Management Response



Office of Inspector General Comments

Corrective actions taken or planned are responsive to the report's
recommendations.
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DEPARTMENT OF TRANSPORTATION
INSPECTOR GENERAL'S REPORT ON THE

HIGHWAY TRUST FUND
FY 1996 FINANCIAL STATEMENTS

To the Federal Highway Administrator,
Federal Transit Administrator, and
National Highway Traffic Safety Administrator

The Department of Transportation (DOT), Office of Inspector General (OIG),
has completed an audit of the Highway Trust Fund (HTF) Combined
Statement of Financial Position and Combined Statement of Operations as of
September 30, 1996.  The audit covered the Federal Highway Administration
(FHWA), Federal Transit Administration (FTA), and National Highway
Traffic Safety Administration (NHTSA) portions of the HTF.  The HTF
financial statements are the responsibility of FHWA, FTA, and NHTSA.  As
applicable to the HTF financial statements, we are also reporting on the
associated internal control systems, compliance with applicable laws and
regulations, and the existence and completeness of performance measures for
each of the aforementioned agencies.  The audit was performed in accordance
with Government Auditing Standards as prescribed by the Comptroller
General and the Office of Management and Budget (OMB) Bulletin 93-06,
“Audit Requirements for Federal Financial Statements.”

The audit objectives were to (1) determine whether the Combined Statement
of Financial Position and Combined Statement of Operations present fairly,
in all material respects, the financial position and operations of the HTF in
accordance with OMB Bulletin No. 94-01; (2) determine whether FHWA,
FTA, and NHTSA have in place an internal accounting and administrative
control structure that provides reasonable assurance of achieving established
internal control objectives; (3) determine whether FHWA, FTA, and NHTSA
have complied with laws and regulations which (a) could have a direct and
material effect on the financial statements or (b) have been specified by
OMB; (4) assess whether the information and manner of presentation in the
Overview of the HTF and Supplemental Information sections of the HTF's
financial statements package are materially consistent with information in
the Combined Statement of Financial Position and Combined Statement of
Operations; and (5) assess control risk relative to policies and procedures
designed to provide reasonable assurance FHWA, FTA, and NHTSA were
achieving internal accounting and administrative control objectives
regarding the existence and completeness assertions for performance
measures.
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In March 1996, DOT requested a waiver from specific requirements of OMB
Bulletin 94-01, "Form and Content of Agency Financial Statements,"
regarding preparation of the Statement of Cash Flows and the Statement of
Budgetary Resources and Actual Expenses.  OMB approved the waiver and
FHWA, FTA, and NHTSA did not prepare these two statements for Fiscal
Year (FY) 1996.

The financial statements audit process is intended to foster a collegial and
cooperative working relationship between auditors and accounting personnel,
and this was accomplished during the audit.  Using the results of the audit
fieldwork, FHWA, FTA, and NHTSA accounting personnel significantly
enhanced the precision and comprehensiveness of the information reported
in the FY 1996 HTF financial statements package.  The resulting
modifications incorporated into the final version of the HTF Financial
Statements include $12 billion in line item adjustments and $3.4 billion in
line item reclassifications.  We calculated the amounts for the line item
adjustments and reclassifications using the value of only one side of each
accounting adjustment, i.e., either debit or credit.  The line item
modifications incorporated in the audited HTF Financial Statements were
not caused by systemic weaknesses in the internal control structures of
FHWA, FTA, and NHTSA.

This report presents our unqualified opinion on the HTF Combined
Statement of Financial Position as of September 30, 1996, and Combined
Statement of Operations for the period ended September 30, 1996.  In
addition, we are including our reports on consistency of other information,
internal control structure, and compliance with laws and regulations.

A. OPINION ON FINANCIAL STATEMENTS

In accordance with the Chief Financial Officers (CFO) Act of 1990, the
OIG audited the HTF Financial Statements for FY 1996 (the Combined
Statement of Financial Position as of September 30, 1996, and
Combined Statement of Operations for the period ended September 30,
1996).  The Financial Statements of the HTF are the responsibility of
FHWA, FTA, and NHTSA.  The financial statements present only the
HTF activity and are not intended to represent the overall financial
position or results of operations for FHWA, FTA, or NHTSA.  The OIG's
responsibility is to express an opinion on the financial statements based
on the audit.

The auditing standards under which we conducted our work require us
to plan and perform the audit to obtain reasonable assurance that the
Combined Statement of Financial Position and Combined Statement of
Operations are free of material misstatements.  Our audit includes
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examining, on a test basis, evidence supporting the amounts and
disclosures in the financial statements.  Our audit also includes
assessing the accounting principles used and significant estimates made
by management, as well as evaluating the overall financial statements
presentation.  In our view, the audit work performed provides a
reasonable basis for our opinion.

The HTF custodial functions performed by the U.S. Treasury (Treasury),
Financial Management Service, Funds Accounting Branch (FAB), were
audited by an independent public accountant (IPA) engaged by the
Treasury OIG.  The IPA rendered an unqualified opinion on the HTF
Custodial Financial Statements for the year ended September 30, 1996.
The financial activity reported in these financial statements was limited
to the activities performed by the FAB which provides accounting,
investment, and financial reporting services to the HTF.  The FAB
records receipts, disbursements and transfers related to the HTF based
on information submitted by the Treasury Office of Tax Analysis,
Internal Revenue Service, other Treasury bureaus, and DOT.  As such,
these financial statements do not represent a complete accounting for all
assets, liabilities, sources and uses of funds for the HTF.  Adjustments
may result in future years due to events in FY 1996 and prior as
Treasury continues to collect tax and other revenues.  FAB treats such
adjustments as changes in estimates.

As required by OMB Bulletin No. 94-01, Note 1 to the Combined
Financial Statements describes the accounting policies used by FHWA,
FTA, and NHTSA to prepare the financial statements.  Those policies
represent a comprehensive basis of accounting other than Generally
Accepted Accounting Principles.

In our opinion, the Combined Statement of Financial Position and
Combined Statement of Operations present fairly, in all material
respects, the consolidated financial position and results of operations for
the HTF in conformity with the accounting policies described in Note 1
for the year ended September 30, 1996.

B. CONSISTENCY OF OTHER INFORMATION

The Management Overview provided financial information by program
and activity, and Supplemental Information contained a wide range of
data, some of which were not directly related to the HTF Financial
Statements.  We do not express an overall opinion on this information.
However, we compared this information for consistency with the HTF
Financial Statements and discussed the methods of measurement and
presentation with FHWA, FTA, and NHTSA officials.  Based on this
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limited work, we found no material inconsistencies with the HTF
Financial Statements or nonconformance with OMB guidance.

C. REPORT ON INTERNAL CONTROL STRUCTURE

OMB guidance for implementing the audit provisions of the CFO Act
requires the auditors to assess the reporting entity's internal control
structure.  FHWA, FTA, and NHTSA management are responsible for
establishing and maintaining an internal control structure.  In fulfilling
this responsibility, estimates and judgments by management are
required to assess the expected benefits and related costs of internal
control mechanisms, policies, and procedures.  The objectives of an
internal control structure are to (1) provide management with
reasonable, but not absolute, assurance that transactions are properly
recorded; (2) permit the preparation of reliable financial reports in
accordance with applicable accounting policies; (3) maintain
accountability over assets, funds, and property and ensure assets are
safeguarded against unauthorized use, loss, or disposition; (4) ensure
transactions are executed in compliance with laws and regulations; and
(5) ensure data supporting reported performance measures are properly
recorded.

In planning our audit of the HTF Financial Statements, we considered
the internal control structures of FHWA, FTA, and NHTSA to identify
appropriate auditing procedures for the purposes of expressing an
opinion on the Combined Statement of Financial Position and the
Combined Statement of Operations, and determining whether the
internal control structures meet the HTF internal control objectives.
However, the intent of our internal control review was not to provide an
opinion on FHWA's, FTA's, and NHTSA's overall systems of internal
controls.

The work we performed included obtaining an understanding of the
significant internal control policies and procedures and assessing the
level of control risk relevant to all significant activity cycles, classes of
transactions, and/or account balances.  For those significant internal
control policies and procedures found to be properly designed and placed
in operation, we performed sufficient tests to assess more fully whether
the controls were effective and working as designed.  Our evaluation of
the controls for reported performance measures was limited to controls
to ensure the existence and completeness of the information directly
relating to the HTF.  We concluded  FTA and NHTSA had adequate
internal control policies and procedures in place to provide reasonable
assurance that the existence and completeness assertions for
performance measures were met. However, FHWA’s performance
measures for fiscal services did not fully meet OMB requirements.
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Some of FHWA’s, FTA’s, and NHTSA’s internal controls are dependent
on automated information system processing.  We engaged the
assistance of independent information systems contractors to (1)
determine the effectiveness of the general controls in place for selected
DOT financial data systems and (2) conduct a penetration evaluation of
the network security controls over access to financial systems within the
DOT Integrated Telecommunications Network Environment.

An independent contractor evaluated the general controls of the
financial systems at the Electronic Data Systems Corporation’s
computer facility in Plano, Texas, and the Transportation Computer
Center (TCC) in Washington, D.C.. The contractor’s evaluation included
environmental security software controls, operating system integrity
controls, physical security controls, operating system change controls
and maintenance, reliability-availability-stability controls, and
enterprise-wide security program.  Based on these reviews, the
contractor identified reportable conditions that will be reported to the
Secretary of Transportation in DOT’s Report on FY 1996 Consolidated
Financial Statement and did not materially affect the HTF statements.

Another independent contractor conducted penetration tests to  prove
the security or vulnerability of the DOT financial systems to compromise
via access from public networks (Internet) or internal DOT networks.
The objective was to determine the level of exposure to financial risk,
such as theft of information, embezzlement, availability and/or
destruction of data.  DOT’s Report to the President and Congress for FY
1996 under the Federal Managers’ Financial Integrity Act (FMFIA)
reported a new material weakness relating to the lack of security
controls over access to DOT’s Intermodal Data Network.  The reportable
conditions identified will be included in DOT’s Report on FY 1996
Consolidated Financial Statement and do not affect the HTF Financial
Statements.

In addition, we reviewed application controls in the Departmental
Accounting and Financial Information System (DAFIS) and selected
feeder systems.  The evaluation included obtaining an understanding of
the significant internal control policies and procedures, and assessing
the adequacy of the preventive, detective, and corrective controls over
the input, processing, and output of authorized financial data reported
to, and processed by, DAFIS and selected feeder systems.  The feeder
systems were FHWA’s Fiscal Management Information System (FMIS),
Federal-Aid Payment (PR-20) System, and Federal On-line Xchange
(FOX) System (a Maritime Administration (MARAD) managed system
used by FHWA for payment disbursements).  Also, we evaluated FTA’s
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Electronic Clearing House Operation (ECHO) System, DAFIS On-line
Transaction System (DOTS), and Grants Management Information
System (GMIS).  The review of the application controls identified a
material weakness in the completion of system change requests and a
material nonconformance in the use of general ledger adjustments,
which will be reported to the Secretary of Transportation in DOT’s
Report on FY 1996 Consolidated Financial Statement.  Based on our
audit work, it is unlikely the material weakness and nonconformance
have a material effect on the HTF Financial Statements.

Our internal control testing identified five deficiencies which we
concluded should be considered "reportable conditions" under standards
established by the General Accounting Office, the American Institute of
Certified Public Accountants, and OMB Bulletin 93-06.

Reportable conditions are matters which have come to our attention
involving significant deficiencies in the design or operation of the
internal control structure which, in our judgment, could adversely affect
the entity's ability to ensure the objectives of the internal control
structure are being achieved.  A material weakness is a reportable
condition where the design or operation of one or more specific internal
control mechanisms does not reduce to a relatively low level, the risk of
material errors or irregularities occurring and not being detected within
a reasonable time by employees in the normal course of performing their
assigned functions.  We concluded the five deficiencies should not be
considered as material weaknesses.  In addition, the deficiencies do not
meet the DOT materiality criteria under the FMFIA for reporting to the
President and Congress.

Our consideration of FHWA's, FTA's, and NHTSA's internal control
structures would not necessarily identify all matters which should be
considered reportable conditions.  Accordingly, the five deficiencies
described below do not necessarily constitute all reportable conditions,
including material weaknesses, associated with the internal control
structures established for FHWA, FTA, and NHTSA.

REPORTABLE CONDITIONS

In their responses to our March 17, 1997, discussion draft report,
FHWA, FTA, and NHTSA concurred with each reportable condition
presented and either have taken or plan to take appropriate corrective
actions on specific recommendations.  The responses received from
FHWA, FTA and NHTSA are included as attachment 1, attachment 2,
and attachment 3, respectively, in this report.
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Inadequate Computer Security Programs Over Grant Systems

FHWA and FTA do not have adequate security programs for the
automated systems used to administer grants and make disbursements
to grantees.  We found numerous deficiencies including inadequate or
nonexistent (1) security and disaster recovery plans and risk analyses,
(2) security awareness and practices training for computer systems
personnel, and (3) certification and accreditation of the computer
systems.  We also found instances in FHWA where (1) former systems
users identifications (ID) had not been purged, (2) passwords were not
properly protected and established, and (3) prescribed procedures for
separation of duties were not followed.  In addition, FTA had not
adequately established physical security over computer equipment and
properly protected confidential Privacy Act information.  As a result,
FHWA and FTA have limited assurances their respective computer
systems and sensitive financial data are protected from loss, misuse,
and unauthorized access.

Federal and DOT guidance requires Operating Administrations to
establish adequate internal controls over automated systems and
sensitive grantee financial information.  We evaluated FHWA and FTA
policies, plans, procedures, practices, and controls implemented to
protect those assets.  We focused our review on FHWA’s FMIS, PR-20
System, and FOX System.  Also, we evaluated FTA’s ECHO System,
DOTS, and GMIS.  These are the primary automated systems used to
administer grants and disburse payments to grantees.

FHWA and FTA computer security programs for all the systems
reviewed were inadequate and did not comply with established Federal
and DOT policies.  In FHWA and FTA, we found that (1) security and
disaster recovery plans and risk analyses were not prepared for all
systems and (2) not all systems personnel were properly trained in
computer security awareness and practices.  The Computer Security Act
of 1987 (Public Law 100-235), dated January 8, 1988, requires Federal
agencies to implement a security plan for each sensitive system and
provide mandatory periodic training in computer awareness and
practices to employees who manage, use, or operate Federal computer
systems containing sensitive information.  DOT Order H 1350.262,
“Office Automation Information Systems Security Handbook,” dated
May 31, 1994, provides guidance covering risk analysis.  Further, DOT
Order H 1350.277, “Guide for the Department of Transportation
Computer Security Training and Orientation Program,” dated April 30,
1994, requires that each Operating Administration provide periodic
security awareness training to employees involved with Federal
computer systems.
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Also, FHWA and FTA have not obtained required certification and
accreditation for all the systems reviewed.  DOT Order H 1350.250,
“DOT Information Systems Security Guide,” dated October 31, 1994,
requires certification and accreditation of sensitive Federal computer
systems.  Security certification determines whether the systems controls
are actually working to provide the intended protection.  Accreditation
determines whether the systems meet all applicable Federal policies,
regulations, and standards; and that the installed security safeguards
are adequate for the networks being used.

FHWA had not established adequate internal controls over the grant
systems reviewed.  Specifically, FHWA had not (1) purged former users’
IDs from the systems databases, (2) established adequate password
protection, and (3) followed established separation of duties procedures.

During our audit, we reviewed 109 user IDs from the FMIS (71), PR-20
System (15), and FOX System (23) databases in Headquarters, and
found 11 IDs (6 FMIS, 3 PR-20, and 2 FOX) that belonged to former
users and should have been purged from the systems.  Further, we
identified the existence of a visible password on the computer screen in
the PR-20 System.  Also, the alpha-numeric password requirement
(combination of six letters and numbers) was not established for the
FMIS and PR-20 System.  Employees were permitted to create any
combination of letters and/or numbers to access the systems.  DOT
Order H 1350.261, “DOT Mainframe Security Software Standards,”
dated February 28, 1995, provide guidance covering password
administration and protection.

In addition, we found FHWA employees responsible for sending
payment requests to the Federal Reserve Bank were at times also
creating or verifying the same requests.  MARAD’s FOX user
instructions require the function of sending, creating, and verifying
payment requests be performed by different personnel.  Further
guidance on separation of duties for sensitive computer systems is
specified in DOT Order H 1350.262.

FTA should improve the physical security of the ECHO System and
DOTS computer equipment and access to sensitive information.  During
our review, we routinely obtained easy access to the computer
equipment area because doors were left open or unlocked making the
computer systems assessable to anyone.  In addition, FTA’s DOTS
displayed confidential Privacy Act information (e.g. name, social
security number, and home address) on a screen.  The Privacy Act of
1974 (Public Law 93-579), requires Federal agencies to establish



II-9

appropriate administrative, technical, and physical safeguards to insure
the security and confidentiality of records and to protect against
unanticipated threats or hazards to the security or integrity of the
records maintained.  OMB Circular A-130, “Management of Federal
Information Resources,” Appendix III, “Security of Federal Automated
Information Resources,” dated February 6, 1996, requires Federal
agencies to implement and maintain a program to assure adequate
security is provided for all agency information collected, processed,
transmitted, stored, or disseminated in general support systems and
major applications.

While no instances of impropriety were detected, without adequate
security programs, FHWA and FTA have limited assurances that their
respective computer systems and sensitive financial data are protected
from loss, misuse, and unauthorized access.

In an effort to correct these deficiencies, FHWA and FTA management
agreed to prepare adequate security and disaster recovery plans and
risk analyses and to obtain required certification and accreditation for
automated systems.  In addition, FHWA agreed to improve existing
password requirements and follow required separation of duties
procedures.  Further, FTA has installed a cipher lock to the computer
room door which limits access and has submitted a system change
request to FTA systems support staff that will modify and correct the
DOTS privacy violation.

Recommendations

We recommend that:

1. FHWA and FTA (a) prepare adequate security and disaster recovery
plans and risk analyses for all automated systems used to administer
grants and make disbursements to grantees, (b) provide computer
systems personnel with required periodic training in computer
security awareness and practices, and (c) perform required
tests/reviews necessary to obtain certification and accreditation for
these computer systems.

2. FHWA (a) improve existing password procedures to assure (i) timely
purging of all former systems users’ IDs, (ii) proper protection of all
PR-20 System passwords, and (iii) use of only proper alpha-numeric
passwords for access to the FMIS and PR-20 System and (b) adhere
to established separation of duties procedures for the wire transfer
process as outlined in MARAD’s FOX User’s Manual.
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3. FTA establish a process to protect confidential Privacy Act
information when displayed on the DOTS computer screens.

Management Response

FHWA and FTA recognized the need to prepare formalized security
programs for their automated systems used to administer grants and
make disbursements to grantees.  In regard to Recommendation 1,
FHWA plans to prepare written disaster and recovery plans and develop
a computer security training program with periodic updates by
September 30, 1997.  Also, FHWA will obtain the required certification
and accreditation as part of the project to revise the FMIS and PR-20
System by December 1999.  FTA plans to reestablish their disaster
recovery plan, develop guidelines and implement a plan for in-house
and external computer security training, and revise and update the
computer security plan to obtain the proper certification and
accreditation for the ECHO System by September 30, 1997.

Concerning Recommendation 2, FHWA (1) will improve the password
administration, including the issuance of guidelines for use of proper
alpha-numeric password schemes, as part of the project to revise the
FMIS and PR-20 System by December 1999, (2) will revise the PR-20
System to ensure proper protection of all passwords by June 1, 1997,
and (3) has instituted procedures to ensure the proper separation of
duties for the wire transfer process.

For Recommendation 3, FTA submitted on January 15, 1997, a system
change request to correct the program that retrieves privacy act data
from DOTS.  As of March 19, 1997, the program has been corrected,
tested, verified, and moved into production.

Audit Comments

Corrective actions taken or planned are responsive to the report’s
recommendations.

Insufficient Automated Controls for Duplicate Payments and
Project Overpayments for Grant Systems

FHWA’s PR-20 and FTA’s ECHO systems controls to detect duplicate
payments are not adequate.  Also, FHWA’s PR-20 payment system
cannot preclude project payments in excess of obligated project funds.
As a result, FHWA and FTA have limited assurances that duplicate
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payments are not being made, and FHWA has limited assurance
obligated project funding levels will not be exceeded.

OMB Circular A-130 provides policy for the management of Federal
information resources and requires that technical security controls (e.g.
tests to filter invalid entries) be established within each application.  In
addition, OMB Bulletin 90-08, “Guidance for Preparation of Security
Plans for Federal Computer Systems that Contain Sensitive
Information,” dated July 9, 1990, states that sensitive systems should
include data integrity controls to protect data from accidental or
malicious alterations and destruction and provide assurances that the
data meet an expected level of quality.

FHWA’s PR-20 and FTA’s ECHO payment systems enable State
Highway Agencies (SHA) and transit organizations (grantees) to
electronically transmit requests for payment directly to FHWA and FTA
Headquarters Offices for processing.  Once authorized by Headquarters,
disbursements are made to the SHAs by the Federal Reserve Bank
through the FOX System for FHWA and by the U.S. Treasury through
the Treasury Automated Clearing House for FTA.  Each payment
process allows SHAs and grantees to (1) receive reimbursement for their
Federal share of costs incurred, and (2) submit payment requests to
ensure adequate time to process the payments as required by the Cash
Management Improvement Act.

We found that FHWA and FTA did not have adequate automated
controls programmed into the PR-20 and ECHO payment systems to
detect duplicate payments.  The existing duplicate payment control
within FHWA’s PR-20 System is inadequate to fully detect all possible
duplicate payment submissions processed by the system.  The control
only detects duplicate control numbers; not duplicate claim amounts.
The occurrence of either condition is an indication of a possible improper
claim.  The PR-20 System’s ability to detect duplicate payment amounts
is further limited since we found duplicate control numbers can only
exist for manual payment requests processed through the FHWA
Divisions (2 percent of all FHWA requests).  Direct SHA payment
requests processed electronically through the PR-20 System (98 percent)
automatically receive a unique control number at the time of
submission.  Therefore, duplicate control numbers would not occur.

FHWA officials stated that duplicate payments can be detected by
existing compensating manual controls.  Detection would be made by
SHA and FHWA Division offices during their processing and approval of
the payment requests.  However, FHWA officials agree that the PR-20
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System would benefit from the inclusion of a duplicate payment amount
control and that such a control would not be difficult to install.

FTA’s ECHO System does not include any automated controls to detect
duplicate payments.  Each individual request for payment specifies the
project number and dollar amount to be paid, but no unique control
number is assigned.  After passing an initial series of ECHO System
edits, a certifying officer at FTA Headquarters reviews the payment
request, contacting the regional office if necessary, and either pays or
rejects the request.

FTA officials believe their existing payment approval and project
management practices are sufficient to detect duplicate payments.  FTA
stated that regional office reviews provide an opportunity to identify
duplicate payments.  However, in four of five FTA regional offices
contacted, we found reviews for duplicate payments were not performed.
To protect against duplicate payments, FTA officials agreed to establish
additional manual compensating controls by periodically querying the
ECHO System to identify duplicate payments.

Further, FHWA’s PR-20 System cannot determine whether project
obligations will be exceeded with the approval of the payment amounts
requested.  Approved projects are maintained in the FMIS.  The PR-20
System does not interface with the FMIS to compare obligated project
funds with requested project payments.  Consequently, no checks are
made of the available obligation balances when payment request are
received.

Two days after the payments are made to the SHAs, payment request
information is automatically transferred to DAFIS from the PR-20
system.  The expenditure information is compared to the FMIS project
obligations and any payments made to SHAs exceeding project
obligations are included in the FMIS produced FHWA Project Error
Listing.  The error listing is produced monthly; however, by the time the
process is completed, actual payments to the SHAs have already
occurred.  Our review of a recent FHWA project error listing identified
714 payments exceeding project obligations.  Implementation of an
automated control to detect potential project obligation overpayments
before they occur would reduce the level of effort necessary by FHWA
Headquarters, FHWA divisions, and the SHAs to review, coordinate,
and correct payment amounts.

FHWA agreed to establish automated controls to preclude project
payments in excess of obligated project funds.  However, FHWA officials
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do not anticipate implementation of such controls until planned
revisions to the PR-20 System and FMIS are completed in 1999.

Recommendations

We recommend that:

1. FHWA and FTA establish necessary controls for their PR-20 and
ECHO Systems to detect duplicate payments.

2. FHWA establish automated controls for the PR-20 System to
preclude payments in excess of obligated project funds.

Management Response

FHWA and FTA concurred with Recommendation 1.  FHWA will modify
the PR-20 System to include an automated duplicate payment control
process by September 30, 1997.  As of March 21, 1997, FTA has
established an automated process to compare project payment amounts
and generate a report for review by accounting and program/regional
office staff.

For Recommendation 2, FHWA has agreed to include this edit to
preclude excess payments in the revision of the PR-20 System, which is
anticipated to be completed by December 1999.

Audit Comments

Corrective actions taken or planned are responsive to the report’s
recommendations.

Procedures to Record Only Valid Liabilities are Inadequate

FHWA recorded procurement contracts as liabilities before goods and
services were received.  This occurred because FHWA did not have
adequate procedures and controls in place consistent with the Federal
Financial Accounting Standards on recognizing accounts payable.  As a
result, FHWA overstated Accounts Payable and understated
Unexpended Appropriation balances by at least $2.4 million.

The Statement of Federal Financial Accounting Standards No. 1,
“Accounting for Selected Assets and Liabilities,” requires agencies to
recognize accounts payable only for “. . . goods and services received
from, progress in contract performance made by, and rents due to other
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entities.”  Also, as stated in Appendix A, the standard intended to keep
clear distinction between recording obligations for budget purposes and
recognizing a liability for financial accounting purposes.

As of September 30, 1996, FHWA recorded 9,063 accounts payable
records, totaling $16 million, in one of the key DAFIS subsidiary ledger
files--the Open Document File.  We selected for review a sample of 155
records valued at $3.7 million.  After an initial analysis of the sample,
we focused our review on 23 records with a balance of $10,000 or
greater, totaling $2.6 million.  This amount represented approximately
16 percent of the $16 million accounts payable recorded in the Open
Document File as of September 30, 1996.  Among the 23 records, 15
($2.4 million) were for procurement contracts and the other 8 ($202,000)
were for Permanent Change of Station activities.

Our review showed that for the 15 procurement contracts, obligations
and accounts payable were recorded simultaneously when the contracts
were awarded.  We requested FHWA to research the 15 procurement
contracts and determine whether they were valid liabilities.  Based on
their limited review, FHWA concluded the $2.4 million in accounts
payable were not valid liabilities because goods and services had not
been delivered.  Consequently, FHWA overstated the Accounts Payable
and understated the Unexpended Appropriations line items on their
draft financial statement.  FHWA agreed to adjust the Accounts Payable
and Unexpended Appropriations line items by $2.4 million for the
procurement contracts on the final version of their financial statement
and research the remaining $13.6 million of accounts payable in the
Open Document File.

According to FHWA, written procedures did not differentiate when
funds should be obligated for budget purposes and when they should be
recognized as a liability for financial accounting.  In 1994, FHWA’s
financial staff was verbally instructed to recognize accounts payable for
procurement contracts when goods and services were received or when
work was completed under a contract or agreement.  However, FHWA
personnel are not always adhering to the verbal guidance and are still
erroneously recording the obligations and accounts payable
simultaneously when the procurement contracts are awarded.

Recommendations

We recommend that FHWA:
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1. Establish written procedures to ensure compliance with the Federal
Financial Accounting Standards when recording liabilities for
procurement contracts.

2. Research all liabilities recorded in the Open Document File and
eliminate any which are found to be invalid.

Management Response

FHWA concurred with both recommendations and stated that written
procedures to ensure compliance with Federal Financial Accounting
Standards and the research to eliminate any invalid liabilities from the
Open Document File will be completed by September 30, 1997.
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Audit Comments

Corrective actions planned are responsive to the report’s
recommendations.

Procedures to Reconcile General Ledger Account Balances and
Budget Information Were Not Adequate

FHWA, FTA, and NHTSA had not established adequate reconciliation
procedures to identify and timely resolve differences between balances
reported to OMB on the “SF-133 Report on Budget Execution” (SF-133)
and corresponding general ledger accounts.  As a result, the Operating
Administrations are increasing their risk that inaccuracies exist in the
amounts reported to OMB for unobligated budget authority and
undelivered orders.

The goal of both the CFO Act and OMB Circular A-127, “Financial
Management System,” is for agencies to develop and maintain financial
management systems which provide complete, reliable, consistent, and
timely information for management decisionmaking.  OMB Bulletin 94-
01 and its replacement 97-01, “Form and Content of Agency Financial
Statements,” require Unexpended Appropriations to represent
unobligated authority and undelivered orders for the reporting entity’s
appropriation accounts.  The Treasury also requires agencies to report
these balances on the SF-133 based on general ledger accounts.

During our audit, we found the Unexpended Appropriations account to
be materially consistent with the SF-133.  However, when comparing
the SF-133’s submitted by FHWA, FTA, and NHTSA to the related
budgetary general ledger accounts for unobligated budget authority and
undelivered orders, we found inconsistencies.  FHWA, FTA, NHTSA had
not detected and resolved these inconsistencies, which, were due in part,
to the absence of procedures for reconciling budget authority accounts in
the general ledger to the reported balances on the SF-133.

At our request, FHWA, FTA, and NHTSA analyzed their budgetary
general ledger accounts to establish the reasons for the inconsistencies
with the SF-133.  FHWA and FTA were able to establish that the
variances existed primarily due to (1) yearend adjustments, (2)
nonapplicability of certain appropriation accounts for SF-133 reporting,
and (3) conversion errors.  FHWA and FTA further reconciled their
differences to zero with documentation to support the adjustments.
NHTSA advised us that conversion and posting errors were key factors
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for their inconsistencies.  However, NHTSA has developed a work plan
to correct the inconsistencies by the end of FY 1997.

Recommendations

We recommend that:

1. FHWA, FTA, and NHTSA establish procedures to ensure budget
execution results reported on the monthly SF-133 are routinely
reconciled to budgetary account balances recorded in DAFIS.

2. NHTSA carry out its work plan to identify and correct causes for the
discrepancy between the SF-133 and corresponding budgetary
accounts in DAFIS by the end of FY 1997.

Management Response

FHWA, FTA, and NHTSA concurred with Recommendation 1 and will
establish or improve procedures to reconcile SF-133s with budgetary
account records in DAFIS by September 30, 1997.

In regards to Recommendation 2, NHTSA has prepared a work plan to
identify and correct any discrepancies between the SF-133 and
corresponding budgetary accounts in DAFIS by September 30, 1997.

Audit Comments

Corrective actions planned are responsive to the report’s
recommendations.

Performance Measures for Fiscal Services Were Not Adequate

FHWA’s eight performance measures for fiscal services did not meet
OMB requirements.  These requirements include (1) setting program
goals, (2) collecting performance information, (3) reporting on
performance results, and (4) comparing current year achievements to
program goals.  Consequently, FHWA has no assurance the present
performance measures will adequately assess the efficiency and
effectiveness of the fiscal services activities.

OMB Bulletin 94-01 and an OMB memorandum to chief financial
officers, “Financial Statements and Performance Measures,” dated
February 5, 1992, require agencies to develop, collect information, and
report on measures of program and financial performance.  The
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measures must include significant results achieved by the agency in
comparison to established program goals and should assist program
managers in assessing the efficiency and effectiveness of their programs
and designing actions to correct problems.

FHWA’s performance measures for financial services did not meet all
the elements specified by OMB.  We reviewed FHWA’s eight FY 1996
performance measures for fiscal services and found they were all
deficient in meeting one or more of the requirements established by
OMB.  Four performance measures were reported with no stated
program goals for FHWA to determine whether costs savings, or fiscal
services efficiency and effectiveness were achieved.

Additionally, three performance measures were questionable because
insufficient or inappropriate performance information was collected
which contributed to faulty analyses.  First, FHWA has a performance
measure to track increases in the number of credit cards issued to the
field and headquarters locations for acquiring small purchases and
reductions in the number of individual purchase order requests.
However, FHWA conducted no evaluation to determine whether
individual purchase order requests were increased, decreased, or
unchanged due to credit card use.  Secondly, FHWA has a performance
measure to track the timeliness of travel voucher processing.  However,
timeliness is being measured from the date of voucher approval to the
date of voucher payment, instead of the date the voucher is received in
the payment office to the date the voucher is actually paid.  A third
performance measure concerns the comparison of total penalty dollars
collected to the amount assessed during FY 1996.  However, data
compiled on penalty dollars collected during FY 1996 did not clearly
identify the corresponding year(s) of assessment.  Without such
information, the value of comparing dollars collected to dollars assessed
for a given fiscal year is limited.

Also, FHWA’s FY 1996 report of results on the fiscal services
performance measures lacked sufficient supporting documentation.  Of
the eight performance measures reviewed, none have sufficient
documentation to support the reported results.  For example, on the
performance measure to “reduce the average posting time in recording
interagency charges,” FHWA reported the average time from receiving
interagency agreement transactions to posting them in the accounting
system as 13 days, 1 day fewer than the 14 days reported in FY 1995.
However, in response to our request for supporting documentation, we
found that FHWA did not use the actual FY 1996 data showing the
average posting time to be 100 days.
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Finally, FHWA’s performance measures for fiscal services did not
always compare FY 1996 achievements to program goals.  Four
performance measures designed to determine whether operational
improvements had been made over the prior years were reported with
no comparison to previous years’ results.

FHWA’s performance measures are not sufficient to adequately assess
the efficiency and effectiveness of the fiscal services activities.  In an
effort to correct these deficiencies, FHWA officials agreed to reevaluate
the present performance measures and improve the collection, reporting,
and analyses of the data necessary to adequately assess the efficiency
and effectiveness of the fiscal services activities.

Recommendation

We recommend that FHWA improve the performance measures for fiscal
services by (1) incorporating program goals in all performance
measures, (2) collecting sufficient and appropriate performance data to
measure results, (3) ensuring the performance measure results are
supported by sufficient documentation, and (4) comparing the current
year achievements with previous years’ results.

Management Response

FHWA concurred with the recommendation and during the course of the
audit, worked together with the OIG audit staff to improve the wording
in the performance measures and the narrative portion of the
management overview.

Audit Comments

Corrective actions taken fully satisfy the report’s recommendation and
no further action is required.

D. REPORT ON COMPLIANCE WITH LAWS AND REGULATIONS

OMB guidance for implementing the audit provisions of the CFO Act
requires auditors to assess the reporting entity's compliance with
applicable laws and regulations.  Compliance with laws and regulations
applicable to the HTF is the responsibility of FHWA, FTA, and NHTSA.
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In order to obtain reasonable assurance on whether the HTF Combined
Statement of Financial Position and Combined Statement of Operations
are free of material misstatements, we tested compliance with the laws
and regulations directly affecting the HTF Financial Statements and
certain other laws and regulations designated by OMB, FHWA, FTA,
and NHTSA.  Our objective was not to provide an opinion on overall
compliance with these provisions.

Material instances of noncompliance are failures to follow requirements,
or violations of prohibitions, contained in laws or regulations which
cause us to conclude that the aggregation of the misstatements resulting
from those failures or violations is material to the HTF Combined
Financial Statements, or the sensitivity of the matters would cause
them to be perceived as significant by others.

FHWA, FTA, and NHTSA complied, in all material respects, with the
provisions of the laws and regulations directly affecting the HTF
Combined Statement of Financial Position as of September 30, 1996,
and Combined Statement of Operations for the year ended September
30, 1996.

E. PRIOR AUDIT COVERAGE

The OIG issued audit reports on HTF Financial Statement for FYs 1992,
1993, 1994, and 1995.  All recommendations included in the FYs 1992
and 1993 audit reports are considered closed, and no further action is
required.

The FY 1994 audit report included three recommendations, all of which
are considered resolved.  Two of the recommendations are considered
closed.  However, the recommendation to develop and implement
procedures to review NHTSA’s Governmental Advances and
Prepayments requires further action to fully implement the audit
recommendation.

The FY 1995 audit report included nine recommendations, all of which
are considered resolved.  However, the recommendation to strengthen
existing controls and institute written policy and procedures covering
Governmental Accounts Receivable, Net (FHWA) and the
recommendation to complete the reconciliation of subsidiary records to
the states’ outstanding balances and institute procedures to continually
ensure support for Governmental Advances and Prepayments (NHTSA)
still require further action to fully implement the audit
recommendations.
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This report is intended to inform Congress, OMB, and those with
management responsibility for the HTF.  This restriction is not intended to
limit the distribution of this report, which is a matter of public record.

Joyce N. Fleischman
Acting Inspector General
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SECTION III

SUPPLEMENTAL INFORMATION INCLUDES THE FOLLOWING:

MESSAGE FROM THE ACTING ADMINISTRATOR

MANAGEMENT OVERVIEW

COMBINING STATEMENT OF FINANCIAL POSITION

COMBINING STATEMENT OF OPERATIONS

FOR FURTHER INFORMATION, PLEASE CONTACT BOB KINGAN OF
FHWA ON (202) 366-2865.


