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Infomosaic: Founded 2000
• Judith Spenser Talked About Two Projects Yesterday

– NIH-Educause PKI Interoperability (Infomosaic’s SecureXML 
and SecureSign products were used in this effort)

– E-Auth SAML Assertion From PKI Credentials (The PKI to SAML 
Assertion Step Down Translator was developed by Infomosaic)

• US Army is using Infomosaic SecureXML Digital 
Signature Software in their Financial Disclosure 
Management Application.

• Maryland Department of Transportation has Successfully 
Issued More Than 200 PIV Cards to Their 1st

Responders and Senior Officials Using Infomosaic 
SecurePIV Registration System
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My Contact Info

Manoj Srivastava
Founder, Infomosaic Corporation
Phone: (408) 480-3818
E-mail: manoj@infomosaic.com
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PIV Lifecycle

• PIV Registration
• PIV Card Printing
• PIV Card Certificate Issuance
• PIV Card Usage

– Logical Access
– Physical Access

• PIV Card Renewal/Revocation
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SecurePIV High Level Features  
• Can be configured to either utilize a mobile trailer for both 

registration and issuance of smart card for applicants or to use an 
offsite card printing and onsite certificate issuance.

• The process is a 2 Phase process 
• Supports FIPS 201 roles  (Sponsor, Applicant, Registrar, Issuer and 

& Signatory)
• Supports smart card profile of FIPS 201
• Supports commercial, state and local government PKI infrastructure 

designed to be interoperable with the Federal Governments FIPS 
201 processes 

• Emergency support function support provided to support hand held
identification and verification during emergencies

• Allows for capture and inclusion of agency specific OIDs in the X509 
certificate extentions.

• PIV II Compliant: Signs CHUID and Biometric Information
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SecurePIV Overall Architecture
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SecurePIV Workflow
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Card Issuance

LDAP / 
Active

Directory

ActivIdentity
CMS

Cybertrust
CA



Copyright © 2005-2006 Infomosaic Corporation. All Rights Reserved 
Page 9

SecurePIV Workflow
Applicant Sponsor Enrollment Trailer and 

Registrar

Applicant signs 
acceptance/subscriber 
agreement

Agency CA

Printed cards delivered 
to enrollment trailer

Issuer receives applicant’s 
smart card, verifies applicant & 
issues certificates

Get PIV Card
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All The PIV Data
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All The PIV Data
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All The PIV Data
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FIPS-201 Physical Card Layout
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FIPS-201 Physical Card Layout
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FIPS-201 Physical Card Layout



Copyright © 2005-2006 Infomosaic Corporation. All Rights Reserved 
Page 16

FIPS-201 Physical Card Layout
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FIPS-201 Physical Card Layout
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PIV Card Data For Physical Layout

COLOR PHOTO w/
18% Gray Background

Contact
Chip

STATE OF MARYLAND

DOUGH,
 JOHN, A

Emergency Response Official

LOCATION
CO

STATUS
EMPLOYEE

First Responder
Agency
MD Dept of 
Transportation
Issued
2005AUG31

 Affiliation

Expires

2008AUG30

The bearer of this card is a designated Emergency Responder. After 
credential verification, bearer may be given access to controlled areas.

C
on

ta
ct

C
hi

p

This credential is the property of the State of Maryland. The counterfeit, alteration, or misuse of 
this credential constitutes a violation of COMAR 8-303 and section 499, Title 18  of the U.S. 
Code.

Return to:  
Maryland Emergency Management Agency
5402 Rue Saint Lo Drive
Reisterstown, MD 31136

3578987766990 MDOT00MPA100001
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PIV Card Data For Physical Layout
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PIV Card Physical Layout Issues
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Major Non-PKI Issues: Registration 
Form Design
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Major Non-PKI Issues: Registration 
Form Design
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Major Non-PKI Issues: Registration 
Form Design
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Back End Mapping: Agency 
Specific Data

• Emergency Response Support Function
• Applicant Work Location
• Card Issuance Date Offset
• Card Expiration Year Duration
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Emergency Response Support 
Function

<setting name="OidMapping" serializeAs="Xml">
<value>
<ArrayOfString
xmlns:xsi="http://www.w3.org/2001/XMLSchema-
instance"

xmlns:xsd="http://www.w3.org/2001/XMLSchema">
<string>R-ESF #1=1.3.6.1.4.1.13636.15.1</string>
<string>R-ESF #2=1.3.6.1.4.1.13636.15.2</string>
<string>R-ESF #3=1.3.6.1.4.1.13636.15.3</string>
<string>R-ESF #4=1.3.6.1.4.1.13636.15.4</string>
<string>R-ESF #5=1.3.6.1.4.1.13636.15.5</string>
<string>R-ESF #6=1.3.6.1.4.1.13636.15.6</string>
<string>R-ESF #7=1.3.6.1.4.1.13636.15.7</string>
<string>R-ESF #8=1.3.6.1.4.1.13636.15.8</string>
<string>R-ESF #9=1.3.6.1.4.1.13636.15.9</string>
<string>R-ESF #10=1.3.6.1.4.1.13636.15.10</string>
<string>R-ESF #11=1.3.6.1.4.1.13636.15.11</string>
<string>R-ESF #12=1.3.6.1.4.1.13636.15.12</string>
<string>R-ESF #13=1.3.6.1.4.1.13636.15.13</string>
<string>R-ESF #14=1.3.6.1.4.1.13636.15.14</string>
<string>R-ESF #15=1.3.6.1.4.1.13636.15.15</string>
<string>VIP=1.3.6.1.4.1.13636.15.100</string>

</ArrayOfString>
</value>

</setting>
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Agency Work Location: To Flow To 
FASC-N

<setting name="LocationCodeOIMapping" serializeAs="Xml">
<value>

<ArrayOfString xmlns:xsi="http://www.w3.org/2001/XMLSchema-
instance"

xmlns:xsd="http://www.w3.org/2001/XMLSchema">
<string>AA=0001</string>
<string>AL=0002</string>
<string>BA=0003</string>
<string>BC=0004</string>
<string>CA=0005</string>
<string>CE=0006</string>
<string>CH=0007</string>
<string>CR=0008</string>
<string>CV=0009</string>
<string>DO=0010</string>
<string>FR=0011</string>
<string>GA=0012</string>
<string>HA=0013</string>
<string>HO=0014</string>
<string>KE=0015</string>
<string>MO=0016</string>
<string>PG=0017</string>
<string>QA=0018</string>
<string>SM=0019</string>
<string>SO=0020</string>
<string>TA=0021</string>
<string>WA=0022</string>
<string>WI=0023</string>
<string>WO=0024</string>
<string>MD=0025</string>

</ArrayOfString>
</value>

</setting>
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Card Issuance/Expiration Date 
Offset/Duration

<setting name="CardIssuanceDateOffsetInDays" serializeAs="String">
<value>0</value>

</setting>
<setting name="CardExpirationDateOffsetInYears" serializeAs="String">

<value>5</value>
</setting>



Copyright © 2005-2006 Infomosaic Corporation. All Rights Reserved 
Page 28

FASC-N Issues

• How is CN/PI Generated?
– Maintain compatibility with agency’s current 

emp-id generation method (required FASC-N 
service to call existing application for PI/CN, a 
feature supported by Infomosaic SecurePIV)

– Start from 1 or some other initial value
• How is Organization Identifier 

Determined?
– Allow registration form data to flow through to 

the FASC-N Service
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SecurePIV FASC-N Web Service
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Summary

• Each Agency’s FIPS-201 Compliant PIV 
Process Implementation Requires Several 
Levels of Cooperation Within the Agency

• Get All The Issues on the Table in the 
Beginning

• Try to Make Form Design and Other 
Agency Specific Data Decision Sooner 
Than Later

• Be Ready to Change Form and/or Data
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