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Asafollow-up to our January 5, 2000, draft report, attached is the final report on our inspection of
US& FCS's Vietnam operations. The report includes comments from your February 24, 2000, written
response. A copy of your response isincluded in its entirety as an attachment to the report.

We found that US& FCS has adequately carried out the steps necessary to develop apresencein
this new market, but a number of challengesremain. We also believe that greater cooperationis
needed in US& FCS Vietnam’ s partnering efforts. Our inspection raised concerns about weak
internal control systems and the use of government funds and property, which we believe have
diminished the posts' efficiency and effectiveness. Lastly, we cited concerns about
underutilized office space in both Hanoi and Ho Chi Minh City.

Please provide your action plan addressing the recommendations in our report within 60
calendar days. If you have any questions or comments about our report, please contact me on
(202) 482-4661.

We thank the personnel in ITA and US&FCS Vietnam for the assistance and courtesies
extended to us during our review.

Attachment
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EXECUTIVE SUMMARY

From 1990 and until last year, Vietnam had one of the fastest growing economiesin the world,
with an 8-percent average annual GDP growth rate. This growth was fueled primarily by the
foreign direct investment it received from its Southeast Asianeighbors. 1n 1997, the United
States was Vietnam'’ s eighth largest source of foreign direct investment. With the recent
financial crisesin Southeast Asia, however, traditional sources of capital in Vietnam have dried
up (e.g., six South Korean banks have closed in Vietnam), and opportunities have been more
available for other foreign sourcesto enter the financial market. Current domestic Vietnamese
industry and manufacturing are not generally globally competitive, as most major enterprises are
still state run, despite government goals of privatizing. However, with an educational emphasis
on applied sciences and vocational training and a literacy rate of near 90 percent, Vietnam's
labor force remains attractive to foreign enterprises seeking to devel op their own manufacturing
facilitiesin Vietnam. And with recent progress on reaching a bilateral trade agreement between
the United States and Vietnam, renewed U.S. business interest in Vietnam may be imminent.

However, many challenges still remain for Vietnam and the firms choosing to do business there.
While domestic incomes are growing rapidly (albeit from low levels) and increasing the demand
for consumer goods, the challenges of doing business in Vietnam remain formidable. For
example, the government requirement that domestic laborers working in manufacturing facilities
owned by foreign firms be paid wages denominated in foreign currency exposes foreign firms to
amuch greater foreign exchange rate risk on their costs of production than they would face
elsewhere. Corruption, problems with software piracy and other violations of intellectual
property rights, and burdensome product licensing requirements also face foreign firms
considering entry into the market.

Soon after the United States normalized relations with Vietnam in 1995, the U.S. and Foreign
Commercial Service (US&FCS) established a presence in Hanoi, the capital of Vietham. An
officer operated out of a hotel for atime until US& FCS was able to find afacility. The Hanoi
office first opened in February 1997. In September of the following year, US& FCS opened a
constituent post in Ho Chi Minh City, formerly known as Saigon. At the time of our inspection,
the staffing in Vietnam included 4 foreign commercial service officers, 14 foreign service
nationals, and 2 personal services contractors.

We conducted an inspection of US& FCS operations at both postsin May and June, and
continued follow-up work through August 1999. Overall, we found that both posts were
generally well run. Each post was engaged in new initiatives that may be replicated el sewhere.
For example, in Ho Chi Minh City, management has developed an impressive seminar designed
to educate Vietnamese businesses on the resources avail able to devel op trade between the two
countries. Management has also started an in-house training session for all local staff with
different staff team teaching one another using a correspondence course. In Hanoi, the post has
taken the initiative to organize regional gold keys. While we were pleased to see the effortsto
get the US& FCS program operating in Vietnam, we al so found administrative oversight and
controls lacking in other important areas that, if left unaddressed, could diminish the posts
efficiency and effectiveness. Our specific findings are as follows:
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US& FCSVietnam istaking appropriate stepsto build itscommercial program. Since

US& FCSfirst assigned an officer to Hanoi in late 1995, it has carried out much of the activity
that is necessary to establish an effective commercial service presencein anew market. During
itsfirst four yearsin Vietnam, US& FCS has focused resources on key program activities,
including developing contacts with local government officials, helping to establish
complementary U.S. government programs in Vietnam, and starting to deliver the core US& FCS
program services. Y et many challenges still remain for US& FCS to become an effective
sustainable presence in Vietnam (see page 5).

Greater cooperation isneeded in partnering efforts. US& FCS has devel oped good working
relationships with Vietnamese trade promotion organizationsin Hanoi and in Ho Chi Minh
City, leveraging them to help develop contacts with Vietnamese businesses and government
officials. In addition, in Ho Chi Minh City, US& FCS has used the local commercial trade group
to recruit Vietnamese business representatives to participate in the International Buyer Program
and the post’ s successful business education seminar for Vietnamese businessmen. In
developing these relationships, US& FCS has proactively and successfully overcome significant
differencesin the cultural attitudes and commercial objectives between the staffs of US& FCS
and the two Vietnamese organizations.

In addition, US& FCS has also joined in a partnership with the State of Florida, whereby a
contractor works for the state out of the Hanoi US& FCS office and serves US& FCS interests
part-time. While the relationship between the US& FCS staff and the state representativeis
good, there needs to be a clearer understanding of the parties' roles and responsibilities. The
overall objectives of the joint partnership are consistent between US& FCS and the state, but
how these objectives are reconciled in practice needs greater attention by the US& FCS officers
overseeing the project. For example, aimost all of the Florida representative’ s work time during
hisfirst six months was spent preparing a Florida-specific cultural event. US& FCS officials
need to task the representative with significant trade promotion work to justify the 25 percent of
the cost of the joint project that US& FCSis paying (see page 14).

Weak internal control systemsraise concern over the use of fundsand gover nment
property. US&FCS Vietnam has developed a good system to track its finances. However, it
has not implemented proper internal controls needed to prevent fraud, waste, and abuse of
government funds and property at the post. In particular, we found examples of waste and abuse
with operating and administrative funds, especially with respect to charges for telephone calls.
In response to our questioning, approximately $10,400 worth of telephone calls were identified
by the employees as being personal calls. Loose controlsin conjunction with the multiple
financial tracking systemsin place at the post, the State Budget and Fiscal office, US& FCS, and
ITA create problems reconciling revenue collected from the sale of products and services. More
supervision and oversight of administrative charges levied under the International Cooperative
Administrative Support System (ICASS)—the State Department’ s system to distribute overseas
support costs among U.S. agencies at post—are needed to ensure that US& FCS is paying an
appropriate portion of the costs for the servicesit receives. In addition, lack of controls over the
use of vehicles and cellular phones has led to questionable use of government property (see

page 18).



U.S Department of Commerce Final Report IPE-11798
Office of Inspector General March 2000

Under utilized Space in Hanoi and Ho Chi Minh City isof concern. The current office space
in Hanoi and Ho Chi Minh City is more than either operation currently uses, or intends to use
within the next few years. Both facilities were designed and built-out under a* business center”
(or “commercial center-like”) concept, justified by expectations that U.S. businesses and other
partners would collocate with US& FCS on various short-term arrangements.  Such expectations
have not been realized, and no planning for further marketing or recruiting is underway.

In addition, US& FCS' s decision to relocate its Hanoi operation could have resulted in
unnecessary facility costs. However, when we began questioning some of these costs, US& FCS
renegotiatied its space requirements. The decision-making process that led US& FCS to make its
initial decision should be improved. Theincreasein space leased by US& FCS at the new
location, in addition to increased charges for common areas shared with collocated U.S.
agencies and for ICASS overhead, will likely increase the total office cost over the period of the
projected lease. Inthe future, US& FCS needs to better assess and justify office space
requirements overseas when moving into commercial buildings, especially when US& FCS
determines its space requirements based on plans to share space with potential partners (see page
30).

Our recommendations for addressing these and other concerns appear beginning on page 34.

AR

US& FCS generally agreed with our recommendationsin its response to our draft report and
appreciated the team’ s balanced assessment of the strengths and weaknesses of one of the
newest commercial offices. US& FCS acknowledges that while the post scored highin
establishing an impressive physical presence in both Hanoi and Ho Chi Minh City, there were
lapses in the day-to-day management of post operations. US& FCS has begun taking corrective
actions to address our concerns.

In response to our recommendations concerning the move to the Rose Garden facility, US& FCS
maintains that it opted for aless conservative course than that advocated by the OIG team.

US& FCS believes that its decision to move was appropriate under the circumstances and was, in
part, forward-looking and influenced by pressures from the embassy and other less tangible
considerations.
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INTRODUCTION

Pursuant to the authority of the Inspector General Act of 1978, as amended, and the
requirements of the Omnibus Trade and Competitiveness Act of 1988, the Office of Inspector
Genera conducted an inspection of U.S. and Foreign Commercia Service (US& FCS)
operationsin Vietnam. During the review, we visited operations in both Hanoi and Ho Chi
Minh City.

Inspections are special reviews that the Ol G undertakes to provide agency managers with timely
information about operational issues. One of the main goals of an inspection isto eliminate
waste in federal government programs by encouraging effective and efficient operations. By
asking questions, identifying problems, and suggesting solutions, the Ol G hopesto help
managers move quickly to address problems identified during the inspection. Inspections may
also highlight effective programs or operations, particularly if they may be useful or adaptable
for agency managers or program operations elsewhere. Thisinspection was conducted in
accordance with the Quality Standards for Inspectionsissued by the President’s Council on
Integrity and Efficiency. Our field work in Vietnam was conducted from May 17 to June 4,
1999, followed by several weeks of consultations with the International Trade Administration
(ITA) and US& FCS headquarters offices in Washington. During the review and at its
conclusion, we discussed our findings with the Senior Commercial Officer (SCO), Commercial
Attaché, and Principal Commercial Officer (PCO) in Vietnam; and the Director General of

US& FCS, the current and previous Deputy Assistant Secretary for International Operations, the
Acting Regional Director for East Asia/Pacific, and Deputy Regional Director for East
Asia/Pacific.

PURPOSE AND SCOPE

The purpose of thisinspection was to assess the overall operation of US& FCS Vietnam. This
included assessing the development of goals and objectives, determining whether goals are
being achieved, evaluating the economy, efficiency, and effectiveness of the operation, and
assessing the posts' compliance with applicable regulations and instructions. We also examined
the coordination between the posts and other organizationsin achieving the overall goalsof ITA
and the Department of Commerce.

In conducting this inspection, we reviewed strategies and plans developed by I TA to increase
exportsto this market. We also reviewed the posts’ organizational structures and operating
approaches used in administering activities; interviewed appropriate Commerce and State
Department personnel, aswell as other U.S. agency personnel involved in trade promotion;
examined pertinent files and records relating to the posts’ operations; and met or spoke with
officialsfrom U.S. and foreign firms, trade associations, and state and local governments. We
also interviewed a sample of clients by telephone concerning their evaluation of the posts
products and services.
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BACKGROUND

Vietnam

Vietnam, a country with a population of 77 million, alow-
cost labor force, and rich natural resources, is expected to be
Gulf of apromising market for U.S. firmsin the long term, despite
Tonkin the recent slowdown in economic growth. In 1995, many
U.S. companiesfirst sought entrance to the Vietnamese
South market when qli plomatic relations were reestablisheql.
China Presence in this market can be key for U.S. companies
Sea pursuing along-term business strategy in the Asia-Pacific
region. Opportunitiesin the energy, power, transportation,
- AN telecommunications, environmental, and education sectors
curor? Soe £ City arepromising. The enthusiasm for U.S. products and
Thailand 527 Th services provides a slight advantage for U.S. companies over
their competitors also seeking to establish a strong presence
in the country.

oLon Dag

Although the Vietnamese government has made progress in instituting market reforms, much
more isneeded. Theleaders of this centrally planned economy must continue to make legal,
regulatory, and institutional reformsin order to provide a sound business environment for foreign
firms. Privatization of the state-owned enterprises, as well as issues affecting two-way trade
between the United States and Vietnam, including trade barriers and intellectual property rights,
will also need to be addressed.

After three years of negotiations, the United States and Vietnam reached an agreement in
principle on the terms of a bilateral trade agreement in late July 1999. The agreement would
address arange of trade issues, including access to the telecommunications and financial services
industries, and other matters relevant to U.S. market access including distribution practices. If the
Congress approves the agreement, normal trade relations with Vietnam should resume; however,
this would be subject to annual renewal under the Jackson-Vanik Amendment.*

Commercial relationswith Vietnam should continue to move forward. The United Statesis
ranked in the top 10 for foreign direct investment in the country. U.S. exports reached an all-
time high of $616 million in 1996, when many U.S. companies were anxious to do business
with Vietnam. However, the financial crisisin the Asia-Pacific region, in conjunction with the
slowdown in economic reforms, has greatly reduced U.S. exportsto Vietnam recently. If the
trade agreement isfinalized, it is projected that U.S. export growth will resume.

1The Jackson-Vanik Amendment requires that certain economic benefits be denied countries that (1) deny
their citizensthe right to emigrate; (2) impose more than a nominal tax on emigration, visas, or other documents
required for emigration; or (3) impose more than a nominal tax or other charge on any citizen as a consequence of
the desire to emigrate. However, the President can waive the above requirement.

2
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U.S. Exports to Vietham

(in millions)

98 Jan-May 99

US& FCS Vietnam

In late 1995, US& FCSfirst established a presence in the capital of Hanoi by
. 3 sending an experienced senior commercial officer to Vietnam to launch a
é%)eMMERCML commercial program. In 1997, the Hanoi office was officially opened, and
SERVICE the following year, an office was opened in Ho Chi Minh City. Both
D dimerice ¥ operations provide a variety of products and services to U.S. companiesin

Vietnam as well asto companies seeking to enter the market. Services

provided include export counseling sessions which educate companies on
market conditions, advocacy support to assist companies bidding on major projects, and
assistance to trade missions, including setting up key appointments with officials from the
Vietnamese government and business community. US& FCS Vietnam also providesits core
products, including the Agent/Distributor Service, a customized search for qualified agents and
distributors; the Gold Key Service, a custom-tailored service that combines orientation briefings,
market research, and appointments with potential partners; and the International Buyer Program,
aservice that recruits foreign buyers and distributors to attend trade shows in the United States
to introduce them to exhibiting firms.

In 1999, US& FCS Vietnam established the United States-Asia Environmental Project (US-AEP)
program in Hanoi, which isajoint program managed by US& FCS and the U.S. Agency for
International Development. The program was first established in 1992 to assist in addressing
environmental degradation and sustai nable development issues in a number of nationsin Asia
and the Pacific by mobilizing U.S. environmental experience, technology, and services. US-
AEP isaninitiative of the Environmental Trade Working Group of the Trade Promotion
Coordinating Committee, a group of 20 federal agencies having export promotion programs and
chaired by the Secretary of Commerce.

US& FCS Vietnam also entered into a partnership with the State of Floridain FY 1999, which
aimsto establish a presence for the state in Vietnam and promote trade between Floridaand
Vietnam. Under the memorandum of understanding, each signatory isto perform activitiesto
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support the project. For example, US& FCS Vietnam isto assist the state in working with the
Vietnamese authoritiesto register the state, provide office space, and provide a personal services
contractor (PSC) to represent the state. In return, the state isto assist with the recruitment of
trade eventsin Vietnam, promote US& FCS to its clients, and pay an agreed amount per annum.

At the time of our inspection, US& FCS Vietnam'’ s resources included a staff of 4 foreign
commercial officers, 14 foreign service nationals (FSNs), and 2 PSCs. In FY 1999, post was
authorized $1.67 million for its operating and administrative (O& A) budget.? Total operating
expenses were $1.73 million in FY 1997 and reached $1.82 millionin FY 1998. Total
operating expenses include O& A expenses, expenses for the salaries and benefits of American
officers, expenses for overseas administrative support services through the International
Cooperative Administrative Support Services System (ICASS), and credit card purchases.

US&FCS Vietnam
$2,000,000 Total Operating Expenses
$1,500,000 _
$1,000,000 !

$500,000 _
$0 _

FY 97 ' FY 98

- D ICASS D Officers' Salaries & Benefits
- Credit Card Purchases - Total Operating Expenses

O&A

2 FY 1999 total operating expenses were not available during our fieldwork.

4
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OBSERVATIONSAND CONCLUSIONS
l. US& FCSVietnam IsTaking Appropriate Stepsto Build Its Commercial Program

Since US& FCSfirst assigned an officer to Hanoi in 1995, it has carried out much of the activity
that is necessary to establish an effective commercial service presencein anew market. During
itsfirst four yearsin Vietnam, US& FCS has focused its resources on (1) establishing contacts
with local government officials; (2) assisting other complementary U.S. government programs
seeking to establish a presence in Vietnam, such as the Overseas Private Investment Corporation
(OPIC) and the U.S. Trade and Development Agency (TDA); and (3) developing the core

US& FCS commercial program. Y et many challenges still remain as US& FCS seeks to increase
its effectivenessin Vietnam.

A. US& FCS Vietnam has accomplished much in itsfirst years of operation

US& FCS Vietnam devel oped effective rel ationships with host government agencies

In September 1995, prior to the arrival of the new ambassador, US& FCS assigned arelatively
high-level commercial officer to Vietnam to establish acommercia program there. The officer’s
experience in the foreign service and his familiarity with Vietnam through prior military service,
contributed greatly to his ability to set up the program in a difficult environment. For instance,
the embassy was not fully up and running, and relationships between the two countries were in
the early stage of development. In 1997, US& FCS sent two additional officersto assist the SCO
in setting up the operations—a former regional director from headquarters with prior experience
in Vietnam while working for the State Department, and a more junior officer with experience at
headquarters, in adomestic field office, and on Capitol Hill.

Together, these three officers accomplished much in the early years. In addition to opening the
officesin Hanoi and Ho Chi Minh City and hiring staff, they were able to develop effective
working relationships with government officials from the Vietnamese Ministries, government
officialswith other U.S. programs, and representatives from various industries and trade
organizations. These organizationsincluded the Ministries of Trade, Industry, and Planning and
Investment, public utilities and state-owned enterprises, and other Vietnamese organizations,
such as the Chamber of Commerce and Industry in Vietnam (V CCl), and the National Union of
Small and Medium-sized Enterprises. According to our interviews, some of these relationships
were important in the early development of trust between the two governments and in helping
lay the groundwork for other U.S. government agenciesto develop their own relationships with
the Vietnamese.

According to asenior VCCI representative and others we interviewed, US& FCS officials have
always recognized the importance of educating Vietnamese government officials about
American business practices and markets rather than simply advertising or marketing U.S.
businesses. Thiswas contrasted with the practices of US& FCS' s counterpartsin many other
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foreign governments represented in Vietnam, and reportedly has contributed to the credibility of
US& FCS officersin the eyes of Vietnamese officials.

US& FCS Vietnam focused early on the establishment of other
complementary programs to support U.S. exports

One of US& FCS' s earliest activities in Vietnam was the encouragement and support of other
key U.S. trade organizations in opening their own operations or establishing a presencein
Vietnam. In 1996, the SCO approached the TDA about developing a presencein Vietnam . The
first TDA project with Vietnam, which began in October 1996, provided assistance to six
Vietnamese officials from the Ministry of Fisheriesto visit U.S. shipbuilding and fish
processing companies interested in entering the Viethamese market. US& FCS helped usher the
Vietnamese applications for many of the 13 subsequent TDA projects through the TDA review
process. They covered avariety of projects, including feasibility studies and visitsto the U.S.
by Vietnamese officials from various sectors. TDA officials reported a great deal of satisfaction
with the support they have received from US& FCS Vietnam.

US& FCS officials also played asignificant role with OPIC, a U.S. government agency that
provides political risk insurance, among other services, for overseasinvestments by U.S.
companies. US& FCS officials encouraged OPIC to negotiate and sign a bilateral agreement
with Vietnam in March 1998. Asof March 1999, political risk insurance registrations for nearly
30 projects had been approved by OPIC, representing potential U.S. investment of more than
$3.1 billion. Furthermore, according to officials at the Export Import Bank of the U.S. (Ex-Im
Bank) and others, US& FCS staff in Vietnam have provided much support to Ex-Im Bank’s
attemptsto get its own framework agreement signed with Vietham. Ex-Im Bank officias
reported confidence that they will get an agreement with Vietnam signed this year so that they
can begin supporting U.S. trade there.

US& FCS srelationship with the American Chamber of Commercein Vietnam (AmCham) also
was excellent. In Hanoi, US& FCS representatives have been key partners in the establishment
of AmCham. Until AmCham was formally registered and recognized as a business association
in late 1998, US& FCS served as the primary liaison between its founding members and the
Vietnamese government. For example, US& FCS officials as well as other embassy officials
have attempted to coordinate U.S. industry positions on various issues affecting trade and
present them to different ministries.

US& FCS Vietnam leveraged resources to build its program

In thefirst four years of operation, US& FCS has leveraged outside resources to build the
program. For example, US& FCS has contracted out all market research reports, a core element
of the commercia program, because of the demand for quality research on this new market and
the limited writing skills of the FSN trade specialists and assistants. During interviews, the staff
indicated to usthat the first SCO in Vietnam wanted to produce ample reports on key
Vietnamese sectors for U.S. businesses because there was not much research available on this
market. According to US& FCS s Office of Export Promotion Services and our review of a
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sample of those market research reports (e.g., Industry Sector Analyses, or ISAS), the contracted
reports have generally been of high quality. However, some representatives of U.S. businesses

in Vietnam questioned the usefulness and quality of some of the market research. In addition, it
was also brought to our attention that management should review the industries that are selected
for reporting each year as some topics might not be a high priority or some industries might not

change enough to warrant anew | SA each year.

In the last year, the FSN trade specialists and assistants have become more comfortable with
their use of English and the general research needs of U.S. businesses, and began writing
International Market Insights (IMI1s), which are brief highlights of market conditions or
opportunitiesin Vietnam. At the time of our inspection, the second SCO told us that he
intended to require the staff to begin writing some | SAs next year. However, since the SCO
retired from the foreign service in September 1999, we believe the new SCO will need to review
thisissue.

At times of peak activity, US& FCS has also hired temporary local employeesto help arrange
appointments for Gold Key clients and to provide logistical support during trade missions and
other events. In Ho Chi Minh City, US& FCS hired the Foreign Trade Development
Corporation (FTDC), alocal government organization that promotes foreign trade, to recruit and
register local Vietnamese businesses for the International Buyer Program and for a business
education seminar that the post devel oped, the Business USA Seminar.

The Business USA Seminar isamultimediatraining class for Vietnamese businessmen on how
to obtain information on U.S. businesses over the Internet, and how to use the Thomas Register,
copies of which are provided as part of the seminar. In addition to the benefits from the
widespread media coverage of the seminars thus far, the seminars effectively enable many
potential business partners of U.S. firmsto identify and contact U.S. businesses directly without
having to rely on US& FCS and its internal commercial library resources to carry out the basic
research. Theinitial seminar, held in March 1999 with 200 participants, was so popular that the
post conducted another onein May and athird in July and still had to turn away dozens of
participants. The post reports that one of the effects of these seminars has been areduction in
the number of basic telephoneinquiriesit receives. Inthe next year, US& FCS Ho Chi Minh
City intends to conduct seminarsin Hanoi, Vung Tau (located in the south), and other citiesto
reach out to other areas but also to market its products and services.

US& FCS Vietnam is also leveraging resources outside Vietnam by taking the lead on
coordinating regional Gold Keys among the US& FCS posts in the Association of Southeast
Asian Nations (ASEAN) countries and Hong Kong. Thisinitiative aims to develop and market
regional Gold Keys, which will provide additional opportunitiesfor U.S. businesses to explore
more than one market in the region. Each ASEAN post isto send US& FCS Vietnam their
respective scheduled Gold Key Service clients twice amonth. US& FCS Vietnam preparesalist
of these clients and then circulates the list to all ASEAN posts for each to determine whether it is
appropriate to approach the client about extending its Gold Key Service visit to their country as
well. Thefirst such list was circulated in May 1999.
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Finally, US& FCS Ho Chi Minh City isfurther leveraging its own staff by using them to team-
teach the FSN correspondence course, which introduces the local staff to various US& FCS
programs and operations. A commercial officer prepared presentations of the first two lessons
of the course, but has assigned the teaching of the remaining lessonsto the local staff to teach
each other. In addition to helping them practice their public speaking in English, the exercise
also provides the FSNs experience in preparing presentations with graphics software, reinforces
teamwork, and ensures that the staff who are presenting the material obtain a deep
understanding of it.

US& FCS Vietnam has implemented its core program

In thefirst four years of operation, US& FCS Vietnam has established a high level of name
recognition in country as well as with trade organizationsin Washington. In addition to
establishing a presence with the business community and Vietnamese authorities, the post has
launched its core products and services. Thisincludes the free export counseling sessions and
advocacy support availableto U.S. companies as well as the user fee products, such as the Gold
Key Service, Agent/Distributor Service, and International Buyer Program. The post has also
been very busy assisting and setting up a variety of seminars, trade missions, and events. For
instance, in 1997, post hosted four events with a new staff: a multi-state catalog exhibition,
PetroVietnam 97, a seminar on official development assistance, and a standards delegation. In
1998, the post participated in six trade missions, two trade fair certifications, and afew
conferences. 1n 1999, the post’slevel of activity in events and missions slowed somewhat but it
was more attributable to the current market realities. However, the post did establish the
Business USA seminar this year as discussed above.

Although the post has contracted out much of its market research reporting responsibilitiesto
outside contractors, it has produced a good range of products considering the level of
experience of the new staff. The table below summarizes the production statistics of the post by
fiscal semester, according to datain the post’s quarterly reports.

US& FCS Vietnam Outputs, by Type and Fiscal Semester

FY 97 FY 98 FY 98 FY 99
OUTPUT 2" half 1%half 2" half 1% half
Gold Key Services 12 7 17 15
Agent/Distributor Services 2 2 1 3
Industry Sector Analyses 11 11 20 17
International Market Insights 35 41 96 59

Source: US& FCS Vietnam Quarterly Reports.

In determining client satisfaction with the post’ s products and services, we interviewed clientsin
Vietnam and the United States who purchased or received such services. According to nearly
everyone we spoke with about US& FCS Vietnam’s export counseling sessions, the post was
given high marks for providing an informative and realistic picture of the market conditions.

For some of the user fee products, we sampled over one-third of the 14 clients who purchased an
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Agent/Distributor Service and over one-fifth of the 44 clients who purchased the Gold Key
Service from the post through May 1999. We asked clients about the quality and timeliness of
the products and services they received. We succeeded in reaching and obtaining answers from
eight of those businesses.

While the effectiveness of the US& FCS services could not generally be measured, primarily
because most of the businesses contacted had yet to take action on their respective research
results, the quality of and customer satisfaction with the Agent/Distributor Service and Gold
Key Service generally received high ratings from the clients. Several of the clients reported
having used services of US& FCS posts elsewhere in the world and compared those from the
Vietnam posts favorably to those obtained elsewhere. However, afew clients mentioned the
need for more communication with the post about their products and/or industry before
traveling to Vietnam so that the trade specialists and assistants have a better understanding of
the company’ s needs.

We met with all of the staff individually and found that their morale was generally good. Staff
reported working well on teams, and we observed effective communication between the staff in
Hanoi and Ho Chi Minh City. For example, during regularly scheduled weekly conference calls
between the two offices, we noted that local staff appeared uninhibited about reminding staff,
including officers, at the other post about pending deadlines and other work that needed to be
passed between the posts. During individual interviews, staff were able to discuss the work of
the other post, at times mentioning each other with familiarity even though most staff between
the offices had only met once. The post maintains frequent e-mail contact with US& FCS
headquarters, and a detailed biweekly report by US& FCS Vietnam describing all events,
contacts, and other significant activity by each staff member effectively helps keep staff,
Washington-based officials at Commerce and State, and officialsin the rest of the embassy
informed of what the post isworking on.

Factors affecting development of US& FCS Vietham program

US& FCS has developed a solid core program in Vietnam, and several factors contributing to
that success should be highlighted. During itsfirst four years, the post has received an average
of $1.3 million per year in funding for its O& A functions, in addition to the over $100,000 on
theinitial Hanoi office build out and about $32,000 on the subsequent renovation of the Hanoi
office, and about $131,000 to build out the Ho Chi Minh City office. Thislevel of funding
ranks Vietnam among the highest cost per officer of countries with US& FCS programs of this
size. These funds allowed the post to operate in a market that, at times, has had extremely high
costs of doing business. But the funds also enabled the post to contract out almost all of its
market research since it first opened.

The skills and prior experience of the officers assigned to the post have generally been
appropriate for building up anew office. On the one hand, theinitial SCO was recognized for
his strengths on policy issues, which were key to opening doors for other U.S. trade agencies to
establish aformal presencein Vietnam. On the other hand, the second ranking commercial
officer had extensive experience with the internal administration of various overseas posts and
at headquarters as a US& FCS regional director. He helped the post devel op sound
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administrative systems, which are discussed later in this report, and build out the US& FCS
officesin Hanoi and Ho Chi Minh City. Along with amore junior officer, who was often
praised for his business knowledge and ability to get things done, these officers provided a good
blend of skills required to develop a new program.

After theinitial SCO left the post in 1998, he was replaced by a senior officer with extensive
experience managing constituent posts. The second SCO began focusing on developing the
core US& FCS program by implementing staff training, increasing office-wide lateral
communication, and clarifying individual responsibilities. His ability to strengthen the

US& FCS program from within was lauded by some of his staff, aswell as by officials elsewhere
in the embassy. US& FCS should keep in mind the specific skills appropriate for building up a
new program wherever it might open new officesin the future, and ensure that the officersitis
assigning to such a new program have those skills.

B. Management needs to ensure progress on other issues
to enhance US& FCS s effectivenessin Vietham

As noted above, US& FCS Vietnam has accomplished much in the few yearsit has beenin
existence. While our inspection cites many achievements, we also highlight areas where we
believe management will need to direct its attention in the future as the operation matures.
Management will also need to follow through on many initiatives US& FCS has begun in order
to further devel op the commercial program in Vietnam.

We believe that US& FCS Ho Chi Minh City will need to do more outreach among the local U.S.
business community. The market in the south is very commercially oriented, and US& FCS can
play an important rolein assisting U.S. companies penetrate this market. However, some local
businesses are still not fully aware of the post’s products and services and what US& FCS can do
for them. Some of those we interviewed in the American business community had arrived
before US& FCS Ho Chi Minh City was established, and were unaware of what US& FCS could
offer them, in part because they had not had to rely on US& FCS thus far.

US&FCS Ho Chi Minh City should also continue building a closer relationship with the
AmCham and other partner organizations. For example, when recruiting candidates through
local commercial promotion agencies for the International Buyer Program in the past year,
US&FCS Ho Chi Minh City submitted the names of alarge number individuals who were
denied visas by the U.S. Consulate. According to our interviews with officials from US& FCS,
the embassy, and the consulate, confusion among local partners and applicants about the nature
of the program and the procedures for obtaining the appropriate visaled to the submission of
inaccurate information on some of the visa applications. All Ho Chi Minh City visa
applications for the International Buyer Program were then rejected. Mutually acceptable roles
for US& FCS Ho Chi Minh City and its partners, in recruiting or screening International Buyer
Program applicants, need to be devel oped with the Ho Chi Minh City Consulate before this
program can become an effective tool in matching U.S. companies with Viethamese buyers.

10
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The new SCO and the PCO in Ho Chi Minh City will need to concentrate on encouraging FSNs
to develop key contacts. One possible suggestion isfor FSNs to use more of the representation
funds to devel op these contacts. For example, FSNs could invite their counterparts from the
various ministries to lunch to further promote U.S. commercial interests. We noted that a
majority of the representation funds are being used by the officers on gatherings primarily with
American businesses and AmCham.

In the long term, both US& FCS Hanoi and Ho Chi Minh City will need to focus some attention
on promoting and supporting U.S. commercial activity in regions outside the metropolitan areas
of these two cities. Many individuals we interviewed cited the potential for U.S. businessesin
other regions within Vietnam (e.g., DaNang, Mekong Delta, and Hue). At the time of our
inspection, the SCO and PCO recognized that their products and services may be needed in
other provinces and planned to visit these areas in the future. The new SCO will need to be
made aware of the need to do more outreach. As noted previously, US& FCS Ho Chi Minh City
and Hanoi plan to take the Business USA Seminar on the road to other regions, and we think
this could be an effective vehicle for visiting other areas, devel oping new contacts there, and
documenting the market potential in those areas. Programs other than the Business USA
Seminar may be needed to expand services beyond Hanoi and Ho Chi Minh City.

oo O

US& FCS agreed with our first recommendation to increase the visibility of its operationsin Ho
Chi Minh City through more outreach and marketing, and has taken steps to address this. Both
officersin Ho Chi Minh City have become more involved with AmCham and have held
meetings with its Executive Director to discuss increased cooperation. In addition, the new
SCO intendsto visit Ho Chi Minh City every six to eight weeks and plans on meeting with
AmCham and its members each time.

In response to our second recommendation, US& FCS agreed to work with the Vietnamese
government and Consulate officialsin Ho Chi Minh City to develop mutually acceptable terms
for pre-screening International Buyer Program clients and has taken steps to address our
concerns. US&FCS Ho Chi Minh City hasincluded a consular module in its Business USA
outreach program to better inform Vietnamese businesses on the proper procedures for obtaining
visasto the United States. The Chief of the Consular Section intends to participate in the
Business USA outreach program. Lastly, the commercial officers agreed to work more closely
with the Consular Section and thought that the Consulate’ s new visareferral system may be
helpful in that the PCO or SCO will be able to request that certain applicants receive special
consideration.

US& FCS also agreed with our third recommendation to develop along-term plan to target
regions outside of Hanoi and Ho Chi Minh City and intends on using the Business USA
program to further American commercial interests throughout Vietnam. The response stated that
commercial officers had made visits to other cities since May 1999. In the action plan, US& FCS
should elaborate on which office (Hanoi or Ho Chi Minh City) will be responsible for covering
the most promising markets elsewhere in Vietham and when each office intends to visit these
markets.

11
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Internal operations will need greater management attention

Our ingpection also noted that both US& FCS Hanoi and Ho Chi Minh City may need to refine
their internal operations in order to get the most out of both financial and human resources. Of
high priority, we believe management should continue to transfer a majority of the market
research responsibilities (e.g., writing IMIs and I SAs) to the FSN and PCS staff. Asnoted
above, the first SCO decided to contract out all market research responsibilitiesin the early years
of operation because of the need to produce ample reports on the Viethamese market and the
FSNs' limited English writing skills. However, we believe it may not be justifiable to continue
allocating such alarge amount of the funds from the authorization for direct program support to
market research contracts. US& FCS has done much to further itsinitial goal of promoting
Vietnam's market potential. Hanoi and Ho Chi Minh City are fully staffed now, and program
priorities are shifting. We note that the post obligated $155,037 for market research contractsin
FY 1998, representing 31 percent of direct program support expenditures.

At the time of our visit, the second SCO recognized the need to transfer market research
responsibilities and had required the local staff to begin writing IMIsin fiscal year 1999. He
intended to increase writing responsibilitiesin the next fiscal year by also requiring local staff to
write ISAs. We support the SCO’ s decision to shift some of the writing responsibilities because
we believe thisis an effective vehicle for the local staff to thoroughly learn their industries and
develop key contacts. We encourage the new SCO to review thisissue and make adjustments as
necessary. However, we note that the shift in writing responsibilities should be approached
realistically in consideration of the developing research and language capabilities of the local
staff. Inthe near future, it may be necessary to reduce the number of reports that the post
commits to produce, focus on topics relevant to best prospect industries, and shorten the ISAs.
US& FCSis currently conducting atest pilot project in select countries on shortening or
changing the format of ISAs. We encourage US& FCS Vietnam to participate, if appropriate.

Management will also need to pay attention to the workloads assigned to the FSNs. Adequate
industry coverage by the commercial assistants/specialists could be a potential problem in both
citiesif businessincreases. At the time of our inspection, industry coverage was assigned to
only two FSNs and one PSC in Hanoi out of atotal of 10 filled positions. In Ho Chi Minh City,
industry coverage was assigned to three FSNs out of atotal of six filled positions. Other FSNs
were assigned to cover user fee programs including the Gold Key Service, Agent/Distributor
Service, and International Buyer Program. We believe it will be important for management to
ensure that the key industries in Vietnam are covered so that staff will be able to conduct
meaningful export counseling sessions, stay abreast of the latest devel opments within the
various industries, and advocate on behalf of U.S. companies. Responsibilities may need to be
shifted among the FSN's, and job descriptions adjusted to reflect actual duties.

Both Hanoi and Ho Chi Minh City need to make a serious attempt to continue building the
client management system (CMYS) for Vietham. CMSis anew database designed by US& FCS
to capture and manage client information in a standardized way worldwide. Although some
staff in both cities have been trying to input data on clients, post management has not stressed
the importance of building this database or set target deadlines for data entry or for reducing
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datainput backlogs. In Hanoi, staff simply have not made CM S a priority in their work. In Ho
Chi Minh City, where the office owns a business card scanner with software database features,
some staff see little benefit in keying the already-scanned datainto CMS. Others, notably the
receptionist, try to remain productive during slower periods by inputting backlogs of contact
information. If data entry of contact or client information isa priority, US& FCS officials need
to send aclear signal to staff to input such data, and should provide a data transfer or conversion
path to CM S databases from the business card database currently in use by US& FCS Ho Chi
Minh City.

— el AR —

US& FCS agreed with our fourth, fifth, and sixth recommendationsin this section and has
already taken steps to address our concerns. The SCO will begin training the staff on writing
ISAsin FY 2000 and require all market research reports (IMIs and I SAs) to be written in-house
in FY 2001. The new SCO has also shifted some responsibilities among the staff and has
assigned at least one industry sector to each commercial specialist, assistant, and clerk. Each of
these staff members will also be assigned responsibility for Gold Keys, Agent Distributor
Services, Trade Opportunity Programs, and business counseling in their respective industry
portfolios.

US& FCS Vietnam has also made data entry into the new client management system a priority

now that four staff members have been trained on the new system. The post reports that over
2,500 entries have been entered into the system.
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. Greater Cooperation IsNeeded in Partnering Efforts
A. US&FCS Vietnam has effectively leveraged local trade organizations

US& FCS has devel oped good working relationships with Vietnamese partner organizations in
both Hanoi and Ho Chi Minh City, and has |everaged these organizations to help it implement
its program. In Hanoi, US& FCS has partnered with the Chamber of Commerce and Industry of
Vietnam, the only national independent, non-governmental association of Vietnamese business
enterprises. VCCI has its own budget and promotes trade, investment, and business activity in
Vietnam while representing the Vietnamese business community and serving as aforum for
exchange of information and ideas between business enterprises and the Vietnamese
government. US&FCS hasrelied on VCCI to help schedule meetings between representatives
of U.S. businesses and representatives of various Vietnamese businesses and government
agencies.

In Ho Chi Minh City, US& FCS has partnered primarily with the Foreign Trade Devel opment
Center, an organization of the People’s Committee of Ho Chi Minh City, which serves asthe de
facto ruling authority in theregion. FTDC, an extension of the official ruling party, serves as
the official trade promotion arm of the Ho Chi Minh City government.

US&FCS hasrelied on FTDC to assist in arranging appointments for both U.S. government and
business representatives. FTDC has aso recruited Vietnamese business representatives to
participate in the International Buyer Program and the post’slocal Business USA Seminar
series. Indeveloping itsrelationship with FTDC, US& FCS has overcome differencesin the
cultural attitudes and commercial objectives between the staffs of US& FCS and the Vietnamese
organization. For example, when US& FCS approached FTDC with the Business USA Seminar
ideain 1998 and wanted to distribute copies of the Thomas Register to all seminar participants,
FTDC officialsinitialy felt that it would be better if Vietnamese businesses would approach
FTDC individually to obtain the information available in the registry. FTDC argued that this
would avoid situations of Vietnamese companies being potentially overwhelmed with the
amount of datawithin the registry. US& FCS officials succeeded in persuading FTDC that the
objective of disseminating information about U.S. businesses outweighed the risk that some
Vietnamese businessmen might feel overwhelmed, and that such businessmen could be trusted
to request assistance from FTDC or US& FCS when they felt it was needed.

B. I mplementation of the US& FCS-State of Florida joint partnership needs improvement

US& FCS entered into a memorandum of understanding (MOU) in 1998 with representatives of
the State of Floridato form atrade promotion partnership for the purpose of establishing a state
presence in Vietnam and to support export trade between Floridaand Vietnam. Whilea
contractor was hired by US& FCS in January 1999 to support that partnership and the
memorandum of understanding was renewed this past July, US& FCS' simplementation of that
partnership needs improvement.
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The partnership isintended to promote Florida exports while also taking the steps necessary to
establish arepresentative office, independent of US& FCS, for the state within two years.
According to US& FCS and State officials, the contractor is supposed to spend about 25 percent
of hiseffort on tasks directed by US& FCS, justifying in part US& FCS's contribution of 25
percent of the total joint project cost. Based on the MOU signed in 1998, US& FCS contributed
approximately $16,139 of the total cost of $64,557 for the partnership.?

At the time of our May on-site inspection, the contractor had spent very little time on US& FCS-
directed activities. In the previous months, he had spent most of histime preparing for amajor
cultural exchange event between Florida State University and Vietham. The cultural event, a
choir tour, was atypical of what the contractor would normally be working on for the state, but is
not inconsistent with the joint project’ s agreement. The immense amount of time the contractor
spent on the event, to the exclusion of work for US& FCS, illustrates that US& FCS may not yet
be getting areturn on itsinvestment in the partnership. Two officialsinvolved in drafting the
original MOU pointed out that US& FCS would also benefit from the partnership to the extent
that it provided a boilerplate or a documented process of how other states or U.S. government
jurisdictions could register their own independent trade promotion offices within Vietnam.
While this remains an objective of the partnership, to date no milestones or action plans with
respect to that objective have been devel oped.

Separately, we found that while officials from
headquarters and the state had an understanding of the
objectives of the MOU, these objectives had not been
communicated to the SCO, Commercial Attaché, or
contractor in Hanoi. Asaresult, management at the
post did not have a clear understanding of the role of
the Florida representative or of the working
relationships between US& FCS' s program and that of
the joint project. While the State of Florida had
developed a specific work plan for its representative,
US& FCS did not have a specific work plan for the
representative other than his contract, which spelled
out core responsibilities. There also appeared to be
some confusion within the embassy asto the role of
the contractor. Some officials were unsure whether
the contractor was officially arepresentative of US& FCS, and thus also of the embassy mission,
or of the State of Florida. Lastly, the contractor did not receive the same level of support and
integration into the rest of the US& FCS office that other PSCs did, raising questions about how
effective the contractor could be for US& FCS in the event he was tasked with US& FCS-specific
trade promotion activity. For example, the contractor had not been provided accessto

US& FCS's computer network-based information databases (L otus Notes, CMS, etc.) or
provided secretarial support (for US& FCS-specific activity).

US& FCS Hanoi reception areain front of US-AEP (1)
and Florida (r) office doors.

3The memorandum of understandi ng was renewed in FY 1999 after we completed our fiel dwork.
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To US&FCS' s and the contractor’ s credit, representatives of U.S. businesses we spoke with in
Vietnam viewed the contractor as a member of the US& FCS team and observed no distinction
between the partnership’s and US& FCS s mission. The personal relationships between the
contractor, the commercial officers, and the rest of the office staff appeared good. While
US&FCSisreceiving partial reimbursement for office space that it previously had not been able
to fully use, it needsto take stepsto ensure that it is getting full value out the joint project.
While the objectives of the MOU are spelled out, the new SCO needs to develop a specific work
plan for US& FCS sjoint efforts with Florida, including specific goals and objectives for at |east
the 25 percent of the project costs that US& FCSis paying. US& FCS needs to ensure that the
individuals overseeing the management of the joint project incorporate activities that aim to
increase trade to Vietnam.

— el R —

US& FCS agreed with our recommendation, but the arrangement with the State of Florida has
ended since the issuance of our draft report. US& FCS did, however, state that it will follow our
recommendation for any future arrangements it entersinto.

C. Other partnering efforts would benefit from better communication

US-AEP. US-AEP opened its office with US& FCSin early 1999, and is beginning to hire
additional staff. According toinitial staffing reports, US-AEP planned to hire FSNs at grade
levels above any of those already on board for US& FCS. Whatever the US& FCS and US-AEP
justification for hiring more experienced FSNs than US& FCS has, there was a potential for
misunderstanding among current staff if the hiring decisions and resulting workload
assignments to US-AEP staff are not rational and well explained. In addition, since the US-AEP
director reports directly to acommercial officer of much lower pay, US& FCS must ensure that
the communication and chain of authority over program direction remain clear and responsive to
US&FCS priorities. Since our initial discussion of these issues with the post, US& FCS and the
Director for US-AEP Vietnam have agreed to hire US-AEP staff at grade levels commensurate
with those of current US& FCS FSNs.

Interns. During our inspection, it was brought to our attention that several summer interns
conducting market entry-related research for various Florida businesses had been barred from
the US& FCS Ho Chi Minh City facilitiesfor lack of security clearances. Long-term visitors,
like the interns, to US& FCS facilities require security assurance checks requested through

US& FCS's Office of Foreign Service Personnel (OFSP), although the regional security officer
with the State Department has the authority to also grant access to the facilities. An OFSP
representative informed us that it normally requires two weeks to process a security clearance.
However, US& FCS Ho Chi Minh City did not get the paperwork for the interns’ visit submitted
to OFSP before the interns arrived for their six-week visit.

US& FCS records indicate that the post initially thought the security office at the Consulate was
responsible for providing the security clearances. US& FCS assigned the internsto work in the
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“partner” offices, outside the security hard wall and in an area accessible to any other visitor
passing through the metal detector check point. When the regional security officer discovered
that the interns were working on the site, without clearances, she ordered the interns barred from
the premises. At the time of our inspection, the interns were working out of their hotel rooms
and, according to the post, did not receive their necessary cable clearances from OFSP until just
acouple of days before their internships were over. The post also recently reported that
although it had submitted requests for clearancesto OFSP several weeks ago for additional
interns, it was still awaiting clearance cables on the eve of the other interns’ arrival. OFSP needs
to clarify and communicate procedures for posts to obtain the requisite clearances for interns,
and determine and address why the process has recently taken longer than 14 days.

e

US& FCS agreed with our recommendation that headquarters clarify and communicate
procedures for posts to obtain security clearances for interns, and address why the process has
taken longer than 14 days. US& FCS stated that all financial and administrative management
training sessions have included material on the recruitment and placement of interns.
Information on placement of interns abroad is also available on Lotus Notes in the US& FCS
operations manual. In the case of Vietnam, US& FCS explained that the post did not follow
proper procedures. In the future, OFSP will send periodic reminders on the policy and
procedures governing the program.
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[I1.  Weak Internal Control Systems Raise Concernsover the Use of Funds and
Government Property

Internal control systems are organizational structures, operating procedures, and administrative
practices adopted by all levels of management to provide reasonabl e assurance that programs
and administrative activities are effectively carried out. The Federal Managers Financial
Integrity Act of 1982 requires managers to establish internal control systemsto ensure that (1)
obligations and costs are in compliance with applicable law; (2) funds, property, and other
assets are safeguarded against fraud, waste, and abuse; and (3) revenues and expenditures
applicable to agency operations are recorded and accounted for.

The key standards of internal control systems developed by the General Accounting Office
include documentation, recording of transactions and events, authorization of transactions,
separation of duties, supervision, and accountability for resources. Our inspection at Hanoi and
Ho Chi Minh City reviewed internal controls over O& A and deposit funds including
transactions associated with these funds, such as time and attendance records, travel vouchers,
and user fee collections; expenses paid for administrative support services; and government
assets including use and accountability of property, such as cellular phones and vehicles. While
we found that some standards were being met at each post, we noted weaknesses that warrant
immediate attention.

A. O& A funds are not adequately safeguarded against fraud, waste, and abuse

Each fiscal year, US& FCS Vietnam is allocated O& A funds based on the previous year’s
expenses and the coming year’s projected needs. All overseas posts are authorized funds for the
following categories. education allowance, administrative travel, residential and office short-
term leases, FSN and PSC salaries, furniture and equipment, representation, and direct program
support. In FY 1999, headquarters authorized US& FCS Vietnam $1.67 million for its O& A
expenses.

We reviewed whether controls were in place to ensure that obligations were in compliance with
law and funds were protected against waste. Our inspection found that US& FCS Vietham has
developed excellent detailed financial systemsto track O& A funds. However, the lack of
controls over how these funds are spent has | eft the post vulnerable to potential fraud, waste,
and abuse.

Excessive long distance phone calls are guestionable

Telecommunication ratesin Vietnam are expensive. For example, charges for overseas phone
callsto the United States average approximately $3.80 per minute. In FY 1998, post spent
approximately $119,542 for telephone tolls. We noted that excessive long distance telephone
calls were being made and questioned whether numerous calls were for official use and in the
best interest of the U.S. government.

For example, we calculated that Hanoi and Ho Chi Minh City spent a combined total of over
$16,000 to call a CompuServe Internet access number in the United States after Internet
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accounts had been established with local Vietnamese providers. This practice continued up

until the time of our inspection. We also calculated that Ho Chi Minh City spent over $6,300 to
dial a CompuServe/AOL Internet access number during the period August-December 1998, after
local Internet accounts had been established.

While US& FCS states that the post needed the Internet accounts to communicate outside of
Vietnam when the office was first opened, we question why the accounts in the United States
were not discontinued after local Internet accounts were established and US& FCS's
international telecommunications network was installed and operating in Vietnam. We also
guestion why the high costs of the repeated calls were not flagged on phone bills by the
certifying officersin Hanoi and Ho Chi Minh City or on the post’ sfiscal plans by the Deputy
and Regional Directors for East/Asia Pacific in the Office of International Operations at
headquarters. It appearsthat the officials in Washington never verified the validity of the high
annual telephone expense during various visits to the post, but rather accepted the post’s annual
projections for budget purposes.

In addition to repeated long distance calls to Internet access numbersin the United States, we
noted questionable callsto “1-800" numbers (such calls still incur long distance tollsin
Vietnam), callsto U.S. residences, overseas calls that were made at odd hours considering the
time difference, and calls to countries that do not appear to be engaged in regional activities with
the post, including Czechoslovakia, India, Italy, the Netherlands, and Sweden. It appears that
the bills for most of these calls were approved and certified without being scrutinized or
guestioned. Controls or verification processes appear to have not been followed since the post
was first established.

Upon our return from Vietnam, we tested some of the questionable phone numbers. We
discussed the telephone expenses with senior US& FCS management and sent a memo to the
Deputy Assistant Secretary for the Office of International Operations, dated July 15, 1999,
requesting certifications from all employeesin Vietnam and officers who previously served
there within three weeks. For those employees who did make personal phone calls, we
requested arrangements be made to repay the government within two weeks from the date of the
certification, and that recei pts documenting payment be provided to our office. Employees
reimbursed the U.S. Government approximately $10,400 in personal phones calls based on their
certifications. However, we still remain concerned with two of the certifications and unclaimed
callsto countries with which US& FCS Vietnam does not appear to be programmatically
engaged. We will continue to work with US& FCS management to resolve these issues.

In addition to the lack of controls, we noted that the first SCO rarely certified the telephone bills
over the course of hisassignment. Instead, he delegated the responsibility to the Commercial
Attaché in Hanoi and the PCO in Ho Chi Minh City. When the second SCO arrived in August
1998, he began certifying payments for the telephone bills in Hanoi; however, the PCO
continued certifying Ho Chi Minh City’sbills. Shortly thereafter, the SCO recognized the high
charges US& FCS Vietnam was incurring for phone bills and began requiring his approval
before long distance callswere allowed. Asaresult of this action, monthly charges for overseas
calls decreased from $7,573 in January 1999 to $1,724 one month later. However, Ho Chi Minh
City’ s charges began to increase again in March and April. Asaresult of internal controls not
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being in place for a significant amount of time, we believe that funds were not used effectively
and were wasted. We believe that the new SCO needs to implement internal controls over the
use of the telephones, scrutinize monthly phone bills, and require employees to certify and pay
for al persona phone callson aregular basis. Itisalso important that US& FCS officialsin
Washington regularly monitor expenses and budget projections to flag those cases where abuse
or misuse may be a problem.

e

US& FCS agreed with our recommendation that the post implement controls over the use of the
telephones, scrutinize monthly phone bills, and require employees to certify and pay for
personal phone calls. The post claims that its phone bills have been high due to the lack of
Internet availability and the local phone company’s monopoly. The new SCO has instituted
measures to monitor long distance phone and fax calls. We are pleased that the new SCO has
taken steps to implement controls including requiring permission from a supervisor, beit a
Deputy SCO, PCO, or commercial officer. However, we point out that while requiring
permission from a supervisor is an important step, the new SCO needs to be aware that in the
past, amgjority of the long distance phone calls were claimed by commercial officers. The SCO
needs to monitor use by the commercial officers as heis ultimately responsible for the funds.

0O& A funds could be used more effectively

We reviewed other expenses to ensure O& A funds were being used effectively to enhance the
program. In doing so, we found instances where we believe management could make better use
of post funds, considering the current US& FCS budget situation. For instance, we noted that
both Hanoi and Ho Chi Minh City are spending O& A funds on weekly fresh flower
arrangements, totaling approximately $2,000 annually. US& FCS Hanoi is also spending O& A
funds to employ a second driver on a contract basis. Based on interviews conducted at the post,
it appears that the need for a second contract driver is questionable since most of the FSNs
prefer to drive their own motorbikes around town when conducting official business. Thelog
maintained by US& FCS Hanoi’ s full-time driver shows that on average he makes only three to
four trips aday, primarily for the SCO and Commercial Attaché.

US& FCS Hanoai is aso paying monthly charges for a CompuServe account in the United States
that it no longer needs or uses. Post officials explained that they had not had time to contact the
vendor to disconnect the account. US& FCS Ho Chi Minh City spent funds on individual
Internet accounts for amajority of the staff over aperiod of approximately eight months when
the post first opened. Eventually, post officials realized that only five or six accounts were
needed and were in the process of having some accounts terminated at the time of our
inspection. However, we noted that the post continued to pay for an Internet account for an
officer on atemporary duty assignment three months after he left. Lastly, we found that Ho Chi
Minh City is paying for a dedicated telecommunications line that connects the US& FCS facility
with the consulate; however, the line is not being used because the consulate has not turned on
the connector. A consulate official stated that after construction is completed on the new
facility, the consulate will address thisissue. We believe that the new SCO needsto closely

20



U.S Department of Commerce Final Report IPE-11798
Office of Inspector General March 2000

monitor how O& A funds are allocated. Furthermore, given that the amountsin each year’s
detailed O& A budget are based primarily on prior-year levels, current allocations for US& FCS
Vietnam, particularly for telecommunications, may be significantly overestimated.

e

US& FCS agreed with our recommendation that the Regional Director for East Asiaand Pacific
and the SCO need to manage operating and administrative funds more closely and be held
accountable for managing such funds. US& FCS acknowledges that the post’s budget has been
high in the past due to the opening of officesin Hanoi and Ho Chi Minh City and high
telecommunications expenses. Headquarters recognizes that the posts' actions to establish
additional communication links, including personal Internet accountsin the United States that
we cited, was wasteful and that the post should have cut back on duplicate arrangements.

US& FCS has adjusted the FY 2000 O& A budget for post and will move toward a zero-based
budgeting approach in the next fiscal year. Inthe action plan, US& FCS should include a copy
of US&FCS Vietnam’'s O& A budget for thisfiscal year.

Processes surrounding some transactions may need to be changed

In reviewing transactions and the manner in which they are processed, we noted concerns that
need to be addressed. Specifically, we found possible misuse of the imprest fund in Hanoi and
balances not reconciling in Ho Chi Minh City. In Hanoi, the post has been paying the salary of
atemporary Gold Key assistant out of the imprest fund. Because this temporary employee
worked for US& FCS for an extended period of time, and the arrangement was more of an
employer-employee relationship, we believe she should have been on a PSC contract and paid
accordingly. US&FCS should only pay for services out of the imprest fund if the threshold is
under $500 and the agreement for the service does not constitute an employer-employee
relationship requiring constant supervision. We note that the Federal Acquisition Regulations
and Treasury Financial Manual prohibit the use of an imprest fund for paying PSCs. Inthe
future, US& FCS Vietnam needs to ensure that any contracts and arrangements for servicesare in
accordance with regulations and departmental policies.

It was brought to our attention that adriver, hired under a contract with athird party for driver
services, was regularly earning overtime pay for time clocked during lunch hours and occasional
late Friday evenings and weekends. We reviewed the contract, which states that daily working
hours are from 8:00 am. to 5:00 p.m. and awork week is 44 hours, from Monday to Saturday.
We reviewed the driver’s monthly time and attendance records from December 1998 to April
1999 and spot-checked the calculation of overtime pay for individual days and entire weeks.
We did not find any instances where the driver would have been accruing overtime for having
worked all day without taking breaks. In fact, even though the method the post used to tabulate
hours to cal culate overtime payments to the driver changed throughout the time period, the post
consistently subtracted one hour from the hours worked each day when the driver had recorded
working the entire core day of nine hours. However, we did note that rarely did aworkday pass
when the driver did not earn overtime pay, raising a question of whether the post has negotiated
acontract for driver services commensurate with its work schedule.
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We also noted that the driver has regularly been granted overtime, frequently for Friday
evenings and weekends. However, due to the poor documentation maintained in the driver’s
log, we were unable to determine whether the overtime, regardless of how it was calculated, was
for official business (see section below on government property for additional information). We
suggest that the post follow the terms of the contract and only authorize overtime for official
business hours worked beyond the specified workday and on weekends. In addition, we point
out that, according to the Foreign Affairs Manual, O& A funds should not be used to pay
overtime when staff use the driver for home transportation and decide to stop for dinner or to
socialize. Furthermore, overtime shall not be paid out of O& A funds when officers use the
vehicle for other authorized personal use on the weekends including transportation to the airport
or for out of town journeys.

Lastly, we noted concerns with the time and attendance records. Specifically, we noted that the
former SCO was signing his own leave slips even though OFSP has notified foreign service
officersthat they are not to sign their own leave slips. We also point out that on afew occasions
one or two FSNs have been asked to perform duties or run errands that appear personal. SCOs
should be reminded that they are not to sign their own leave slips, and officers should not
request FSNs to perform duties and errands that are personal.

R ARG

US& FCS agreed with recommendations 11 through 14 in this section and has taken action to
address our concerns.

B. Multiple systems used to track overseas collections do not reconcile

US& FCS provides avariety of products and services for sale to the public. The revenue and
expenses associated with the production and delivery of these user fee products and services are
treated separately from O& A funds, which are appropriated by the Congress. Thistrust fund
account is no-year money and cannot be commingled with any other funding authorization. In
accordance with OMB Circular A-25, goods or services provided by an agency for saleto
specific recipients should recover their costs; however, exceptions can be granted.

Although US& FCS, in conjunction with its parent agency, ITA, has never developed an
accounting system that could be used to determine whether user fee products and services
recover their costs, there are many other systems and processesin place to monitor thistrust
fund account. However, the lack of controls over these funds as exhibited by the multiple
separate and irreconcilable systems used to track revenues and expenses of user fee products, as
well as the many stepsinvolved in processing user fee deposits, can lead to unresolvable errors
and discrepanciesin the data.

We attempted to reconcile revenue collected by US& FCS Vietnam for user fee products and
services, based on the multiple systemsin place. The table below summarizes the total revenues
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collected by US& FCS Vietnam in FY 1997 and 1998, as reported by each tracking system. As
has been noted in several prior OIG reports, these systems do not reconcile.

Total Collectionsfor US&FCS Vietnam, by Fiscal Year and Tracking System
USZ ECS Vietnam Er_nbassy of Office of Trade Event ITA's Off|_ce of
Vietnam a/ Management Accounting
FY 1997 N/A b/ N/A b/ $106,560 $136,795
FY 1998 $126,886 $70,198 $107,698 $147,900
Notes:
a The cashier at the embassy does not have access to receipts for the post’s credit card collections,
which were about $86,000 and $12,000 in FY 1997 and 1998, respectively.
b/ Neither of these systems had been fully implemented and operational for the entire fiscal year.

Without afull and accurate accounting of data, neither US& FCS Vietnam nor ITA can
determine whether the post recovers its costs through goods or services sold in Vietnam, as
required by OMB Circular A-25. Nor can they verify whether all revenue collected was
deposited in the appropriate account at the Department of the Treasury.

For example, when US& FCS Vietnam deposits cash and checks collected from the sale of its
products and services with the embassy cashier, State' s accounting system does not distinguish
between deposits by agency. Instead, deposits from all agencies are recorded sequentially. Asa
result, the embassy cannot generate a monthly report itemizing only US& FCS' s deposits, which
would provide the post with atool to cross-reference weekly deposits. Even if State was able to
produce such areport, it still would not account for all revenue collected, because US& FCS
Vietnam collects revenue from credit cards, which is not accounted for by the cashier.

When US& FCS Vietnam accepts credit cards as aform of payment for its products and services,
it sends the credit card vouchers to the credit card company. The post never receives any
confirmation acknowledging receipt, either from the credit card company directly or through
ITA’s Office of Accounting. Again, without a confirmation from the credit card company, the
post cannot know if the revenue it collected was deposited in the appropriate trust fund account.

Although US& FCS Vietnam reports data to US& FCS's Office of Trade Event Management in
headquarters, which tracks collections and obligations associated with user fee products and
services, neither US& FCS nor I TA recognizes this system as an official accounting system.
This system was designed and is administered primarily as a management tool, and does not
provide internal controls or tracking to verify that funds are deposited in the proper accounts. In
addition, ITA’s Office of Accounting does not conduct reconciliations on overseas deposits, as
we have found in previous OIG reports. The failure to attempt reconciliations on this trust fund
account has been cited as a material weakness during financial auditson ITA. Based on prior
OIG reporting and thisinspection, we believe that this weakness needs to be addressed.
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C. More supervision over | CASS is needed to ensure expenses are accurate

US& FCS Vietnam must pay a portion of the costs of administrative support services overseas
through the International Cooperative Administrative Support Services system. At most posts,
the services are provided by units of the State Department’ s Administrative Section, such asthe
personnel office, Budget and Fiscal Office, and General Services Office. Thegoa of ICASSis
to obtain quality services at the lowest cost, encourage use of the best and most economical
service provider, provide participating agencies with more of avoice in the administrative
decision-making process, provide atransparent system of cost-sharing and reimbursement for
services, and ensure user satisfaction. Our inspection reviewed US& FCS'sinternal controls
over the management of and chargesfor ICASS servicesto ensure that expenditures were
accounted for and funds were protected against waste.

It is not unreasonable to expect large increases in overhead costs, like those captured in ICASS,
when an operation virtually doubles its staffing and office space as US& FCS Vietnam did
between 1997 and 1999. But, according to our interviews and review of US& FCS Vietnam’s
ICASS charges, it appears that the 154 percent increase in ICASS expenses for the post in
Vietnam during this period went largely, if not entirely, unscrutinized by US& FCS. There are
other numerous examples of charges that could probably have been avoided or adjusted if a
US& FCS official, knowing the right pointsin the ICASS process to raise objections or provide
supporting documentation to justify workload counts, had actively participated in the ICASS
process. For example, we noted that charges for financial management services increased from
about $14,000 to over $36,000 between FY 1997 and 1999 based on an increasein the
estimated number of vouchers processed quarterly from 189 in FY 1997 to 825 in FY 1999,
without US& FCS questioning these assumptions. While it is an acceptable practice to estimate
when determining the initial invoice for the fiscal year, adjustments should be made prior to the
issuance of the final invoice.

In our review of ICASS worksheets and workload distributions, we noted that the post has been
paying a portion of costs for personnel services based on vacant positions. In FY 1998, a
majority of the positionsin Ho Chi Minh City were not filled during the fiscal year, yet the post
was billed as if services had been provided for these vacant positions. In FY 1999, the post was
also charged expenses on vacant positions. US& FCS is supposed to notify the service provider
of the dates positions are to be filled, and the service provider is supposed to make any needed
mid-year adjustments. However, it appears this has not taken place in the first two years of
implementing ICASS. US&FCS may have to inquire with the appropriate State officials on
what basis the service provider in Vietnam can disallow mid-year adjustments based on vacant
positions. We question why US& FCS paid for services based on vacant positions and why
adjustments were not made at the mid-year to account for changes in dates that the positions
would befilled.

In addition, we also discovered that in FY 1999, the post was charged a portion of costs for

services associated with building operations in Hanoi based on expenses anticipated for the new
collocated facility at the Rose Garden. We believe that the post should have questioned these
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charges because US& FCS had not even considered or agreed to move to the new facility at the
time the invoice was issued.

In reviewing the ICASS invoices, we also found that the post is paying for servicesit is not
using. For example, US& FCSis paying for special telecommunication lines but not using them
to make long distance calls. These lines permit the post to place along distance call back to a
central point in the United States (e.g., Maryland) free of charge and then connect the call to its
final destination at the appropriate rate, thereby greatly reducing overseas long distance tolls.
Given the high long distance telephone bills that US& FCS Vietnam hasincurred in the past,
these lines should have been used for official business calls (see Section I11 A above). US&FCS
Vietnam is also paying for inventory servicesthat it is not using (see section below on
government property for more information).

We also observed that the ICASS Council in Vietnam is not carefully scrutinizing the post’s
budget or getting actively involved with the service providers. The Council does not hold
regular meetings, nor has it formed working groups. Furthermore, Council members have not
done evaluations on the service providers to critique the quality of servicesreceived. The new
SCO should make a concerted effort to strengthen the ICASS Council and coordinate with the
ICASS Chairman to form working groups. Several |CASS representatives on the Council
remarked that they did not have enough time or training, they did not understand how ICASS
worked, or they saw little incentive or potential benefit to their program to put forth the effort to
review |CASS bills and assumptions.

US& FCS should not be paying unnecessary | CASS charges simply because the staff
responsible for ICASS oversight are too busy or untrained. Insufficient attention to ICASS
charges has been raised as a concern in nearly every OIG inspection of US& FCS's overseas
operations since ICASS was piloted in FY 1997 and fully implemented in FY 1998. US& FCS
needs to hold posts accountable for avoiding unnecessary |CASS charges through their
participation in the ICASS process, for example, by scrutinizing expenses and verifying
workload cost assumptions. Officers who will be responsible for managing ICASS need to be
given the appropriate training to do so. Moreover, US& FCS needs to consider offering
incentives for officers to achieve savings through the ICASS process and provide guidance on
how posts can achieve ICASS savings. For example, US& FCS needs to consider how ICASS
savings might somehow be returned, at least in part, to the posts’ program budget for the offices
achieving the savings. US& FCS should also prepare and disseminate checklists of either
common lessons learned or critical steps taken thus far by officers or othersin US& FCS who
have successfully reduced ICASS charges or kept them from growing.

AR

US& FCS agreed with recommendations 15, 16, and 18 to (1) provide the Embassy’ s Budget
and Fiscal Office with realistic dates that vacant positions are expected to befilled, aswell as
request that adjustmentsin ICASS charges at mid-year be made if warranted, (2) hold posts
accountable for avoiding unnecessary |CASS charges through participation in the ICASS
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process, and (3) prepare and disseminate checklists of common lessons learned and critical steps
taken by posts that have successfully reduced ICASS charges.

With respect to recommendation 17 that headquarters consider whether and how ICASS savings
may be returned, at least in part, to the program budget of the posts achieving the savings,

US& FCS agreed but with reservations. US& FCS explained that the difficultiesin creating
incentives to return ICASS savings to the post that generated them are numerous but stated that
it is considering setting up areward schedule with specific criteriaand afixed dollar amount for
posts that achieve savings. While we recognize the complexity of determining ICASS cost
savings for each post due to the lag time in achieving savings, we believe that headquarters must
provide some incentive to posts to reduce charges. We request that in the action plan, US& FCS
elaborate on the reward schedule that it is considering implementing and when it intends on
implementing such a schedule.

D. More controls over government property are needed

Internal controls are needed to ensure that government property is adequately safeguarded
against waste, |oss, unauthorized use, and misappropriation. Our inspection reviewed controls
over residential and office inventory and other assets, including government vehicles and
cellular phones. We noted alack of sufficient documentation on the vehicles, potential
unauthorized uses of the vehicles, unauthorized use of cellular phones, weaknessesin
accountability with respect to residential property, and potential waste of office inventory.

In Vietnam, the Chief of Mission permits officers to use government vehicles for transportation
to and from work. Officers pay $15 a month for this use; however, this monthly fee does not
include use of the vehicle on the weekends or for personal tripsto the airport. Officersare
permitted to use a government vehicle on the weekends if they are traveling areasonable
distance out of the city but they must pay all costs associated with the use. The State
Department’s General Services Office (GSO) does not permit use of a government vehicle on the
weekend for transportation in and around Hanoi or Ho Chi Minh City. Furthermore, the post’s
motor vehicle policy does not permit use of agovernment vehicle by a spouse for personal use.
Even though US& FCS owns and contracts for its own vehicles, US& FCS staff are subject to the
same rules asthe rest of the embassy staff, asif US& FCS were sharing in the embassy’ s motor
pool.

According to records reviewed at both US& FCS Hanoi and Ho Chi Minh City, neither post
completely fillsout the drivers’ logs in accordance with the Foreign Affairs Manual (6 FAM
228.6). In particular, the purpose of the trip and whether the trip was for official business or
other authorized use is not recorded. Instead, only the name of the staff who used the vehicleis
recorded. Without complete documentation and justification, we could not verify whether
improper use was taking place but, based on interviews, documentation in the drivers' logs, and
overtime records, we noted various trips that seem questionable, such as use of the vehicle late
at night, on weekends, and near holidays. In all situations when the vehicle and driver were
used on the weekends, US& FCS paid the driver’ s salary plus overtime. According to records
reviewed, however, no payments have ever been made by officers or US& FCS staff for the use
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of the vehicle on the weekend, including trips to the airport and trips out of town. We identified
times when the former SCO’ s wife used the vehicle during business hours for apparently
personal purposes.

In addition to the poor documentation noted on the drivers' logs kept by the primary driversin
Hanoi and Ho Chi Minh City, we observed that a driver log has not been established for the new
contract driver who was recently hired in Hanoi. US&FCS Vietnam is required to maintain
complete and accurate documentation on all vehicles, including those driven by contract drivers,
to ensure that unauthorized use of government property does not take place. Officials who used
the vehicles for personal purposes need to identify those instances and repay all costs associated
with each trip, in accordance with the motor vehicle policy of the embassy.

In addition to the lack of documentation on the vehicles and questionable uses of the vehicles,
we learned that the former SCO’ s wife was using a government cellular phone purchased by
US&FCS Vietnam. The SCO claimed that Washington authorized spouses to use government
property for security reasons; however, we could not find anyone in Washington who ever
authorized this or who had knowledge of such an authorization. Although the spouse paid for
al phone calls made on the cellular phone, we believe that US& FCS needs a clear official policy
regarding such use. Absent such apolicy or post-specific policy, foreign commercial officers
should not provide government-owned cellular phonesto their spouses. If US& FCS
management believes that use of a government-owned cellular phone by a spouse or dependent
iswarranted at some posts or in particular situations, then we suggest that a policy be distributed
worldwide indicating when it is appropriate to authorize such use.

Our inspection also noted weaknesses in accountability over residential property and potential
waste of office inventory in Ho Chi Minh City. To date, US& FCS Vietnam does not officially
keep track of residential property it purchases for officers; however, we did request and obtain a
listing while on-site. Although US& FCS headquarters does not mandate overseas posts to track
residential inventory, the Foreign Affairs Manual requiresthat all residential property be
tracked regardless of cost. The OIG has previously recommended that headquartersissue a
worldwide policy in accordance with the Foreign Affairs Manual, but US& FCS argued that it is
following the guidance of the Department’ sinventory policy. We reiterate that the

Department’ s policy does not address regulations governing foreign affairs agencies, such as
US&FCS. Regulations outlined in 6 FAM 220, “Personal Property Management,” require
residential property to be accounted for regardliess of cost. During our follow-up, we met with
the Department’ s Personal Property Division and amemo was sent to ITA notifying the bureau
of the need for US& FCS to comply with the regulations. Asaresult of the memo, ITA
requested awaiver from the State Department to waive the threshold for accountable property
for ITA and US& FCS's overseas posts to $5,000.

We believe that waiving the threshold for accountable property to avoid tracking residential
property not only contradicts the regulations outlined in the Foreign Affairs Manual, but can
also pose accountability problems for US& FCSin the future. Asit stands now, US& FCSis
unable to account for residential property it has purchased for officers homes. US&FCS, in
consultation with ITA, needs to issue an official policy notifying overseas posts of their
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requirement to track residential property regardless of cost pursuant to FAM regulations. In
addition, US& FCS should provide guidance to overseas posts on acceptable expenditures for
residential property, including the purchase of decorative items.

During our inspection, we discovered that US& FCSis paying for inventory services under
ICASSthat it isnot using. GSO informed usthat it iswilling to conduct inventories of
residences, but to date, US& FCS has not requested GSO to do so. US& FCS should request that
official inventories of the residences be conducted in accordance with normal procedures and
when new items are added. Lastly, we noted that some household items worth less than $500
were purchased for officers homes using petty cash. The receipts for these household items
were turned into the embassy cashier when the US& FCS administrative assistant replenished the
imprest fund. However, GSO never received a copy of the petty cash receipts, which should
have been used to compile a comprehensive listing of residential inventory. US& FCS needs to
ensure that any household furnishings are accounted for regardless of whether they are paid for
with petty cash or a purchase order.

In reviewing office inventory, we found fairly new excess personal computers stored in an
empty officein the Ho Chi Minh City facility. Based on interviews at the post, we determined
that these computers were purchased during the fit-out in FY 1998. However, when anew
international network communication and database system (i.e., Lotus Notes) wasinstalled in
Vietnamin fiscal year 1999 as part of a headquarters technology initiative, new computers had
to be purchased because the existing computers were not compatible with the new system.
Thus, the old computers were hardly used during their short timein service before they became
surplus. When we brought this to the attention of officialsin US& FCS' s Office of Information
Services, they told us that they were unaware that new computers were sitting in storagein Ho
Chi Minh City and said that they could use these computers. Post management and the Office
of Information Services need to coordinate and ship the computers where they are needed. In
the future, US& FCS should implement controls to prevent uncoordinated purchases of
computers and software, particularly when there are Washington-based worl dwide technology
initiatives underway.

AR

US& FCS agreed with recommendations 19 through 25 in this section and has taken steps to
address our concerns. The post has established adrivers' log and passengers are required to
sign the log after each trip. The post is also requiring individuals to identify and pay for non-
official tripsin accordance with the Embassy’ s motor-vehicle policy. Regarding
recommendation 21 that US& FCS prohibit the use of government-owned cellular phones by
non-US& FCS employees unless there is a policy authorizing such use, asin cases where
security isaconcern, US& FCS has drafted a directive stipulating that dependents may be issued
cellular phones only for security reasons, and may use them only in the local calling area, not for
long-distance or other toll calls. We have received a copy of thisdirective and are very pleased
that Ol O has taken steps to address our concerns about telecommunication expenses. In the
action plan, we request that US& FCS include alist of posts that meet the criteriafor obtaining
cellular phones for dependents and who qualifies as a dependent.
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With respect to recommendation 22 that an official policy notifying overseas posts of their legal
requirements to track residential property regardless of costs and provide guidance to the posts
on acceptable expenditures, US& FCS indicated that it has sent new guidance to post requiring
the posts to maintain an inventory of all government-owned residential property, regardless of
cost. We are pleased that the Office of International Operations has taken this action and request
that a copy of the cable be included in the action plan. US& FCS has taken action on
recommendations 23-25.
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V.  Underutilized Spacein Hanoi and Ho Chi Minh City Isof Concern

Since the opening of the two office facilitiesin Hanoi and Ho Chi Minh City, US& FCS has
incurred costs for excess office space. US& FCS headquartersinitialy planned for both facilities
to be “business centers,” which would offer office space to multipliers and U.S. businesses on
short-term arrangements. However, the potential market was not adequately assessed, and the
demand for office space from partners or U.S. businesses never materialized to justify

US& FCS' s decision to rent space beyond its own needs. In addition, neither headquarters nor
post management actively marketed the office space to potential partners or U.S. businesses.
Morerecently, in FY 1999, the State Department requested that US& FCS collocate its Hanoi
office with other embassy sections at alocation closer to the embassy but away from the
downtown business district where US& FCS currently is. US&FCS'sinitial decision to move
the office was based, in part, on the assumption that the move would reduce costs. We believe
that US& FCS can significantly improve the process for making similar decisionsin the future.
The original relocation plan would have provided US& FCS with more space than it currently
was using or could justify. However, when we began to question the need for the additional
space, US& FCS staff renegotiated the office relocation arrangements with the State Department
and were able to reduce its space in the new facility, the Rose Garden. Even with this reduction,
the new Hanoi office will be somewhat larger than the present facility, and US& FCS may still
incur higher operating costs than had it stayed at its current downtown location because of the
added costs for common areas and State Department overhead charges.*

A. Excess office space should be reduced

Since both US& FCS offices in Vietnam were originally designed to be “business centers,”
similar to a“commercial center,”* each facility was procured and designed to have more space
than that needed for US& FCS staff. Headquarters intended on making the excess space
available to U.S. businesses and partner organizations on a cost-recovery basis through user
fees. However, no assessment of the market demand for such office space was ever carried out
to justify the need for excess space in each facility. US&FCSinitially spent over $100,000 to
build-out the entire Hanoi facility and $130,000 to build out the entire Ho Chi Minh City
facility.°

“At the time of our fieldwork, final cost figures were not available. However, theincreasein spacein
conjunction with the increased costs associated with thisfacility (e.g., charges under the ICASS lease plus separate
ICASS charges) will likely result in higher operating costs.

®In accordance with Title 1V of the Jobs Through Exports Act of 1992, US& FCS opened four commercial
centersin Brazil, Indonesia, China, and South Africaunder ITA’s Big Emerging Markets strategy. The purpose of
the centers was to provide additional resources, including office space for partners and short-term business tenants,
on auser fee basis for the export promotion of U.S. goods and services.

®In late 1998, US& FCS spent an additional $32,000 to renovate the Hanoi office because the original

space allocated for partners and U.S. businesses was underutilized. Space for partners was reduced while space for
US& FCS staff was increased.
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Until FY 1999, neither headquarters nor post management actively marketed the Hanoi facility
to potential partners. However, in FY 1999, US& FCS was able to get the U.S.-Asia
Environmental Partnership Program to set up its office in the Hanoi facility. In addition,

US& FCS entered into ajoint project with the State of Floridain which the state representative
began occupying some of the other designated partner space. Despite US& FCS's recent
attemptsto fill partner space, the Hanoi office still has excess space. At the time of our
inspection, approximately one-fifth of the total floor space—four small offices—was not being
utilized and probably would have remained empty considering the unlikelihood that Hanoi
would need to hire additional staff.

In Ho Chi Minh City, approximately one-third of
the entire floor plan—four large offices and one
small office-isempty. Since the opening of the
facility, neither post management nor headquarters
has actively marketed the partner space in Ho Chi
Minh City, and there are no future plansto do so.

In fact, some post officials expressed an interest in
using some of the partner space as acommercial
library/information center, although headquartersis
trying to move away from supporting commercial
libraries. We believe that both post management
and headquarters officials should first attempt to
market the empty office space in Ho Chi Minh City
to partners and multipliers. Any remaining excess space should be reduced as soon as possible.

US&FCS Ho Chi Minh City office interior

S

US& FCS agreed with our recommendation but with reservations. US& FCS acknowledges that
it must make the most effective use possible of the space it leases for reasons of economy and
practicality. Inthe situation of Vietnam, US& FCS states that the offices were designed from a
medium- to long-term perspective and on the assumption that expansion would continue in the
region. The agency claims that the excess space may be needed if a bilateral trade agreement is
signed thisyear. Inthe meantime, US& FCS states that it will make every effort to find partners
to occupy the excess space in Hanoi and Ho Chi Minh City.

We reiterate our recommendation that US& FCS determine and document the likelihood that full
costs can be recovered from partners or others on a user-fee basis when making decisionsto
lease additional office space, and that the existing empty space in Ho Chi Minh City be
marketed or reduced. In the action plan, US& FCS should provide us with a status report on its
efforts thusfar to find partners for Hanoi and Ho Chi Minh City.

B. US& FCS needs guidelines for justifying future office moves

In September 1998, the U.S. Ambassador to Vietnam asked US& FCS to move its Hanoi office
from the downtown business district to a building closer to the embassy. The Ambassador
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wanted to collocate multiple agencies, including US& FCS, the Foreign Agricultural Service, the
U.S. Information Service, consular affairs, and others, closer to the embassy. The new facility,
located in adual commercial and residential building named the Rose Garden, is on the outskirts
of town some distance from the downtown business district. Although US&FCSinitially
hesitated to accept the proposal, it did agree to move on the basis that it would save significant
costs while at the same time increasing its office space. US& FCS told the State Department of
its decision to move in a January 1999 cable.

We understand the potential advantages of collocating U.S. agencies in one facility, but we
believe the process used by US& FCS to reach its decision to move can be improved. For
example, US& FCS should have a better process for determining its future space requirements
and should have assessed the move'simpact on its clients.

US& FCS had originally approved plansto lease 448 square metersin the Rose Garden—an
increase of 60 percent over its current space. However, there was no basisfor such alarge
amount of space given that the current facility is underutilized and future increases in staff do
not seem likely. After we met with both US& FCS and embassy personnel, US& FCS asked if it
could reduce its new space allocation. The State Department agreed to reduce the amount of
gpace for US& FCSto 370 square-meters—still a 28-percent increase over current space. I1n July,
we continued to raise questions about the move and the need for excess space. When US& FCS
finally re-approved its move decision, it requested that every effort be taken to reduce its space
alocation in the Rose Garden to no more than 310 square meters, afigure that State agreed to.

US& FCS officials assumed they would save money based on lower |ease costs at the Rose
Garden but did not have a good understanding of how the lease would be structured or the total
build-out costs that would be charged to them. Moreover, they never knew of State’ sintention
to make the lease an ICASS lease until late in the process, or of the added costs associated with
such alease. It still remains unclear what additional charges may be billed to US& FCS for the
use of common areas or services at the Rose Garden, or to make the building comply with
security requirements. The new SCO will need to closely monitor ICASS charges each year to
ensure that US& FCS is paying an appropriate amount of its share for the common areas at the
Rose Garden. Appendix Il provides asummary of some of the known costs and illustrates that
if US& FCS had not decreased the amount of space it will occupy at the Rose Garden, the
relocation would have been very costly and unjustifiable on the grounds of projected cost
savings.

In the future, US& FCS headquarters needs to conduct a more thorough analysis when deciding
whether to relocate its facilities. Such proposals should be carefully evaluated to determine both
the program and financial costs associated with relocating an office. US& FCS should make sure
it hasreliable, comprehensive, and independent data in order to make an informed decision. If
more than one option exists, relevant and comparable data should be collected and the pros and
cons of each option should be weighted carefully.

Furthermore, to the extent that factors such as location within the local market, amount of office

space, physical security, or other variables are important to US& FCS's mission, they, too,
should be independently assessed before decisions about office relocation are made. US&FCS
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should develop standards for justifying future US& FCS office moves or new office locations,
and determine the appropriate responsibilities for the post and headquarters for meeting those
standards.

e

US& FCS agreed with recommendations 27 and 28 in this section. The new SCO will monitor
|CASS charges each year to ensure that US& FCS is paying an appropriate amount of its share of
the common areas at the Rose Garden. In the action plan, US& FCS should provide us with the
FY 2000 initial invoice for ICASS and any other documentation indicating US& FCS' s charges
under ICASS for the Rose Garden.

Lastly, US& FCS agreed that headquarters needs to provide more active involvement and
stronger oversight in all decisions relating to office relocations or expansion of existing office
gpaces. The Office of International Operationsintends to prepare a policy statement to the field
regarding criteriato be considered in deciding on an office move. The action plan should
include a copy of this policy statement.
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RECOMMENDATIONS

We recommend that the Under Secretary for International Trade, and the Director General and
Assistant Secretary for US& FCS, take the steps necessary to:

1.

10.

Increase the visibility of US& FCS Ho Chi Minh City in the local U.S. business
community through more outreach and marketing (see page 10).

Work with the Vietnamese government and consulate officialsin Ho Chi Minh City to
develop mutually acceptable terms for pre-screening International Buyer Program clients
(see page 10).

Develop along-term plan for how U.S. commercial activity in regions outside the
metropolitan areas of Hanoi and Ho Chi Minh City will be promoted and supported in
the future (see page 10).

Transfer more of the market research responsibilities from private contractors to foreign
service nationals and adjust reporting requirements, as needed (see page 12).

Ensure that the key industriesin Vietnam are covered, by shifting responsibilities among
FSNs and adjusting job descriptions, as needed (see page 12).

If data entry of contact or client information isapriority for US& FCS, direct staff to key
in such data, and provide a data transfer or conversion path to Client Management
System databases from the business card database currently in use by UC& FCS Ho Chi
Minh City (see page 12).

Ensure that the US& FCS-State of Floridajoint partnership is provided the tools,
guidance, and other management oversight necessary for US& FCSto receiveits 25
percent share of the benefits from the project. If this benefit is not measured by the
contractor’s allocation of time, then it should be demonstrated through the use of
US& FCS-specific milestones or performance indicators (see page 14).

Clarify and communicate procedures for posts to obtain the requisite security clearances
for interns, and determine and address why the process has recently taken longer than 14
days (see page 16).

Ensure that US& FCS Vietnam implements internal controls over the use of the
telephones, scrutinizes monthly phone bills, and requires employees to certify and pay
for all personal phone calls (see page 18).

Ensure that the Regional Director for East Asia/Pacific and the Senior Commercial
Officer in Hanoi manage operating and administrative funds more closely and are held
accountable for managing such funds. In addition, the operating and administrative
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11.

12.

13.

14.

15.

16.

17.

18.

19.

20.

21.

budget should be reviewed and adjusted to ensure that funds are utilized effectively to
meet top priorities and allocated appropriately (see page 18).

Ensure that any contracts and arrangements for services, such as temporary assistants
hired to help with Gold Key Service, are in accordance with regulations and
departmental policies and the appropriate method of payment is used (see page 21).

Ensure that the terms of the driver’ s contract in Hanoi are adhered to and authorize
overtime only for hours worked beyond the specified workday and on weekends that is
for official business (see page 21).

Require the Senior Commercial Officer to submit hisleave slips to his supervisor at post
for authorization (see page 21).

Prohibit officers from requesting foreign service nationals to perform personal duties and
errands (see page 21).

Provide the Embassy’ s Budget and Fiscal Office with realistic dates that vacant positions
are expected to be filled and request that adjustmentsin ICASS charges at mid-year be
made if warranted (see page 24).

Hold posts accountable for avoiding unnecessary |CASS charges through their
participation in the ICASS process, for example, by scrutinizing the expenses charged to
US& FCS and verifying workload distributions (see page 24).

Consider whether and how ICASS savings might be returned, at least in part, to the
program budget of the posts achieving the savings, and implement acceptable options, if
any (see page 24).

Prepare and disseminate to US& FCS posts worldwide checklists of common lessons
learned and critical steps taken by posts that have successfully reduced ICASS charges or
kept them from growing unnecessarily (see page 24).

Maintain complete and accurate documentation on use of all government vehicles and all
driversto ensure that unauthorized use of government property does not take place (see

page 26).

Require persons who used US& FCS vehicles or drivers for personal use to identify those
instances and repay all costs associated with each trip in accordance with the embassy’ s
motor vehicle policy. (see page 26).

Prohibit the use of government-owned cellular phones by non-US& FCS employees
unless thereisa policy authorizing such use, as in cases where security is aconcern (see

page 26).
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22.

23.

24.

25.

26.

27.

28.

Issue an official policy notifying overseas posts of their legal requirement to track
residential property regardless of cost and provide guidance to overseas posts on
acceptable expenditures for residential property (see page 26).

Request that the Senior Commercial Officer task the General Services Officer for an
official accounting of residential property US& FCS Vietnam has purchased (see page
26).

Ensure that any household furnishings are accounted for regardless of whether they are
paid for with petty cash or a purchase order (see page 26).

Implement controls to prevent uncoordinated purchases of computers and software,
particularly when there are Washington-based worl dwide technology initiatives
underway (see page 26).

Determine and document the likelihood that full costs can be recovered from partners or
others on a user fee basis when making decisions to lease additional office space.
Market the existing empty partner space in Ho Chi Minh City or reduce the space (see

page 30).

Require the new SCO to closely monitor ICASS charges each year to ensure that

US& FCSis paying an appropriate amount of its share for the common areas at the Rose
Garden and that only appropriate costs are being distributed to US& FCS s ICASS
invoice (see page 30).

Provide active involvement and stronger oversight by headquartersin all decisionsto
relocate or expand existing overseas offices or to acquire new office space. Develop
standards for justifying future US& FCS office moves or new office locations, and
determine the appropriate responsibilities for the post and headquarters for meeting those
standards (see page 30).
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Acronyms

AmCham American Chamber of Commerce

ASEAN Association of Southeast Asian Nations

CMS Client Management System

Ex-Im Bank U.S. Export - Import Bank

FAM Foreign Affairs Manual

FSN foreign service national

FTDC Foreign Trade Development Corporation

GSO General Services Office

ICASS International Cooperative Administrative Support Service

IMI International Market Insight

ISA Industry Sector Analysis

ITA International Trade Administration

MOU Memorandum of Understanding

O&A Operating and Administrative

OFSP Office of Foreign Service Personnel

OIG Office of Inspector General

olIo Office of International Operations

OPIC Overseas Private Investment Corporation

PCO principal commercial officer

PSC personal services contract

SCO senior commercial officer

TDA U.S. Trade and Development Agency

US-AEP U.S.-AsiaEnvironmental Partnership

US& FCS U.S. and Foreign Commercial Service

VCCI Chamber of Commerce and Industry in Vietham
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Appendix 11
Cost Summary of Various US&FCS Hanoi Relocation Options
Analysis Assumptions &
Rent Other Estimated Nine-Y ear
Proposed  Estimated Increaseor  Changein ICASS Total Costs (3000s)
Space Fit Out Decrease ICASS Charges
(sq. Cost Duration at Overhead for Low High
Options meters) (3000s) of Lease Renewal for Office  Common
Space Services
Remain at current location (Central Building)
No renegotiation b/ 280 0 undetermined none none none 1,935 b/
Renegotiate Current 280 0 7 years decrease d/ none none 756 790
Leasec/
Move to Rose Garden
October 1998 448 120 undetermined initial uptoa unknown 918 998
proposal decrease 10% new costs plus plus
with 20% increase at time of unknown | unknown
increasein proposal & | common common
year 8 costs e/ costs e/
July 1999 proposd 370 48 9years(initia initial uptoa unknown 707 928
3-year period / decrease 10% new costs plus plus
two additional with built in increase at time of unknown | unknown
3-year periods) | increasesf/ proposal & | common | common
costs e/ costs e/
July 1999 agreement 310 489/ 9years (initia initial uptoa unknown 600 785
3-year period / decrease 10% new costs plus plus
two additional with built in increase at time of unknown | unknown
3-year periods) increases f/ agreement common common
e costs e/ costs e/
Notes:
a  Thetota cost of various combinations of assumptions was calculated, and only summaries are presented here.

b/

Q

The current lease at the Central Building expired on January 2000. US& FCS and State officials used this option as a benchmark to calculate
cost savings in the justification for the initially proposed Rose Garden option. No analysis of varying assumptions was carried out for this
option. However, this was never arealistic option for benchmark purposes since the per square-meter rental cost of the current lease ($64
per sg. m)is over twice what it can reportedly be renegotiated to, given current real estate market rates and new lease rates in the Central
Building.

Figures are based on e-mail exchanges between US& FCS Vietnam and headquarters.

The SCO, at the time of our inspection, believed that the landlord would renegotiate the current lease at a more favorabl e rate of $25 per
sguare meter based on rates other building tenants had received. At the end of the renegotiated 7-year lease, it was assumed that a new
Central Building lease would include a 20% increase in the rental rate. Thisincreaseisfigured into years 8 and 9 of the estimated 9-year
total cost.

ICASS overhead is intended to capture ICASS-related personnel costs as well as charges for common areas. Costs for common areas such as
security, food pantry, restrooms, reception area upkeep, conference room, etc. are not factored into the 10% increase in overhead because
they are not known yet.

According to State officials, rent increases at each 3-year renewal period would be capped at 20 percent.

State officials have indicated that additional design costs may be incurred.
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ATTACHMENT A - US&FCS Response to Draft Inspection Report

%} UNITED STATES DEPARTMENT OF COMMERCE

Intarpational Trades Admintetration
Waahingeon, D2, BOX0
ASSETANT SECPETARY AND DHECTOR (FNFRAL OF YHE
1.5, AND FOREIGH EOWVMERCIAL SERVICE
FEB 2 4 2000
TO: Jill Gross
Acting Assistant Inspector General

For Inspestions and Program Bvaluations
FROM:  Marjory E. Scaring ‘(\’Q’

SUBTHCT:  US&FCS Response to Draft Inspection Report No. IPE-11798, January
2000 (“USEFCS Vietnam Ie Fully Operational, bizt Some Areas Need
[mprovemant'™)

This memorandutn responds to your Draft Inspection Report, which summarizes IG
findings from & May-June, 1999 inspection of the USLFCS pasie in Vietnam (Haroi, Ho
'Chi Minh City).

1) GENERAL COMMENTS:

We appresiate what we regard as the OIG team’s batanced assessment of the steengths
snd weaknesses of otie of our newest USEFCS commercial offices. "Opening up”in 2
politically-controversisl environment, in light particularly of the historic baggage
associsted with the relatinnship between the United States end Vietnam, was a difficult
undertsking. 'The unforeseen Asian financial crisis added complications which, without
actually forcing us to abando our initial purpose, brought a reconsideration of medns asd
objectives, We recagnize that, to sorac extent, your report questions our conclusions, and
the process by which they were reached.

We also acknowledge anincorsistency identified, sometimes impliciily, by the report.
On the one hand, the Commetcial Section scored solid achievemenis in establishing an
impressive physical presence first in Hanoi, then in Ho Chi Minh City, and in recording
major prograin stecesses, particulardy in the area of advocecy for U.S. firms and
cooperation with LS, entities secking to develop trade links between the twe countries.
On the other hand, lapses in day-to-day tanagement of post operations have led to
shorloornings end to some abuses which must be addressed if we are to make the most of
our resouress and investment. We have begun taking comrective actions to that end.

In response to your crificista of our decision to move the Commercial Section in Hanoi to

a new site, we would argue that we opted for 2 Jess conservative course then advocated

by the OIG toam. We well realize that the OIG's rocommendations come down on the

side of caution, and we vatue the prudent counse! provided by the team in znalyzing {he

costs and benefits of moving our Hanoi operations from the Central Building to the Rose

Garden. Aside from tangible considerations, our decision was i part subjective and o~ »“\

)
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forward-looking, in part influenced by pressures the tean has downplayed in its report. It
never was the case that our options were clear ent. Even the OIG team’s detailed study of
what it identifisd as the advantages and disadvantages of the move is inconclusive. At
this point, Iacking evidence to the contrary, we believe that our decision to move is
sppropriate. It is certainly defensible, and we hope that, to the extent that these can be
anticipated, developments in Vietnam will confirm the propriety of this choice.

II) SPECTFIC COMMENTS

Recommendation 1: Increase the visibility of US&FCS Ho Chi Minh City in the local
business community through more cutreach and marketing

Response: agree. Both Commercial Officers in Ho Chi Migh City have become very
active memberz of key AmCham committees and subcomunittess. The Principal
Cotmmercial Officer {PCO) recently held a meeting with the Executive Director of the
AmCham to discuss incieased cooperation. The Senior Commerctal Officer (SCO) plane
to visit US&FCS Ho Chi Minh City every six to eight weeks and each time will call on
the AmChitm and meet its members. The SCO sces the AmCham as a fll partner in
US&FCS operations, and plans to make the AmCham a primary resource for US&FCS
Victnam's program planning.

Recommendation 2: Wotk with the Vistnamese Governinent and Consulate officials in
Ho Hi Minh Ciity to develop mutually acceptable tesms for pre-screening Intemational
Buyer Program clients.

Response: agree. Beginning in January 2000, the Consulate General in Ho Chi Mih City
began issuing B-1 (business) visas. US&FCS Ho Chi Minh City has also added a
comsular module as part of the Business PS4, ovireach program. The Chicf of the
Consular Section will participate in these expanded programs, as will the Chief of the
Consular Section in Hanoi.

US&FCS Ho Chi Minh City officers will wotk closely with the Consular Section. It may
also be helpfiul that a rew visa referral system is being instituted, whereby Consulate-
General officers, including the PCO and SCO, can request that certain spplicants reccive
special consideration on the grounds of national interect.

ﬂ'ggg;;mcndaﬁon 3: Develop a long-term plan for how U.S. commercial activity in -
reglons outside the respective metropolitan areas of Hanoi and Ho Chi Minh City will be
promoted and supported in the future.

Response: agree. Since May 1999, US&FCS Vietnam officers have made visits to cities
outside Hanoi and Ho Chi Minh City. Post is committed to expanding its outreach and
building on contacts made in Danang, Can Tho, Vung Tau and Haiphong through the



Business USA program, which provides an exccllent opportunity te further American
commercial interests throvghout Vietnam,

Recommendation 4: Transfer more of the market research responsibility from privats
contractors to foreign service nationals, and adjust reporting requirsments, as needed.

Response: agree. Markel research delivered in FY 2000 was contracted for in FY 99, In
FY 2000, the SCO will begin training siaff in ISA writing skills. Beginning in ¥ 2001,
all industry sector analyses ([SAs) will be written in-house by pest's commercial
specidlists, as are all International Market Insights (TMTz), more than 100 of which were
submitted in FY 99. mFY 2001, all ISAs will be selected in accordance with post's Best
Prospects list. Post plans to submit ten [SAs in FY 2001.

Recommendation 5: Ensure that the keéy industrics in Vietnam arc covered, by shifting
responsibilities ameng FSNs and adjusting job descriptions, as nceded.

Response: agree. The new SCO has already assigned each comniercial specialist,
commencial assistant arxd connmercial clerk at least one industry sector, ‘The more senior
commercial specizlisls have the majority of industry-sector essignments and are
responsible for the majority of best-prospect industriss. Job descriptions and work plans
will be revised to reflect these changes. A fotal of more than 100 industry sectors have
boen assigned for coverage by US&FCS Hanoi and Ho Chi Minh City. Additionally,
each commercial specialist, assistant and clerk will be assigned responsibility for
program-specific activities, such as the Gold Key Service, ADSs, TOPs and business
counseling, in the indostry sectors assigned.

Recommendation 6: If data sniry of contact or client information is a priority for the
US&FCS, direct staffto key in such data, and provide & data transfer or conversion path
to Clisat Management System databases from the business card databass currently in use
by US&FCS Ho Chi Mih City.

Response: agree. At the time of the OIG t2am's visit, no one at US&FCS Vistnam had
received any training on CMS. Since then, four staff members have received training and
in tun have begun to train other employees at post. Data entry has been made a priority,
and at present over 2,500 entrics are in post's datebeses, US&FCS Vietnam will continue
not only to add to this datsbage, but to evergreen it regularty.

Recommendation, 7: Ensure that the US&FCS-State of Florida joint partnership is
provided the tools, guidance, and ofher management oversight necessary for US&FCS to
receive its 25 percent share of the banafits from the project. If this benefit is not
mesgured by the contractor’s allocation of time, then it should be damonstrated through
the use of US&FCS-spevific milestones or performance indicators.



Response: agree. This recommendation is moot inesmuch as we have ended our formal
patnceship with (he Stale of Florida, whoss legislatues did not authorize the funds
required to conlinee our &ssoviation. The point remains valid in its application to similar
arrangements into whichk the US&FCS would cnter, cither in Vietnar or elsowhers. On
the whole, we feel that we received good value from the Siate of Flotida representative,
as did the Flotida exportets on whose behalFhe worked on two missions along with
post’s staff, We acknowledge that this employee’s dutiss could have been mare formally
structured and seeounted for, and should be in the event of a comparable arrangement.

Recommendstion 8: Clarify and communicate procedures far posts to obtain the
requisits security clearances for intems, and determine and address whiy the process has
recently taken longer than 14 days.

Response: agres. Within 43 hours of receiving a request for a Student Voluntoer Intern
Secarity check, the Office of Foreign Service Personnel (OFSP) forwards the paperwork
to the Office of Security. Once this has been dong, the nomm is for the Office of Security
to respond to QFSP in Isss than two weeks, The time ffame depends on the workdnad of
the office and on the individual under review.

Under most circummstances, OFSE sends a clearznce cable to post within the two weeks of
receipt of all the docwmentation. Exceptions are vaually dus o inadequate
documnentation o 1o the fact that the Commercial Section did not follow proper
procedures. In the example cited in the repori, post was laie realizing that it needed a
clearance for the stedents from Florida. Pogts perception was that the Regional Securily
Officer would allow tiese students to do rescarch in the Consulatc without the check,
Since the students were eithicr at post or ¢n routs before documsntation was submitted,
oeither QFSP nor the Office of Scourity could reapond in time for the students to begin
work as planned by post.

Since 1997, all sdmmistrative and finencisl management training sessions conducted in
Washington nd oversess have included text meterial and an in-depth verhal briefing
(Washington oaly) on the recruitment and placement ofintetns. The following
individuals assigned to Vietnam received Administrative and Financial Mansgement
training in Kuala Tumpur, Malaysia , in Jaly 1999:

Do Tran Minh Ha, Hanoi
John Lancia, Hamci
Nguyen Thuy Thuy Trang, Hanol

Information on the placement of intems atroad can also be found on Lotus Notes it the
Cemmercial Servico Operations Manual, An additional means of ensuring that US&FCS
employecs ars aware of the procedures ie to include thees in the congultation packsge
officers receive when in Washington for briefings and debtiefings. OFSP will also send
periodic reminders oversess on the policy and procedures goveming the program.



Recommendation ¥ Ensure that US&EUD VICIAN MOpIADGEs MGRal Contmols over
the use of the telephones, scrutinizes monthly phone bills, and requires anployess to
scertify and pay for all personal phone calls.

Responze: agree. Post acknowledges that its phone bills have been high, especizlly
during the initial years of its operation, This was jusiifiably duz to the lack of Internet
availability and to ke local phone company’s monopoly, resulting in charges of $4 per
minute for catls to the United Statcs. After Intenet became availsbls in Victnam, these
telecommunications expenses went dewn somewhat, but post agrees that they can go
down firrther and must be subject to close checks. Both US&FCS Hanoi and Ho Chi
Mink City have implemented in-house systems to track calls, and, with the planned
installation of an Int=rratioral Voice Gateway (IVG) line between Hanoi and Ho Chi
Minh City, we should scc a greater reduction in these costs.

The new SCO hag institted the following measnres:

0 permission must be requested from a supervisor (Deputy SCO, PCO, or
Commercial Officer) before placing an international call,

o fax users and overseas callers must enter identifying information in & log book
located near fax machines and phones;

o 4ll pverseas calis and faxes are audited by & American officer 1o ensure
accountability;

o call-tracking softwars has been installed to sstablish the origin of each call within
tha Commereial Sechion.

Recommendation 10: Ensure that the Regicnal Director’s office for East Asia/Pacific and
the Senior Commercial Officer in Hanoi manage opersting snd sdministritive funds mors
closely and are held accounteble for manegng such fands. In addition, the operating and
adminisrative budget should be reviewed and adiusted ip ensurs funds are wtilized
effoctively to meet top prioritics and allocated appropriately.

Responge: agree. The allocetion of operationsl and administrative (O&A) fimds to
USRFCS Vietnam hag bern high becauss this post incmrred substntial expenditures
aseociated with the opening of the Commercial Section in Hanod, then in Ho Chi Minh
Chy. To alarge extent, the high costs of operating this post during and foliowing itz
launch phase were allowed to carry over info fiscal year 1999, High telecommunications
cogts are attributable to the high tolls levied by the Vietnamess system and to the neec to
bypass the initially unretisble links established by the US&FCS and State batween post
snd headquarters. We ackmowladge that the radundzncy which evenmslly charactetized
the system's operation was wastefil, and that post should heve cut back on duplicate



arrangements. It was this redundancy, however, which cnsured the continuity of
comimiunicaticns which, in the best of cascs, wers never entirely reliable or satisfactory.

We have contsiderably cut back US&FCS Vietham's O&A authorization for fiscal year
2000, and wilt take a Zero-based budgeting approsach to determining next fiscal yoar's
allocation to post. Meanwhile, the Regional Director will conduct an in-country review
of post's O&A budget in the third or fourth quarter of thig fiscal year.

Recommendation 11: Ensure that any contracts and arrangements for services, such as
temporary assistants hired to kelp with Gold Key Service, are in accordance with
regulations and department policies and the appropriate method of payment is used.

Response: agree. In an cffort to achisve cost recovery for Gold Key Scrvices, US&FCS
Hanoi initially tried hiring a person who was paid dircelly from funds collected from that
program. To date, all costs incurred by this employee have been recovered. However, to
ensure that no problems arise regarding procedures or regulations, post agrees that it
would be appropriate to end this amangement and make this contractor a full-ime
employee. This can be accomplished by placing this person into a fill-time, established
position, which is currently vacant. Post has begun the process of requesting penmission
to fill this vacancy.

Recommendation 12; Ensure that the terms of the driver's contract in Hanoi are adhered
to, and authotize overtime only for hours worked beyord the specified workday and on
weekends that is for offfcial business,

nse: sgree. Post will ensure that temms are adhered to, and wil autkorize overtime
only for hours worked beyond the specified workday and on weekends that is for official
business.

Recoramendation 13: Require the Senior Commercial Dfficer to submit his leave slips to
his supesyisor at post for authorization.

Response: agrec. The new SCO will submit his leave slips to the Deputy Chief of
Mission for anthorization. .

Recommendation 14: Prohibit officers from requesting foreign service nationals to
perforin duties and errands that are personal.

Response: sgree. The now SCO has informed all staff that FSNs shall not be requestsd
to perform duties or ran errands which appear to be personal.



Recommendation 15: Provide the Embassy's Budget and Fiscal Office with reallste
dates that vacant positions are-expected to be filled and request that adfustments in
ICASS charges at mid-year be made if warranted.

Response: agres, US&FCS Vietnam's [CASS representative will watch this issue to
ensure that adjustments are made to ICASS charges by mid-year.

Recommendation 16: Hold posts accountable for avoiding unnscessary ICASS charges
through their participation in the ICASS process, for example by scrutinizing the
expenses charged to US&FCS and verifying workload distribution.

Respoase: agree. Post has committed to scour through the record of ICASS charges,

Recommendation 17: Consider whether and haw ICASS savings might be retumned, at
Yeast in part, to the program budget of the posts achieving the savings, and implement
acoeptable options, if any.

Responge: agree, with reservations. Por sonie time, OIX has been considering zn
effective means of providing posts with an incentive to generats ICASS cost savings.
The difficulties in creafing an incentive to return ICASS savizgs to the post which
generated them are numerous,

First, it is impossible to demonstrate what the exact amount of cost savings will be. The
unit cost of an ICASS service can change radically from year to year due to factors
beyond the control of the Commercial Service. Such factors include: chonges in the State
Department's allocation of ICASS staff-time costs within the ICASS cost distribution
structure; whether or oot agencies have been added to or withdrawn from an ICASS
service; and changes in the make-up of the ICASS cost poal (wzge and price increases,
exchange-rate geins and losees, staff increases or departures, otc.). Thus it has not been
possible to set up a standard algorithm to return ICASS savings to post, either in whole or
in part, because of our inability to derive exact amounts,

Second, there is a long lag in achieving savings TCASS is a cost estimation gystem, with
eost parameters set st the beginning of the fizcal year, changes in a post's consumption
of [CASS services often do not show up in the ICASS bill until 12-18 months afier the -
cffoctive date of the change. DBecauss savings are not contemporancous with the actions
thet gencrated them, it is difficnlt if not impossible to issue a bounty 10 a post generating
savings.

Finally, iz many instances, JCASS costs generated at post result fron & new program ot
tool instituted by US&FCS, such as lockboxes, credit-card collections, convenience
checks, etc. Many such new programs entail certain start-imp costs which must be
defrayed by ICASS savings at post. The net benefit to the Commercial Service in such
instances comes in the form of better corvices and improved productivity.



Given these difficulties, crealing s methodolegy for returning the actual ICASS savings
accumulated by post is complicated. The best near-termn alfernative to provide the desired
incentive: to achieve efficioncics in ICASS is o set up a rowand schedule with specific
criteria and 2 fixed dollar amount for posts which achieve savings. US&FCS is
considering the best way to implemient such a system.

Recommendation &: Prepare and disseminate to US&FCS posts worldwide checklists of
common lessons learned and critical steps taken by posts which have successfully
reduced ICASS charges or kept them from growing urmecessarily.

Response: agree. Our first general checklist wos sent worldwide February 1. ICASS
bulletins arc sent periodically. Posts are instructed to follow the guidance provided,
follow up with inquirics to headquagsters when necessary, and submit bost
practices/lessons learned to headquarters for generat dissemination.

Recommendation 19: Maintain complete and accurate documentation on use of afl
government vehicles and all drivers to epsure that imauthorized uge of government
property does not take place.

Respongs: agree. Post has already establiched » driver's log identifying pascenger,
degtination, and time, Passengers are required to sign and indicats whether the trip is
made for official or other purposes. Post is discouraging non-official use of the US&FCS
vehicle (see also our response to recommendation 20, below).

Recommendation 20: Persons who use US&FCS vehicles for personal use should be
requirsd to identify those instances and repay all costs associated with sach trip in
accordance with the Embassy's motor-vehiele policy.

Response: agree. Post is now in compliance with this recommendation.

Recommendation 21: Prohibit the use of government-owned cellular phones by non-
US&FCS employoees uniess there is a policy authorizing such use, s in cases where
scourity is a concemn.

Response: agree. Headquarters has drafted a directive stipulating that dependents may be
issued cell phones only for security reasons, and may use them only in the local calling
area, not for long-distance or other toll calls. The headguarters directive states that cell
phones may be used only when it is not possible to use a calling card or gpvermment
phone, and may not be used as an alternative to a residential phane,



Recommendetion 22: Issue an official policy notifying overseas posts of their legal
requirements o track residential property regardless of costs and provide guidance to
overseas posts on acceptable expenditures for residential property.

Response: agree. On December 9, 1999, OIQ issued new guidance on overseas property
management vis USDOC cable 6017, AFCS Collective 2491, This guidance directed
posts 1o maintain an inventory of &1l USG-owned residential property, regardless of
purchase price. This is anew procedure only for US&FCS self-inventoried posts. Those
posts provided with property management/inventory services through ICASS are already
recetving this inventory.

OI0 headquarters is currently doveloping e residential firniture policy, which will
include guidance on acceplable expenditures.

Recommendation 23: Request that the Senior Commercial Officer task the General
Services Officer for an official sccounting of residential praperty US&FCS Vietnam has
phrchased.

Respouss: agres. The SCO has dope this, and has reccived  completed inventory list for
both residential and office property.

Recommendation 24: Ensure that any househiold furnishings are accounted for
regardless of whether they are paid for with petty cash or a purchase order.

Response: agree. This action has been completed.

Recommendation 25: Emplement controls to prevent uncoordinated purchases of
computers and softwars, particularly when there are Washington-based worldwide
technology initiatives underway.

Response: agree. Following this report, OIS designaied a Field Liaison specialist whose
responsibilitics include asset management and coordination with USSFCS system
administrators at overseas posts. The Field Liaison specialist is now updating the
computer inventory database to identify post-by-post equipment, and developing a
certification process to convey key equipment specifications and procurement
informatiot! to the network of US&FCS system administrators.

Recommendation 26: Determine and document the likelibood that fall costs can be
recovered from partners or othess on a user-fee basis when making decisions to lease
sdditional office space. Market the existing empty partner space in Ho Chi Minh City or
reduce the space.



Response: agree, with reservations. We agree that we must make the most effective use
possible of the space we lease, for reasons of economy and practicality. The OIG team’s
recommendation, however, ig predicsted on an assumption of flexibility which
circamstances do not always bear out. When the US&FCS opened two ofiices in
Vietnarn, the local economy had been expanding at a rate among the highest in the
region, albeit from & low base. It was assumed that this expansion would continue, like
that of the entite region, but it did not because of the Asian economic crisis, The
US&FCS offices in Vietnam were designed from a medium- to long-term perspective.
The excessive capacity they offer at present may turn out to be needed if a bilateral trade
agreement is signed this year.

‘We agree that, in the meantime, we must make cvery ¢ffort to find partners to occupy the
excess space of cur Hanoi and Ho Chi Minh City offices. Finding such parners is easier
in expansionary economic times than in the present period of stagmation. Our
commercial staff in Vietnam are looking for associations with which we can share space
in the attractive facilities we ocompy.

Recommendatior 27; Require the sew SCO to closcly monitor ICASS charges each year
1o ensure that US&FCS is paying an appropriate amount of its share of the common areas
at the Rose Garden and that only appropriate costs are being distributed to US&FCS's
ICASS invoice.

Responge: agree. The SCO will monitor ICASS charges linked to use of the common
arcas st the Rose Garden building. US&PCS Hanoi ocoupies 18 percent of the total USG
office space at the Rese Garden complex and is being charged that percentage for the use
of the cornmon areas. US&FCS Hanoi is being charged 10 percent of the total cost of the
use of the "common area™ multimedia room.

Recommendstion 28: Provide active involvement and stronger oversight by headquarters
in all decisions to relocate or expand existing overseas offices or to acquire new office
space. Develop standards for justifying future US&FCS office moves or new office
locaticns, and determine the appropriate responsibilittes for the post and headyuarters for
meeting thess standards,

Response: agree. The DAS for OFTQ will prepare a policy statement to the field regarding
the critetia to be considered in deciding on an office move.

We alrcady refor to such standards as cost, practicality, and effectiveness in determining
the desirability of an office mave. There are also less tangible considerations influcticing
our decisions. In the case of the Hanoi Commercial Section's move to the Rose Garden,
the Ambassador’s persuasive advocacy for creating an American Center consisting of
several USG agencies played s significant role. Fluctuations and lack of transparency of
the information provided by the Embassy made it difficuit to calculate the costs of the
refocation, but it was never clear-ont that staying at our current location was the better



choice. The projocted costs listed in Appendix I of the OIG team’s report show that the

total costs of staying in place vs. moving, catimated over a period of nine ycars, are very

close, cven including the still-unkaowsn ICASS charges we will be paying, Time will tell
whether this move was as'cost-effizctive as envisioned in the planning phase.
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