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DEPARTMENT OF COMMERCE 

Bureau of Industry and Security 

15 CFR Parts 732,736,740,742,744, 
746,762, and 772 

[Docket No. 040422128-4128-011 

RIN 0694-AD14 

Revision of Export and Reexport 
Restrictions on Libya 

AGENCY: Bureau of Iridustiy and 
Sec urity. Cornmcrce 
ACTION: Intel t i n  rule with request for 
cornmerits 

SUMMARY: In tliis rule, the Bureau of 
Industry atid Security (BIS) amends the 
Export Administration Regulations 
(EAR) to implenient the President's 
April 23. 2004, decision to revise United 
States sanctions against Libya. This rule 
also irnplenicnts the transfer to the 
Dopartmcnt of Comniercc frorri the 
Dcpartrnent of Treasury of the licensing 
jurisdiction for exports to Libya of items 
subject to the EAR. 
DATES: This rule is effective April 29, 
2004. Comrnents rnust be received on or 
before June I ,  2004. 
ADDRESSES: Writton comnirtits should 
be sent to Sheila Quarterinan. 
Regulatory Policy Division, Bur.eau of 
Industry and Security. Departinent of 
Cotriniercc, P.O. Box 273, Wasliirigtori. 
DC 20044. or to e-mail: 
squart(~r@bis. rfoc.gov. 
FOR FURTHER INFORMATION CONTACT: Joan 
Kobcrts. Director. Foreign Policy 
Controls Division. Office of 
Nonproliferation and Treaty 
Coinpliance. Bureau of Industry arid 
Security, Departinerit of Cotnrnerce. P.O. 
Box 273, Washington. DC 20044: 
Telephoiic~: (202) 482-4252. or e-rnail: 
jroDcrisQDis. doc..gov. 
SUPPLEMENTARY INFORMATION: 

Background 
On Aiiril 23. 2004. i i i  r(:spoiise to 

Libya's continucd effort to completely 
disrnanlle its weapons of I T I ~ S S  

destruction and missile prograim, and 
adl-iere to its rciiunciation of terrorism, 
ttie I'resident aririounccd [lie 
tcrrriination of the application of the 
Ira11 arid Libya Satictioris Act with 
respect to Libya. Also. the Tseasury 
Department modified sanctions imposed 
on U S .  firms and individuals under the 
authoriry of the Intcrriational Erricrgency 
Economic Powers Act t o  allow the 
rcsuniption of most cotnmercial 
activities. financial transactioris, arid 
irivestmctits. Tliis rule sets forth the 
new export control policy for exports 

(and reexports) to Libya under the 
licensing responsibility of the 
Department of Commerce, Bureau of 
Industry arid Security (BIS). 

Prcvious Liccrisirig Rcgiriie 

Libya's repeated use arid support of 
terrorism against the United States. 
other countries, and innocent persons, 
the U.S. has maintained economic 
sanctions against Libya through the 
Libyan Sanctions Regulations (31 CFR 
Part 550) and the Export Administration 
Regulations (15 CFR Part 730 et seq.). 
The Department of the Treasury and the 
Department of Comrnerce shared 
licensing responsibility for proposed 
U.S. exports and reexports to Libya. The 
Department of the Treasury's Office of 
Foreign Assets Control (OFAC) had 
licensing jurisdiction for exports to 
Libya, including transshipments via 
third countries. Authorization granted 
by OFAC constituted authorization 
under the EAR. BIS had licensing 
jurisdiction for reexports of U.S.-origin 
items to Libya. 

Overview: New Licensing Policy for 
Exports and Reexports to Libya 
Licerise Requireriier~ts for Exports and 
Reexporis io Libya 

Under the new policy established by 
this Rule. BIS will require a license for 
the export or reexport of most items on 
the Commerce Control List (CCL) to 
Libya. This requirernerit applies to the 
export or reexport of all items under ttie 
jurisdiction of the Department of 
Cornrnerce that are on the multilateral 
export control regime lists: the 
Wassenaar Arrangement (reason for 
control: National Security-NS). the 
Nuclear Suppliers' Group (reason for 
control: Nuclear Nonproliferation-NP), 
the Australia Group (reasons for control: 
Chemical and Biological Weapons-CB) 
and the Missile Technology Control 
Regime (reason for control: Missile 
Technology-MT). 

items unilaterally controlled for crime 
control (CC) or regional stability (RS) 
reasoris. 

applies to most U.S.-origin items 
unilaterally controlled for anti-terrorism 
(AT) reasons, as set forth specifically in 
new 5 742.20 of the EAR. 

The licerise requirements described 
above arc reflected in the relevant 
columns of the Country Chart in 
Supplement No. 1 to part 738 of the 
EAR. BIS also will require a license for 
certain categories of items that are 
controlled for reasons not included on 
the Country Chart: encryption (EI). short 

Since January 1986, in response to 

A license requirement also applies to 

In addition, a license requirement 

supply (SS), Chemical Weapons (CW), 
Computers (XP), and Significant Items 
(SI). 

Items subject to the EAR but not 
specifically listed on  the CCL-referred 
to as EAR99 item-do not require an 
export or reexport license to Libya. This 
rule, however, does not relieve 
exporters and others of their 
responsibility to comply with 
obligations under the end-user and end- 
use controls maintained under the 
Enhanced Proliferation Control 
lnitiative (EPCI). as set forth in Part 744 
of the EAR. 

Liccrisirig Policy 

EAR, a general policy of denial will 
apply to applications for exports or 
rccxports of the following items to 
Libya: items controlled for chemical and 
biological weapons proliferation 
reasons; military-related items 
controlled for national security reasons; 
items that are controlled for missile 
proliferation reasons; cryptographic, 
cryptoanalytic. and cryptologic items 
controlled for national security reasons; 
explosives detection equipment 
controlled under Export Control 
Classification Number (ECCN) 2A983; 
"Software" (ECCN 2D983) specially 
designed or modified for the 
"development", "production" or "use" 
of explosives detection equipment 
controlled by 2A983; "Tcchnology" 
(ECCN 2E983) specially designed or 
modified for the "development", 
"production" or "use" of explosives 
detection equipment controlled by 
2A983: commercial charges and devices 
controlled under ECCN 1C992; 
ammonium nitrate, including certain 
fertilizers containing ammonium nitrate. 
controlled under ECCN 1C997: and 
technology for the production of 
Chemical Weapons Convention (CWC) 
Schedule 2 and 3 chemicals controlled 
under ECCN 1E355. All aircraft 
(powered and unpowered), helicopters, 
engines, and relatcd spare parts arid 
components will generally be denied, 
except that parts and components 
intended to ensure the safety of civil 
aviation and the safe operation of 
commercial passenger aircraft will be 
reviewed on a case-by-case basis, with 
a presumption of approval. 

Also, BIS will generally deny all 
applications for export and reexport to 
Libya of items controlled for AT 
(Column 1) reasons, and not described 
above, i f  such items are destined to 
military, police or intelligence end-users 

As set forth in new 5 742.20 of the 

in Libya. 
BIS will review, on a case-bv-case 

basis, all other applications for exports 
or reexports to Libya under the 

http://rfoc.gov
http://doc..gov
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applicable liccnsing policy described in 
Part 742 of the EAR. 
I. ir (71 IS (, Exc.cp 1 ior 1s 

Libya is presently listed in Couritry 
Groups D:2, D:3. D:4. E: I and E:2, found 
in Suppleirierit I to Part 740. This rule 
removes I.ibya froin Country Group E:2. 
As a result, the followiiig Licerise 
Exceptioris may bc available, in wholc 
or in part: TMP, l<PI.. GOV, GFT. TSU, 
BAG, and AVS. A specific transaction is 
eligible for a license cxccption only i f  i t  
satisfies al l  of (lie terms and conditions 
of the relevant license cxception aiid is 
not excludetl by any of the restrictions 
that apply to a l l  license cxceptions, as 
set forth i i i  the EAR (including. 
specifically. 5 740.2 Restrictioris on all 
Licensc Exceptions). 

71.arisilio11 fbr L ico~sc~s  Grarilcd b-y 
OFA C 

To facilitate ii srnootli transition of 
licensing rcspoiisibility frorii OFAC to 
BIS, this rule extends the validity of 
licerises issued by OFAC for exports to 
Libya. OFAC licenses in cffcct as of 
April 29, 2004, are hcrcby continued in 
accordaricc with their terms. except as 
modified by this Rule or  by U I s .  as i f  
issued by the Departrncnt of Cornmercc. 
For those licerises with specified 
expiratioii dates. such dates will 
continue to apply. Licenses without 
specified expiration dates will be valid 
througli May I ,  2005. Items liccrised by 
OFAC and subsequcritly returned from 
Libya to the Unitcti States do not require 
furt her auttiorizatioii from BIS. 
Ilowevcr, pcrsoiis returning items that 
wcrc previously exported to Libya 
under a sp(:cific license granted by 
OFAC t o  ttic Uriitcd Statcs arc subject to 
a rccordkccping rcquircrncrit set forth in 
Part 762 of the EAR. 

rccxportcd to Libya uridcr a specific 
OFAC licerise riiay iiot tie transferred 
within Libya to a iiew eritf-user cvitliout 
further authorization from 131s. 
liecxports of items to countries other 
thaii the United States from I.ibya 
including thosc previously authorized 
under OFAC licenses iiiiist conform 
with ttic relcvaiit provisions of ttie EAR 
for the country to wtiich the items are 
being reexported. In certain 
circumstances, such i.eexports may be 
cligiblc, for a License Exccption or may 
not requirc a license. Such recxports 
will also bc subJect to a recordkeeping 
rcqu i rcinc,i i t .  

Althougli tlie Export Adriiiiiistration 
Act of 1979 (EAA). as arncnded, expircd 
on August 20. 200 I ,  Executive Ordcr 
13222 of A u g ~ t  17, 2001 (3 CFR. 2001 
Cornp.. 11. 783) a s  extended by the 
Notice of A ~ g ~ s t  7, 2003 (68 PI< 47833, 

In additioii, items exported or 

August 11, 2003), continues the EAR in 
effect under the International 
Emergency Economic Powers Act. BIS 
amends the EAR in this rule under the 
provisions of the EAA as continued in 
effect under lEEPA arid Executive Order 
13222. 
Ruleniaking Requirements 

to be significant for the purposes of 
Executive Ordcr 12866. 

provision of law, no person is required 
to respond to nor be subject to a penalty 
for failure to comply with a collection 
of in format ion , subject to the 
requirements of the Paperwork 
Reduction Act of 1995 (44 U.S.C. 3501 
et scq.) (PRA). unless that collection of 
information displays a currently valid 
Office of Management and Budget 
(OMB) Control Number. This regulation 
involves collections previously 
approved by the OMB under control 
nurnbcrs 0694-0088, "Multi-Purpose 
Application." which carries a burden 
hour estimate of 58 minutes to prepare 
and submit form BIS-748 . 

3. This rule does not contain policies 
with Federalism implications sufficient 
to warrant preparation of a Federalism 
assessment under Executive Order 
13132. 

Administrativc Proccdure Act (5 U.S.C. 
553) requiring noticc of proposed 
rulemaking. the opportunity for public 
participation, and a delay in effective 
date. are inapplicable because this 
regulation involves a military or foreign 
affairs function of the United States (scc 
5 U.S.C. 553(a)(l)) .  Further, no othcr 
law requires that a notice of proposed 
rulemaking and an opportunity for 
public comment be given for this rule. 
Bccause a notice of proposed 
rulemaking and an opportunity for 
public comment are not required to be 
given for this rule by 5 U.S.C.  553, or 
by any other law, thc analytical 
requircments of the Regulatory 
Flexibility Act, 5 U.S.C.  601 cl seq.. are 
not applicable. 

However, because of the imporlaricc 
of the issues raised by these regulations, 
this rule is being issued in interim form 
and BlS will consider comments in thc 
development of the final regulations. 
Accordingly. the Department of 
Commerce (the Department) encourages 
interested persons who wish to 
comment to do  so at the earliest possible 
time to permit the fullest consideration 
of their views. 

cornmcnts will close June I ,  2004. The 
Department will consider all comments 
received before the close of the 

1.  This final rule has been determined 

2. Notwithstanding any other 

4.  The provisions of thc 

The period for submission of 

comment period in developing final 
regulations. Comments received after 
the end of the comment period will be 
considered if possible, but their 
consideration cannot be assured. The 
Department will not accept public 
comments accompanied by a request 
that a part or all of the material be 
treated confidentially because of its 
business proprietary nature or for any 
other reason. The Department will 
return such comments and materials to 
the persons submitting ttie comments 
and will not consider them in the 
development of final regulations. All 
public cornments on these regulations 
will be a matter of public record and 
will be available for public inspection 
and copying. I n  the interest of accuracy 
and completeness, the Department 
rcquircs commcnts in writtcn form. 

Oral comments must be followed by 
written memoranda. which will also be 
a matter of public record and will be 
available for public review and copying. 
Communications from agencics of thc 
United States Government or forcign 
governmcnts will not be available for 
public inspection. 

The public record conccrning this 
regulation will be maintained in the 
Bureau of Industry and Security 
Freedom of Information Records 
Inspection Facility, Room 6881, 
Department of Commerce, 14th Street 
and Pennsylvania Avcnue, NW., 
Washington, DC 20230. Records in this 
facility, including written public 
comments and memoranda 
summarizing the substance of oral 
communications, may be inspected and 
copied in accordance with regulations 
published in part 4 of Title 15 of the 
Code of Federal Regulations. 
Information about the inspection and 
copying of records at the facility may be 
obtained from the Bureau of Industry 
and Security Freedom of Information 
Officer, at the above address or by 
calling (202) 482-0500. 

List of Subjects 
15 CFR Par& 732 arid 740 

Administrative practice and 
procedure. Exports, Foreign trade, 
Reporting and recordkeeping 
requirements. 

I5 CFR Parts 736, 742, and 772 
Exports, Foreign trade. 

15 CFR Part 744 

recordkeeping requircmcnts. 

15 CFR Part 746 

Reporting and rccordkceping 
requirements. 

Exports. Foreign trade, Reporting arid 

Embargoes. Exports. Foreign trade, 
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15 CFR Pari 762 

procedure. Business and industry, 
Corifidcntial I)usiness information. 
Exports. Foreign trade. liepoi-tirig and 
rccordkccping rrquircmeiits. 
H Accordingly. parts 732, 736. 740, 742. 
744, 746. 762. and 772 of tho Export 
Administratioil licgulatioiis ( I  5 CFR 
parts 730-~799) arc arriciidcd a s  follows. 

Administralivc practice and 

PART 732-[AMENDED] 

w 1 .  Tlic authority citation for 15 CFR 
\)art 732 is revised to rcad as follows: 

Authority: 50 U.S.C a p p  2401 sc'q : 50 
I70 I i s /  SCYJ.; E 0 13026. G I  FK 58767, 

Comp , }I 328 

5 732.1 [Amended] 

w 2. Scctioii 732. I is aineridcd: 
w a .  By rcvisirig tile phrase "Cuba. Iran. 
Ir-aq. and Libya." in the nexl to last 
scntencr of paragrapti (d) (2) to read 
"Cuba, Iran, and Iraq."; and 
H b. By revising tlic plirase "enibargocd 
countries (c.g.. Cuba, Iran. Iraq. and 
Libya) ," i i i  (d) (3) to r c w i  "countries 
subject t o  21 coniprelierisivc embargo 
(cs.g., Cuba. Iran. a i d  Iraq).". 

5 732.2 [Amended] 

3. Scctiori 732.2 is arncnded by 
revising t tw plii-ase "Your export or 
reexport d(.stiriatiori for tlie direct 

Anti-terrorism 

A T 1  A T 2  

x x  

product is Cuba, Libya." in paragraph 
(1) ( I )  (i) to read "Your export or reexpoi-t 
destination for the direct product is 
Cuba' ' . 
w 4 .  Section 732.3 is amended: 

a. By revising the phrase "Your export 
or reexport destination for the direct 
product is Cuba. Libya," in paragraph 
(0 (1) ( i )  to read "Your export or reexport 
destination for the direct product is 
Cuba"; 
w b. By revising the phrase " I f  your 
destination for any item is Cuba. Iran, 
Iraq. Libya or Rwanda" in paragraph (i) 
to read "If  your destination for any item 
is Cuba, Iran, Iraq or Rwanda"; and 
H c. By revising paragraph (d) (4) to read 
as follows: 

5732.3 Steps regarding the ten general 
prohibitions. 

(d) * * * 
(4) Desfiriatioiis subjcci / o  criibargo 

provisioris. The Country Chart docs not 
apply to Cuba, Iran. and Iraq: and for 
those countries you should review the 
embargo provisions at part 746 of the 
EAR and may skip this step concerning 
the Country Chart. For Rwanda, the 
Country Chart provides for certain 
license requirements, and part 746 of 
the EAR provides additional 
requirements. 

* * * * *  

PART 736-[AMENDED] 

H 5. The authority citation for 15 CFR 
part 736 is revised to read as follows: 

Authority: 50 U.S.C. app.  2401 et seq.: 50 
U.S.C 1701 cl scy.; E.O. 12938, 59 FR 59099, 
3 CFK. 1994 Comp , p. 950: E.O. 13020, 61 
FK 54079. 3 CFK. 1996 Camp. p. 219; E . 0 .  
13026, 61 FK 58767, 3 CPK. I996 Comp.. 1'. 
228, E.O. 13222. 66 FK 44025. 3 CFK, 2001 
Comp , p 783; Not i ce  of  August 7. 2003. 68 
FR 47833. 3 CFK. 2003 Comp.. p. 328: Not ice 
uf October  29. 2003, 68 FK 62209. 3 CFK. 
2003 Comp.. 11. 347. 

5 736.2 [Amended] 

H 6. Section 736.2 is amended by 
revising the phrase "General Prohibition 
Three to Cuba, Libya." in paragraph 
(b) (3)(i) to read "General Prohibition 
Three to Cuba". 

PART 738-[AMENDED] 

7. The authority citation for 15 CFR 
part 738 is revised to read as follows: 

Authority: 50 U.S.C.  app. 2401 cl scy.: 50 
U.S C. 1701 f t  sey:  10 U S.C. 7420, 10 U.S.C. 
7430(e); 18 U.S .C.  2510 c/ srq.; 22 U.S.C. 
287c; 22  U.S.C. 3201 et seq.: 22 U.S.C. 6004: 
30 U.S C. 185(s). 185(u): 42 U S C 213%; 42 
U.S.C. 6212: 43 U.S.C. 1354: 46 U.S.C. app. 
466c: 50 U S.C app.  5: Sec. 901 91 I .  Pub. L. 
106-387, Sec.  221. Pub. L .  107-56; E.O. 
13026. 61 FK 58767. 3 CFK, I996 Comp.. p. 
228: E.O. 13222. 66 FK 44025, 3 CFK, 2001 
Conip , p. 783: Not i ce  of August 7. 2003. 68 
FK 47833. 3 CFK. 2003 Comp., p. 328. 

w 8. Supplement No. 1 to part 738 is 
amended by revising the entry for 
"Libya" to read as follows: 

SUPPLEMENT NO. 1 TO P A R T  7 3 8 - C O M M E R C E  C O U N T R Y  CHART 
[Reason for control] 

* * * * *  

PART 740-[AMENDED] 

w 9. 'llic ;itittiority citatiori for I5 CFR 
part 740 is rcvised to read as follows: 

Aulhority: 50 U S C a p p  2401 r't sc'q , 50 
LI S . C  1701 ('/ SCY/. ;  Scc. 90 I 9 I I , Pub. L. 
I O G  387: E 0. 13026, G I  FK 58767. 3 CFK. 
1996 Coinl) , 1) .  228. E.O. 13222. 66 k;K 44025 
3 CFK. 2001 C u n i p . ,  11. 783; Not i ce  o f  August 
7, 2003,  68 b K  47833, 3 CFR. 2003 Colnp..  
1' 328 

5 740.2 [Amended] 

w I O .  Sccliori 740.2 is amended by 
revising t l ic  plirasc "The cxport or 
reexport is lo a i l  cw~bargood tlestinatioii 
(Cuba. Iran. Iraq, ar id  Libya)." i i i  

paragrapli (a) (6) ( (1  r c a d  "The export or 

reexport is to an embargoed destination 
(Cuba. Iran,  and Iraq).": 

5 740.9 [Amended] 

w I 1 ,  Section 740.9 is amended: 
w a.  By revising tlie sentence "No 
foreign-origin items may be returned to 
Cuba or Libya." in paragraph (b)(3) to 
read "No foreign-origin items may be 
returned to Cuba."; 
w b. By revising the phrase "A 
destination in Cuba or Libya:" in 
paragraph (b) (4) (i) to read "A destination 
in Cuba;"; and 
H c.  By revising the phrase "except Cuba, 
Iran, Iraq, Libya. and Sudan" in 
paragraph (c)(2) to read "except Cuba, 
Iran, Iraq. and Sudan". 

5 740.15 [Amended] 

w 12. Section 740.15 is amended by 
revising the phrase "to a country 
included in Country Group D: 1 ,  Cuba, or 
Libya." in paragraph (b)(2) to read "to a 
country included iri Country Group D : l ,  
Cuba,". 

Supplement No. 1 to Part 740 
[Amended] 

w 13. Supplement No. 1 to part 740 is 
amended: 
H a. By removing Libya from Country 
Group E:2: and 
H b. By revising footnote 1 (a) to Country 
Group E to read "A comprehensive 
embargo against Cuba, Iran. Iraq. and 
Sudan: and". 
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reexporting to Cuba, Iran. or Iraq you 
should review part 746 of the EAR. unpowered), helicopters. engines, and 
Embargoes and Other Special Controls. related spare parts and components. 
* * * * *  except that parts arid components 

Authority: 50 0.S.C'. ai)11. 2401 ('1 .SC,CJ , 50 16. Part 742 is aniendcd by adding a 
aviation arid the safe operation of  new tj 742.20 to read as follows: 

22 CI s c 3201 l'/ .S" ; 42 C1.S c. 2 1392: scc  commercial passenger aircraft will be 
901 $1 I I ,  ~ I I )  1. IO6 387: Scc 22 I ,  Pub. I .  5 742.20 Anti-terrorism: Libya. reviewed on a case-by-case basis, with 
107 56. li 0 12058. 4 3  FR 20947. :3 CE'K. (a) Liccnse requireii~eii~s. ( I )  I f  AT a presumption of approval. These are 
1078 (:c11111) , 11 I 7 9  L: 0. I285 I ,  58 b'K 33 18 I ,  ~~l~~~~~~ 1 of tiie Country Chart items controlled to any destination for 

EAR) is indicated in the appropriate reasons and items controlled to Libya I.'K 59099. 3 C W .  I993 C o n i p ,  1). 950. L 0 

FK 43025, cFl<, 2001 ECCN, BIS requires a license for export for anti-terrorism purposes. Such items 
a n d  reexport to Libya for anti-terrorism contain a n  N S  Column I ,  NS Column 2, 
purposes. MT Column I ,  or AT Column 1 in  the , 200 I Coinp , 11. 9 17. 

Not icc  of Augiisl 7. 2003. 68 FK 47833, 3 Country Chart column of the "License 
C k R .  2003 c:llllq., 1) 328 designated Libya as a country whose Requirerncnts" section of  an  ECCN on 

government has repeatedly provided the CCL. Note that. consistent with the 
support for acts of  international general rule that applies to computing N 15. S(>ctiori 742. I is ariic~nticd: 

N a.  By wvi>iiig t l ic  Iicaditig "ExpoIls terrorism, U.S.  parts and components content 
a i i d  I c ~ ~ x p o r ~ . s  i r~vo/vi i ig  C,'IJ/I:J, I.ib.ya. (3) 111 support of foreign policy incorporated into foreign niade 
/ r q ,  / I . ~ I I I ,  ;iritl l / i c  Uosrii; ir~ S m ! -  against terrorism, BIS maintains two products, a l l  aircraft.relatcd iterns [tiat 
cor~ l ro / /c t l  iif'oils of H o ~ 1 1 i a - ~ ~ ~ c ' f ' / ~ 6 o \ ' i ~ l ~ ~  " 

O f / l t J f 2 i ~ ~ 2 J ~ / l  (C) (0  I('2ltf "EX{ lO l ' lS  t J / l t j  export and reexport to Libya of items controlled U.S. content. except for 
I c ~ ~ x p u i ~ l s  in vo/ ilii 16 CI r Oa, /rar 1 .  a I I t f  described in Supplement No. 2 to part E C C N ~  6 ~ 9 9 8 ,  7 ~ 9 9 4 ,  arid 9 ~ 9 9  I ,d, for 
h q  ": 742. purposes of such licensing 
N 11. By' t'cvisitig 1 I i C  Iiar~titlictical phrase (i) Items described in paragraphs requirements. 
"(Ctltja. 12ibya. 1I-acl. 1ran and the Bosnian ( c ) (  1) through (c)(5) of Supplement No. 
S c ~ l ~ - c o n t ~ o l l c d  at cas o f  Bosnia- 2 to part 742, if destined to military, crypto-logic items controlled to any 
1 Icrzcgovitia)." it1 }lal.agra}IlI (c)  ( 0  I-cad police, intelligence or other end-users in  destination for 
" (C uha , 1 I-a 11,  a1 I d  1 I Y q )  . " : Libya, are controlled under section 6(j) reasons, suck, itcrns contain an  AT 
N c ,  By I cvisiiig I)alXgI:3l'h ((1) tO Wad ;IS of tllc Export Adnlir1istration Act, as Column 1 and an NS Column 1 or N S  

amended (EAA). Column 2 in the Country Chart column set forlll I~c~low: ; I t i d  

rn (1. I3y rcvising the ~) l i rasc~ "ccrtaiii ( i i )  Items listed in paragraphs (c) ( 1 )  of " ~ i ~ ~ ~ ~ ~ ~  ~ ~ ~ ~ j ~ ~ ~ , ~ ~ ~ t ~ "  section 
exliorts IO aiid for the use o f  cer ta in  tlirough (c) (5) of Supplement No. 2 to of an ECCN on [tic CCL, 
fcmigti vcssels o r  aircraft; a i i d  cwlain part  742 destined to other end-users in (vi) ~ ~ ~ l ~ ~ i ~ ~ ~  detection cquipmerlt 
exports to a11 couiitrics for Libya Libya, as well as itcms to all end-users 
air-crafl." i i i  paragrapli (P) to read " a t 1 d  listed in ( c ) (6 )  through (c)(8). (c)(IO) (vii) "Software" (ECCN 2D983) 
cci-iain c~xl)orts to arid for ihc use of througt1 (c)  (14).  (c)(l6) through (c) (19). 
ce r t a  i r i  forc igii vcsw 1 s anti ai re raft . ' ' and (c)(22) through (c)(44) of 

Supplement No. 2 to part 742. are 
conlrolled to Libya under section 6(a) of  5 742.1 Introduction 

the EAA. 
(b) [.icc1lsillgpoli~-y. (1) Applications 

for export atid reexport to all end-users 

gene ra l ly  be (letlied: 

biological weapons proliferation reasons 
to any destiriation. These are items that 
contain CB Column 1, CB Colurnn 2, or 
CB ColLIrnIi 3 in the Country Chart 
column o f  the "License Requirements" 
section of a n  ECCN 011 the CCL. 

( i i )  Military-related items controlled 
for national security reasons to any 
destination. These are items that contain 
NS Column 1 or RS Column 2 in the 
Country Chart column of the "License 
Requirements" section in a n  ECCN on 
tlie CCL arid are controlled by 
ec~uipriicnt or material entries ending in 
the nuriibcr "18." 

proliferatiori reasons to any destinatioti. 
Tlicsc arc items that have a n  hlT 
Colurnn 1 in the Country Chart column 
of the "License Requirements" section 
of an ECCN on tlie CCL. 

(iv) All aircraft (powered and PART 742-[AMENDED] 

14. 'l'lic auihoriiy cilalion for 15 CFf< 
part  742 is I-cviscd t o  rcad  as follows: 

to the safety Or 

U.S.C.  1701 ( ' I  .\CY/ ; 18 U S.C. 2510 ('I .\CY[ : 

(""I{, cOI1ll) 1' 608. 12938, 59 (S\JpplelnCrlt No. 1 to part 738 of the national security and missile technology 

, 3 CFR, 19%; Comp. .  11. 

No,,clllber 9 ,  2001, ) 

(2) The Secretary of State has 

types of anti-terrorisrn controls on the a license to ~ i b ~ ~  w i l l  be 

("1 ~ ~ ~ ~ ~ ~ ~ ~ ~ ~ t ~ i ~ ,  cryptoanalytic, and 

security 

under ECCN 2 ~ 9 8 3 ,  

specially designed or modified for the 
"development". "production" or "use" 
of explosives detection equipment 
controlled by 2.A.983. 

(viii) "Technology" (ECCN 2E983) 
specially designed or modified for the 
"developr,ient", "production" or "use" 

controlled by 2A983. 

cotitrolled under ECCN 1C992. 
(x) Amlnonium nitrate, including 

certain fertilizers containing anirnonium 
nitrate. controlled under ECCN lC997. 

Chemical Weapons Convention (CWC) 
Schedule 2 and 3 chemicals controlled 
under ECCN 1E355. 

(2) Applications for export and 
reexport to Libya of all other items 
dcscribed in  paragraph (a) of this 
section, and not described by paragraph 
(b) ( l )  of this section, will generally be 
denied if  the export or reexport is 
destined to a military end-user or for 
military end-use. Applications for nom 
military crici-users or for non-military 
end-uses will be considered on a case- 
by-casc basis. 

paragraphs (b) (  I )  and (b)(2), of this 

* * * * *  
((1) A I I ~ ~ ~ ~ ( ~ J ~ I ~ O I - ~ . S I J I  C O I I ~ I U / ~  01 I CuOa. 

/ I ~ I J ,  / r a q  /.ibyiJ. Noi-lll Korcw. S L J ~ I J  
a r d  Syria. Corilrncrec rriairitairis anti- in or ttle f o ~ ~ o w i l l g  items will of explosives detection equipment 
tc~t-I-orism cOlllI.Ols 0 1 1  CLItXl. 1I.:lll. I,ib,pi. 

scctiori ($(a) o f  t l i v  Export 
Admiriisiration Act. Iterris corllro1Ied 
unticr sect ion 6(a) i o  Irarl. Syria, Sudan. 
North K o r c ~ ~  arid Libya i lrc dcscrilied i t i  
55742.8. 742.9. 742.10, 742.19 and  
742.20, rrspoclively, atid in Supp~~lI lc t1l  
No. 2 lo part 742. Coriiriiercc also 
maintains controls untlcr section 6(j) of 
the EAA to C ~ i l ~ a .  Libya. Iran, Iraq, 
North Kor-ca. S u d a n  and Syria. Items 
coiitrollcd to tlicsc countries uriticr EAA 
sectiori G(j) iit.c also clcw~ribcd i t )  
~ U ~ ~ ~ ~ ~ ~ ~ l l l ~ l l ~  2 1 0  t)ari 742. '1'hC 
Sccrctarics o f  Coriiincrcc aritl State arc 
rccluirod to notify appropriate 
Cotiiinii icv\ o f  i l ~ r  Congress 30 days  
be fo r r  issuing :3 liccmsc for a i l  itctn 
coiiirollcd iindcr section 6(j) lo Cuba, 
I.il)ya. Not 111 K o r c ~ i .  Irati. Iraq. S u d a n  01- 

Syria. As t i o l t d  i t i  paragraph (c)  of this 
scctioti. i f  y o u  arc cxl)orlirig or 

Noi.tli Korea. Syria arid Sudan under ( i )  I tems con t ro l~ed  for chemical atid (ix) Colnlr1crcial charges atid devices 

(xi) Technology for the production of 

( i i i )  Itenis controlled for missile 

(3) Notwithstanding the provisions of 
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sitcli country to support acts of  international 
tcrroi-ism. the i t e m  is subject to mandatoi.y 
control under EAA section 6(j) and the 

retaries of Commerce and State are 
required to notily appropriate Committees of  
the  Congress 30 days before a license for such 
an  item may be issued 

( I )  Oi l  Dccember 28. 1993. the  Secretary of 
State determined that the export to Cuba ,  
L i l y .  Iran. Iraq. Nortli Korea. Sudan, (11- 

Syi-ia of items described in paragraphs (c)( I )  
through (c) (5) o f  this Suppler i ie i i t .  if destined 
to niilitary. police. intelligerice OI- other 
sensitive end-users.  are controlled under 
EAA section G ( j ) .  'l'hei-efoi-e. t h e  30-day 
aclvaiic e Congressional notification 
requirement applies to t l i e  export or reexport 
o f  these items to sensitive enti-users in  aiiy 
of these ctiuiitries. 

c o i i t i ~ o l l e d  to designated terrorist-support ing 
crjuntrirs iiridci- EAA section F ( a )  \vi11 also bcx 
revic\ved to detei mine wlietlier the 
Congressional notification requirements of 
EAA section G ( j )  apply 

(3) I tenis coriti-ollcd for anti-lei-I-orism 
reasons u n d e r  section G(a) to Iran. Libya. 
North Korcw. Sudan. and Syria are: 

(i)  I tenis described in paragraphs (c)(I)  
thi-ougli (c)(5) t o  iiriri-sensitive end-usel-s. and 

( i i )  'l'he following items to all end-users. for 
Iran. items in paragraphs (c)(6) through 
(c) ( 4 4 )  of this Supplement,  for North Korea, 
items in paragraph (c)(G) thi-ough (c)(45) of  
this Supplcnient: for Sudan. items in 
paragraplis (c)(t i)  tiirough (c)(14). arid (c)( 16) 
thro~rgh (c)(44) of this Supplement; fol- Libya 
anti Syria, items i r i  paragraphs (c) (ti) tlirough 
( c ) ( 8 ) ,  (c) ( l0)  through (c)(14).  (c)( lF)  through 
(c)(19), and (c)(22) through (c)(44) o f t l i i s  
Supp lement .  

pr)licics fo r  i t e m  controlled for anti- 
terrorism reasons to 11-an. Syria, S u d a n  N o r t h  
Korea. and Libya are generally described i n  

this p i i - t ,  respect ively. This Supplement 
pt(ivides guidance on licensing policies for 
Iran. Libya. North Korea. Syria, and Sudari 
and related contract sanctity dates tliat may  
lie available fot- transactions bcncfitting fro111 
prc.-c.xisting contracts involving Irari. Syria. 
and Sudan Exportrrs are a d v i s e d  t l i a t  the 
'I 1-casiiry llepartnient's Office of Forcigii 
Assets Cont i -o l  administers a con ip rchcns i \~  

(2) License applications for i te i i i s  

( c )  I 'he license reqiiirenicrits and licensing 

55742.8.  742 9, 742.10. 742.19, and 742.20 of  

id irivestriicnt embargo against I ran  
ecutive Orders 12957. 12959 and 

13059 or hial-c~l 1 5 .  1995, ti. 1995 anti 
August  19, 1997. respectively.) Exporters are 
fiiriiici- advised that exports and  reexports to 
l rar i  o f  items t ha t  are listed on  the CCL as  
requiring a license for national security or 
k)l-eign policy rcasnm are subject to a policy 
of denial under the Iran-Iraq Arms Nori- 
I'roliferation Act of October 23. 1992 (50 
1J S.C. 1701 note (1994)) '1'1-ansactions 
involving Iran arid bcricfitting from a coiitriict 
t l i a t  pie-dates October 23. 1992 may be 
considered under the  applicable licensing 
polic-y in effect prior to that dare. 

(I) AI1 ifenis subjecl 10 na~ioi ia /  s c ~ ( r r i f y  
coll/r'ols. 

(i)  /r<iii Applications for all end-users i l i  

I ran  wi l l  gcwcrally be den ied  
(A) Contract sanctity date for military end- 

users o r  end-uses of  itenis v a l u e d  at $7 
nii l l ioi i o r  niotw: January 23. 1984. 

(B) Contract sanctity date for military end- 
iisei-s o r  end-uses of all  other national 
security controlled items: September 28. 
1984 

end-users o r  em-uses:  August 28. 1991. 
irri/ess otherwise specified in pal'agl-aphs 
(c)(2) thi-ough (c)(42) of this Supplement. 

( i i )  Syiia. Applications for military end- 
u c r s  or military end-uses in Syria will 
generally be denied Applications fo r  noli- 
military cnd~users  or end-uses will be 
considered on a case by~case basis. unless 
otherwise specified in paragraphs (c) (2) 
through (c)(42) of this Supplement. No 
contract sanctity date is available for items 
valued at $7 million or more to military end- 
users or end-uses. 'l'tie contract sanctity date 
for all other items for all  cnd~users:  Ilecember 
16. 1986. 

( i i i )  Siitlan Applications for military cnd- 
users or niilitar-y end-uses in Sudan will 
gcneral ly be denied. Applications for non- 
riiilitai-y end-users or end-uses will be 
considel-ed on a case-by-case basis unless 
otherwise specified in paragraphs (c) (2) 
through (c)(42) (if this  Supplenient. Contract 
sanctity date: lanuary 19, 1996. unless a prior 
contract sanctity date applies (e.g., i tcrns first 
control led to Sudan for foreign policy 
reasons under EAA section G ( j )  have a 
contract sanctity date of Uecenibcr 28. 1993). 

(iv) No1111 Korcw. Applications for all end- 
users i r i  North  Korea of  such equipment will 
generally be denied 

(v) Lib-ya. Applications for military cnd- 
LISCIE o r  military end-uses in Libya wil l  
generally be drviicd. Applications for mir i -  

military end-users or end-uses will be 
considered on a case-by-case basis, urrlcss 
otliei-wise specified in paragraphs (c)(2) 
through (c)(42) of  this Supplement. 

(2) All  itrnis subj,jrc.t l o  chcriiical anti 
biological rwaporis prolifc~ia tiori con~i-ol.s 
Applications for all end-users in Iran. Libya, 
North Korea. Syria, o r  Sudan of t l icse items 
wi l l  geriei-ally be denied See Siipplenierit 
No. 1 to part 742 for contract sanctity datcs 
for Iran arid Syi-ia. Contract sanctity date fo r  
Sudan: January 19, 1996, unless a pi-ior 
contract sanctity date applies (i1.g.. items first 
controlled to Sudan for foreign policy 
reasons u r i d c r  EAA section 6(j) have a 
contract  sanctity date of  December 28. I993), 
or unless an earlier date foi- any i t em is listed 
i n  Supplement I to p a r t  742 

(3) All  ituiiis siibjizct l o  inissile prolili,r;ilion 
corifr-ols (AU'CR). Applications for all end- 
iisei-s in Iran. Libya. Nwth Korea. Syria. or 
Sudan w i l l  geneimlly tie denied. Contract 
sanctity provisions for I ran arid Syria are riot 
available. Contract sanctity date for Sudan: 
lanuary 19, 1996. unless a prior contract 
sanctity date applies (c.g , items first 
controlled to Sudan for foreign policy 
reasons iirider EAA section G(j) have a 
contract sanctity date of L)ccember 28. I993). 

(C) Cnntract sancti ty date for non military 

(4) All itcwis s116 jc~ t  lo nuclcnr ~vcwpons 

( i )  I r an  Applications for all r r i d  users in 
pl olifel-nrioll con/rols JNKL). 

Iran \vi11 generally be denird No  contract 
sanctity tiate is available 

( i i )  S-yria Applications for military end- 
users or eridbuscs to Syria will generally be 
denied. Applications for non-military c t d  
users o r  end-uses will be considered (111 a 
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geiici-ally be denied. Appl ica t ions  for noti-  
i n i l i ta i -y  end~users  o r  for not i - tn i l i tar  
uses in L ibya  wi l l  be considered oti 
by-case basis. 

( I 8) UiickrivaIo' p / i ~ i / o g i ~ a p h ~ r  eqtriprilc,ii/. 
( i) Ir,trr Appl ica t ions  for a l l  end-users i t i  

Iran of s u (  h e q i i i p i i i e n ~  \vi11 generally IJC 
cleriied 

l l sc l~s  o r  c l l d ~ l l s e s  of undcr\.vatct- 
p l io tograp l i i c~  cyuipr i ier i t  that  \vas sribjec t t o  
~ i i t t i o i i a l  secur i ty c o t i t ~ m I s  OII October 22. 
1987. see paragray11 (c ) ( l ) ( i )  oftliis 

(A) Contrac t  sanctity da t r  for m i l i t a r y  ertcb 

s II p p  I e me nt . 
(U) C'oiitract sanct i ty d a t e  for al l  other 

I I ~ C ~ S  o r  for mi l i ta t -y  end-Liscs i n  Syt-ia of suc i i  

c ~ l ~ t i p i i i ~ ~ i l t  wi l l  getiei-ally be denied. 
Appl ica t ions  for non- tn i l i ta ry  end-iisct-s or 
I i r  n o n ~ ~ n i l i t a r y  eiicl~uses in  Syria wi l l  b e  
ronsielet-ctl on a case by-case 11asis. 
(A) Contract sanct i ty date for utiderwcitcr 

p l i o tog r~ ip l i i c  equipriictil that  \viis subjert t o  
t i a ~ i i ~ i i a l  secur i ty controIs [in August  28. 
1991. see paragi-aph (c ) ( l ) ( i i )  oC//iis 
S o p p / ~ ~ l l l l ~ l l r  

uiider\\atei. photog i~aph ic  cqu ip t i i c r i t .  August 
28 ,  1991 

( i i i )  Suchn.  App l ica t ions  for mili tary en& 
i i w t s  o r  lni- m i l i ~ a r y  elid-uses in Suda i i  of 
sucl t  cq~ i i p t i i e t i t  \\ill genet-ally be den ied  
Applications fo r  i i o t i -m i l i ta ry  end-uscrs or 
l o r  i i o r i ~ m i l i t a r y  end-uses in  Sucian \vi11 be 
( onsidct-ed oti a casc~by-case basis Contracl 
\anct i t )  d a t ~  fo r  Sudan January 19, 1996. 
IIIIICXS ii pr ioi -  < o n t i - a c t  sat ict i ty d a t e  app l i cs  
( ( , g . .  i tc t i is  fit-st co i i t i -o l l cd  t o  Sudan for  
futmigti po l i cy  i-casoris under EAA sect ion G ( j )  
1iavc a r ~ i n t t - a c t  s a i c t i t y  date of Dec~enibei- 28. 
I se:1). 

(iv) NoI/h  Korea. A ~ i p l i c a t i o t i s  fo i  a l l  c n d ~  
users iii Nor t l i  Korea of such etlit ipti ic>nt \\ill 
gc~ncrally be de i i ie t i  

(B) Coi i t rac t  sanct i ty tiate for a l l  otliei. 

L i f ~ y ~ i  Appl ica t ions  for n i i l i t a t y  e n d -  
01. for riiilitat-y end-uses in Libya of 

siic I t  c c~~ i i p t i i en t  wi l l  get ieral ly be den ied  
A pi11 i cat io tis lo 1- t i o  t i -  t i i  i 1 i 1 airy end - users or 
for t t o r i~m i l i t a i - y  end-uses in  L ibya  \vi11 be 
cmtisidcrecl o i i  a care-t)y-case basis 

( I  9) Siihri ic~isiD/c~ s ~ ~ s f o i i s .  
(i) /I.XII. App l ica t io t i s  for a l l  end-users i n  

Iraii of such sysrcii i \ \vi11 generally be den ied  
(A) Cor i t ra r t  sanct i ty datc fo r  mili tary e i i&  

users o r  ctid u w s  (if sub inc rs i l ~ le  systems that 
\\(>re suli~ect t o  t ia t iona l  secur i ty controls on 
0c tohc r  22. 1987: see paragi-aph (c ) ( I ) ( t )  of 
th is  Supp lcmcn t .  
(B) Contract sanc t i ty  date f o r  all otlier 

su1irnersil)lc systems for all end-usct-s 
Oclober 22. 1987 

( i i )  S i i i a  Appl ica t ions  fot-  mi l i ta i -y  e n d -  
iiset-s o r  for military etid-uses in Syria of sucli 
sv\tet i is  \\ill generally be dcr i i cd .  
App l ica t ions  for t ion-mi l i ta ry  end-users 01. 

for i i o i i -m i l i ta i -y  cnd- i ise\  iii Syr ia \\Jill be 
consiilet-cti on a c.asc-by-case basis 
(A) Coittract sai ict i ty d a t e  for su l i n ie t~s i l~ le  

systeins t l i a t  ~ \ c r c  subject to i iat iot ia l  serur i t y  
i.oiitr01s on August 28, 1991: see paragraph  
( c ) (  I)(ii) o f  th is  Supplcmeiit 

(E) C m t r x t  sanctity date for a11 oilicr 
s i i l ~ t i i ~ ~ s i l ~ l c  systems. August 2 8 .  1991 

( i i i )  S ' t r tL i r i  App l i ca t ions  for m i l i t a r y  e n d -  
i i se rs  o r  for t i i i l i ta ry  eiid-Lisc,s in Sudati [ I f  

such systems wi l l  general ly t ie  denied. 
App l i ca t i ons  fo r  n o n ~ n i i l i t a r y  enti-users or 
for no l i - rn i l i ta ry  end-uses in Sudan wi l l  be 
cotisitlcrcd [in a case-by-case basis. Coiltract 
sar ict i ty date for Sudan: lanuary 19. 1996. 
un less  B pr io r  contract sanct i ty date 
app l ies ( r  g , i tems first controlled to Sudan 
fo r  foreign p u l i c y  reasoris ~ i n e l c r  LAA 
G(j)  have B c o n t r a c ~  sanctity date of December 
28. 1993) 

( i v )  Nol-//i Kor-cw App l i ra t i o r i s  for all cii& 
usc~s  in Nor t l i  Korea of s i i c l i  cqu ip t i i c i i l  wi l l  
gericrally b e  denied. 

(\,) L i D w  App l i ca t i ons  fo r  mi l i t a ry  en& 
users [ i t -  for t i i i l i ta ry  e r i d ~ u s e s  iri L ibya  of 
s u c h  systems \vi11 gcticrally be. tlcriied. 
Appl ica t io r rs  fo r  nor i - tn i l i ta ry  end-users or 
for noti-military enti-uses in L ibya  wi l l  bc 
coi ls idered o i i  a case by-case basis. 
(2 0 )  Sc I I ba fica~~ a II cl rc,/;t f c d  CY/ L I  ip t i  ci I t . 
(i) /i.;iii. App l i ca t i o i i s  for a l l  end-usws in  

11-an of such  ec~ i t ipmc~nt  w i l l  gcticrally be 
tic,nied N o  cr i t i l ract  sanct i ty i s  ;ivailahle for 
s u c h  itcwis IO I ran  

( i i ) Sutt I 11. A 13 11 I i C B  t i o  I is for in i I i t  ary  end ~ 

users a n t i  c i i d  uses i r i  Sudari of these itenis 
\\, i l l  gericrally be den ied .  App l ica t ions  for 
not i - t i i i l i ta ry  end-users o r  for r i r~n -m i l i t a ry  
end-uses in Sudan will be corisidercd on a 
rase by-case tiasis Contract sanctity date: 
January 19, 1996 

( i i i )  Nor-fli Korea Appl ica t ions  fo t -  all end- 
users i t i  Nor111 Korea of such equipt i icnt  w i l l  
generally be der i iet i .  

(2 I )  f ' w s ~ i i r i m d  airc-ra(i h rc~ i t l i i r r g  
l ~ c ~ " i ~ i l l l l ~ l l /  

( i) /i-;tii, App l i ca t i o i i s  for  all end-ue i - s  in 
I ran  of s i i c h  eqi t ipr i icnt  wi l l  generally he 
den ied  Contract sanct i ty date:  October 22. 
1987 

uwrs ot- for m i l i t a r y  eiidbuscs in Sudan of 
these itcxtiis wi l l  gei ieral ly be dc i i i c t i  
App l ica t io t i s  for no t i  m i l i t a ry  end -uwrs  or 
for no l i - r i i i l i l a ry  ctid-uses in Sudan m i l l  b r  
cons idcwd  on a cac41y-case basis Contract 
sanct i ty date: January 19. 1996. 

( i i i )  N o I / h  K o I c - a  Appl ica t io r is  fo r  all en& 
users i n  Nr~t.th KOI-ca of  such  e q u i p i c r i t  wil l  
geric~rally be den ied  

(2 2) ('01 I ip i I / c,r I 1 I I iiic,rica//.y COI I / i.o//(d 
r r l a c ~ l l i r l c  roclls. 

(i) /I<~II, Appl icat ic ins lot- a l l  end-users i r i  

I r a n  o f  thcse  itetns  ill gcnc~ral ly be denied. 
(A) Contrac~t  sanct i ty d a ~ e  fot- mi l i t a ry  end-  

iisei-s ai ic l  ciid~uscs of cotiiputcr numer ica l l y  
rotitrollrd i i iachi t ie tools that \ w r c  siibjc,ct to 
r iat iot ia l  secur i ty controls on August 28, 
1991: sce paragrapl i  (c)( l ) ( i )  o f t l i i s  
S l l~ lp l cn rc l l t  

(ii) SLI[/~III. App l i ca t i ons  for n i i l i ta ry  ond- 

(B) Cont i -act  sanct i ty dates for al l  other 
coriiputer r i umer i ra l l y  c ~ i i t r o l  led mach i r i r~  
tools for a l l  end-uwrs:  August 28, 1991 

( i  i) SL I ia A p p I icat i o  tis Tot- mi I i ta iry en t i  . 
users (ii- f o r  mili tary end-uses i n  Syria of 
these i tenis wi l l  geiierally t ie det i icd.  
App l ica t i t rns  for r ion-n i i l i ta ry  crid-users or 
fo r  t i o t i  m i l i t a r y  encl-Lis(!s w i l l  be cotisidcrcei 
on a case-by-case basis. 
(A) Cori t ract  sanc t i t y  d a t e  f0 r  computer 

t iu t i ie t~ ica l l y  cotitrolled tnachine tools that 
\vere si ib ject  IO t iat io i ia l  security controls on  
Ai igust  28. 1W1: see iiaragt-aph (c)( l ) ( i i )  o f  
th is  S i rpp lcn ie i i t  

otlwi. con ip i i te r  nun ic r i ca l l y  contrtilled 
inacl i i t ie tools:  A i lgus t  28. I991 

(B) Cotit l-act sa i i c t i t y  date for cxpci r~s  of all 
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( i i i )  L S ~ ~ ? a  App l i ca t i o i i s  lor mi l i ta i -y  e n d -  
I ISCI~S or for  r i i i l i ta ry  end-uses in Syr ia o f  s u c h  
equipnic-rit wi l l  gctic~t-ally be der i ict i  
Applications for non-m i l i t a ry  cnd-usei-s or 
fo r  no l i -m i l i t a ry  e t id~uses w i l l  l i e  coi is idcred 
on a c a s e ~ l ~ y ~ c - a s e  basis 
(A) Cotitract  sanct i ty datc for exports of 

te lecomri iut i icat ions cqciipti ietit t l iat was 
siilijcci to naiiorial secur i ty controls 011 

August 28. 1991. scc paragrapti (c)( I ) ( i i )  of 
th is  Supp lc~mei i t .  

otlier t c l c ~ c e i ~ i u i i ~ t i i i c ~ i t i ~ ~ ~ i s  cq~iipiiieiit: 
(H) Contract  sanctity tiate foi-  exports o f  a l l  

August 28. 199 I 
( iv)  Sti~larr App l i ca t i ons  for i i i i l i ta ry  cr id-  

i i s e i s  01- fo r  n i i l i t x y  e i i c l -~ ises  in  Scitian of 
such  e q i i i p i i c i ~ t  \vi11 gerierally be denied. 
App l i ca t i ons  l o r  rioti-tiiilita~-y cnd-11. 
fo i -  n o n ~ r i i i l i t a r y  ct id uses i r i  Sutlari \ 
coiisidered on a case-by-case Iiasis Contract 
siiii( tity da te  fo r  Suciati. Jaiiuary 19, 1996, 
i i i i less a pi- ior  ~ ~ ~ ~ i t i - a c t  sanc t i ty  da te  appl ies 
( c g  , items l i i s t  c t i~ i t ro l lc~d  to Sudar i  for 
foi-eigri p o l i c y  reaso~is under  EAA sectioti G(j)  
tiavc ii c o ~ i t r ~ i c t  sanct i ty dale of Dccetiilier 28. 
1993). 

(v) A'orrh K o r c w  Appl ica t io r is  for r i i i l i ta ry  
e l l t i -use is  111. for i i i i l i t a ry  crtd-uses i i i  Nor th  
Koi-ea o f  such  cq i i ip t i i cn t  w i l l  generally lie 
dc i i i c t i  Applications for  non- i i i i l i t ; i ry crid- 
users o r  for  non~riiilitary crid-uses \ w i l l  be 
considei-ed 011 a c;isc-Iiy-c;ise basis 

ti\crs 01  for  mi l i t a ry  eiici-uses in Libya of 
w c h  cqu ip i i i c i i t  will gciier;illy be tlenicd 
A 11 p I i cat i 0 tis for  iioi I- ti1 i I i I ary e nd - L M  IS o r  
lot- non-n i i l i ta i -y  e i i d ~ u s c s  will lie considered 
011 a c a s e - b y ~ a s c  Iiiisis. 
(26) hlicro~ir-occsst~~ .s 
( i )  O l~cmt ing  at a c.1oc.k speed ovct. 25 hll I /  
(A) / I . ~ I I .  Appl ica t io i ts  fo r  a l l  ciiti-users i n  

Iran o f  these, i te i i is  w i l l  gct icral ly be dcnicd 
( I )  Cont rac t  sanctity date frir mi l i t a ry  end- 

WXIE atid eridLuses r i f  ~ i i i c r o ~ ~ r o c e s s o r s  t h a t  
\LCW sul i jcct  t o  nat iona l  secur i ty cotitrols on 
A i i g ~ i s t  28. 1991: scc p a r q p p l i  (c)( l ) ( i )  [ i f  

t l i i s  Supp lc i i ien t .  
(2) Contract  sai ict i ty dates for  a l l  other 

i i i i c r ~ i ~ i ~ ~ c ~ ~ ~ ~ ~ ~ s  fo r  all cr id-us 
1991 

I I W ~ S  o r  frir riiilitary end-uses in  Syi-ia of 
l l i ese  itcriis \L ill geiierally be den ied  
Applicatiotis for t i o i i ~ m i l i t a r y  end-uscis (ir 
lor n ~ i i  mi l i ta t -y  end-uses w i l l  lie, ct insidercd 
011 a case by-case basis 

~ i i i c t - ~ ~ p r o c ~ s s o ~ s  t h a t  wel-c subject to na t i r i na l  
\ccurity cont ro ls  on August 28. 1991. SCT 

paragraph (c ) (  l ) ( i i )  o f  th is  Supplcmct~t .  
(2) Crit itract sanctity d a t e  for a l l  other 

~i i i c ro~) rocessors .  Ai lgust  28.  1!19 I 
(C) Sudaii App l i ca t i ons  foi-  mi l i t a ry  end- 

i iscrs oi. l o r  iiiilitary enti-uses in Sudarr o f  
thcsc i t e m  \\ill g c n c w l l y  I ic cletiietl 
Applicaticins fo r  iion-niilitary elid-users oi- 
for no i i - r i i i l i ta i -y  er id-uscs iii Sudan wil l  l ie 
coiisidet-ccl oi i  B c;isc-by-case basis Contract 
sanctity tiate for Sudai i :  ]anu;iry 19. 1996, 
unless 21 pi ior co i i t r i i c t  sai ict i ty d a t e  appl ies 
( c g  , i tenis first cot i t iml led t r i  S u d a i i  for  
for-cigii policy 1e~s01is i i i i der  EAA sect ion S(j) 
h a v e  a c o n l r a c ~  sanciity t l a t c ,  of Dcceriibcr 28. 
1993) 

(11) Lil i j ' i .  App l i ca t i ons  for n i i l i ta ry  e n d  
i i sc is  o r  fcir i i i i l i t a ry  ei i t i -uses in  L ibya  of 

( ~ i )  Libw App l i ca t i o i i s  foi-  mi l i t a ry  cnd- 

(B) S - k r i ~  A p p l i c a t i i i i i ~  for t i i i l i ta ry  e t i d -  

( I )  Contract sanctity da t r  for 
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SHEILA QUARTERMAN - Comments; Interim Rule; 69 FR 23626 (4/29/04) 

From: "David W . Boston 'I d w b o s t o n @ o cs respond s . co m > 
To: <squarter@ bis.doc.gov> 
Date: 5/28/2004 2:54 PM 
Subject: Comments; Interim Rule; 69 FR 23626 (4/29/04) 
cc: "Jeff West" <JWest@CoreLab.com>, "John D. Denson" 

<John. DensonQCoreLa b.com>, "Ed Krauland" <e krauland@steptoe.com>, 
<dlorello@steptoe.com> 

_I__ __I__ I - - - -  l_ll I__ -__  I --____I- __ __l _ _  - I _ "  

Please accept the attached comments relating to the a/r interim rule. The original is being posted by U.S. Mail 
today. 

David W. Boston 
President 
Owen Compliance Services, Inc. 
P.O. Box 765 
12001 County Road 1000 
Godley, TX 76044-0765 
Tel: +I (817) 551-0660 
Fax: + I  (817) 396-4584 
e-mail: dwboston@ocsresponds.com 
web: http://www.ocsresponds.com 

"I'm uncomfortable when I'm comfortable ... I can't help it, it's my personality. -- Jay Chiat 

file://C:\Documents%2Oand%20Settings\squa~er\Local~02OSettings\Ten~p\GW} 00001 .HT.. . 5/28/2004 

mailto:dwboston@ocsresponds.com
http://www.ocsresponds.com


Owen 011 Tools Division 
PO Box 568 
12001 County Rd 1000 
Godiey. TX 76044 
Phone 817 551 0540 
Fax 817 551 6577 

May 28,2004 

Via U.S. MAIL 

Sheila Quarterman 
Regulatory Policy Division 
Bureau of Industry and Security 
Department of Commerce 
P.O. Box 273 
Washington, DC 20044 

Re: Comment on Interim Rule Export and Re-Export Restrictions on Libya 

Dear Ms. Quarterman: 

Owen Oil Tools, LP (“Owen”) hereby submits a comment on the Bureau of Industry and 
Security (“BIS”) interim rule relating to “Revision of Export and Reexport Restrictions on Libya,” 69 
Fed. Reg. 23,626 (April 29,2004). We thank BIS for the opportunity to comment on this important set 
of new regulations. Owen has commentary on only one provision in the interim rule -- the interim 
section 742.20@)(k), which creates a policy of denial for export / re-export license requests relating to 
items covered under ECCN 1C992. 

Owen is engaged in the manufacture of commercial charges (specifically, oil well perforators) 
covered under ECCN 1C992. Owen believes that a policy of denying license requests for 1C992 items 
would have little effect on preventing Libyan entities from accessing those items, but would prevent 
U.S. companies fiom participating on equal footing in the Libyan market with third-country competitors. 

Commercial charges are widely available from foreign sources and have been for many years. In 
1993, the Department of Commerce removed national security controls on commercial charges (then 
controlled under ECCN 1C18A), in large part because the commercial charges were “available . . . from 
foreign sources in quantities sufficient to render the [national security] controls ineffective in achieving 
their purpose.” (See “Foreign Availability Determination and General License GFW Eligibility for 
Certain Oil Well Perforators Controlled by ECCN lC18A.0,” 58 Fed. Reg. 61,806 (Dep’t Commerce 
November 23, 1993)). As in 1993, commercial charges today are available for supply to Libyan 
customers from a number of major third-country manufacturers. Major third-country manufacturers of 
commercial charges include DynaEnergetics (Germany), ETA (Argentina), and Prime Innicor (Canada). 
Owen also is aware of a number of state-owned enterprises in China and the former Soviet Union that 
produce commercial charges, including de-commissioned nuclear facilities in Russia that have been re- 
tooled to manufacture oil well perforators with the financing of the U.S. Department of Energy’s 



Sheila Quarterman 
May 28,2004 
Page 2 

Nuclear Cities Initiative. Commercial charges manufactured by those companies are free to be sold to 
customers in Libya. Indeed, commercial charges are more widely available now than in 1993, due to the 
emergence of new producers in a number of countries that previously had not exported commercial 
charges (such as China and countries in the former Soviet Union). 

The commercial charges manuhctured by foreign competitors are comparable to US.- 
manufactured charges in terms of hctionality, technology, performance thresholds, and 
maintainability. To the extent there is any important difference between U.S.-produced and foreign- 
produced commercial charges, it is that the U.S. product tends to be much safer and more reliable to use. 
Owen’s commercial charges are IS0 and CE certified in terms of quality and safety, and U.S. producers 
generally are required to adhere to stringent product safety guidelines set forth by U.S. agencies 
(including the Department of Transportation; the Bureau of Alcohol, Tobacco, Firearms, and 
Explosives; and the Federal Aviation Administration). 

Commercial charges categorized under ECCN 1C992 cannot meaningfully be used for purposes 
other than their intended use, and do not pose a significant risk of being used as munitions. The 
commercial charges manufactured by Owen (and other U.S. producers) are costly, and commercial 
charges do not have a sufficient explosive capability to constitute a useful munitions item; i fa  charge 
device exceeds a specified quantity of explosive capacity, it would be classitied as munitions items 
under ECCN 1C018 and would not be eligible for export to Libya without a license. Commercial 
charges also are highly tamper-resistant -- the explosives are consolidated under extremely high pressure 
into the charge case; the high pressure fonns a physical bond between the case and the powder, and it is 
extremely dif€icult and uwrfe to remove the explosive from the case. Moreover, in order to effectuate a 
detonation of a commercial charge, it is necessary to initiate the charge with detonating cord, which is, 
in turn, initiated by means of a detonator. Simply throwing the charge at a target or placing the charge 
in the pathway of a target likely would not cause the charge to detonate. It is, in short, highly unlikely 
that a terrorist or foreign government would incur the expense of acquiring a commercial charge for use 
as a munitions item, particularly insofar as there are other cheaper alternatives available. 

Our company is sensitive to the potential diversion of our products for improper end-uses. We 
are unaware of any information indicating that commercial charges have been used for military or 
violent activities. If an individual did attempt to use a commercial charge as a munition, that person 
would find that commercial charges are poorly suited to the task. 

Apart from the high standard of reliability and safety of U.S.-built charges, and the remote 
possibility that anyone could use a charge for a military or violent purposes, U. S .  companies such as our 

See, e.g., Department of Energy, Nuclear Cities Initiative website, at 
http://www.nnsi. doe.gov/na-20/nci/proJects. shtml (noting development of well perforator manufacturing 
capabilities, through Department of Energy initiative, in former Russian nuclear weapons manufacturing 
sites). 

http://www.nnsi
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apply rigorous q r t  compliance and material accountability measures when we export commercial 
chrrrges abroad. It is typical that export licenses for such items, where required, contain a number of 
provisos to ensure that the products are not diverted to an improper end-use, or are not otherwise 
warehoused or disposed abroad. Even without such provisos, our company applies careful material 
accountability procedures when shipping these products abroad (or using them domestically) to ensure 
we know the whereabouts and use of these items. A general policy of denial would only mean that non- 
U.S. suppliers of these charges -- which would not be subject to U.S. regulatory jurisdiction, record- 
keeping requirements, and U.S. standards of material accountability and compliance -- would be 
supplying products. This would appear to be at odds with U.S. national interests in promoting a high 
h e l  of confidence in the proper use of these items. 

The denial policy for 1 C992 items is inconsistent with the notion that U. S. companies should be 
adjvely involved in the Libyan energy sector. In contrast to the other countries for whom BIS has 
instiMed a policy of denial for 1C992 items -- including North Korea, Sudan, and Syria (see 15 C.F.R. 9 
742) - the U.S. government has recognized that Libya has renounced its past ties to terrorist activities 
and made significant strides to rejoin the family of nations. Owen believes there is a large market for 
commercial charges in the Libya. The only practical effect of a policy of denying 1 C992 applications 
would be to prevent U.S. manufacturers of commercial charges from participating in the Libyan market. 

Finally, commercial charges are a critical element of effective oil field production and increasing 
the availability of oil to U.S. and global needs. There are a number of U.S. companies, apart from 
Owen, that produce these commercial charges, and invest research and development hnds to make the 
most ef€ective product. We believe it is important for the broader U.S. industry to continue to be a 
leader in this field, and to be able to supply products to U.S. (and other) oil exploration and production 
Companies. Accordingly, Owen strongly urges BIS to reconsider its policy of denial on 1C992 products, 
and to institute a case-by-case licensing framework that would allow U.S. producers to participate in the 
emerging Libya market. 

Should you have any questions on the above, please feel fiee to contact Jeff West at Owen 
((713)328-2624; ieff.west@,corelab.com)) or David W. Boston at Owen Compliance Services, Inc. 
((817) 55 1-0660; dwboston@,ocsresDonds.com). 

President 
Owen Oil Tools, LP 
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SHEILA QUARTERMAN - Comment Letter Submission - Interim Revision of Export 
and Reexport Restrictions on Libya 

~~~~~~~ -zw h%%a%bmaw&=ma 

From: 
To: <squatter@ bis.doc.gov> 
Date: 5/28/2004 3:28 PM 
Subject: 

"Chapman, 1 D "Dan"" <Dan.Chapman@bakerhughes.com> 

Comment Letter Submission - Interim Revision of Export and Reexport Restrictions on Libya 
- _ _  - -- I - _  

Ms. Quarterman, 

On behalf of Baker Hughes Incorporated, I would like to submit the 
attached comment letter on the interim rule on the "Revision of Export 
and Reexport Restrictions on Libya," 69 Fed. Reg. 23,626 (April 29, 
2004). I would greatly appreciate confirmation of your receipt at your 
earliest convenience. 

Please do not hesitate to contact me if you have any questions or 
comments regarding the attached letter. 

Best reg a rds, 

J. Daniel Chapman 
Legal Counsel 
Baker Hughes Incorporated 
Telephone: (713) 439-8041 
Email: dan.chapman@bakerhughes.com 
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BAKER 
HUGHES 

Baker Hughes Incorporated 
3900 h c x  Lmc, Suite 1200 
I louston, Texas 77027-5 I77 
P . 0 .  13ox 4740 
1 louston, Texas 772 10-1740 
.le1 71 3-439-804 I 
Fax 71 3-139-8472 
dari.chapman.~~hakerhughes.eom 

J. Daniel Chapman 
Lcgaf Counsel 

May 28,2004 

Via EMAIL, 

Sheila Quart,ennan 
Regulatory Policy Tlivision 
I3ureau of industry and Security 
Departrnmt of Conimcrce 
P.O. Hox 273 
Washington, D.C. 20044 

Dear Ms. Quarterman: 

Comment -- Interim Revision of Export and Reexport Restrictions on Libya 

On behalf of Baker Hughes Incorporated, I would like to submit this comment 
letter on the Bureau of Industry and Security (“BIS”) interim -‘Revision of Export and 
Reexport Restrictions on Libya,” 69 Fed. Reg. 23,626 (April 29, 2004). My comments 
arc limited to section 742.20(b)(ix), which creates a policy of denial for cxport / re-export 
licerise requests relating to itcms covered under Export Control Classification Number 
(‘‘Ec‘(’N”) 1 c‘092 of the Export Administration Regulations’ Commerce Control List. 

Baker Atlas,’ which is an operational dikision of Baker IIughes, is 
cngagcd in the manufacture of oil well perforators, which are classified as “commercial 
charges” under ECCN 1C992. Wcli perforators are critical to oil well development and 
production. Perforating devices typically consist of a string of shaped chargcs held in 
place bq metal strip arid ignited by primacord. After a well is drilled and then evaluated. 



steel pipe -- known as “casing” -- is inserted into the well bore and cemented in place. 
The casing essentially serves as a seal and prevents the flow of fluids into the wellbore. 
IJsing an oil well perforating device, casings are perforated in specifk areas to allow 
hydrocarbons to flow into the wellbore. Properly placed perforations will prevent water 
from flowing into the wellbore and also prevent drawing hydrocarbons away from other 
mnes that are being produced by other wells in the vicinity. In this manner, well 
production is limited to only the zone or zones intended. Such a process is critical to 
ensure an efficient and productive oil well. Oil producers in Libya require well 
perforators to maintain their wells and, in fact, have been acquiring and using perforators, 
manufactured by third-country producers, throughout the period of U S .  economic and 
trade sanctions against Libya. Baker Atlas would like to have the option to export and 
use its own perforating charges in its own future operations, if any. in Libya. Baker Atlas 
currently has no desire to export its own perforating charges to Libya for sale. ‘lhereforc. 
Baker Ilughcs requests that BIS not adopt a policy of denial for export / reexport license 
requests relating to perforating charges covered under ECCN IC992 and not foreclose the 
opportunity for Baker Hughes to make future license requests regarding perforating 
charges. 

Raker Hughes believes that a policy of denying license requests for 1C992 items 
would have little etrect on preventing Libyan entities from accessing commercial charges. 
Comrnercial charges -- and oil well perforators, specifically -- are widely availablc fiom 
third countries. The Department of Commerce recognised this comniodity-like nature of 
this product market in 1993, when it removed national security controls on commercial 
charges (then controlled under ECCN IC1 8A). The Ilepartmcnt reached that decision on 
the basis of its hiding that commercial charges were “available . , , from foreign sources 
in quantities sufficient to render the [national security] controls ineffective in achieving 
their purpose.”2 Since the Department of Commerce’s decision in 1993, commercial 
charges have become even more widely-available from third countries. A quick survey of 
a few Baker Atlas employees cited the following companies believed to be manufacturing 
perforating charges and the country in which this manufacturing is believed to occur. 

Co nipany 
Atlas GlP 
China Oil Service Limited 
Daqing Oil field 
Ilynamit Nobel 
E’I’A 
Gcoinform 1,td. 
Ychluniberger 
Sichuan Oilfield 
VINIPIVZRYVCT~301’HYSicn 

Country of Export to Libya 
Romania 
China 
China 
Various locations 
Argentina 
Hungary 
Various locations 
China 
Russia 

In fhct, scveral dc-commissioned nuclear facilities in Russia have becn retooled to 
manufiicture o i l  well perforators with the financing of the IJ.S. Department of Energy’s 



Nuclear Cities Ini t ia t i~e.~ Commercial charges inanufactured by those companies are free 
to be sold to customers in 1,ibya. Furthermore, the same quick survey of Raker Atlas 
employees also indicated that manufacturers in France, Germany and China may already 
be exporting perforating charges to Libya. 

‘lhe commercial cliarges manufactured by foreign competitors are comparable to 
IJ.S.-maniifactured charges in terms of functionality, technology, performance thresholds. 
and maintainability. Although perforating charges are essential and there is no substitute 
for their use in order to complete an oil well, they are a hazardous product. Each year, oil 
field workers are injured and killed when perforating charges prematurely ignite above 
ground, and oil wells are damaged when they prcmaturcly ignite below ground. On the 
other hand, Baker Atlas has the testing, experience, and safety protocols to be confident 
in  its own perforating charges and to know how they will work in combination with 
Raker Atlas’s other tools and equipment. Because of these safety concerns. 13aker Atlas 
strongly prefers to use perforating charges which it manufactures and for which it 
maintains strict quality controls and seeks to avoid the use of third party charges that 
increase the level of safety risk to the individuals providing these services. 

As a practical matter, commercial charges categorized under ECCN 1 C992 cannot 
be used for purposes other than their intcrided use, and they do not pose a significant risk 
of being used as munitions. ‘lhe commercial charges manufactured by Baker Atlas are 
expensive and do riot have a sufficient explosive capability to constitute a useful 
munitions item. Baker Atlas charges contain very small amounts of explosive material, 
which niay vary between 3-48 grams (with an average of approximately 30 grams) 
depending on the size of the charge. Commercial charges also are highly tamper- 
resistant; the explosive materials in most commercial charges, including those produced 
by 13aker Atlas, are bonded into thc casing of the shell with a strong epoxy and cannot 
easily bc removed without running the risk that the charge will detonate in the removal 
process. Moreover, in order to effectuate a controlled detonation of a commercial charge, 
an electrical charge is required -- simply throwing the charge, as one would a grenade, 
would not cause the charge to detonate. It is, in short. extremely unlikely that a terrorist 
or foreign government could misappropriate commercial charges for munitions purposcs. 
Commercial charges are ill-suitcd for that purpose. To date, I3aker Hughes is unaware of 
any instancc where an oil well perforator has been misappropriated as a munitions item. 

A number of measures, short of a policy of denial, are available to ensure that 
commcrcial charges shipped abroad are not used for improper purposes. In a case-by- 
case licensing framework, the Jlepartment of Commerce could review each application 
and ensure that the exports to l h y a  are destined for legitimate, actively-operating oil 
companies. Furthcnnore, Baker Hughes applies a number of important internal measures 
-- including material accountability measures and contractual requirements to ensure that 
products arc not diverted to an improper end-use. or otherwise warehoused or disposed 
abroad. A gencral policy of denial would serve the purpose only of allowing non-U.S. 
producers -- who are not subject to U.S. rcgulatory jurisdiction or standards of material 
accountability -- to supply commercial charges to Libya. Such a measure clearly would 



be inconsistent with the objective of ensuring that access to well perforators be limited 
only to legitimate Libyan oil-producing operations. 

Finally, the denial policy for 1C992 items is inconsistent with the notion that U.S. 
companies should be actively involved in the Libyan energy sector. Baker Hughes 
believes there is a large market for energy services in Libya, which cannot be effectuated 
without the use of perforating charges. The only practical effect of a policy of denying 
1 C992 applications would be to prevent U.S. manufacturers of commercial charges from 
participating in the Libyan market. 

Baker IIughcs strongly urges BIS to reconsidcr its policy of denial on 1C992 
products and to institute a case-by-case licensing framework that would allow U S .  
produccrs to participate in the re-emerging Libya market. 

Sincerely, 
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SHEILA QUARTERMAN - AeA Comments on Libya 

From: AnnMarie Treglia <AnnMarie-Treglia@aeanet.org> 
To: <squarter@ bis.doc.gov> 
Date: 6/1/2004 2:02 PM 
Subject: AeA Comments on Libya 

Dear Ms. Quarterman: 

Attached are AeA's comments in response to the April 29 Federal Register notice 
regarding Interim Regulation on Revision of Export and Reexport Restrictions on 
Libya . 

(See attached file: AeA Libya FINAL comments June 04.pdf) 

Sincerely, 
Ann Marie Treg I ia 
Director, International Trade Regulation 
AeA - Advancing the Business of Technology 
601 Pennsylvania Ave. NW 
North Building, Suite 600 
Washington, DC 20004 
T: 202-682-4433 
F: 202-682-9111 
annmarie-treglia@aeariet.org 
www.aeanet.org 
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June 1. 2004 

Ms. Sheila Quarterman, 
Regulatory Policy Division, 
Bureau of Industry and Security 
De artment of Commerce 
14' and Pennsylvania Ave. NW, 
PO Box 273, 
Washington, DC 20044 

I? 

RE: Docket No. 040422128-4128-01 

Restrictions on Export and Reexport Restrictions on Libya 

Dear Ms. Quarterman: 

AeA, the largest U.S. high tech trade association, welcomes the opportunity to 
provide comments on the Interim Rule issued April 29, 2004, in the Federal 
Register dealing with the partial relaxation of the Libyan embargo. 

AeA has long opposed unilateral U.S. export controls, especially in cases where 
equivalent products and technology are freely available from uncontrolled 
sources, as is the case with Libya. The embargo has represented an 
unnecessary impediment to AeA members' exports at a time when many 
countries including close U.S. allies and Wassenaar members have actively 
pursued business opportunities in that country. 

While recognizing that the present Rule represents an important step forward, 
AeA urges that export controls on Libya be normalized as soon as possible. The 
retention of validated licensing requirements for AT-based controls retains a 
unilateral approach to controls, and maintains the delays, uncertainty and 
conditioning typical of a validated license review. Items subject to these controls 
continue to be available from Wassenaar countries and other sources and do not, 
by definition, represent a national security or proliferation risk. In addition, when 
entering the Libyan market U.S. companies are at a competitive disadvantage 
vis-a-vis their foreign competitors since they are required to obtain validated 
licenses for low-level items subject to AT-based controls. 
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AeA members would also like to raise the issue of the blanket prohibition on 
service, upgrade and use of items already in Libya, consistent with General 
Prohibition 10 of the EAR. Over the period of the embargo, it is inevitable that 
Libyan end-users acquired U.S.-origin equipment, systems, parts, or software 
from resellers around the world, particularly in the case of strategically useless or 
long decontrolled items. Some of these end-users may not have even been 
aware of the U.S. jurisdiction of the items they acquired, such as U.S.-origin 
software in computer systems produced outside the United States and carrying 
non-U.S. brand names. In other instances, end-users may have incorrectly 
assumed that non-U.S. equipment resellers had complied with the U.S. 
deminimis rules. 

AeA feels that service, upgrade and use of low-level items should be permitted 
regardless of their origin, allowing export enforcement resources to be directed to 
items of strategic significance. This would remove the uncertainty associated 
with dealing with products where export authorization may be impossible to 
definitively prove. The precedent for this approach was set with certain exports 
to Eastern Europe after the collapse of the Soviet Bloc (see, for example, 55 FR 
26652, June 29, 1990). The logic and importance of such a provision holds true 
today, and should be applied to Libya, Iraq and other countries where the basis 
for controls has fundamentally changed. 

The above-mentioned objective can be achieved by providing an exemption to 
General Prohibition 10 for items controlled unilaterally by the United States for 
AT-reasons only. Those controlled specifically for national security or 
proliferation purposes would remain subject to the Prohibition. 

We would again wish to extend our thanks to the Department for the opportunity 
to provide comments. 

Sincerely, 

AnnMarie Treglia 
Director, International Trade Regulation 
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ICOTT INDUSTRY COALITION ON TECHNOLOGY TRANSFER 
1400 L Street, N. W., Washington, D.C. 20005 Suite 800 (202) 37 1-5994 

June 1,2004 

Ms. Shiela Quarterman 
Regulatory Policy Division 
Bureau of Industry and Security 
1J.S. Department of Commerce 
P.0. Box 273 
Washington, D.C. 20044 

Re: Revision of Export and Reexport Restrictions on Libya - Interim Rule, 
69 Fed. Reg. 23626 (Apr. 29,2004) 

Dear Ms. Quarterman: 

‘l‘he lndustry Coalition on Technology Transfer (“ICOTT”) is pleased to respond 
to thc Department’s request for comments on its new export licensing policy for Libya, as set 
forth in the above-referenced interim rule (the “Interim Rule”). 

ICOTT is heartened that recent diplomatic developments have enabled the 
Administration and the Department to begin the process of easing U.S. exports controls on 
1,ibya. We urge continued normalization of these controls on a prompt basis. While ICOTT 
supports the important steps taken in the Interim Rule to relax the embargo on Libya, we do not 
believe that the lntcrim Rule goes far enough with respect to certain unilateral U.S. controls. 
Additionally, to prevent widespread uncertainty and potential paralysis for U.S. exporters, the 
Department should adopt, on an expedited basis, a clear and reasonable policy with respect to the 
“installed base” of U.S.-origin items already in Libya. Finally, we offer a suggestion regarding 
licensing policy for software containing encryption features. 

ICOTT urges the Department to eliminate the Interim Rule’s validated licensing 
requirements for tJ.S.-origin items unilaterally controlled for anti-terrorism (“AT’’) reasons. 
Eliminating unilateral U. S. licensing requirements for AT-controlled items will help assure that 
the Department’s export control rules for Libya accurately reflect U.S. foreign policy. The 
Administration has repeatedly stated that the Libyan Government has taken and continues to take 
extraordinary and concrete steps to renounce terrorism and all its means. The Interim Rule and 
other foreign policy initiatives by the U.S. Government also appear to reflect a recognition by the 
United States of a decisive change in Libyan government policy. These pronouncements and 
efforts strike us as inconsistent with continuing unilateral anti-terrorism export controls on Libya 
and continuing to classify Libya with countries that have failed to undertake such important anti- 
terrorism initiatives. Eliminating unilateral AT controls on Libya would promote greater 
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consistency with U.S. foreign policy as reflected in recent U.S. Government actions and 
announcements regarding Libya. 

Eliminating validated licensing requirements for AT-controlled items exported to 
Libya is also justified on a number of other grounds. By definition, items subject to unilateral 
AT-based controls do not pose national security or chemical, biological, nuclear or missile 
technology proliferation risks. Moreover, unilateral U.S. validated licensing requirements for 
these items are unlikely to be effective because the items are currently available from a wide 
range of uncontrolled suppliers, including many suppliers in the Wassenaar countries. As 
ICO1”I‘ has repeatedly pointed out, from the standpoint of effectiveness, unilateral controls are 
like damming half a river. The builder may take pride in the majesty of the dam but there is 
every bit as much water downstream as before the first shovelful of earth was turned. 

Unilateral validated licensing requirements for AT-controlled items will also 
place unnecessary competitive burdens on U.S. exporters. Requiring a validated license for these 
items will inevitably result in additional expense, paperwork, delay and uncertainty for U.S. 
exporters. These requirements will also place U.S. firms at a significant disadvantage in 
competing in Libya with suppliers from other countries - including many U.S. allies - that do 
not impose similar licensing requirements. The U.S. embargo on Libya has already given 
suppliers from many other countries a significant head start in competing for Libya’s business. 
Retaining unnecessary unilateral licensing requirements for U S .  exports will only widen this 
competitive disadvantage. 

The Department should also take prompt steps to address a serious deficiency in 
the Interim Kule - namely, its failure to establish clear and reasonable requirements for 
servicing, upgrading or otherwise dealing with the “installed base” of U.S.-origin items already 
in Libya. As experience with the former Warsaw Pact countries amply illustrates, U.S. suppliers 
and contractors entering or re-entering the Libyan market can expect to encounter a considerable 
installed base of U.S.-origin equipment, parts, components, systems and software, including 
items that were acquired while the U.S. embargo was in effect. These U.S.-origin items will 
include computers, telecommunications equipment and other equipment and systems and will 
likely encompass items that have been incorporated into power grids, oil and gas plants and other 
industrial facilities and infrastructure. U.S. suppliers and contractors will inevitably be requested 
to deal with these items and the systems into which they are incorporated. Such potential 
transactions could encompass repairs, upgrades, sales and transfers, iinancings, transport, 
disposal and a range of other dealings. 

General Prohibition Ten of the EAR (6 736.2(b)(10)) prohibits a broad range of 
commercial transactions if an actor has knowledge that a violation has occurred or is about to 
occur. The potential application of this broad prohibition to U.S.-origin items already in Libya 
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has already created considerable confusion among 1J.S. exporters and contractors, particularly 
those who may be requested to repair, upgrade or otherwise deal with these items or the systems 
in which they are incorporated. Among other things, these firms are unclear about how to deal 
with U.S.-origin items for which it may be impossible to demonstrate the existence of a prior 
cxport authorization. Additionally, applying this prohibition to low-level items appears 
inconsistent with the overall easing of U.S. export controls on Libya. These uncertainties 
threaten to place U.S. firms at a further disadvantage in competing with foreign suppliers for 
1,ibya’s business. If not addressed promptly, they also have the potential to paralyze a 
significant portion of U.S. export trade and commerce with Libya. 

The Department should promptly address these problems and uncertainties by 
excluding low-level items already in Libya from the ambit of General Prohibition Ten. This 
exclusion should apply regardless of the manner in which the item entered Libya and should 
include all transactions, including repair, servicing and upgrades, that would otherwise be 
permitted under any License Exception applicable to Libya. ICOTT suggests that this exclusion 
substantially track language in former General License GDK, which addressed the similar issue 
of repairing or upgrading the installed base of U.S. equipment in the former East Germany 
during thc period before Germany’s reunification. See 5 5  Fed. Reg. 26652 (June 29, 1990). 
Specifically, ICOTT recommends that an exclusion for Libya might read as follows -- 

Notwithstanding General Prohibition Ten ( 5  736.2(b)( lo)), persons 
may undertake transactions, including repair, service and upgrade 
transactions, with respect an item already in Libya, regardless of 
the circumstances surrounding the original export, provided that 
the item and any additional items being exported are otherwise 
eligible for a License Exception applicable to Libya and that, at the 
conclusion of the transaction, the item would otherwise continue to 
be eligible for a License Exception applicable to Libya. 

With respect to “installed base” items that would be ineligible for this exclusion and thus would 
require a license, ICOTI’ recommends that license applications be afforded “favorable 
consideration, regardless of the circumstances surrounding the original export.” 

ICOTT believes that these are appropriate and clear approaches to the “installed 
base” issue in Libya. They will eliminate a substantial number of potential problems in Libya 
for U.S. exporters and contractors and are consistent with past Department practice. 

Finally, because many “retail” software products contain encryption functionality 
controllcd undcr ECCN 5D002, such items presumably would be subject to the general denial 
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policy articulated in the new regulations. At least where such software is part of a broader 
information technology solution, if not in all cases, the presumption should be of approval. 

* * * * *  

The easing of U.S. export controls on Libya will be an important facet of a new 
U.S. foreign policy toward that country. Recent visitors to Libya report that many Libyans still 
have a considerable reservoir of goodwill for the United States and its people. Much of this 
goodwill was a byproduct of the substantial commercial relations between the countries during 
the pre-embargo period. ICOTT’s member associations and their many U.S. companies look 
forward to the opportunity to help foster improved relations with Libya as they pursue commerce 
and trade. To this end, we urge the Department to assure that its new export control 
requirements for 1,ibya not create unnecessary burdens on trade with Libya or place U.S. 
exporters at a competitive disadvantage vis-a-vis suppliers from other countries. Revising the 
Interim Rule to eliminate validated licensing requirements for AT-controlled items and 
establishing clear and appropriate rules for the dealing with U.S.-origin items already in Libya 
are reasonable measures that will help advance U.S.-Libyan trade. 

Founded in 1983, ICOTT is a group of major trade associations (names listed 
below) whose thousands of individual member firms export controlled goods and technology 
from the United States. ICOTT’s principal purposes are to advise U S .  Government officials of 
industry concerns about export controls, and to inform ICOTT’s member tradc associations (and 
in turn their member firms) about the U S .  Government’s export control activities. 

Sincerely, 
h 

Eric L. Hirschhorn 
Executive Secretary 

ICOTT Members 

American Association of Exporters and Importers (AAEI) 
Semiconductor Equipment and Materials International (SEMI) 
Semiconductor Industry Association (SIA) 
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cc:  Hon. Kenneth Juster 
Hon. John Bolton 
Hon. Peter Lichtenbaum 
Hon. Lincoln Bloomfield 
I-lon. Condolezza Rice 
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