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EXECUTIVE SUMMARY

1. In their 1998 Blueprint for Action’, APEC Ministers recognised the enormous
potential of electronic commerce to expand business opportunities, reduce costs, increase
efficiency, improve the quality of life, and facilitate the greater participation of small
business in global commerce. A cornerstone in achieving that potential is providing the
tools that will alow parties to transactions to know with certainty the degree of reliance
they can place on that transaction. Electronic authentication provides such tools through
technologies that can ensure the authenticity of transactions. Some of the technologies
also provide integrity, non-repudiation and confidentiality functions.

2. Electronic authentication is a developing field. As it evolves new technologies and
new issues emerge. Addressing these issues is a problem for both users and government
policy makers. This report identifies the maor issues to provide APEC member
economies with guidance when developing policies for electronic authentication. The
Report addresses the issues in general examines five different groups of technologies and
how these relate to the issues raised. It also addresses some of the legal issues involved
with the use of electronic authentication.

DEFINITIONS

3. There is a great degree of variation in definitions associated with both electronic
commerce in general and electronic authentication in particular. There is a role for
member economies to contribute to and stimulate international organisations’ work in
attempting to achieve the maximum degree of consistency.

ELECTRONIC BUSINESSMODELS

4. The Report examines a number of models of the environment in which electronic
business might be conducted. These are provided to indicate the variety of different
relationships that might exist between parties to an electronic transaction.

5. It aso notes a trend towards requiring authentication in electronic transaction where
signatures are not required in equivalent paper processes. It notes the potentially greater
demands on and or costs to businesses and users that can arise from this trend.

USER REQUIREMENTS

6. User requirements cover technical, business process and legal requirements. It is
recognised that these requirements need to be met in a consistent manner and a manner
that is simple to operate and easy to understand. Thereis arole for both governments and
business representative groups to ensure the requirements are met.

ELECTRONIC AUTHENTICATION TECHNOLOGY

7. The Report discusses in broad terms the advantages and disadvantages of a number of

! APEC Blueprint for Action, http://www.dfat.gov.au/apec/ecom/ecom_blueprint.html
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technologies including implementations that involve the use of several technologiesin a
single transaction.

8. It is recognised that different technologies can meet different requirements. The
choice is one for the parties to a transaction based on a risk assessment. There is,
therefore, a need for governments to develop legal and policy frameworks to support all
appropriate technologies.

CERTIFICATION MODELS

9. The report examines the different ways through which a recipient of atransaction can
establish whether the claimed sender is the actual sender of an electronic transaction. As
with business models, this information is provided to indicate the different relationships
that might exist when trying to establish the authenticity of atransaction.

TRUST

10. Trust can be achieved through the development of appropriate technology,
development of appropriate legal and policy frameworks and development of appropriate
business practices. Accreditation processes are designed to enable users to trust the
technologies while legal frameworks are designed to enable users to trust that they can
rely on the legal validity of a transaction. Awareness raising programs are designed to
build the level of required trust once the appropriate frameworks are in place.

LIABILITY

11. Liability has been raised as one of the major issues facing users and authentication
service providers. Thisissue is under active consideration in a number of international
fora. Centra to the discussion is whether governments should legislate in respect of
liability or adopt a contractual approach. The issue is complicated by the fact that a
number of economies are federations and jurisdiction for liability may rest with state or
provincial governments.

12.1t is likely that different jurisdictions will, at least initially, adopt different
approaches. It will be important to ensure that adopting one approach does not prevent
transactions with jurisdictions that adopt the alternative approach.

ROLES OF PARTICIPANTS

13. Asan essential part of e ectronic commerce, electronic authentication cuts across both
the public and private sectors and extends down to individual users. For the electronic
authentication schemes to function effectively, each of these groups needs to undertake
defined roles. Examples of these are spelt out in the Report.

INTEROPERABILITY

14. The issue of interoperability means different things to different people. It has been
argued in some quarters that we should be aiming for a single globally interoperable



scheme. Others support the concept of a number of globally interoperable schemes.
Different technologies will meet different requirements based on risk, cost and
integration with other technologies. It is unlikely that the differing requirements can be
met by a single scheme without compromising risk at one end or cost at the other.
However too many schemes will confuse users, possibly increase costs as users need to
implement an excessive number of schemes and leave users with a bewildering array of
technologies attached to their systems. The objective should be to minimise the burden
on users in order to encourage them to adopt electronic authentication and electronic
commerce. Government and industry need to pursue an appropriate balance in
consultation.

15. Technical standards and legal and policy frameworks will al impact on
interoperability and cross border recognition of electronic transactions.

ACCREDITATION

16. One of the main issues to be addressed is whether government should license or
regul ate authentication technology or authentication service providers. Approaches could
include government licensing, government endorsed accreditation schemes, standards
based accreditation schemes and industry endorsed accreditation/audit schemes.
Implementation of these schemes can be mandatory or voluntary. The type of approach
adopted will vary from jurisdiction to jurisdiction determined largely by domestic policy
on issues such as industry regulation and consumer protection. Problems will emerge if
jurisdictions insist that authentication technologies or service providers satisfy their
licensing or accreditation processes and requirements even where the service provider or
user of the technology is located outside their immediate jurisdiction.

CULTURAL DIFFERENCES

17. The Task Group discovered several examples of cultural differences that have the
potential to impact on electronic authentication. These highlight the need for
governments to be sensitive to the existence of cultural differences between economies.
Cultural differences have the potential to impact on technical, legal and policy aspects of
electronic authentication. Often cultural differences are not addressed in these aspects
through ignorance rather than intent. There is a need to raise awareness of both cultural
differences and their possible impact.

AWARENESS

18. Electronic commerce and electronic authentication are still emerging disciplines. The
level of awareness of both the technologies and their use is patchy and in many cases
fraught with misconceptions. This is particularly the case in respect of the security and
reliability of the technologies and their implementation. There is a need to raise
awareness among government policy makers, business managers and individual users. In
many cases it will be difficult to focus attention on just electronic authentication as a
large proportion of the target audience will have wider ranging responsibilities or
interests. Strategies for raising awareness of electronic authentication technologies and



associated issues will often need to be integrated with broader electronic commerce
awareness raising strategies.  Specific electronic authentication awareness raising
programs can be developed and targeted at selected audiences.

LEADERSHIP

19. Governments, international organisations, business, academics, users and user groups
and the IT industry al have to assume leadership roles if electronic commerce in general
and electronic authentication in particular are to flourish. Adoption of clear legal and
policy frameworks, standards and business practices as well as use of the technologies
themselves will provide the leadership required to ensure the widespread uptake of
electronic commerce.

LEGAL ISSUES

20. There are a number of legal issues associated with the use of electronic
authentication. These include legal effect of electronic transactions and electronic
signatures, liability and privacy.

CONCLUSION

21. It was not the objective of the Task Group to make specific recommendations in this
report. Rather the Report has been prepared to identify relevant issues for APEC member
economies and the various working groups of APEC that will need to consider the issues
and develop options in consultation with the wider international community.
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1. GENERAL ISSUESRELATING TO THE USE OF ELECTRONIC
AUTHENTICATION

What isa Digital Signature ?

It is the means by which the recipient of a transaction or message can make
an assessment as to whether to accept or reject that transaction.?

INTRODUCTION

1. The opening quotation was part of a Task Group report specifically addressing issues
relating to digital signatures. However, asthe role of the Task Group has widened to
address all types of electronic authentication, so can the question be expanded. The
guotation is equally relevant to all types of electronic authentication.

2. For the purposes of both the eSecurity Task Group and this report, the term
‘electronic authentication’ covers the authentication of individual and organisational
identity, roles and attributes. Electronic authentication schemes and technologies may
also cover message integrity and non repudiation in addition to authentication. As part of
the technology neutral approach, the following terms are used throughout the paper, with
or without the prefix ‘electronic’:

Authenticator a parameter for the authentication of individual or
organisational identity, roles or attributes that can
be applied by a natural person or machine;

Authentication Technology the technology used to generate, issue or interpret
an authenticator;

Authentication Service Provider  a body that generates, issues, receives or stores all
or part of an authenticator and might add some
further service (for example a certification
authority in public key cryptography terms or the
holder of a biometric template);

Authentication Scheme a scheme that involves authenticators and
authentication service providers,

Certificate an electronic document generally issued by a third
party that binds an authenticator to a specified user

Cross Certification the practice of cross recognition of another
authentication service provider's authenticator to
an agreed level of confidence and is normally

2 Asia Pacific Economic Cooperation, Telecommunications Working Group, Business Facilitation Steering
Group, Public Key Authentication Task Group Preliminary Report, September 1997,
http://www.apectel wg.org/apecdata/tel wg/eaT G/eal G-1.html
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evidenced in a contract or agreement. (An
extenson of the concept used in public key
infrastructures); and

High Level Authentication a body with responsibilities relating to the activities
Authority of a number of subordinate authentication service
providers (For example a root authority in a public
key infrastructure or a government licensing body).

3. It was also recognised that a number of economies are federations with a number of
state or provincial governments that, in some cases may have legal jurisdiction over all or
part of commerce. For that reason the term jurisdiction has been used rather than
economy.

4. A number of aternative approaches are identified, and in some cases detailed,
throughout this report. These are only put forward as possible solutions and the eSecurity
Task Force does not recommend that member economies adopt these particular
approaches. In some cases they will form the basis for further discussion within APEC.

BACKGROUND

5. Electronic commerce transactions including financial, human resources, registrations,
on-line shopping and document exchanges, are invoked through a number of on-line
applications such as e-mail, web browsers and Electronic Data Interchange (EDI). As the
transition from a paper-based legal framework to electronic means continues there is an
increased urgency to ensure that these transactions are secure and, where appropriate,
legally binding and auditable.

6. Authentication schemes provide the authenticity and, in some cases, integrity of
transactions. As governments and private institutions continue to expand their electronic
networks to serve the public directly and conduct business with organisations external to
their own, the requirement to certify and establish a level of trust between the
organi sations becomes more important.

7. At the 15th meeting of the then Asia Pacific Economic Cooperation (APEC)
Telecommunications Working Group (TEL) in March 1997, it was agreed to establish a
task group to review and assemble information about international trends in public
administration with respect to public key authentication. The then Public Key
Authentication Task Group presented its preliminary report to TEL 16 in September
1997.

8. In September 1998, a workshop on public key authentication and a meeting of the
APEC Public Key Authentication Task Group were held in conjunction with APEC TEL
18 in Port Moreshby, Papua New Guinea. As aresult it was agreed that the Task Group
(renamed the Electronic Authentication Task Group) develop an awareness raising paper
expanding on a number of issues identified as being critical to the implementation of
electronic authentication. The paper would also need to identify any unique needs, either

7. 2



in business models or electronic authentication requirements, in APEC member
economies and focus on ensuring cross border recognition of electronic authentication
techniques within the APEC region.

9. The Task Group and Workshop identified the following issues to be addressed in this
report:

» definitions,

* business models;

*  UuSer requirements;

» technology;

o trust;

o liability;

» rolesof participants,

* interoperability;

» accreditation;

» cultural differences,

» awareness, and

» leadership.
10. The Task Group agreed to the preparation of a technology neutral report addressing
the main issues relating to the use of electronic authentication. It also agreed to the

production of four technology specific chapters addressing the following groupings of
technologies:

* asymmetric cryptography;
» shared secrets;
* biometrics; and

e other.



11. A further two chapters were subsequently requested:
* hybrid technologies
* anexplanation of cryptography

12. The chapters cover how the specific technol ogies address the issues raised in the main
body of the report.

13. Given the complexity of issues relating to Public Key Infrastructure (PKI)
interoperability and the legal issues relating to electronic authentication, these are the
subject of separate chapters.

14. The chapters were presented as a series of papersfrom TEL 19to TEL 26..
DEFINITIONS

15. The first problem encountered in examining this subject was the question of
definitions and terminology. As electronic commerce has evolved certain terms have
become synonymous with specific technologies. For example the term digital signatures
is generally related to the use of public key cryptography and the term electronic
signature is now used to cover other eectronic signing processes. Similar problems
emerge where a term has different meanings depending on where it isused. The problem
became apparent in the preparation of this report as the term ‘certification’ had one
meaning in respect of public key infrastructures and another in respect of standards
accreditation processes.

16. In addition as noted in an Organisation for Economic Co-operation and Development
(OECD) paper® prepared for the 1998 OECD Ministerial Conference in Ottawa, certain
terms have come to be used in very specific ways in technical communities but are often
used inconsistently in policy discussions.

17. The International Organization for Standardization and the International Electro-
technical Commission Joint Technical Committee on Information Technology, Sub
Committee 1, Vocabulary (ISO/IEC JTC1 SC1) has the formal task of standardising the
vocabulary for information technology and has produced the ISO/IEC 2382 series of
standards..

18. In many cases a term can have a different meaning depending on its context. It is
therefore unlikely that complete consistency can be achieved. Thereisarole for member
economies to contribute to and stimulate work in attempting to achieve the maximum
degree of consistency. However, member economies also have arole in encouraging the
inclusion of definitions in particular documents. Governments can play a leadership role
by adopting this practice for their documents..

% Organisation for Economic Cooperation and Development, Inventory of Approaches to Authentication
and Certification in a Global Networked Society, Paris, October 1998,
http://www.oecd.org/dsti/sti/it/ec/prod/reg_3e.pdf




ELECTRONIC BUSINESSMODELS

19. Electronic business can be categorised on the basis of the environment in which it
operates. There are several definitions under discussion in various communities to
categorise certification authorities by business model and this work can be extended to
describe business modelsin general. Some of these definitions are discussed below:

Open Model

20. An open model involves the use of electronic authenticators between users who do
not have a pre-arranged or organisational relationship covering reliance on the particular
authenticator. It assumes there are many parties who may rely on an authenticator but
who may not have been known to each other at the time of issuance of the authenticator.

21. Typical of open models would be where a user enters into a business contract with a
third party based on the exchange of electronic authenticators validated where necessary
by reference to a service offered by an Authentication Service Provider (ASP). In this
case the parties are independent legal entities although there may be a legal relationship
between one of the parties and the authentication service provider.

22. The classic example of an open model is Internet business where two parties may
enter into atransaction without any prior contact or formal arrangement.

23. The main advantage of this model is that it allows a business an amost unlimited
field of potential clients. However in many cases establishment of a business relationship
goes beyond simply authentication of identity and other aspects such as financial
viability, ability to deliver goods etc are often established and taken into consideration.
These could reduce the ‘ openness’ in many cases.

Recognition
® °
Direct Direct
Agreement Agreement
® °
Sender Receiver

24,

Figurel- Open Modd



Closed Model

25. A closed model is one in which authenticators are exchanged between users who have
a pre-arranged contractual or organisational relationship that extends to the issue and use
of authenticators.

26. Typical of closed models would be authenticators exchanged internally between
employees of a corporation or government (organisational relationship) or authenticators
exchanged between users and a hub organisation such as between a business and its
customers or suppliers where an agreement on the use of authenticators exists
(contractual relationship).

27. Examples of closed models would be value added networks such as EDI where
formal agreements exist; or online merchants who request that a client establish an
account. A number of banks have also established closed systems for dealing with their
customers.

28. The main advantages of this model are that the business can retain its relationship
with its client and the greater certainty in dealing within established relationships.

Central Body

Difect
Agreement

Figure 2(a) - Closed Modd Example 1

29. Within a closed model the absence of a central hub can lead to a complex web of
relationships.



Figure 2(b) - Closed Model Example 2

Open-But-Bounded Model

30. There is a third model sometimes referred to as open-but-bounded. In this model
multiple parties could rely upon an authenticator but limits would be placed on the
possible number of relying parties and trust would be gained through advance agreement
by known parties.

31. Typica of open but bounded models would be where a number of relying parties
agree to accept an authenticator issued by one or more specified authentication service
providers.

32. An example of an open-but-bounded model would be one where a government
decides that its clients can use a single authenticator issued by any one of a number of
authentication service providers. The authenticator be recognised by a number of
agencies without there being formal agreements in place. This is the model adopted by
the Australian Government in its Project Gatekeeper.*

33. A draft paper by Michael Baum of Verisign observes’:

* Office of Government Information Technology, Government Online GATEKEEPER A strategy for public
key technology use in the government; http://www.ogit.gov.au/gatekeeper/pub/GATEK EEPER. pdf

® Michael SBaum, Technology Neutrality and Secure Electronic Commerce: Rule Making in the Age of
“Equivalence", http://www.verisign.com/repository/pubs/tech neutral/




A closer look at “open” PKIs in actual commercial practice demonstrates a
very different reality. Open PKIls often become constrained, or bounded, just
prior to use by relying parties.

34. The example quoted is somewhat different to that outlined above. However, thereis
growing recognition that open models may be bounded in some way.

Figure 3(a) - Open-But-Bounded Model Example 1

General Boundary

/ Agreemenl\

Figure 3(b) - Open-But-Bounded M odel Example 2



35. One problem that is becoming apparent, irrespective of the business model, is that in
the move to eectronic transactions, a number of implementors are assuming that some
form of electronic authentication is required. In some cases electronic authentication is
being used in transactions where signatures are not used in the equivalent paper process.
This can place electronic transactions at a disadvantage, in terms of cost and bandwidth
associated with the authenticator and in public acceptance of electronic transactions.
While business process re-engineering is an important element in the development of
electronic commerce, it is important to ensure that some of these processes do not,
inadvertently place greater demands on and or costs to businesses and users.

USER REQUIREMENTS

36. Most users of electronic commerce do not and will not understand the complexities of
the security and authentication services that they require in order to conduct business
safely over telecommunications infrastructures.

37. The one thing that they do realise is that they need confidence in the system that they
are using and confidence in the surrounding infrastructure. Further users also need
relatively simple and foolproof methods of engaging the security and authentication
services that they require.

38. The following is a list of user requirements that has been formulated by the World
Electronic Messaging Association (WEMA?®). This is a grouping of the individual
messaging associations from around the world.

@ Encryption - it shall be possible to send encrypted messages and
attachments though any/multiple service providers

(b) Encryption algorithms - the messaging system shall be capable of
en(de)crypting messages using different algorithms and the algorithm shall
be transparent to the user

(© En-route encryption options - there shall be different options for en-
route encryption: end to end (User Agent to User Agent) , Link (Message
Transfer Agent to Message Transfer Agent) and, Network (local user
Message Transfer Agent to remote user Message Transfer Agent)

(d) Authentication - there shall be bi-directional recognition of
authentication. The sender shall be able to authenticate the recipient and the
recipient the sender

(e Repudiation - proof of delivery shall be such that a receiver cannot
deny having received a message. Likewise the same sort of proof shall be
available such that the sender cannot deny having sent the message

8 http://www.opengroup.org/messaging/wema




) Encryption key lengths - there shall be no restriction on encryption
key lengths

(@ Confidentiality - users shall be able to specify that a message is
confidential and the service provider shall ensure that the message is
encrypted in such a fashion that no access to the message can be made while
itisintransport

(h) Traffic patterns - service providers shall not observe user traffic
patterns and therefore shall not be able to deduce abnormal activity levels
(eg. increased traffic prior to a merger or acquisition).

) Virus detection - mechanisms shall be provided to protect against
and detect viruses contained in message attachments. If a virusis detected the
originator and recipient shall be warned.

()] Mandatory routing - there may be times when it is desirable that a
message does not transit through certain countries, or transit through certain
service providers. There shall be a mechanism for a user to specify a
mandatory route.

39. The WEMA group is aso working towards making the above requirements areality.
40. The Internet Law and Policy Forum devel oped the following consensus principles”:

Governments should identify and remove legal barriers that hinder the
recognition of electronic authentication.

An electronic authentication should not be denied legal effect solely because
of its electronic form.

To the fullest extent possible, national laws and jurisdictions should
recognize and give full legal effect to contractual agreements concerning the
use and recognition of electronic authentication techniques.

Legal rules relating to electronic authentication should be made to operate
collaboratively and provide consistent results across jurisdictions to promote
the growth of electronic transactions and establish a predictable legal
environment for the use and recognition of electronic authentication methods.

Governments should recognize that their actions with respect to electronic
authentication can create barriers to trade. Governments should not
unreasonably discriminate against electronic authentication methods or
providers from other jurisdictions or erect improper non-tariff barriers to
trade.

7 http://www.il pf.org/events/intl prin.htm




Governments should not require or unduly promote the use of particular
€l ectronic authentication means or technologies.

Sandards for use of electronic authentication methods or technologies
should be market-driven to meet user needs.

41. Other Business groups are working on defining their own requirements. This gives
rise to two potential conflicts. The first is that inconsistencies will develop between
perceived needs of the various business groups. The second is that governments will
introduce policies and legislation that do not adequately meet the user needs. The need
for continued dialogue between the different interestsis obvious.

Technical Requirements

42. More specifically than those items mentioned above, security procedures and
authentication should be as transparent as possible for users. A user should be able to
readily verify an authenticator incorporated in a message or transaction. Unless this
procedure is simple or transparent, most users will not bother

Business Process Reguirements

43. Users will need to be educated in the procedures required to verify information in the
electronic world. There needs to be discussion on why and when security procedures are
required.

44. 1t is incumbent upon business entities such as the Chambers of Commerce and the
accounting bodies to ensure consistency in the procedures for the electronic environment
just as we have built up paper based procedures

Legal Reguirements

45. Users need to feel confident that any transactions or messages acted upon which have
used correct security procedures will be backed up within the legal environment.

Government Endorsement

46. Governments need to back the establishment of a globa electronic community in
which the citizens of each economy can feel as if they have al of the rights and
responsibilities that they are accustomed to in the normal paper based environment.

ELECTRONIC AUTHENTICATION TECHNOLOGIES

47. In examining authentication technologies, the Task Group identified four grouping as
follows:

e asymmetric cryptography;

e Shared secrets;



e biometrics; and
* other.

In addition the Task Group noted there was a trend towards using a combination of
several authentication technologies for several transactions. The name ‘hybrid® was
attached to this group.

Asymmetric Cryptography

48. This group covers public key cryptography that many people see as synonymous with
electronic authentication. It is also known as digital signature technology. Technologies
in this group provide functions of authentication, integrity, non repudiation and
confidentiality. Asymmetric cryptography can be used to authenticate identities and
attributes and can be used in open, closed or open but bounded environments. It can also
be used as a tool to ensure the integrity documents without using the authentication
capability. Again this can occur in open, closed or open but bounded environments. An
important element is the existence of public and secret components (known as keys) and
for access to the secret component to be controlled by the owner. One of the policy
issues is the question of control over secret, or private keys, particularly in respect of key
generation which is discussed in Chapter 2. This technology is the only one that provides

an message integrity capability.

49. While the concept and some technical implementations are very mature, it isonly in
recent years that the infrastructures required to support widescale deployment of this
technology have started to emerge.

50. Chapter 8 contains a tutorial on cryptography while Chapter 2 contains more detailed
discussion on this group of technologies.

Private Key Public Key/Certificate

Message
Sender Encrypt Decrypt Receiver

Figure4 - Asymmetric Cryptography
Shared Secrets

51. This group covers implementations such as symmetric cryptography;
passwords/PINS; and challenge/response. Technologies in this group provide for
authentication. However, only symmetric cryptography can provide confidentiality and
integrity capabilities in some implementations. Depending on whether the secret is
unique to each pair of parties, non repudiation is possible. This group mainly supports
closed business models as the secret has to be shared between both parties and there is
likely to be some form of associated arrangement. It can, however, support open but
bounded models through a chaining arrangement where an authenticator in one closed
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system could generate authenticator for another closed system. For example Kerberos
could be used in thisway.

52. A number of the technologies in this group have been in use for many years. Some
businesses have indicated a preference for operating on shared secret technologies at this
stage as they are more familiar with the associated business risks.

53. Chapter 4 contains more detailed discussion on this group of technologies

Share Secret
Sender Receiver
StoreSecret
Send Message + Secret
Sender Compare Secret
With Store

Figure5- Shared Secret
Biometrics

54. This group covers a range of technologies that use personal characteristics as an
authentication technique. It includes fingerprints, hand geometry, retinag/iris patterns,
signature’keyboard dynamics and voice verification. Other characteristics may be used in
the future. Technologies in this group provide for authentication and non repudiation.
Biometrics rely on the recipient being able to compare a biometric with some form of
template or the original of the characteristic. However, it is possible for templates to be
certified and stored for comparison in the same way as public keys are in asymmetric
cryptography. This group could, therefore, support open, closed and open-but-bounded
models.

55. Biometrics have been used for physical access control for many years. However
these implementations were closed systems. Problems emerge in the protection of
templates in the more open electronic environments. A number of implementations are
using cryptographic techniques to protect templates and communication of biometric
characteristics. For this reason many implementations of the technologies will fall under
the hybrid heading.

56. Chapter 5 contains more detailed discussion on this group of technologies.



Send Template
Sender Receiver

StoreTemplate

SendBiometric + Message
Compare Biometric

With Stored Template

Sender

Figure6 - Biometrics
Other

57. This group covers a number of characteristics of a message or transaction rather than
specific technologies. These include email address, domain name, IP address, and the
signature block on amessage. This group only covers authentication but the technologies
can be used in open, closed and open-but-bounded models.

58. Use of authenticators from this group is actually very wide spread. It is one of the
most common means of authentication currently used, particularly in respect of email.
Generally it is used in association with other collateral evidence such as expectation of
the communication, shared knowledge of events or introduction by a third party. This
results in an aggregation of trust. Its use for high risk/value transactions can be expected
to diminish as the technologies discussed above become more widely available. It will,
however, continue to play a part in both low value transactions and in closed systems
such as organisational email for the foreseeable future.

59. Chapter 6 contains more detailed discussion on this group of technologies.

Message+ Email Address
Sender Receiver

Check Email Address

Figure7 - Other Email AddressExample

Hybrid

60. It is becoming apparent that in a number of instances several technologies are being
utilised in a single transaction. PenOp uses signature dynamics for authentication



combined with cryptography for message integrity. Passwords are passed over the
Internet using cryptography (eg SSL in browsers) to protect them. Biometrics are being
used to trigger adigital signature (asymmetric cryptography) which on receipt generates a
Kerberos ticket (symmetric cryptography) to access a particular file. The question is at
what point do you separate the authentication process from the associated security
process. Ultimately that will be a matter for courts to decide and will probably vary from
caseto case. However the legal and policy frameworks for el ectronic authentication need
to be flexible enough to cover these hybrid technology approaches.

61. Chapter 7 contains more detailed discussion of these approaches.

Biometric Sender Public Key Technology Receiver Kerberos i
Sender PC Front end File

Figure8- Hybrid Using Three Technologies
Selection

62. The selection of the appropriate electronic authentication technology is one of risk
management and will vary over time as technologies in the different groups emerge and
are superseded. Users will need to examine the assets they are trying to protect and the
risk to those assets before selecting the most appropriate technical solution. Other issues
would include cost/benefit and integration with other technologies. The decision is one
for users and not for government. Lega and policy frameworks need to be flexible
enough to alow users to make the choice of the most appropriate technology for their
purpose. Governments may, however, have arole in ensuring that technologies and their
implementations meet their stated objectives and that users are able to make informed
choices. Theseissues are discussed elsewherein this report.

CERTIFICATION MODELS

63. Several of the technologies outlined in the previous section require a third party to
certify the identity of the holder of a particular electronic authenticator. As early as 1996°
distinctions were being made between formal and informal certification approaches. For
the purposes of this paper three basic certification approaches are considered.

Formal Certification

64. This approach generally involves an authentication service provider formally taking
on the role of binding a party to a particular electronic authenticator. A number of
approaches involve hierarchical structures with each level being certified by a higher
element until a peak is reached. For thisreason it is aso referred to as a chain of trust.
These bodies may be established within an organisation or may be provided on a
commercial basis. The Public Key Infrastructure (PKI) approach is an example of a

8See for example abstract to paper Let A Thousand (Ten Thousand?) CAs Reign
Stephen Kent, BBN Corporation, http://jya.com/dimacs.txt
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formal certification approach. PKI approaches can range from small implementations
within an organisation to elaborate hierarchica models that can cover millions of key
holders. PKI approaches are addressed in more detail in Chapter 2. An series of IETF
standards, Public-Key Infrastructure (X.509) (pkix)°, exists for this approach.

65. It is adso possible for biometric templates to be bound to an individual party. This
approach is not yet in common use and no standards are available.

Certification
. °
Certification Certification
® ®
Certification Certification
o °
Sender Receiver

Figure9 - Formal Certification

Informal Certification

66. This approach generally involves a third party or a number of third parties certifying
that an electronic authenticator belongs to a particular party. A relying party checks to
see if it trusts one of the certifiers. This technique is used for public keys in approaches
such as Simple Distributed Security Infrastructure (SDSI), Simple Public Key
Infrastructure [SPK1] and in the PGP suite of products. It does not rely on the formal
hierarchical structure that is common to formal certification and is often referred to as a
web of trust. A number of |ETF standards, Simple Public Key Infrastructure (spki)* and
PGP, exists for this approach. These approaches are addressed in more detail in Chapter
2.

67. In theory it may be possible to informally certify biometric templates but no examples
of such approaches could be found.

9 http://www.ietf.org/html.charters/pkix-charter.html
10 hitp://www.ietf.org/html.charters/spki-charter.html

1 http://www.ietf.org/html.charters/openpgp-charter.html
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Certification

Sender Recelver

Figure 10 - Informal Certification

No Certification

68. A number of electronic authentication technologies do not require, or can exist
without, any form of certification. Shared secret implementations require the parties to
know each other before the secret is shared. Therefore there is no need for certification
where this technology is used.

69. The ‘other’ group of technologies does not lend itself to the use of either formal or
informal certification athough it may be argued that some of the ‘introductory’ aspects
such as a party advising athird party’s email address does add some element of increased
trust when dealing with the third party. As no ‘certificate’ is created or utilised, this
approach has been included in the *no certification’” model.

70. Both asymmetric cryptography and biometrics can be used without certification.
° °
Sender Receiver
Figure 11 - No Certification
TRUST

71. Much has been written about the need to develop user trust or confidence in the new
technologies including electronic authentication™. This includes trust that the technology
can deliver the benefits (economic, productivity) and trust that the user will not be
disadvantaged by using it (fraud, privacy, consumer issues).

72.Trust can be achieved through the development of appropriate technology,
development of appropriate legal and policy frameworks and development of appropriate
business practices. In al cases not only do these elements need to be devel oped but users

12 See for example

Asia Pacific Economic Cooperation, APEC Economic Leaders Declaration: Connecting the APEC
Community, Vancouver, Canada, November 25, 1997 http://www.apecsec.org.sg/econlead/vancouver.html
Organisation for Economic Cooperation and Development, Dismantling the barriersto global electronic
commerce, Paris, November 1997, http://www.oecd.org/dsti/sti/ec/prod/dismant|.htm
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need to be aware of the developments and the issues involved.

73. Many of the sections of this report are ultimately directed at developing frameworks
that will generate user trust. For example, accreditation processes are designed to enable
users to trust the technologies while legal frameworks are designed to enable users to
trust that they can rely on the legal validity of atransaction. Awareness raising programs
are designed to build the level of required trust once the appropriate frameworks are in
place.

74. As these elements are discussed in more detail in this report the discussion will not be
duplicated here.

LIABILITY

75. Liability has been raised as one of the major issues facing users and authentication
service providers. This issue is under active consideration in a number of international
fora. Centra to the discussion is whether governments should legidate in respect of
liability or adopt a contractual approach. The issue is complicated by the fact that a
number of economies are federations and jurisdiction for liability may rest with state or
provincial governments.

76. 1t is likely that different jurisdictions will, at least initially, adopt different
approaches. It will be important to ensure that adopting one approach does not prevent
transactions with jurisdictions that adopt the alternative approach.

77. Liability is discussed in more detail in the Legal 1ssues Chapter (Chapter9).
ROLESOF PARTICIPANTS
78. The Community of Interest applicable to electronic authentication includes:
* Governments,
» high level authentication authorities (optional);
e authentication service providers; and
s users.

79. Theterm ‘users' includes end-entities/users/subscribers depending on the terminology
used in a particular architecture. They may be independent or associated with a sponsor
recognised by a authentication service provider. A sponsor is an organisation with which
an end-entity/subscriber/user is affiliated (eg. employee of afirm).

80. The term ‘Relying Party’ is used in some system documentation to define the
recipient of an authenticator who acts in reliance on that authenticator. By that definition
authentication service providers and users are all relying parties during specific processes
and exchangesin a PK| supported system.



81. All elements of the community of interest have roles particularly in respect of
ensuring the integrity of the authentication scheme or schemes.

Governments

82. It isthe role of government to provide the legal, regulatory and policy frameworks to
support electronic authentication. The balance of legal and self-regulatory approaches
will vary from jurisdiction to jurisdiction. In some implementations, the activities listed
below may be performed by government in which case it would need to take on the
additional roles.

High Level Authentication Authorities

83. In some cases or for some authentication technologies it may be decided to establish
one or more high level authentication authorities. These may be established by
government, industry groups or even individual organisations managing one of more
authentication service provider. In some cases high level authentication authorities may
be involved in the accreditation or licensing of their subsidiary authentication service
providers.

84. Roles of high level authentication authorities could include:

e providing or approving policy and practice statements for subsidiary
authentication service providers;

* ensuring compliance with applicable legal provisions, policy and practice
statements, technical standards; and

» facilitating cross-certification as discussed in the next section.

Authentication Service Providers

85. It istherole of authentication service providers to:

e advise users of the authentication service provider's policy and practice
statements;

* make copies of documented cross-certification agreements including relevant
policy and practice statements available to subscribers of all certified and cross-
certified authentication service providers;

» revoke authenticators and publish revocation lists as required under the rel evant
policy statement;

» peform the identification and authentication procedures stipulated in the
applicable policy statement;



* provide authentication and repository services consistent with the policy
Statement;

» provide the operational, security and technical controls stipulated in the policy
and practice statements;

» comply with all applicable policy and lega provisions; and

e accept liability for elements of damage and financia loss arising from or in
connection with its services as warranted in the relevant policy statement or in
accordance with relevant laws and regul ations.

Users
86. Users have rolesin ensuring that:

* no unauthorised party has had access to any secret component of an
authenticator; and

» dl representations made to an authentication service provider in the course of
obtaining an authenticator were true.

INTEROPERABILITY

87. The issue of interoperability means different things to different people. It has been
argued in some quarters that we should be aiming for a single globally interoperable
scheme. Others support the concept of a number of globally interoperable schemes. As
mentioned earlier different technologies will meet different requirements based on risk,
cost and integration with other technologies. It is unlikely that the differing requirements
can be met by a single scheme without compromising risk at one end or cost at the other.
However too many schemes will confuse users, possibly increase costs as users need to
implement an excessive number of schemes and leave users with a bewildering array of
technologies attached to their systems. The objective should be to minimise the burden
on users in order to encourage them to adopt electronic authentication and electronic
commerce. Government and industry need to pursue an appropriate balance in
consultation.

88. Interoperability covers technical interoperability, cross border recognition of legal
and policy frameworks and, more specifically, cross-certification within authentication
schemes.

89. A number of these issues were canvassed in the Task Group’s Preliminary Report and
are included here in an updated form.

Technica Standards

90. International technical standards will be essential for ensuring interoperability of
electronic authentication. A number of national and international standards bodies are
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addressing these issues. There is the potential for the development of inconsistent
standards in these different arenas. In addition, a number of industry sectors are also
developing their own systems or products based on proprietary or industry group
standards. Clearly there is the potential for short term problems of interoperability with
the various approaches. To be too dogmatic about particular standards, however, has the
potential to stifle developments in both the authentication technology and the
interoperability processes.

91. The standards exercise needs to be examined at two levels; detailed standards for
particular technologies and their use, and standards for interoperability between the
different technologies. The former can, to a certain extent be developed in isolation
although it is important that interoperability be considered even at that level. The latter
must be developed at a full international level. Even regional approaches have the
potential for inconsistencies that can cause problems for inter-region interoperability. If
this emerges as a significant problem, APEC member economies may need to take a pro-
active role in internationa standards making bodies to ensure full interoperability is
achieved.

92. A number of APEC economies are active in the international standards arena and can
assist in progressing these issues in those forums.

Cross Border recognition of Legal and Policy Frameworks

93. Some see the ideal situation as having consistent legislation across all jurisdictions.
However, inconsistencies are aready starting to emerge in legislative approaches in
different jurisdictions. This problem may be exacerbated in some federa structures
where state or provincial governments may adopt |egidative approaches inconsistent both
between each other and with that of the federal government. In some cases these
inconsistencies can be quite significant for example mandatory use of particular
authentication technologies or government licensing of authentication service providers
versus a completely free market approach. Other problems arise from legislation
containing detailed specifications of the technology and procedures that need to be
adopted.

94. Another difficulty which arises is that, whilst particular legislation might be seen to
be highly desirable and may be strongly advocated by the technical or business sectors,
such proposed legislation might in practice be unlawful or unenforceable when reviewed
against the legal rights provisions of the constitutions of, or the common laws in, other
member economies. It islikely that some fundamental legal rights provisions are in fact
included in all civil and common law jurisdictions and any proposals to introduce
procedures which are not consistent with such fundamental legal rights, however
desirable they may be from the technical or business viewpoint, are doomed to failure.

95. The United Nations Commission on International Trade Law (UNCITRAL) has
developed the Model Law on Electronic Commerce and the Model Law on Electronic



Sgnatures®and is undertaking work on electronic contracts. Any significant APEC work
in this area would be an unnecessary duplication of the work being carried out by
UNCITRAL.

96. A number of APEC economies are active in the UNCITRAL arena and can assist in
progressing these issues in that forum.

97. As highlighted in a number of areas throughout this report, the biggest danger to the
interoperability of electronic authentication schemes is overly specific legislation or
regulation. Schemes that mandate particular approaches to the exclusion of all others, be
they technical, legal or procedural, will not be able to accept authenticators from schemes
that do not adopt the same approach. However, schemes that adopt more flexible
approaches will be able to accept authenticators from schemes that mandate approaches.
This will disadvantage schemes that adopt the mandatory approach in terms of electronic
commerce. From the broader perspective, it will establish barriers to international
interoperability.

98. In some cases it may be possible to introduce schemes of a particular model for
internal use within an economy. The problems emerge when the scheme mandates that
particular type of scheme for al transactions regardless of where they originate. This can
be overcome by technology neutral legislation which does not specify that a particular
approaches must be used for transactions to be acceptable.

99. While this somewhat oversimplifies the problem, There will be a need for
governments to consider how to achieve national objectives in some of these areas
without formulating legislation which would have the effect of preclude schemes which
operate on a different basis.

100. Inits Preliminary Report, the Task Group recommended further work be carried out
with other international organisations. In general, these are cases where positive
guidance has to be given in addressing a problem, rather than avoiding specifying
particular approaches. In most cases, this further work needs to be carried out in
conjunction with other international bodies. This can be approached in a number of
ways:

* the establishment of aformal liaison mechanism between the Secretariats of the
various organisations;

» exchange of official observersfor relevant meetings;
» exchange of draft documents between members of various groups;

* nominating representatives already members of the other bodies to act as liaison
points; and

13 United Nations Commission on International Trade Law, Model Law on Electronic Commerce, New
Y ork, June 1996, http://www.uncitral.org/english/sessions/wg_ec/index.htm#T OP

7. 22



» conduct of joint meetings, Seminars etc.

101. In fact a combination of these approaches may be the most appropriate. The
important thing is to establish a dialogue with these other bodies to ensure that work is
not duplicated, or worse, developsin different directions.

Cross-Certification

102. Thereis arequirement to establish a consistent and auditable level of trust between
authentication schemes. A formal method of certification known as “cross-certification”
is being developed™. The scheme is being developed for public key infrastructures but
the same principles can be used for other authentication service providers that use the
same basic authentication technology (eg biometrics). Alternative approaches such as
" cross recognition” are being considered and are discussed in Chapter 3.

103. The process of cross-certification includes legal, technical and policy review of
each other's authentication scheme policies and authentication scheme practice
statements, their implementation and operational management. This is to ensure that the
authentication service provider of each respective domain agrees and meets the standards
as set out in its authentication scheme policy and authentication scheme practice
statement and that these are of essentially equivalent functionality. If there is agreement
on their equivalence, a formal process leading to a mutual agreement in the form of a
contract allows the authentication service providers to cross certify with each other. The
process must alow for changes and coordinate these in a timely fashion to prevent
interference with organisational programs and business transactions. Cross-certification
agreements should have a fixed term and alow for renewal, termination and
amendments.

104. Cross-certification can take place at a single or multiple levels of assurance.
Programmed site inspection of the cross certified authentication service provider facilities
must occur in order to ensure the integrity of the agreements.

105. A further issue that is starting to emerge is interoperability between authentication
technologies and other technologies used in the process of generating, transmitting or
receiving a transaction. We are aready starting to see instances where authentication
technologies can be rendered ineffective by other technologies. For example firewalls
and gateways can reject digital signatures or encrypted measures as they could possibly
be maleficent code or contain viruses. There is a need to encourage co-operation
between product developers and implementors to ensure that unnecessary barriers are not
erected.

14 See for example:

Electronic Commerce Promotion Council of Japan, Certification Authority Working Group, Publication of
"Exposition of Cross-Certification Technology and Proposed Basic Specification”,
http://ecom.ecom.or.jp/eng/output/97report_summary/wg08-2.htm
United Nations Commission on International Trade Law, PLANNING OF FUTURE WORK ON
ELECTRONIC COMMERCE: DIGITAL SIGNATURES, CERTIFICATION AUTHORITIES AND
RELATED LEGAL ISSUES, http://www.uncitral .org/english/sessions/wg_ec/wp-71.htm
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ACCREDITATION

106. One of the main issues to be addressed is whether government should license or
regulate authentication technology or authentication service providers. A number of
possible scenarios emerge:

e government licensing;

* government endorsed accreditation scheme;
» standards based accreditation scheme; and
* industry endorsed accreditation scheme.

107. Implementation of these schemes can be mandatory or voluntary. The type of
approach adopted will vary from jurisdiction to jurisdiction determined largely by
domestic policy on issues such as industry regulation and consumer protection. Problems
will emerge if jurisdictions insist that authentication technologies or service providers
satisfy their licensing or accreditation processes and requirements even where the service
provider or user of the technology is located outside their immediate jurisdiction.

108. As mentioned at the outset, the key requirement of authentication schemes is to
allow the recipient of a message or transaction to make an assessment as to whether to
accept that transaction. To be able to make that judgement, the recipient needs to be
aware of the type of accreditation the authentication scheme or technology has received
aswell as any relevant cross certification information. The means by which accreditation
and cross-certification information is conveyed to a recipient needs to be standardised.

Authentication Service Providers Accreditation Process

109. In both mandatory and voluntary schemes, the chain of confidence in authentication
services can be established on a sound footing by developing an effective accreditation
and certification system. This system relies on independent judgement being made at
each level of the system. In the first instance, the certification bodies make a judgement
as to whether the service provider’s operations (ie. authentication services) complies with
arelevant standard. The certification body is judged to be competent to carry out the
relevant certification by an accredited body. The certification and accreditation processes
are both carried out by independent bodies. With such a process in place in two countries,
the chain of confidence can then be completed by the accreditation bodies making
judgement in the competence of each other’ s programs.

110. The criteria against which the service of an applicant is assessed are those outlined
in an international/national Standard or a normative document nominated by a regulatory
body.

111. Depending on the development of standards and other normative documents
internationally (or nationally) a service provider could apply for certification in one of the
following methods:



If there is an international/national standard available, the applicant can
approach a national/international certification body to obtain certification in its
authentication operations. The evaluation (and the certification) work is carried
out by the certification body (or a subcontracted body on behalf of the
certification body). Following satisfactory compliance of the relevant
criteria/standard the service provider receives certification to operate within a
defined infrastructure as a certified authentication service provider.

If there are other normative documents available, the applicant can approach the
relevant regulatory body for guidance on achieving certification in its
authentication operations. The evaluation (and the certification) work is carried
out by nominated evaluators on behalf of the regulatory body. Following
satisfactory compliance of the relevant criteria/standard the service provider
receives certification to operate within a defined infrastructure as a certified
authentication service provider.

112. The following is a step by step guide to the accreditation process used in the
standards environment:

I dentify what goals arerequired to be achieved The typical objectives/goals
in applying for certification will be to be more efficient and profitable, produce
better services, achieve customer confidence and satisfaction, increase market
share, improve communication within the service provider’s organisation and to
reduce costs and liabilities. Identification of what the customers and end users,
suppliers, shareholders, community and employees expect of the services will
also be beneficia in assessing the need to apply for certification.

Service provider registers with the appropriate certification body The
service provider should contact severa certification bodies to find out what is
offered, what the likely costs are, the period for which the certification will
apply and how frequently they will want to audit the system. Some certification
bodies may include an initial pre-assessment in their offer. This can be of mgor
benefit in finding out the current status and what needs to be done. When the
service provider registers with the certification body, a project coordinator may
be appointed by the certification body for liaisons, and the relevant
documentation detailing certification requirements will also be forwarded.

Service provider prepares required documentation for certification The
service provider should obtain information about the certification criteria and
prepare al required documentation and apply the certification criteria to the
authentication operations to ensure/demonstrate conformance.

Service provider forwards relevant documentation to the certification body
for evaluation The certification body may carry out the certification work
themselves or subcontract this work to a recognised evaluator. It may be
necessary for certification bodies (or evaluators) to make a number of site visits
or reviews of documentation, dependent on the need for further evaluation. For
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example, a physical security review may recommend changes to locks, doors
etc. The service provider will need to carry out any work recommended and be
re-evaluated to ensure compliance.

* The service provider obtains certification from the certification body
When all criteria has been reviewed to the satisfaction of the certification body,
a certificate of certification will be presented to the service provider confirming
that it may now advertise, market and operate as a certified service provider
within a defined infrastructure. A list of certified service providers may aso be
published either by the accreditation or the certification body.

» Certification maintenance The service provider will be required to maintain
the certification by notifying the certification body of any changesin its services
and carrying out a periodic audit as required by the certification body.

Authentication Technology Accreditation Process

113. While accreditation of specific authentication technologies is part of the process of
accrediting an authentication service provider, it can also be applied to the technology
alone. This would assist in generating user confidence in the products that they, rather
than the service provider would be using.

114. The steps involved are similar to those set out in the section above but would be
limited to the product itself.

Audit of Policies and Practices

115. An adternative to forma accreditation against standardised criteria is an
independent audit of the assertions made in a service provider’s policies and practices.
Such audits and compliance statements can assist users in assessing the reliability of the
service being provided.

CULTURAL DIFFERENCES

116. During the course of its workshop in Port Moresby, and subsequent discussions, the
Task Group has become aware of a number of cultural differences within the APEC
region that can affect the way electronic authentication is implemented. The first
difference noted involves various concepts of community property rather than identifiable
individual or joint ownership of property. The community property concept can cover
extended families or clan, village or tribal groupings. In many cases no single individual
is given authority to act on behalf of the community. Many electronic authentication
techniques have as central themes the concepts of binding an electronic authenticator to
an individual and for the authenticator to be under the control of that individual. It is
difficult to trandate electronic authentication techniques that rely on the concept of
individuals to cultures whose basic concepts are communal. These community property
concepts are present in a number of APEC member economies.

117. The second difference involved the signing process and the means by which agents
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sign on behalf of the principal. In a number of Asian member economies, chops or seals
are used rather than written signatures. A principal can assign an agent signing privileges
by providing the chop or seal. In economies where written signatures are used, agents are
provided with awritten power of attorney by the principal and the agent applies his or her
own written signature on behalf of the principal. Similar processes apply in respect of
delegated authorities. Again the electronic authentication concept of individual control
over an authenticator does not trangate to an environment where the cultural approach is
the transfer of the signing instrument.

118. In both the above examples, legal frameworks may be based on the culturd
concepts.

119. These are only examples of cultura differences and have been presented to
highlight the need for governments to be sensitive to the existence of cultural differences
between economies. These cultural differences have the potential to impact on technical,
legal and policy aspects of electronic authentication. Often cultural differences are not
addressed in these aspects through ignorance rather than intent. There is a need to raise
awareness of both cultural differences and their possible impact.

AWARENESS

120. Electronic commerce and electronic authentication are still emerging disciplines.
The level of awareness of both the technologies and their use is patchy and in many cases
fraught with misconceptions. This is particularly the case in respect of the security and
reliability of the technologies and their implementation. There is a need to raise
awareness among government policy makers, business managers and individual users. In
many cases it will be difficult to focus attention on just electronic authentication as a
large proportion of the target audience will have wider ranging responsibilities or
interests. Strategies for raising awareness of electronic authentication technologies and
associated issues will often need to be integrated with broader electronic commerce
awareness raising strategies.  Specific electronic authentication awareness raising
programs can be developed and targeted at selected audiences.

Government Awareness

121. Government policy makers shape the framework within which electronic
authentication will operate. In doing so they need to be aware of the international as well
as nationa environment in which the technologies will be used. In most governments
there are alarge number of policy makers, very few of whom participate in international
discussion of electronic authentication issues. This is particularly true in federd
structures where the state or provincia governments are rarely directly involved in the
international policy development process. There is a need to give all relevant
governme