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1. 
Purpose
This document provides internal policy, guidance and considerations for integrating physical security in AFM-managed new construction and major renovation projects. 

2. 
References
U.S. Department of Justice’s (DOJ) Vulnerability Assessment of Federal Facilities,
June 28, 1995

Interagency Security Committees’ (ISC) Security Design Criteria

Departmental Regulation, Integrated Physical Security Standards and Procedure Manual (IPSSPM) (released November 2003 “guideline”)
Manual 242.1, ARS Facilities Design Standards

3. 
Introduction
In accordance with the Department of Justice’s (DOJ) report entitled, "Vulnerability Assessment of Federal Facilities" of June 28, 1995, DOJ recommended that each Federal facility be enhanced with a minimum set of security standards based on its specific needs.

Following the issuance of the DOJ report, the Interagency Security Committee developed a strategy for implementing the design and construction aspects of physical security in construction and renovation programs.  The standards focused on four primary areas: perimeter security; entry security for access of people, packages, and mail into a building; interior security for prevention of criminal or terrorist activities inside the facility; and security planning.

4. 
Policy
The Facilities Division (FD) has adopted the ISC Security Design Criteria as a guideline for all new construction and major renovation projects.  Refer to Manual 242.1, ARS Facilities Design Standards, for additional information on physical security design requirements and considerations for ARS facilities.

a. 
Security must be an integral part in the choice and development of new building sites and new or ongoing modernization projects at existing ARS buildings and sites.

b. 
Appropriate security design criteria and standards for each project must be determined based on a facility-specific risk assessment done at the earliest stages of programming, in accordance with the risk assessment methodology outlined in the ISC Security Design Criteria.  The risk assessment objective will be to achieve a responsible and prudent balance between risk and mitigation measures and to consider available Agency resources to implement every countermeasure.

c. 
All design plans for new building construction or planned renovations to ARS-owned or occupied buildings must be reviewed by a physical security consultant/specialist at the earliest phase of the design process, to ensure effective security strategies are efficiently integrated into the site construction and modernization planning.

5. 
Security Design Considerations
a. 
New Building or Site Construction.

1) 
Include security considerations in the choice and development of the building site in cooperation with local agencies.

2) 
Design site circulation controls to prevent high speed approaches to buildings by vehicles.  Use various types and designs of bollards and static barriers such as walls, fences, trenches, ponds and water, plantings, trees, sculpture, and street furniture to deny a vehicle a direct approach to a site.

3) 
Provide fencing protection for all mission essential vulnerable areas such as ground level utility mains, back-up power generators, transformers, incinerators used for the destruction of chemical and biohazard materials, natural gas lines, and ground level Heating, Ventilation, and Air Conditioning (HVAC) units.

4) 
A building’s general design strategy should be to keep unauthorized persons, intruders, and aggressors away from the facility (at a stand-off distance), and, if necessary, to harden the facility’s exterior components to resist the effects of an assault.

5) 
Design buildings to allow for visual monitoring on the exterior to detect suspicious activity.  At higher levels of protection, intrusion detection systems may include visual surveillance through the use of closed-circuit television (CCTV) cameras.

6) 
Design door construction and access points to withstand normal attempts at forced entry by an unauthorized person or intruder.  Install astragals on all perimeter doors.
7) 
Ensure all critical areas are afforded the highest level of security available including, but not limited to, barriers, doors, high security locks, vaults, alarms monitoring, intrusion detection systems, and CCTV surveillance.

8) 
Other safety and security strategies for design considerations may include:

a) 
Securing the site perimeter.

b) 
Using barriers to prevent passage of vehicles.

c) 
Minimizing public entrances into the building.

d) 
Securing vulnerable openings, e.g., first floor windows, doors, etc.

e) 
Installing electronic access systems, e.g., parking, elevators.

f) 
Securing critical functions, e.g., information technology, mechanical rooms.

g) 
Placing windows and doors to allow for good visibility.

h) 
Avoiding spaces that permit concealment by intruders.

i) 
Defining public versus private interior zones.

j) 
Avoiding blocking lines of sight with fencing and landscaping.

k) 
Locating public areas, e.g., restrooms, where they can be easily observed.

l) 
Designing lighting to reinforce natural surveillance.

m) 
Installing intrusion detection devices and video systems.

n) 
Creating redundant systems. 
o) 
Elevating fresh air intakes.

p) 
Providing good air quality and ventilation.

q) 
Protecting electrical systems, especially those required for life safety and evacuation, lighting surveillance equipment, and emergency communications.

b. 
Existing Construction Modernization.  Existing structures undergoing modernization should be upgraded to new construction requirements when required by risk assessments.

6. 
Physical Security Guidelines for ARS Buildings and Facilities
	Elements
	Support Facilities


	General Laboratory Buildings
	Special Containment Facilities

(BSL-3 and Above)

	
	General
	Hazardous Materials
	
	

	A.
SITE SECURITY

	1.
Site Circulation Control:

a)
Sufficient perimeter buffer zones and setback
	Desirable


	Required
	Desirable
	Required

	b)
Physical barriers to prevent high speed approaches to buildings by vehicles
	Required
	Required
	Required


	Required

	2.
Parking:

Parking control  (key card access to parking areas)
	N/A
	N/A
	Desirable
	Required

	3.
Lighting:

Adequate lighting (site and parking areas) with emergency power back-up
	Required
	Desirable
	Required


	Required

	4.
CCTV Monitoring:

Surveillance cameras with Time Lapse Video Recording
	Desirable


	Desirable
	Desirable
	Required

	5.
Fencing Protection:

Use fencing protection for mission essential vulnerable areas (ground level utility mains, back-up generators, transformers, incinerators used for the destruction of chemical and biohazard materials, natural gas lines, and ground level HVAC units)
	Required
	Required


	Required


	Required



	6.
Building Design:

Allow for visual monitoring on the exterior to detect suspicious activity
	Desirable
	Desirable


	Desirable


	Desirable



	7.
Door Construction and Access Points:

Withstand normal attempts at forced entry by an unauthorized person or intruder
	Required
	Required


	Required


	Required



	B.
BUILDING SECURITY

	1.
Entry Security:

a)
Receiving/shipping
	Desirable
	N/A
	   Desirable
	     Required

	b)
Access Control: 
	
	
	
	

	Intrusion detection system with central monitoring capability
	Desirable
	Desirable
	Desirable
	Required

	Upgrade to current life safety standards (e.g. fire detection, fire suppression systems, etc.)
	Required
	Required


	Required


	Required



	c)
Entrances/Exists:

X-Ray & Magnetometer at public entrances
	N/A
	N/A
	N/A

	Required



	X-Ray screening of all mail/packages
	Desirable
	N/A
	Desirable
	Required

	Entry control with CCTV and door strikes
	Desirable
	N/A
	Desirable
	Required



	High security locks
	Required


	Required


	Required


	Required



	Secure vulnerable openings, (e.g., first floor windows, doors, etc.)
	Required


	Required


	Required


	Required



	2.
Laboratory and Interior Security.

a)
Locate public areas, e.g., restrooms, where they can be easily observed
	Desirable


	N/A
	Desirable
	Required

	b)
Labs & plant & animal care areas separate from the public areas of the buildings in which they are located
	Required
	N/A
	Required
	Required

	c)
Restricted access to labs & plant & animal care & hazardous materials areas
	N/A
	Required
	Required


	Required



	d)
All refrigerators & freezers containing pathogens locked and/or contained in a secure laboratory
	N/A
	N/A
	Required
	Required



	e)
All BSL-3 agents stored in secure freezers within a high containment facility
	N/A
	N/A
	N/A
	Required



	3.
Emergency Power Backup
All critical systems (life safety system, intrusion alarms and CCTV monitoring devices, etc.)
	Required


	Required


	Required


	Required



	4.
Lighting:

a)
Design lighting to reinforce natural  surveillance
	Desirable
	Desirable
	Desirable
	N/A

	b)
Emergency backup for interior lighting
	Desirable
	Required
	Required
	Required

	c)
Secure critical functions (e.g., information technology, mechanical rooms, etc.)
	Required
	N/A
	Required
	Required

	5.
Utility Protection:

a)
Locate utility systems away from vulnerable areas
	Required
	Required


	Required


	Required



	b)
All access to utility areas must    be secured.  Restrict access to authorized personnel

	Required


	Required


	Required


	Required



	c)
Elevating fresh air intakes for HVAC
	Required


	Required


	Required


	Required



	C.
SECURITY PLANNING

	          1.     Establish street set-back for new   construction
	Desirable
	N/A

	Desirable
	Required



	        2.     Co-locate tenant or function with similar security needs
	Desirable
	N/A
	Desirable
	Desirable

	        3.      Install shatter protection on all       exterior windows
	Desirable
	N/A
	Desirable
	Desirable


7. 
Point of Contact   

For further information, please contact the Facilities Division on 301-504-1151.

/s/ PATRICK G. BARRY

_____________________________

PATRICK G. BARRY

Director

Facilities Division
�
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